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Abstract 

 
The Cloud Computing (CC) is famous due to shared resources 

technology. Cloud computing share resources among 

distrusting customers and provide on demand, cost effective, 

elasticity services. Due to rapid growth of cloud computing 

environment, vulnerabilities and their preventions methods are 

potential increase. We had seen that conventional prevention 

methods for Side Channel (SC) attack are not suitable for 

avoidance of cross-VM cashed based SC attacks. 

 
In 2016, shared technology issues is a one of top threat 

consider by cloud security alliance (CSA), which has been 

published in February 2016 in The Treacherous 12 [1]. This is 

a under top threat by CSA from last 5 year. In this paper we 

will discuss multiple method for performing side channel 

attack and prevention methods. We also discuss the strength of 

prevention method as well as drawbacks of that method. So 

that this paper will generate more research scope and new 

effective idea for prevention of side channel attack, this paper 

is provide support and background knowledge for new 

researchers in area of side channel attack in different 

environments. 

 
Keywords: side channel attack, cross-VM, prime-probe 

method, cross-VM cached based attack, Virtual Machine 

(VM). 

 
I. INTRODUCTION 

 
Cloud computing is used to resolve the sharing of 

numerous, large scale, computing assets in to a single 

abstract entity that is generally known as cloud. This 

will allow multiple users to access all these resources 

concurrently, which similar to workstation model o f 

past decade [5]. Cloud computing is used some complex 

software technologies are need to combine all such 

individual machine into a distinct dynamic manageable 

resource. 

 
Cloud computing allow users to outsource their required 

hardware, platform and software. Cloud computing 

provide the high computing resources on rent and that 

resource are very costly. Users are unable to purchase 

all that resources. Cloud computing basically used 
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Virtualization technology for providing the On-demand 

service. 

 
In present technology, side channel attack is one of top 

threat in cloud computing technology that is one of 

shared technology issues listed in The Treacherous 12  
[1]. Generally cloud service provider (CSP) promoted 

and delivers their services as scalable/elasticity by 

shared hardware/infrastructures, PaaS & SaaS, that is 

not secure for side channel attack because given 

architecture is not having strong isolation property. So 

given architecture leads to shared technology 

vulnerabilities. We need to secure application and user 

security, computer, storage and must be monitor our 

user as it is recommended by defense in depth strategy. 

By all these issues in present architecture leads to 

vulnerability to private key breaches/leaks that will 

compromise user system in entirely in cloud 

environment. 

 
Presently most famous side channel attack is cache 

based attack in which attacks perform on cache memory 

and attacker extract the private key of victim. 

 
Generally as shown in figure 1, processor has three 

types of cache memory, which names are L1, L2 and L3. 

L1 and L2 cache are same size and there are not shared 

among the multi core o f processor, which means each 

core has L1 and L2 cache of their own. On ly the L3 

cache shared among the different core of processor and 

that’s why side channel attack is possible in L3 cache. 

When the data is required by processor (for the register), 

then first required from L1 cache. L1 cache is divided in 

to separately into data and instruction cache. It will 

access most often and it is virtually indexed. That means 

mapping of cache location is determined by its virtual 

address (view by procedure) as different to its physical 

address (view by OS). That means cache is high speed 

but mapping is not sealed across contexts (different 

process will have different mapping) that why there is 

prospect of information leakage crossways L1 cache. 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 1: Cache memory hierarchy [12] 

 

The L2 cache is normally much big than L1 cache and 

contains both instruction and data. In this mapping of 

memo ry address to cache locations are done via 

physical memo ry and are sealed across contexts. 

Processes which have pooled access to data may find 

those data located in cache exclusive of causing a cache 

miss. As this will leads to information leakage between 

processes. As above figure 1 mentioned that L3 cache 

store data from multiple core simultaneously. This 

scheme is distinctive that allow multiple CPU cores 

access to shared resources, and data leakage can 

happens. This feature is called multi-tenancy or co-

residency in Cloud Computing. 

 

Cloud computing one more attribute is called 

virtualization; it involves the concept of physical 

machine to operating system in VMs on equivalent 

physical machine. In virtualization, the hypervisor is 

responsible for the communication between VMs. 

Hypervisor uses sandboxing technique for provide 

logical segregation between VMs, but this is not only 

sufficient prevention against SC attacks. SC attacks are 

performing to acquire details about the access pattern of 

memory by using access time difference of another 

process like cryptographic algorithms that perform the 

encryption. Such types of SC attacks monitor the cache 

states and analyze the effect on the encryptions 

completing time during the execution. SC attacks 

bypass the isolation provided by sandboxing 

mechanism. 

 

 

Cryptographic devices are just like black boxes, in 

which attacker only giving the inputs and corresponding 

outputs after calculation, what is going inside the device 

is entirely hidden from attacker. SC attacks try to gain 

more information concerning the data 

 

used in the device. SC attacks use physical process to 

extract confidential information of the victim VM fo r 

example private encryption key.SC attack is physical 

attack so it uses all kind of physical quality of 

computation like time consumes to run a program, 

power consumption during a process execution, 

electromagnetic radiation and temperature to extract the 

secret information. 

 

Some of the general Classes of SC Attacks are:  
• Cache based attack  
• Timing attack  
• Power monitoring attack  
• Electromagnetic attacks  
• Data remanence  
• Differential fault analysis 

 

These attacks are comes under the hardware-based side 

channel attack as well as power analysis, bus probing 

and a software based side channel attacks includes 

timing attack, cache attack and memory attack. 

 

RSA cryptographic algorithm is widely used with web 

browser in SSL connection and data transfer over 

internet. Therefore cached based SC attack easily harms 

the web browser. 
 
In cache based side channel attack , attacker and victim 

resides on same hardware and attacker is able identified 

cache memory spaces allocated for victim to store 

decryption functions like , square (S), Reduce (R) and 

Multiply (M). As we know cache memory size is very 

small in comparison with main memory and as per 

Cache memory mapping, some particular space data of 

main memory is stored in fixed location of cache 

memory so attacker use this vulnerability and store 



 
Some of his memory data in same location where victim 

S, M and R function are stored and called repeatedly. 

He will access his data from cache with periodically by 

any process with very short interval and he will store 

access time. If total access time is greater than cache 

access time its means data is not available in cache and 

first fetch from main memory then provide access for 

particular process so its means cache miss is performed 

otherwise cache hit performed. With the help of cache 

hits and miss he is able to find out which functions is 

called by victim system and extract decryption key. 

Once attacker get victim private key, victim system is 

compromised by attacker. 

 

a) Business impact 

 

A compromise of private key of victim system will 

increase the information disclosure and no information 

is confidential on victim computer. It will increase the 

elevation of privilege because private key is 

compromise and attacker may take more access rights 

on victim computer or their own system [1]. 
 

II. LITERATURE SURVEY ON SIDE CHANNEL 
 

Side channel attack is existed from the past [2], in cloud 

computing novel co-residency features which leads 

particularly in this context. As all knows that cloud 

computing is most popular and useful technology [3] 

because all new technology will develop according to 

cloud architecture but due to co-residency, a shared 

technology issues will raise increasingly. In present year 

many papers has been published on cloud computing 

vulnerabilities, specific on shared technology issues or 

data privacy issues [4]. 

 
Using exploitation of this vulnerability many attacker are 

extract private key of victim systems and able to see all private 

and confidential data of the victim computer. When two 

machines are co-resident [7], it is more dangerous that any 

attacker can extract ion cryptographic private key from 

unwary host [8]. Many papers are demonstrate the strictness of 

side channel attack in cloud environments and the possible for 

side channel attack when migrated to a cloud environment 

[9,10]. 

 
In [12] had developed novel cache design for protecting 

from side channel attack. They proposed novel security-

aware cache designs, used the Partition-Locked cache 

(PLcache) and the Random Permutation cache 

(RPcache), analyze and establish their security, and 

estimate their performance. 

 
Jingfei Kong et al., [13], study and analyses these novel 

cache designs and identify significant vulnerabilities and 

weaknesses of those new cache designs. They also 

proposed probable solutions and improvements over the 

unique new cache designs to beat the identified 

shortcomings. 

 
Carles Hernandez et al., [4], proposed Random Modulo (RM ), 

novel cache designs that provide the probabilistic behavior 

mandatory by Measurement-Based Probabilistic Timing 

Analysis (MBPTA) and with the subsequent advantages 

over existing MBPTA - acquiescent cache designs: 

 

(i) An outstanding fall in worst-case execution time 

(WCET),  
(ii) Lower latency and area operating cost, and  
(iii) Economical average performance w.r.t usual 

caches. 

 

Boris Kopf et al. [15], proposed a new way for 

automatically derive upper bounds on the quantity of 

information regarding the input that an opponent can 

extract from a program by analyzing the CPU's cache 

behavior. In their approach is a novel method for 

efficient including of concretizations of conceptual 

cache states that enables us to attach up to date 

techniques for stationary cache analysis and quantitative 

information. They implement their counting procedure 

on top of the Timing surveyor, one of the most superior 

engines for static cache analysis. They use their tool to 

perform a case study where they derived upper bounds 

on the cache leak of a 128-bit AES executable on an 

ARM processor with a practical cache configuration. 

They also analyze this functioning with a commonly 

suggested (but until now heuristic) countermeasure 

applied, obtain a prescribed account of the resultant 

increase in security. 

 

a) Motivation and Contribution 

 

This is a survey paper on side channel attack, as when 

someone starts work on side channel attack or shared 

technology issues [1], and then need one of paper on 

previous work and need to know the scope and 

importance of this area. So as per need of researchers, I 

did start writing this paper. This paper includes previous 

techniques for side channel attack as well as comparison 

and generates scope for new researchers for their future 

research. 



III. ANALYSIS OF PREVIOUS RESEARCHES 
 

Various researchers work on this area and proposed 

various method and techniques has been proposed as we 
 

a) Time Driven cache based SCA 

 
did discuss in our previous section but still this problem 

is in existence, as we know this vulnerability added 

recently in CSA documents in shared technology issues 

[1]. 

 

Paper Crypto System Algorithm used Severity 

In [16] Symmetric key AES HIGH 

In [17] Symmetric key AES HIGH(used Bonneu’s  attack 

   process to test the weakness of AES) 

In [18] Asymmetric key RSA HIGH(use FLUSH+RELOAD Based  Attack) 

In [19] Asymmetric key ElGamal HIGH(Using libgcrypt cryptographic library) 

In [20] Asymmetric key DSA HIGH(using lattice methods) 

In [22] Asymmetric key DSA MEDIUM ( Using Spy Program) 
 

 

b) Trace Driven Cashed based SCA 
 

 

Paper Title Crypto System Algorithm used Severity 

In [21] Asymmetric AES HIGH ( Use two metrics: "expected number o f traces" and 

   "average number of operations") 

In [23] Asymmetric RSA HIGH 

In [24] Asymmetric AES HIGH  (proposed  the  numerous  deductions -based  algebraic 

   side-channel attack to cope with the error in leakage capacity 

   and to explo it new leakage Models) 
 

 

IV. COMPARISON AND CONCLUSION 

 

Paper Method 

Implementatio

n Degradation   in Improvements  to  prevent  from Drawbacks 

   Title used  system SCA  

   performance   

      

In PLcache Implementation RPcache :0.3% RPcache: 0.07% 1. PLcache: 

[12] and   on M-Sim  PLcache : 12%  unnecessary locking 
 RPcache v2.0 and  could cause wrongness 

   14% with  problems [2] 

   floating point  ................. 

   benchmarks and  2. RPcache : 

   integer  vulnerable to crash 

   benchmarks  based time driven 
     attacks [2] 

     .................. 3. St ill 

     susceptible to software 

     cache-based side 

     channel attacks.[2] 

In novel MIPS  1. To secure the PLcache, one  

[2] cache simulations  probable way out would be a pre-  
 design to   loading and locking all important  

 overcome   information right before the crypto  

 the   operation  

 identified     

 weakness   2. when a procedure is not active,  

 in PLcache   it will not lock  

 and   its information in the data cache so  

 RPcache   that other process will not undergo  

    from the reduced cache capacity  



In create a No Average Remove shortcomings in PLcache Reduced overhead 
[3] secret per- implementation overhead of only and RPcache  

 page  only gives 2.5%.   

 memory method    

 mapping     

 from     

 virtual     

 address     

 offsets to     

 physical     

 address     

 offsets     

In Provide No Not discussed Not discussed Increase overhead on 

[4] counter implementation   system performance and 

 measures  only gives   computation 

 against counter    

 Power measures    

 analysis,     

 traffic     

 analysis,     

 timing     

 attack,     

 fault     

 analysis     

 etc.     

In Developed Cache is Problem is that Authors solved the issue of cache Increase overhead and 

[5] page divided into this security is interference and stop SCA that can performance 

 coloring Various parts. gained at vast be carried out to gain private data degradation 

 approach Each part is cost of   

 for the assigned a performance   

 avoidance particular deprivation and   

 of cache color. Each only up to certain   

 based SCA VM can boundary the   

  access the performance   

  cache part of degradation can   

  assigned color be traded with   

  for which it is protection   

  allowed to    

  access    

In Developed Linux By this approach Dynamically management for small performance 
[6] mitigation  they avoid from memory pages to disable sharing overhead 

 approach  the FLUSH+ of LLC lines  

 for access  RELOAD and   

 driven  Prime + Probe   

 SCA in  based attack in   

 LLC  LLC with little   

   performance   

   overhead   

In Developed Virtual Much better then 1. Provide protection against SCA 1. Cache capacity incurs 

[7] very light Machine page coloring based on LLC. very small performance 
and weight (VM) based 2.  Proposed technique is simpler degradation Approx 
[8] protection  scheme which as CAT, which isolate the cache 10% . 

 system  provides  an partitions.  
 CATalyst ,  average 3. Page coloring scheme is miss 2. Drawback for benign 

 for CSP  degradation of memo ry deduplication [9] wh ich is applications that require 

 and Clients  5.9% available in CATalyst. the right to use to the 

     high-resolution timers. 



V. Conclusion and Future work 

 

We have done work on this topic because of the cloud 

motivation in this research. First motivation was that 

cloud architecture is vulnerable to cache-based side 

channel attacks. And second was such attacks are not 

salved by any conventional method. So this cache-

based side channel attack survey is much more 

important for any new researcher, which will interest 

to work in this domain in future. 
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