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INTRODUCTION

Welcome to Cybersecurity Essentials. This book is designed to provide a
solid theory and practical platform for cybersecurity personnel. Key information
provided in this edition includes:

» Critical infrastructure security systems and devices

» Security for local intelligent computing, and controlling devices and
systems

» Security for local area network components and systems
» Cybersecurity for users and networks attached to the Internet

Each chapter begins with a list of learning objectives that establishes a foun-
dation and systematic preview of the chapter.

A wealth of graphic diagrams and screen shots are included in each chapter to
provide constant visual reinforcement of the concepts being discussed.

Key thoughts, cautions, and warnings in the chapter are presented in special
boxes to call extra attention to them. Key terms are presented in italic type
throughout the text. These terms are also defined in a comprehensive glossary
at the end of the book that provides quick, easy access to the key terms that
appear in each chapter.

Each part concludes with an extensive key-points review of its material.

One of the driving forces in the ongoing development of cybersecurity initia-
tives in the United States is the National Institute of Standards and Technology’s
(NIST) Cybersecurity Frameworks. These frameworks have been developed to
assist governmental and business organizations in the design and development
of systems and techniques to provide security for their critical infrastructure.

Security Challenges

Another outstanding pedagogical feature of this book is the presentation of the
scenario-based NIST Security Challenges placed at the beginning of each Part.
At the beginning of each Part there are one or more scenario-based Security
Challenges that present descriptions of a particular security setting related to the
information that will be presented in the chapter. You will be asked to read the
scenario, put on your security professional persona, and consider how you might
go about exploiting the key assets of the scenario, then contemplate how you
could go about establishing systems and strategies to protect those assets.
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These challenges are designed to provide you with real, open-ended context
that sets the expectation level for the material to be studied. Ideally, you will be
considering how the theory and hands-on materials you encounter as you move
through the chapter apply to those scenarios.

At the completion of each Part, you will be asked to return to these Security
Challenges and create new observations based on your increased knowledge.
You will also be asked to compare their observations to those of professional
security specialists who have provided their feedback for these scenarios.

Who Should Read This Book

This book is intended for:
» Students preparing for a career in IT, networking, or cybersecurity

» Network professionals who want to improve their network security
skills

» Management personnel who need to understand the cybersecurity
threats they face and basic options for confronting those threats

If you're interested in certification for the CompTIA Security+ or Microsoft
MTA - 98-367 Security Fundamentals Certification exams, this book can be a
great resource to help you prepare. See https://certification.comptia.org/
certifications/security and www.microsoft.com/en-us/learning/exam-98-
367.aspx for more certification information and resources.

What You Will Learn

You will learn to apply a systematic approach to securing IT networks and infra-
structure. This approach begins with addressing physical security concerns
from the outer edge of the physical environment to the interior region where
the most valuable assets are located. The first half of any security objective is to
limit physical access to the assets. If you can’t get to it, you can’t steal, damage,
or destroy it. You will learn to view physical security in terms of three perimeters
and to implement the proper tools at each.

After securing the physical environment, you will explore tools and tech-
niques used to secure local endpoint computing devices. Following the three-
perimeter strategy developed for physical security, you will address the security
of these devices from their outer edge to their most desirable asset: your data.



Introduction

After the local endpoint devices have been secured, you will turn your atten-
tions to securing the servers, connectivity devices, and transmission media that
make up the balance of your local area network. You will learn to secure these
devices to protect your IT assets within the connected environment that you
control.

Finally, you will explore tools and techniques used to protect your data when
it leaves the protection of the network you control and passes through unpro-
tected territory: the Internet. This will include building network structures to
protect your network from the bad people hiding in the Internet, as well as how
to guard your data when it is traveling through their territory.

What Is Covered in This Book

This book is a basic training system designed to provide a solid theoretical
understanding of cybersecurity challenges, tools, and techniques, as well as to
develop the foundations of a professional cybersecurity skill set. This is accom-
plished in a progressive four-section process, as follows:

Part I—Infrastructure Security—This part introduces the concepts and tech-
niques associated with physical infrastructure security devices, systems, and
techniques used to combat theft, prevent physical damage, maintain system
integrity and services, and limit unauthorized disclosure of information.

Chapter 1 presents two Infrastructure Security Scenarios for the reader to
consider and research selected NIST Cybersecurity Framework Functions and
Categories and then apply them to the given scenarios.

Chapter 2 deals with common Access Control systems for protecting physical
infrastructure assets. This section contains information about different types
of physical barriers and their associated monitoring and control systems. The
Authentication Systems section that follows is a logical extension of the physi-
cal access control materials. Devices and systems covered in this portion of
the chapter are used for controlling access and denial of access to key physical
assets.

Next the material moves on to examine the components and operation of a
typical physical security monitoring and notification system. In this section,
security controllers, sensors, and enunciators are covered along with logical
implementation strategies.

The material in Chapter 3 flows quite naturally to the addition of visual
Surveillance Systems to the security monitoring system. Information contained

X Xi
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in this section includes: surveillance cameras, video recorders, modulators, and
switchers.

Chapter 4 completes the Infrastructure Security material with a section cov-
ering Intrusion detection and reporting systems.

Chapter 5 provides a Summary and Review for the Scenarios and chapters
of Part I. This chapter includes a complete list of relevant Summary Points
and a Review Quiz. It also returns the reader to the Scenarios that began the
Infrastructure Security part so they can update their response to the scenario
challenges and then compare them to the response generated by an active Cyber
Security Professional.

Part II—Local Host Security—One of the most useful tools ever introduced
to business, industry, government, and medicine is the personal computer. This
chapter primarily deals with personal computers and focuses on security efforts
at the local computer level.

Chapter 6 presents two Local Host Security Scenarios for the reader to con-
sider and research selected NIST Cybersecurity Framework Functions and
Categories and then apply them to the given scenarios.

Chapter 7 begins the Part II discussion with sections covering physically
securing personal computing devices. Information covered here includes
biometric authentication devices such as fingerprint scanners, smart cards,
and RFID cards. The material then moves on to physical port access risks
and solutions. Options for accessing the PC covered here include the USB and
Firewire ports.

Chapter 8 provides an overview of operating system structures, security
features, and tools across the spectrum of operating system suppliers. In addi-
tion, the chapter covers logical (software-based) authentication methods for
access control at the user’s level. Topics covered here include passwords and
computer locking features. Finally, the chapter provides an overview of oper-
ating system auditing and logging utilities and wraps up with a discussion of
0S-based encryption tools.

Chapter 9 completes the Local Host Security part by examining security asso-
ciated with remote access options. Included in this line of discussion are local
software-based firewalls, intrusion detection systems, and Internet Browser
Security options. The chapter concludes with a detailed discussion dealing with
malicious software protection options, such as antivirus and antispyware pro-
grams, as well as software updating and patching efforts.

Chapter 10 provides a Summary and Review for the Scenarios and chapters
of Part II. This chapter includes a complete list of relevant Summary Points and
a Review Quiz. It also returns the reader to the Scenarios that began the
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Local Host Security part so they can update their response to the scenario chal-
lenges and then compare them to the response generated by an active Cyber
Security Professional.

Part III—Local Network Security in the Real World—While networks pro-
vide computer users with extended power to communicate and control devices
remotely, they also provide a very large window to information stored on differ-
ent devices attached to the network, as well as control devices operated remotely
through the network.

Chapter 11 presents two Local Network Security Scenarios for the reader to
consider and research selected NIST Cybersecurity Framework Functions and
Categories and then apply them to the given scenarios.

Because modern networking involves so much information, Chapter 12 is
designed to provide a basic introduction to networking. This chapter also exam-
ines typical network topologies (connection schemes). This is followed by an
in-depth discussion of the OSI model that describes the different layers that all
modern networks are designed on.

Chapter 13 provides information about network control strategies. These
include networking protocols (rules) such as TCP/IP and IP addressing schemes.
It concludes with a discussion covering the Ethernet standard.

Servers are the backbone of local area networks. Chapter 14 is dedicated to
network servers and security tools and practices associated with them. Items
discussed in this chapter include the roles of administrators, physical and logi-
cal access controls applied to servers, and steps for hardening server operating
systems.

As with previous chapters, the material moves into logical access control for
network environments. Topics covered here include user and group access con-
trols instituted through the server’s network operating system. Next the chap-
ter covers techniques and tools involved in maintaining server security. These
include network-level logging and auditing considerations, conducting backing
up operations, and securing network backup media. The chapter concludes with
coverage of distributed IDS systems, vulnerability scanning, and remote server
monitoring.

Chapter 15 moves on to cover the other major hardware components in the
local area network: the different types of connectivity devices used to tie
the network together. Topics covered in this chapter include: managed network
switches, enterprise routers, gateways, bridges, and wireless access points. The
second half of the chapter is dedicated to vulnerabilities and attack types associ-
ated with each type of device. The chapter concludes with a discussion of tech-
niques used to harden local area networks.
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Chapter 16 concludes the discussion of LAN security by concentrating on
the different transmission media types that connect the servers from Chapter
14 and the devices from Chapter 15 together. The first half of the chapter deals
with the strengths and weaknesses of the various media types while the second
half discusses vulnerabilities associated with each media type.

Chapter 17 provides a Summary and Review for the Scenarios and chapters of
Part III. This chapter includes a complete list of relevant Summary Points and
a Review Quiz. It also returns the reader to the Scenarios that began the Local
Network Security part so they can update their response to the scenario chal-
lenges and then compare them to the response generated by an active Cyber
Security Professional.

Part IV—Perimeter Security in the Real World—This part of the book builds
on the information from the Local Area chapters in Part III to deal with security
issues posed by Wide Area Networks (WANs) such as the Internet.

Chapter 18 presents two Perimeter Security Scenarios for the reader to con-
sider and research selected NIST Cybersecurity Framework Functions and
Categories and then apply them to the given scenarios.

The first chapter in this part of the book is designed to provide an under-
standing of the security environment at the edge of the local area network and
beyond. It establishes the Basics of Internet Security. Topics covered in this
chapter include: TCP/IP, unicasts/broadcasts/multicasts, common TCP/UDP
ports, and routing. The chapter concludes with coverage of Internet Services,
standards and RFCs, and security organization and standards associated with
Internet security.

Chapter 20 is all about hiding the local (private) network from the external,
public Internet. It begins with an introduction to the concepts of private net-
works and then moves on to techniques used to hide them from the outside.
Topics covered here include: Network and Port Address Translation schemes,
port forwarding and mapping, and network segmentation/segregation tech-
niques. The chapter concludes with an exploration of virtualization techniques
(VLANS) to hide network segments from each other.

Chapter 21 is about Protecting the Perimeter. The information presented
focuses on protection of the organization from external threats. The most
widely used device at the network perimeter is the firewall. This chapter begins
with an extensive discussion of different firewall types and functions. It then
moves on to discuss other types of devices and structures employed at the
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network perimeter to provide protection services. These devices and structures
include network appliances, proxies, DMZs, honey pots, and Extranets.

Chapter 22 is dedicated to securing data in motion as it moves through the
Internet. The key elements of this chapter cover authentication protocols, data
cryptography, and data encryption techniques. The chapter continues with cov-
erage of Virtual Private Networks (VPNs) and firewalls.

In Chapter 23 you are introduced to tools and utilities commonly used to
monitor, diagnose, and control network environments. Tools covered here
include common command line utilities used to test connectivity, packet/
protocol analyzers used to inspect network traffic, network mapping tools, and
penetration testing tools and utilities.

Chapter 24 deals with identifying and defending against common cyber vul-
nerabilities. Topics discussed in this chapter include: Zero Day vulnerabilities,
software exploits, social engineering exploits, network threats, and other com-
mon exploit types.

Chapter 25 provides a Summary and Review for the Scenarios and chapters
of Part IV. This chapter includes a complete list of relevant Summary Points
and a Review Quiz. It also returns the reader to the Scenarios that began the
Perimeter Security part so they can update their response to the scenario chal-
lenges and then compare them to the response generated by an active Cyber
Security Professional.

Finally, Appendix A is a glossary of terms, Appendix B is a list of acronym:s,
and Appendix C includes the NIST Preliminary Cybersecurity Framework

The Essentials Series

The Essentials series from Sybex provides outstanding instruction for readers
who are just beginning to develop their professional skills. Every Essentials book
includes these features:

» Multimode instruction, providing specific or hands-on procedures
wherever appropriate

» Review questions and/or bonus labs at the end of each chapter, where
you can practice and extend your skills

Instructors can access extra supporting materials (suggested short- and long-
course syllabi, PowerPoints, and more) by clicking the For Instructors tab at
http://www.wiley.com/go/cybersecurityessentials.
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How to Contact the Author

We're always interested in comments and feedback from our readers as well as
information about books you'd like to see from us in the future. You can reach
us by writing to info@marcraft.com. For more information about our work,
please visit my website at marcraft.com.

Sybex strives to keep you supplied with the latest tools and information you
need for your work. Please check their website at http://www.wiley.com/go/
cybersecurityessentials, where we’ll post additional content and updates that
supplement this book if the need arises.



PART I

Securing the Infrastructure

Chapter 1 Infrastructure Security in the Real World

Chapter 2 Understanding Access Control and Monitoring Systems

Chapter 3 Understanding Video Surveillance Systems

Chapter 4 Understanding Intrusion Detection and Reporting
Systems

Chapter 5 Infrastructure Security: Review Questions & Hands-On
Exercises
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CHAPTER 1

Infrastructure
Security in the Real
World

The following challenges will provide contextual reference points for the

concepts you will learn in Part I. Because you have not yet read the chapters

in Part I, the challenges in this chapter are designed to introduce you to the

infrastructure security scenarios you'll face in the real world. In this chapter,
you’ll learn to:

Understand the relevance of infrastructure security

Describe the functions, categories, subcategories, and reference
structure of the NIST Cybersecurity Framework

Apply the NIST Framework references to specific cybersecurity
scenarios

Security Challenges

The NIST Cybersecurity Framework was developed by the U.S. National
Institute of Standards and Technology (NIST) to provide a set of independent
guidelines that organizations can use to implement or upgrade their cyber-
security programs. Because the framework is a product-independent tool, it
provides guidelines that any organization can tailor to meet its own cyberse-
curity needs.

The frameworks are divided into five functions (Identify, Protect, Detect,
Respond, and Recover) that provide a top-level description of the cyberse-
curity development process. Each function is then divided into applicable
categories that underpin the stated function. Each category is further
divided into subcategories and implementation methodology. Finally, the

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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subcategories are supported by lists of reference documents that contain the
nuts and bolt of building the cybersecurity program.

This chapter will kickstart your thought processes for what you are about to
learn in Part L. It contains two specific cybersecurity scenarios to which you
will be asked to apply the NIST Framework in order to produce a cybersecurity
solution that meets the desired objectives. In each case, you will be provided
with specific subcategories to research, along with some guidance to help you
produce your solutions.

In this first pass through the scenarios, you are expected to generate and
record general observations about securing the infrastructure described, as you
have not yet been introduced to the supporting material. As mentioned earlier,
this is activity is designed to get your cybersecurity thought processes started.

In Chapter 5, you will return to these scenarios and use what you have learned
in Chapters 2, 3, and 4 to revise your initial assessments. You will also compare
your observations to those of professional security specialists who have provided
their observations and solutions for these scenarios.

Infrastructure Security Scenario 1

You are in charge of planning and implementing a security system for a new
electrical substation that will be built next to a new housing development. The
substation is equipped with high-voltage electrical switching gear for the sur-
rounding community. It is not manned on a full-time basis but does have a con-
trol building that houses instrumentation and communication equipment, as
shown in Figure 1.1.
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FIGURE 1.1 TheElectrical Substation

The high-voltage switch gear accepts electrical power from different sources,
which it then conditions and routes to the community users as needed.
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The energy arrives on a set of different high-voltage supply lines and leaves the
facility via different sets of distribution lines.

The monitoring devices and control systems in the substation communicate
with different parts of the utility’s transmission and distribution system to route
electrical power where and when it is needed. These communication channels
include wireless radio signals, signals transmitted across the power lines, and
traditional network communications media.

Risk Assessment 1

From the information provided in this first scenario, consider the National
Institute of Standards and Technology (NIST) functions detailed in this section
and then record your observations as they relate to each category.

SEE APPENDIX C FOR THE NIST CYBER SECURITY
FRAMEWORK

A copy of the NIST Cyber Security Framework is available in Appendix C. These
frameworks were developed by the U.S. National Institute of Standards
and Technology to provide cybersecurity guidelines for Improving Critical
Infrastructure Cybersecurity under executive order 13636. The ultimate goal of
this initiative is to provide guidelines for the nation’s critical infrastructure in
business, industry, and utility organizations to reduce their cybersecurity risks.

Identify

Create an inventory of physical assets (devices and systems) within the substa-
tion (NIST ID.AM-1).

UNDERSTANDING NIST REFERENCES

NIST references include the function, the category, and the subcategory. In the
example of ID.AM-1 mentioned earlier, the function is Identify (ID); the category
is Asset Management (AM); and the subcategory is 1 (which is “physical devices
and systems within the organization are inventoried”). To implement this portion
of the Framework for the scenario presented, you may want to refer to an online
copy of the designated Reference documents listed under this subcategory. The
same is true of the following subcategories as well.
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Protect

Describe in general how you might go about protecting the physical assets iden-
tified in the previous point (NIST PR.AC-2).

Detect

How would you know if someone or something was attempting to access, dis-
able, degrade, or destroy one or more of the devices and/or systems in the
substation? How could you detect anomalies and events that might impact the
operation of the substation (NIST DE.CM-2, 8)?

Respond

How would you need to respond to the anomalies and events you’ve identified
through the devices, systems, and steps you would implement in the previous
point (NIST RS.AN-1, 2, 3)?

Recover

Which steps could be put in place to recover from actions intended to access,
disable, degrade, or destroy the assets you previously identified (NIST RC.RP-1)?

Infrastructure Security Scenario 2

Your company is building a new corporate facility, as shown in Figure 1.2, to
house its 5,000 headquarters employees. The facility will feature multiple floors.
Some management personnel will use traditional offices with doors and win-
dows, but the majority of the employees will work in open cubicles.

Each office and cubicle will be equipped with a telephone and network con-
nection. In addition, many of the employees travel as part of their job roles
and require portable computers. Other employees work with desktop personal
computers.

The facility will house a cluster of computer servers and network devices
that provide workflow and communications between all of the managers and
employees. This architecture electronically manipulates, stores, and transmits
all of the company’s important business information and data. This includes
product descriptions, accounting information, legal records, customer records,
employee records, and the company’s intellectual property.
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Risk Assessment 2

From the information provided in the second scenario, consider the NIST func-
tions detailed in this section and then write your observations as they relate to
each category.

Identify

Create an inventory of physical assets (devices and systems) within the organiza-
tion (NIST ID.AM-1).

Create an inventory of cyber assets (software platforms and applications)
within the organization (NIST ID.AM-2).

Prioritize the organization’s assets based on their criticality or value to the
business functions of the organization (NIST ID.BE-3).
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Identify any assets that produce dependencies or provide critical functions for
any of the organization’s critical services (NIST ID.BE-4).
Create a risk assessment of asset vulnerabilities identified (NIST ID.RA-1, 3).

Protect

Create a policy for managing access to authorized devices and resources based
on the following items (NIST PR.AC-1).

Create a method for controlling physical access to secured assets (NIST
PR.AC-2).

Create an action plan for informing and training general employees (NIST
PR.AT-1).

Create a plan for helping privileged users understand their job roles and
responsibilities (NIST PR.AT-2).

Detect

Which types of systems must be in place to identify occurrences of physical
security breaches (NIST DE.CM-2)?

Which types of systems must be in place to monitor personnel activity to
detect potential cybersecurity threats (NIST DE.CM-3)?

Respond

Which type of response plan might be necessary when general physical security
is breached at the facility (NIST RS.AN-1, 2, 3)?

Considering the information kept on the company’s servers, which type of
response plan might be necessary when physical security is breached in the
server room (NIST RS.CO-4, 5)?

Recover

Which type of recovery plan might be needed for general physical security
breaches that occur at one of the cubicles in the facility (NIST RC.RP-1)?

Which items might a recovery plan include if server security is breached at
the facility (NIST RC.CO-1, 2)?

Summary

Record your observations for the risk assessments presented in this chapter. In
Chapter 5, you will compare these original thoughts and observations with those
you will generate after reading Chapters 2, 3, and 4. You'll also be able to com-
pare your answers to those of professional security specialists.



CHAPTER 2

Understanding
Access-Control and
Monitoring Systems

If you skipped reading the “Introduction,” you might wonder why

there’s an entire Part I devoted to infrastructure security. However, as the
“Introduction” pointed out, without physical security there is no security.
Infrastructure security operation and management is based on three basic
types of subsystems: access-control and monitoring systems (covered in this
chapter), video surveillance systems (covered in Chapter 3), and intrusion-
detection and reporting systems (covered Chapter 4). In this chapter, you’ll
learn to:

Understand the application of the following concepts of physical
security: access control, physical barriers, and biometrics

Differentiate between authentication and authorization

Identify commonly used physical access-control systems/devices
including keypads, card readers, biometric readers, proximity
readers, electronic deadbolts, and magnetic locks

A Quick Primer on Infrastructure
Security

The overall aim of any security effort is to establish a peace-of-mind condi-
tion (a carefree state free from worries) for an individual, a group, or an
organization. This condition is ideally achieved by securing exclusive rights
to assets (objects and information), access to those assets, and use of those
assets. This condition creates value and provides peace of mind to asset
owners.

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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NoO TIME FOR RELAXING IN THE CYBERSECURITY WORLD

In the cybersecurity realm, a carefree state is never actually achieved. New types
of cyber attacks are constantly being devised, causing cybersecurity specialists
and administrators to be constantly on guard against potentially damaging
occurrences.

A more modern definition for security is the science, technique, and art of
establishing a system of exclusion and inclusion of individuals, systems, media,
content, and objects. It also provides increased safety and utilization with physi-
cal assets such as machinery or processing equipment.

Physical security is the science, technique, and art of establishing a system
of exclusion and inclusion for tangible assets. In practice, this involves policies,
practices, and steps aimed at combating theft, preventing physical damage,
maintaining system integrity and services, and limiting unauthorized disclosure
of information.

Similarly, the term cybersecurity involves securing physical access to prop-
erty, systems, and equipment ports while securing intangible assets including
electronic, optical, and informational access to the system’s data and controls.

In any modern system, security is a function of the synergies of both the phys-
ical and cybersecurity domains. Both entities are necessary to support a strong
overall security posture and program.

When physical security initiatives are applied to providing security for the
basic physical and organizational structures needed for the operation of an
enterprise, an organization, or society, this is known as infrastructure security.

Although we may think of infrastructure security in simple physical terms
such as a lockable door, a patrolling security guard, or as some other method
used to protect our assets; there are several additional components that go into
constructing an effective infrastructure security system. Such systems generally
involve a combination of several critical security procedures that have been well
planned and tested to meet or exceed operational and organizational security
needs.

As shown in Figure 2.1, there are three general layers to designing and imple-
menting a plan to physically secure an infrastructure asset (a property, building,
physical space, system, or device):

The Outer Perimeter Securing this space involves controlling who can move
(walk, drive, fly) across the legal or physical line that marks this perimeter.



A Quick Primer on Infrastructure Security

Examples of typical physical outer perimeters include property lines or the exte-
rior walls of a building or complex.

The Inner Perimeter This perimeter typically involves physical barriers such
as walls, doors, and windows—either exterior or interior, depending on the con-
text of the outer perimeter.

The Interior This is the innermost level of security and consists of the inte-
rior of the building, office, cubicle, etc. that is surrounded by the inner and
outer perimeters.
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FIGURE 2.1 TheThreePerimeters

In a comprehensive security plan, control of all three layers is addressed.
Security at each layer typically consists of a formulation of specifically selected
devices working together to provide an effective physical security system.

SECURING LOGICAL PERIMETERS

Cybersecurity also deals with securing logical perimeters. They are covered in
later chapters having to do with computing and control systems, networks, and
the Internet. The same security concepts developed here will be applied to those
topics as they are encountered.

11
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At each layer there are two concepts at work:

Natural Access-Control Methods Natural access control involves using
natural design elements, such as structures and landscaping, to guide people as
they enter and exit spaces.

Territorial Reinforcement Territorial reinforcement employs structures,
systems, and devices to prevent unauthorized entry and create a clear difference
between what is public and private.

Infrastructure security operation and management is based on three basic
types of subsystems:

» Access-control and monitoring systems
» Video surveillance systems
» Intrusion-detection and reporting systems

In this chapter, you will learn about access-control and monitoring systems.
However, before reading further, take a couple of minutes to update the security
scenarios in Chapter 1 to reflect these introductory ideas.

Access Control

Most security experts agree that the first and most basic objective of any infra-
structure security system is to deter potential intruders, as shown in Figure 2.2.
This is the goal of access control. You can’t damage, destroy, or steal what you
can’t physically access.

FIGURE 2.2 AccessControl
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The basis of designing efficient access-control systems involves three terms:
ingress, egress, and regress. By definition, ingress is the right of an individual
to enter a property, while egress is the legal right to leave a property. Similarly,
regress is the term used to describe the legal right to reenter a property.

On a physical security basis, ingress can be defined as the physical path of an
individual to properly enter a property, while egress is the physical path to prop-
erly leave a property.

In security terms, a right is a legal privilege or permission granted to some-
one, or some group, by some recognized source of authority. This source can be
a government, a legally recognized governmental agent, or a legally recognized
owner of an asset. By extension, a person who has the right to access an asset
is said to be authorized (by the recognized authority), while anyone who has
not been given this right is labeled as unauthorized. When unauthorized people
attempt to gain access to an asset they do not have rights to access they become
intruders.

Therefore, access control involves being able to control the ingress, egress,
and regress to an asset based on authorization, as depicted in Figure 2.3. In par-
ticular, limiting the access of unauthorized personnel to important assets is the
most fundamental security step that you can take.
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FIGURE 2.3 Authorization

From the list in the previous section, you can see that access control begins at
the outer perimeter. Depending on the specific example being studied, this may
be the property line of the organization’s physical property or the front door of
their facilities.

Recall that the goal at the outer perimeter is to control who can walk or
drive across the perimeter. Control at this point can be as simple as planting
hedges at the edge of the property or including appropriate visual signs to warn



14

Chapter 2 « Understanding Access-Control and Monitoring Systems

unauthorized people to stay out, or as complex as a barbed-wire fence with gates
and armed guards.

Access-control efforts typically extend into the area between the outer and
inner perimeters. These efforts can include natural access-control techniques
such as strategic placement of employee and guest parking, as well as the use
of landscaping features to channel people to selected entrances and exits and
inhibit access to other possible entry/exit points. This also extends to clearly
marking ingress and egress approaches to facilities and properties.

CRIME PREVENTION THROUGH ENVIRONMENTAL DESIGN
(CPTED)

CPTED is a set of building and property design principles based on anticipating the thought
processes of potential intruders to discourage them from follow through.

Inner perimeter control of a physical infrastructure involves the use of physi-
cal structures such as walls, windows, and doors that can act as barriers that
impede the ability of an intruder to advance from the outer perimeter to the
interior region. Once again, depending on the specific security scenario being
discussed, these barriers may be part of the building’s external structure that
encloses the entire interior environment, or they can be interior structures that
control movement into and out of individual work areas.

Interior security is the innermost level of infrastructure security, and it
involves monitoring the area inside the inner perimeter. Such monitoring may
consist of both human and electronic security systems to observe, track, and
detect intruders as well as record evidence of different activities. The mixture of
empowered people and electronic devices makes for an effective security tool at
the interior security level.

Security Policies

A key component that brings all three levels of security together is a well-
designed security policy that states how security is implemented at each level.
Businesses and organizations develop comprehensive security policies that
define who is authorized to access different assets and what they are allowed to
do with those assets when they do access them.
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For example, allowing employees and visitors to have free access to all the
departments inside the organization provides a variety of security risks. You
will want to maintain access control to create an environment that reduces the
human nature of temptation. If everyone can move freely within the interior of
the organization, it is much more difficult to implement safeguards to prevent
them from accessing or taking physical or cyber assets. You also need to main-
tain access control to prevent accidents.

For example, you do not want a sales representative accidentally spilling their
coffee on one of the production servers in your engineering department.

Instead, develop a cohesive access-control policy at each level that provides
authorized people with appropriate levels of access to selected assets, while
inhibiting access to assets by people who are not authorized. Then enforce those
policies with the correct types and numbers of access-control devices (sensors,
barriers, logs, ID badges, or security guards) as deemed appropriate.

A WORD ABOUT SECURITY GUARDS

Although access-control devices may be cheaper than human guards, guards are
able to make valuable judgmental decisions based on the actions of a potential
intruder. They offer a symbol of security, can initiate human judgment, and they
can provide timely intervention during an incident.

Frequently, badges or smartcards are used to control access. Employees may
also be identified by a Radio Frequency Identification (RFID) transponder as
they move within proximal range of an RFID sensor. Transponders store access
codes and use radio receivers and transmitters.

These access-control techniques, systems, and devices are discussed in detail
throughout the remainder of this chapter.

Physical Security Controls

Enforcing access-control measures may initially include placing locks on doors
that access offices and separating departments or networking sections with
similar physical barriers. Many companies have a front door or an entranceway
that includes a receptionist to control access. During business hours, the recep-
tionist acts as a physical barrier, inquiring about the nature of clients’ visits, as
illustrated in Figure 2.4.
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FIGURE 2.4 PhysicalBarriers

In some institutions, the visitor may be required to be accompanied by an
escort to physically limit their movement through the company. For additional
access control, a human guard could be employed to control access to specific,
restricted interior locations, such as a laboratory, or to an elevator that services
a restricted area, such as a basement.

At night, the physical barrier may simply be a locked door. However, the door
may also be equipped with a sensor and an alarm. The alarm could be a local
annunciator such as a siren, or it could be linked directly to an external moni-
toring system or to the police department.

Locks and Keys

The primary physical barrier in most security perimeters is the lockable door. The
door provides the physical barrier but in itself will only keep honest people out.
The lock, on the other hand, provides the authentication function of the barrier
through its key. Having the key signifies that the person either possesses or knows
the information required to gain access through the door.

Many different types of locks are used with security barriers. Likewise, many
different types of keys are used to disengage the locking mechanism. Depending
on the type of lock being used, the key can be either physical or logical.
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In most organizations, only select personnel who work in a particular office
may possess a key to access their working environment. Maintaining tight key
control and using numbered keys that are clearly coded for nonreproduction
helps to maintain the locked door as an effective physical barrier.

ENFORCE A STRICT KEY CONTROL PoLICY

A strict key control policy is required to successfully protect equipment and
ideas behind locked doors.

Standard Key-Locking Deadbolts

Standard key-locking deadbolts have a locking mechanism similar to that of the
electronic solenoid-operated deadbolt but are engaged or withdrawn with a key.
They provide an added level of security for doors that can be operated manually.
A key-locking deadbolt is available with a single or double cylinder, as shown in
Figure 2.5.

CYLINDER

FIGURE 2.5 Key-Locking Deadbolt
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Solenoid-Operated Deadbolt Locks

Electronically operated deadbolt locks offer an increased level of security for the
perimeter. Adaptable to any security system, electric deadbolts perform well as
auxiliary locks on doors where access control is desired.

The main actuation component of solenoid-operated deadbolt locks, like the
one displayed in Figure 2.6, are electrically activated solenoids. When electric
current is applied to the solenoid’s coil, an electromagnetic field is developed
around it. The electromagnetic field applies magnetic pressure on the core in
the center of the coil, causing it to move. This movement either engages (acti-
vates) the physical locking mechanism or it disengages (deactivates) the locking
mechanism.

CONNECTOR
AND WIRES

DEADBOLT/

LATCHBOLT = |

GUARDBOLT

LOCK HOUSING

FIGURE 2.6 ElectronicDeadbolt

The operation of the solenoid is typically controlled by a remotely located
switch or through an electronic access-control system. In the latter case, the
system is typically actuated by input from intelligent identification card-access
devices.

Solenoid-operated deadbolts can be set to either lock or unlock when ener-
gized and are listed by Underwriters Laboratories (UL) as burglary-protection
devices. In security applications, the solenoid lock is typically configured so that
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it automatically moves to the locked position when the door is closed. This helps
prevent tailgating, where an unauthorized person slips past the locking door
closely behind someone who is authorized to pass through it.

However, some doors that use automatic locks need to be configured to oper-
ate in a fail-safe manner (unlocks when power is removed). This type of con-
figuration must be used to enable employees to exit through the door in case of
emergency.

A dead-bolted door configured to operate in a fail-secure manner (locks when
the power is removed) would not be suitable for use as an emergency exit,
because it could not be used to exit the perimeter in an emergency. With a fail-
secure lock, the door would default to the locked condition and would not open
because of the lack of electricity to operate it.

Electronic deadbolts can be used with swinging, sliding, power-operated, and
vertical-lift doors, as well as on fence gates.

Cipher Locks

Cipher locks requiring personal access codes known by the user are often used
in access-control and management systems. These locks operate by unlocking
magnetic door locks when the correct programmed code is entered by the user
on the cipher-lock keypad. They provide an added level of security for perimeter
entry areas. An example of a cipher lock is shown in Figure 2.7.

FIGURE 2.7 Cipherlock
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While electronic door pads may offer a more secure physical barrier, their
entry codes need to be periodically changed for such pads to be effective over
time.

Access-Control Gates

Like a door, a gate is a type of physical barrier that can be swung, drawn, or low-
ered to control ingress and egress through a wall or fence. Access-control gates
can be classified into two main types:

» Sliding gates
> Swinging gates

Both types can be opened or closed through the use of a motorized operator.
The size of the gate operator is determined by the width of the pathway and the
weight of the selected gate.

Sliding Gates

Sliding gates, such as the one shown in Figure 2.8, are used where high levels of
operational safety and security are needed.
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FIGURE 2.8 Sliding Gate



Access-Control Gates

Swinging Gates

Swinging gates, like the one depicted in Figure 2.9, are equipped with fully
adjustable hinges that allow the gate to swing through 180 degrees. An articu-
lated arm, which runs from the operator to the gate, pulls or pushes the gate
open and closed. Manufacturers sometimes use a piston/cylinder configuration
as the actuator for the arm.
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FIGURE 2.9 Swinging Gate

Control Relays

Relays are electromechanical devices that employ safer, low-voltage/low-current
control signals to be used to control higher-voltage/higher-current devices. In
access-control settings, relays are commonly used to control the operation of
electric gates and door locks, garage door openers, and other remote devices.
Figure 2.10 shows a schematic diagram of a simple single-pole, single-throw
(SPST) relay. As the diagram illustrates, the relay consists of a coil with two
external connections, a Common connection, and two output connections.
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FIGURE 2.10 SPSTRelaySchematic
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The output connections are specified by their relationship to the Common
connection when no energy is applied to the coil. One output is called the
Normally Open (NO) contact and the other is the Normally Closed (NC) contact.

When no signal is applied to the coil, the relay is at rest, and there is a physi-
cal connection from the Common terminal to the NC terminal. Conversely,
there is no physical connection between the Common and NO terminals. In this
state, any signal (current) applied to the Common terminal will pass through
to the NC terminal, but no signal (or current) can pass through to the NO
terminal.

When an electrical current is passed between the two Coil terminals, the coil
is energized, and everything changes. The magnetic field developed by the coil
causes the electromagnetic core to move (in this illustration the core would
move to the right).

The mechanical linkage from the core to the relay switch (shown as a dotted
line) also moves. This opens the path between the Common and NC terminals
and closes the path between the Common and NO terminals. Therefore, cur-
rent can flow between the Common and NO terminals, but no current can flow
between the Common and NC contacts.

Relay Operations

The decision to use the NO or NC output is typically based on the application
the relay is being used to control. In many cases, control circuits are designed so
that they provide either fail-safe or fail-secure performance. A fail-safe circuit is
designed so that in the event of a power or component failure, the system being
controlled will remain in its safe condition (either on or off).

The fail-secure circuit is one that fails in a most secure condition. For
instance, if the power fails to an automated security gate, the system should fail
in a manner that keeps the operation of the gate secure (it should remain closed
unless it is opened manually from a secure location).

Activating relays are frequently built into the keypads, key fobs, door locks,
or gate actuators. The relay kit shown in Figure 2.11 is designed for use as a
gate controller and provides a view of the relay and associated components. The
accompanying key fob is typically used to operate the controller.
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GATE CONTROLLER

FIGURE 2.11 GateController Relay and Associated Components

Authentication Systems

Authentication is the process of determining that someone is who they say
they are. Recall that effective access control involves being able to control the
ingress, egress, and regress to an asset based on authorization. In particular,
limiting the access of unauthorized personnel to important assets is the most
fundamental security step that you can take. Therefore, authorization is based
on authentication.

Multiple factors are involved in authentication:

» Knowledge: Something you know or something that only the desig-
nated person should know

» Possession: Something you have or something that only the desig-
nated person should have

» Inheritance: Something you are or something that only the desig-
nated person is

» Location: Somewhere you are or somewhere that only the designated
person is

23
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Many physical authentication systems are based on single authentication fac-
tors that depend on possession, such as possessing a key device that opens a
lock. The key can be a physical or virtual key as needed to open physical or vir-
tual locking mechanisms.

More intelligent and effective authentication methods involve two-factor
authentication (a process that requires two of the factors to grant authoriza-
tion) based on knowledge (something you know) and possession (something you
have).

Advanced authorization and authentication methods include multifactor
authorize and authenticate systems. In these systems, information must be
presented to an authentication device that, in turn, passes it to the security con-
troller’s authentication system. A number of different authentication devices are
used routinely in access-control systems. The major device types are covered in
the following sections of the chapter.

Magnetic Stripe Readers

A magnetic stripe card is a physical credit-card-like device that contains authen-
tication information in the form of magnetically coded spots on a magnetic
stripe, as illustrated in Figure 2.12. The cardholder uses the information on the
card to access physical spaces or assets by passing the stripe on the card through
a magnetic card reader.

FIGURE 2.12 MagneticStripe Card System

The card reader reads the magnetically encoded information as it passes
through the reader’s magnetic sensor and translates it into digital data that
it passes to a host system. The programming of the host system determines
whether the information on the card is relevant to provide authorization and
access for the cardholder.
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Smart Cards

Smart cards are also credit-card-like devices that often resemble magnetic stripe
cards, as shown in Figure 2.13. However, they offer improved data security due
to the presence of intelligent circuitry that can be used to hide the user’s data
until an authentication process has been performed. They typically contain
information about their owners, such as their passwords, personal identifica-
tion numbers (PINs), network keys, digital certificates, and other Personally
Identifiable Information (PII) that can be used in the authentication process.

A WoRrpDp ABouT PlI

Pil is considered any information that has the ability to identify an individual.
Examples of Pll include: first and last name, home address, Social Security
number, date of birth, fingerprints, and other information that may distinguish
one individual from another.
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FIGURE 2.13 SmartCards

Physically, smart cards are intelligent, credit-card-like devices, ID badges, and
plug-in devices that communicate with a smart card reader.

Internally, all smart card designs contain a microprocessor and a memory
device that are embedded in the card’s structure. The smart-card memory
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section holds user-specific identification information, as well as all the program-
ming the card needs to communicate with the host security system.

Some organizations that use smart cards issue their employees single cards
that they can use to get into their buildings, log on to their computers, and
access appropriate applications.

Smart cards are designed to be resistant to tampering. Tampering with
a smart card generally disables it. In addition, some care must be taken with
smart cards as even bending one may render it unusable.

RFID Badges

Radio Frequency Identification (RFID) badges provide hands-free access-control
tools that improve on the bar code, magnetic stripe, and proximity reader tech-

nologies. The RFID system employs radio signals to identify unique items using
an RFID reader device and RFID tags, as illustrated in Figure 2.14.

ID
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FIGURE 2.14 RFIDSystem

The reader sends and receives radio frequency data to and from the RFID tags.
Each tag stores the data sent to it on an embedded integrated circuit (IC) device.
While the specific information stored on the RFID tag is determined by the
RFID system programmer, it generally consists of a serial number that identifies
it, along with information about the item with which the tag is associated.

When the system wants to know something associated with the tag, such as
what (or who) it is associated with or where it is at, it simply sends out a request
which causes the addressed RFID tag to radiate its information from its built-
in antenna. The reader receives the data from the tag and relays it to its host
computer for processing. The most interesting part of this technology is that
the passive RFID tags are able to perform their task without the presence of an
external power source.



Authentication Systems

Biometric Scanners

Biometrics is the term used to describe access-control mechanisms that use
human physical characteristics to verify individual identities. Biometric authen-
tication involves using uniquely personal physiological characteristics to verify
people are who they say they are.

Every human possesses unique physical characteristics that differentiate them
from other humans. Even identical twins have separate and distinctive voice
patterns, fingerprints, eye features, and other characteristics. The qualities most
often involved in biometric authentication include voice patterns, fingerprints,
palm prints, signatures, facial features, and retinal and iris scans, as shown in
Figure 2.15.

In each case, a biometric scanning device is required to convert the physiolog-
ical quantity into a digital representation. The results are stored in a database
where they can be used in an authentication process. The underlying applica-
tion will use the truly unique qualities of the data as a basis to compare with
future access requests. If the data from a future authentication request matches
the key points of the stored version, then access will be granted.

However, not all biometric scanning devices are equally accurate at authen-
ticating users. In Table 2.1, U.S. government data shows how different biomet-
ric scanning devices rate in terms of their abilities to accurately authenticate
people.

TABLE 2.1 BiometricDevice Comparisons

False Positive Rate False Negative Rate

Palm Print 1.43% 4%

Facial Structure 0.1% 0.8 - 1.6%
Voice Patterns 2-5% 5-10%
Eye (Retina or Iris) 0.1% 1.1-1.4%
Signature 0.49% 7.05%

Fingerprint 2.2% 2.2%
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FIGURE 2.15 Typical Biometric Authentication Methods
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In general, the characteristics of the human eye—iris and retinal scans—tend
to make it the most reliable source of authentication. Of the remaining biomet-
ric variables in the list, fingerprint readings tend to be more accurate than voice
scans. However, fingerprints can be stored on a clear surface and used later. On
the other hand, illnesses and user stress levels can affect voiceprints.

As shown in Table 2.1, there are two basic types of authentication failure:

Type 1 - False Rejection or False Negative Failures This is a report that
produces an incorrect rejection of the individual, thereby locking them out of a
facility or security area that they should have been able to access.

Type 2 - False Acceptance or False Positive Failures This is a report that
incorrectly authenticates the individual, which could lead to providing access
to equipment or data that this person should not be able to access. Of the two
types of authentication failures, this is the most significant in that it could
grant access to malicious people.

Because of the potential for false reporting and inaccuracies, a second method
of access control may need to be used in conjunction with biometric devices.
In areas requiring higher security, a passport, additional fingerprints, or some
other type of verification could be used to ensure that the individual was not
mistakenly authenticated.

Remote-Access Monitoring

Remote monitoring refers to monitoring or measuring devices from a remote
location or control room. In the security realm, this involves having external
access to the security system through a communication system.

Remote-access monitoring systems are used to notify supervisory security
personnel when an unauthorized access is attempted. In these systems, the con-
troller monitors the open/close conditions of the infrastructure’s sensors. When
a sensor such as a magnetic switch or a motion detector is activated, the system
automatically identifies it as an intrusion and notifies specified security person-
nel of the occurrence.

The notification can come in the form of a visual notification on a security
control panel, a call via telephone, an instant messenger notice, or a text mes-
sage to a smart phone. The notification can also involve activating strobe lights
and high intensity sirens to call attention to the intrusion attempt. Figure 2.16
shows different options for remotely accessing a typical security system.
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FIGURE 2.16 Remote-Access Communication Options

Opened- and Closed-Condition Monitoring

Various sensors can be used to detect the opened, closed, locked, or unlocked
condition of an automated door or gate. They can also be configured to initiate
an opened, closed, locked, or unlocked condition at a specified door or gate.

A WORD ABOUT SENSORS

Because open and closed conditions are not the same as locked and unlocked
conditions, a single sensor cannot differentiate between these two sets of condi-
tions. A second or different type of sensor needs to be installed and monitored
to perform this differentiation.

A simple magnetic sensor and a matching set of contacts for a movable barrier
(door, gate, or window) are shown in Figure 2.17. The sensor’s transmitter sends
a signal either to a control panel or to an emergency dialer when the magnetic
switch contacts are broken as the door is opened.
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FIGURE 2.17 Window Sensor with Magnetic Switch Contacts
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Signaling and reporting between the sensor and the controller is continu-
ous during the elapsed time between the opening and closing of the barrier. If
the barrier is left open for a specified time, that information is also noted and
recorded by the system. The condition-monitoring system includes an event log,
detailing the times and dates of various events. For example:

Locked-Condition Monitoring Locked monitoring is a feature that allows
the security supervisor to confirm that a door is locked. In addition to monitor-
ing the locked status of a door or gate, the condition-monitoring system can
also provide details as to how long and during what time periods the door or
gate has remained locked.

Unlocked-Condition Monitoring The condition-monitoring system can
record and signal each time a specific gate or door is unlocked (granting access)
and what type of access was granted. Unlocked monitoring can also identify who
was granted access.

Time-of-Day Settings Most automated access-control systems base decisions
about valid or invalid entry requests, also called fransactions, on preconfigured
time-of-day settings. This is normal because any entry request that does not fit
the predefined time profile or time schedule of an identified user is subject to
suspicion.

Such a situation might occur for a daily delivery that arrives later than nor-
mally expected. The user, in this case a recognized delivery agent, has been
identified but is seeking entry at an unauthorized time. An authorized human
supervisor will need to intervene to accept the delivery.
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Automated Access-Control Systems

Automated access-control capabilities add another dimension to standard secu-
rity monitoring and reporting functions. Although automated access control is
not an integral part of the typical intrusion-detection and monitoring system,
it adds to the safety and convenience of perimeter-access control. Automated
access-control systems come in two flavors: remote-access-control systems and
remote-control access systems.

Remote-access control is a design feature that manages entry to protected
areas by authenticating the identity of persons entering a secured area (security
zone or computer system) using an authentication system located in a different
location than the access point.

This can be accomplished by a number of methods including password read-
ers, magnetic key cards, and secret-cipher lock codes.

Although the differences are minor, the design considerations for remote-
control access systems are different from those for remote-access systems.
Remote-control access is a design feature that works with remote monitoring
systems to monitor, control, and supervise doors, gates, and conveyances from a
distance. Figure 2.18 shows the typical components involved in a remote-access-
control system.
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FIGURE 2.18 Remote-Control Operations

The Remote Control function enables the security specialist to initiate com-
munications with a remote site, enter an access code, obtain current condi-
tions, and set system parameters. A closed-circuit television (CCTV) system may
be added to the security system to provide visual recognition functions to the
remote-control options. Some remote-monitoring and control systems, such
as the one depicted in Figure 2.19, can also be used or obtain status messages
concerning any sensor that has detected a value outside of programmed values
such as heat, cold, water leakage, loud noises, alarm history, or other custom
features.
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FIGURE 2.19 Remote-Monitoring Systems

Wireless communications devices are often used to connect the components
of an automated access-control system. This type of connectivity is an economi-
cal solution that eliminates the need for new wiring between control devices,
intercoms, and electrically operated security gates and doors.

Hands-On Exercises

In this exercise, you will learn how to secure the outer perimeter. The objectives

include:

» For a given facility, define its outer perimeter, inner perimeter, and
interior areas, and determine key vulnerabilities associated with each

layer.

» For the specified facility and its vulnerabilities, perform research to
determine what components (devices and systems) are available to
secure these points and what the cost options are for the components

you find.

» Design an access-monitoring and control system for the outer
perimeter of the facility that will enable the customer to implement
the security system required to monitor and control access to their

facility.
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The resources necessary for this exercise are as follows:
» Internet access

» Pencil/pen and paper

Discussion

Figure 2.20 depicts the ACME warehouse facility. This facility is used to store
ACME products that are ready for shipment. Its loading docks handle tractor
trailer trucks, as well as smaller delivery trucks, through three roll-up doors.
The trucks pass in and out of the warehouse loading yard located at the rear of
the building through a 30-foot-wide opening in the fence that surrounds the
yard. The fence attaches to the building at each corner of its back wall, as shown
in the figure. The truck opening in the fence provides access to the street that
runs behind the warehouse.
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Customers enter the building from the front where there is an open parking
area and an attractive customer entrance featuring double glass doors. This
parking area is open to the street and has no fencing around it. The customer
showroom and sale staff desk areas occupy the front of the building, while the
warehouse and management offices are in the rear of the building. Employees
can transition between the warehouse and the showroom through an interior
pedestrian door between the two portions of the building.

ACME personnel park in an employee parking area along the side of the build-
ing. They enter the facility through an employee pedestrian door that faces their
parking area. The employee parking area is open and also has no fencing around
it. Each ACME employee (warehouse, showroom, and management) will be
issued a company ID device. The access-monitoring and control system should
be capable of determining which employees have authorization to enter the
warehouse portion of the facility.

The warehouse also houses the management offices and a pair of supply clos-
ets. Each office has a single window that faces the showroom and a door that
opens into the warehouse area. The supply closets are equipped with a solid door
and no windows.

The facility is nearing completion, and the ACME Company has asked you
to research and recommend security and surveillance systems that will enable
them to monitor and control the flow of people into and out of their warehouse.

Procedure

In this procedure, you will use whatever resources you have available to research
physical security devices and systems that can be used to secure the outer
perimeter of the ACME facility in preparation for developing a comprehensive
physical-security proposal.

1. Examine Figure 2.21 and create/label a three-perimeter, multilayer
security topology for the ACME facility.

2. After establishing the three perimeters of the security topology,
return to the figure to identify and mark the physical access points
associated with the facility’s outer perimeter.

3. Use the Internet or other available research tools to research access-
monitoring and control devices and systems that can be used to
secure the access points you've identified in Step 2. Use Table 2.2
through Table 2.10 to organize the specified details about the access-
monitoring and control products you find there. For each item, try to
locate at least two vendors.
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FIGURE 2.21 Security Perimeters

TABLE 2.2:

Access-Control Gates

STREET

Product Number Cost Per

Description Vendor Required (V114 Total Price
A Slide Gate Op. DoorKing 1 $889.00 $889.00
B Slide Gate Op. Viking 1 $1,048.00 $1,048.00
C  Slide Gate Op. LiftMaster 1 $1,499.00 $1,499.00
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4. List your selection for the access-control gate/gates you think should
be recommended to ACME to secure the entrance to the truck-
loading yard.

Answer: Viking meets the desired specifications for length and antici-
pated weight requirements to open a 30-foot sliding gate for the best
price point. Vendors can be given access through RFID card or pro-
grammable access code.

TABLE 2.3: Access-Control Doors

Number Cost Per

Product Description  Vendor Required  Unit Total Price
A Electronic Keyless Door Gino 1 $89.99 $89.99

Lock Development
B MagDoor Lock Kit Entry Vision 1 $274.99 $274.99
C Cobra Controls Lock Kit Maglocks.com 1 $1,699.99  $1,699.99

5. List your selection for the access-control doors that you think should
be recommended to ACME for controlling their outer perimeter.

For the Warehouse Pedestrian Door:

Answer: The Entry Vision unit can use programmable keycards to allow
all employees access to enter the building at the beginning of their
work day. Manual deadbolt locks can secure the door at night.

For the Showroom Entry Doors:

Answer: Manual deadbolt with actuation to inside of showroom only.

TABLE 2.4: Door/Gate Actuators

Product Number

Description Vendor Required  Cost Per Unit  Total Price
A Chain Drive Genie 3 $185.88 $557.64
B Jackshaft LiftMaster 3 $273.39 $820.17

C Screw Drive Genie 3 $229.00 $687.00
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6. List your selections for the any access door/gate actuators you think

should be recommended to ACME.

Answer: The LiftMaster model can be configured to meet the needs of
business, can be tied into security system to trigger if activated after
an alarm is set or bypassed, and can be remotely operated by manage-
ment or CEO if tied into network for after hours or weekend deliveries.

TABLE 2.5: Security Controllers

Product Number Cost Per

Description Vendor Required (V114 Total Price
HAI OmniPro Il Leviton 1 $1,094.90  $1,094.90
Honeywell Intrusion  Ademco 1 $345.53 $345.53
Mercury Security Mercury Security 1 $1,495.90  $1,495.90
EP4502

7. List your selection for a security controller you think should be rec-

ommended to ACME to monitor and control the access points in
their outer perimeter.

Answer: Leviton HAI OmniPro II. It offers the best price point for the
features. The OmniPro II is Leviton’s flagship security and automa-
tion control system. Boasting the largest feature set, it can control the
maximum number of devices and is designed to provide security and
automation for large residences and small commercial installations
such as restaurants, offices, and franchise locations. This allows all
security considerations to be tied into one controller with multiple
zone configurations for varying perimeter requirements. It can cover
up to 176 zones so you can segregate or integrate as needed.
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TABLE 2.6: SecurityKeypads

Product Number Cost Per  Total Price
Description Vendor Required Unit

A Omni 33A00-4 Leviton 1 $192.00 $192.00

B Honeywell Lynx Alarm Liquidators 1 $204.95 $204.95
7000

C Interlogix CaddX Home Security 1 $94.65 $94.65
Keypad Store

8. List your selection for the security keypad you think should be rec-
ommended to ACME to enable and disable functions of the security
system controller.

Answer: Omni 33A00-4 is the best selection because it can be expanded
for increased control over loading-bay doors and a slide gate in the
freight yard, and it is guaranteed to be compatible with the selected
controller.

TABLE 2.7: DoorContacts/Sensors

Product Number Cost Per
Description Required  Unit Total Price
A Door Sensor Wired  SensaPhone 8 $9.00 $72.00
B Gate & Com. Door Gogogate 8 $35.00 $280.00
Sensor

C SDCMC-4 Grainger Industrial 8 $53.95 $431.60
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9. List your selection for the door sensor types you think should be rec-
ommended to ACME for their outer perimeter access points.

Answer: The Gogogate sensors with an integrated indoor and outdoor
sensor system utilizing magnetic contact sensors should be used for
eight units. There is a wide enough gap for commercial and residen-
tial applications, so they should work well with delivery bay and pedes-
trian doors as well as the freight gate to monitor access.

TABLE 2.8: DrivewaySensors

Product Number  Cost Per Total Price
Description Vendor Required  Unit

A Driveway Sensor ~ Mighty Mule 1 $180.78 $180.78

B Direct Burial CarSense 1 $208.46 $208.46
Sensor

C WPA 3000 Absolute 1 $249.00 $249.00
MagneticProbe  Automation

10. List your selection (if any) for driveway sensors that you think should
be recommended to ACME for the truck gate.

Answer: The CarSense unit can be used to automate the opening of the
gate for delivery trucks leaving, and it can be tied into/bypassed from
the security system to trigger an alarm if activated by a vehicle leaving

after hours.

TABLE 2.9: Authentication Devices/Systems

Cost
Number Per
Product Description Required  Unit Total Price
A Mag Door Lock Kit Entry Vision 1 $274.99 $274.99
B Electronic Keyless Door Lock  Gino 1 $89.99 $89.99
Development
C Cobra Controls Lock Kit Maglocks.com 1 $1,699.99  $1,699.99
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11. List your selection for any authentication devices/systems you think
should be recommended to ACME for controlling personnel access
through their outer perimeter.

Answer: RFID passcards should be used to enter through the pedestrian
door to the warehouse from outside. The Mag Door Lock Kit already
has this feature integrated as part of its design.

Also specify where you would employ the authentication devices/
systems.

Answer: They should be used to enter through the pedestrian door to
warehouse from employee parking outside.

TABLE 2.10: Doorlocks

Product Number Cost Per

Description Vendor Required Unit Total Price
A Mag Door Lock Entry Vision 1 $274.99 $274.99

Kit
B Electronic Gino 1 $89.99 $89.99

Keyless Door Lock  Development

C Schlage B581 Doorware.com 2 $52.00 $104.00

12. List your selection for the access-control door locks you think should
be recommended to ACME. Also specify where you would employ the
door locks you are recommending.

Answer: The Mag Door Lock Kit should be applied to the outside ware-
house pedestrian door for entry authentication and control. The
Electronic Keyless Door Lock should be applied to the pedestrian door
between the warehouse and showroom. It can be actuated without any
authentication steps from inside the warehouse, but it requires a key
or passcode to operate the door from inside the showroom. Schlage
B581 should be used outside the showroom and outside the ware-
house pedestrian door to secure the perimeter during closed hours.
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13. On Figure 2.22, record the types of devices and deployment locations

you would recommend to ACME’s management to secure the outer
perimeter of their new warehouse facility. Explain the reasoning for
your recommendations on the lines provided.

Answer: Apply the Mag Door Lock Kit to the outside warehouse pedes-
trian door for entry authentication and control. Apply the Schlage
B581 to the outside showroom and outside warehouse pedestrian

door to secure the perimeter during closed hours. The CarSense unit
can be used to automate the opening of the gate for delivery trucks
leaving, and it can be tied into/bypassed from the security system to
trigger an alarm if activated by a vehicle leaving after hours. Use seven
Gogogate sensors as an integrated indoor and outdoor sensor system
utilizing magnetic contact sensors. The gap is wide enough for com-
mercial and residential applications, so they should work well with

the delivery bay and pedestrian doors, as well as the freight gate to
monitor access. The Leviton HAI OmniPro II has the best price point
for its features. The OmniPro II is Leviton’s flagship security and auto-
mation control system. Boasting the largest feature set, it can control
the maximum number of devices and is designed to provide security
and automation for large residences and small commercial installa-
tions such as restaurants, offices, and franchise locations. This allows
all security considerations to be tied into one controller with multiple
zone configurations for varying perimeter requirements. It can cover
up to 176 zones, so you can segregate or integrate as needed. The
Liftmaster model can be configured to meet the needs of the busi-
ness. It can be tied into a security system to trigger if activated after
an alarm is set or bypassed. It can be remotely operated by manage-
ment for after hours or weekend deliveries if tied into the network.
Viking meets the desired specifications for length and anticipated
weight requirements for opening a 30-foot sliding gate for the best
price point. Vendors can be given access through an RFID card or a
programmable access code.
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Review Questions

1. Which access points are associated with the outer perimeter of the facility?

Answer: The street access opening in the fence for trucks to come and go,
the warehouse employees’ entrance door, and the main entrance door
to the showroom

2. Theaccess door between the showroom and the warehouse are considered to be part
of which security perimeter?
Answer: The inner perimeter

3. Which access points are associated with the inner perimeter?
Answer: The access door between the warehouse and the showroom, the

loading dock doors, and the pedestrian door into the warehouse from
employee parking
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4. In this exercise, which structure represents the interior security zone?

Answer: The warehouse

5. The showroom should be considered to be a part of which security layer in this
scenario?

Answer: The outer perimeter



CHAPTER 3

Understanding Video
Surveillance Systems

Video surveillance systems—the second of the three basic types of sub-
systems introduced in Chapter 2—are important elements of most commer-
cial security systems. Many organizations include visible cameras in their
infrastructure security systems to inhibit unlawful activity and to record
events that occur at the perimeter or key interior levels. In this chapter,
you’ll learn to:

Identify strengths and weaknesses of different types of security and
surveillance systems and devices

Select appropriate camera types when given specific scenarios

Video Surveillance Systems

Video surveillance systems are based on closed-circuit television (CCTV) sys-
tems. The name is derived from the type of the system that transmits signals
over a “closed circuit” or private transmission circuit rather than over a stan-
dard television broadcast system. Figure 3.1 shows the major components of
a basic video surveillance system. Common components include:

» One or more video cameras
» A time-lapse video recorder
» A switcher (optional)

» A video display monitor

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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FIGURE 3.1 ABasicVideo Surveillance System

In this basic system, the cameras monitor their fields of vision and pass the
information to the video-processing equipment. In most cases, this equipment
consists of a digital video recorder of some type.

In some cases, the flow of video information from the cameras is controlled
by passive infrared (PIR) detectors. If there is no PIR signature (created by body
heat) in the PIR detector’s field of view, the video information is not transmit-
ted. However, during event periods of motion detection, the video information
flows from the camera to the video recorder. In such events, the cameras can
be instructed to speed up the number of frames recorded per second to provide
finer detail.

Some systems are based on coaxial cable for component connectivity, while
others are IP-based and rely on wireless Wi-Fi communications or traditional
network cabling.

The digital video-processing equipment can provide video output directly to a
video display, or the video output can be channeled to a video switcher. In some
cases, the video-processing component may offer its own integrated switcher.

These components are covered in greater detail in the following sections.

Cameras

Surveillance systems use video cameras that convert a viewed image into stan-
dard video-transmission formats (composite video, component video, S-Video, or
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HDMI signals) for display on a video output device, such as a monitor, television
display, or personal computing device.

The best surveillance cameras employ Charged Coupled Device (CCD) tech-
nology. They have high-resolution, low-operating light requirements, less tem-
perature dependence, and high reliability. A typical CCD camera used in video
surveillance systems is illustrated in Figure 3.2.

FIGURE 3.2 VideoSurveillance Camera

Surveillance cameras are available that use digital or analog interface tech-
nologies. Digital cameras convert the images they detect directly into digital
signals that can easily be transmitted to and manipulated by digital computing
devices. Analog cameras are based on older analog television signal and resolu-
tion standards. Cameras of this type require a separate coaxial cable to connect
to a monitor or recording device.

Digital cameras generally offer superior performance over analog cameras.
Analog cameras are more susceptible to quality degradation of the information
being transmitted.

IP Cameras

IP cameras are actually digital IP (Internet Protocol) devices that have IP
addresses that can be connected directly to a network, or to the Internet, rather
than directly to a host controller or computer. The advantage of using an IP
camera, like the one depicted in Figure 3.3, is that it can be viewed from any-
where in the world where Internet access is available.
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What sets IP systems apart from other video technologies are the abilities to
email notification of motion sensing, process simultaneous user logins, and
conduct FTP upload operations. An additional benefit of these cameras is that
they can be powered by Power over Ethernet (PoE), whereby power is provided
through the network cable rather than from a dedicated power supply for each
camera.

Pan-Tilt-Zoom Cameras

A network IP camera with Pan-Tilt-Zoom (PTZ) capabilities, like the one
depicted in Figure 3.4, is a standalone device that permits users to view live full-
motion video from anywhere. This type of camera is designed for use either on
a proprietary computer network or over the Internet using only a standard web
browser as its display unit.

Not only is manual Pan-Tilt-Zoom control provided, the ability to remotely
direct dozens of positions for each PTZ-capable camera is also possible.
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FIGURE 3.4 Pan-Tilt-Zoom Camera

Camera Specifications

The two important specifications that influence the cost of cameras are light-
sensitivity rating and resolution. The camera’s resolution-specification method
depends on whether it is an analog camera or a digital camera.

Resolution for an analog camera is specified as the number of horizontal lines
it is capable of generating from top to bottom of the display. With digital cam-
eras, the resolution is expressed in terms of the X-by-Y (horizontal-to-vertical)
dot (picture elements or pixels) matrix format it produces. Figure 3.5 illustrates
the meanings of the different camera-resolution specifications.

DIGITAL ANALOG

FIGURE 3.5 AnalogandDigital Camera Resolution
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The amount of light required to obtain a reasonable video camera image is
called the lux rating. Lux is a measure of the amount of light that falls on an
object. One lux is approximately the amount of light falling on one square meter
from one candle measured from one meter away. Typical camera ratings range
between 0.5 and 1.0 lux.

The lower the stated lux rating of the camera, the better the camera is able to
differentiate objects at lower light levels. Conversely, the higher the number of
lines of resolution, or the greater the number of pixels for a given surveillance
camera, the better it will display the fine details of the view.

Lens Types

Surveillance cameras come in a variety of lens specifications. The lens size
determines the camera’s field of view and zoom capabilities. In general, the
larger the lens, the narrower and more highly focused the field of view will be.

For example, a fixed lens rated at a 3.6 mm focal length is designed to pro-
vide a field of view of approximately 72 degrees, while a 6 mm focal length lens
should provide a 44-degree field of view. As a general rule, the shorter the focal
length of the lens, the wider the field of view.

On the other hand, a lens with a shorter focal length will also produce a view
that provides less image detail. At a distance of 16 feet (5 meters), a 3.6 mm fixed
lens may only provide a general description of the objects in a parking facil-
ity, while the same camera with a 12 mm lens would provide sharper details of
objects in the field of view (such as faces and license plate numbers) but might
only cover a fraction of the facility.

You must also determine the objectives of having surveillance cameras. Are
they to provide a visible deterrence? Are they to be used for gathering legal evi-
dence? It is always important to select surveillance cameras with lens specifica-
tions that will capture the desired viewing area. Common security-camera-lens
types include:

Varifocal Lens These are optical assemblies containing several movable ele-
ments that permit the effective focal length (EFL) to be changed. Unlike a zoom
lens, a varifocal lens needs to be refocused with each change. If a surveillance
camera has a fixed lens, it can see only one fixed position. If it has a varifocal
lens, it can focus at multiple mm settings based on the user’s preference.

Fixed Focal Length Lens Lens that can’t be refocused regardless of the dis-
tance to the subject.

Wide-Angle Lens Lens that provides the ability to see a wider image in con-
fined areas than standard lens types.

Telephoto Lens The best type of lens for seeing details at long ranges.
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Fish Eye Lens A type of lens that allows you to see an entire room, but with
some distortion of the image.

Pinhole Lens Lens used for applications where the camera/lens must be hid-
den. The front of the lens has a small opening to allow the lens to view an entire
room through a small hole in a wall.

Black and White versus Color

There is a common misconception that color CCTV cameras offer better pictures
than black-and-white (B&W) CCTV cameras. The reality is that although color
cameras are more enjoyable to view, both types of cameras are fully capable of
providing quality pictures. The real question is what type of camera is better
suited for a particular situation.

The most important practical difference between color and black-and-white
cameras is that only color cameras can offer a full and accurate clothing and
vehicle description. Law enforcement relies heavily on the reported colors of
clothing and suspect vehicle when responding to calls for service. Being able to
look for specified colors greatly increases the likelihood of catching a suspect.

IR lHlumination

Cameras with infrared illumination of the image area permit viewing in low-
light conditions. This also provides the ability to maintain a degree of secrecy by
using illumination that is outside of the visible light spectrum.

An infrared security camera has infrared LED lighting (light from a region of
the electromagnetic spectrum than humans cannot see) installed around the
outside of the camera lens. This lighting allows the camera to capture a good
image in no-light settings. With a small amount of light (a low-light setting),
the infrared camera can capture a picture that looks just like daytime. A typical
IR camera is shown in Figure 3.6.

CAMERA
LENS

IR EMITTERS

FIGURE 3.6 IRCamera
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Camera Applications

Surveillance cameras can be mounted outside the facility to provide the abil-

ity to recognize someone wishing to enter the security perimeter area such as a
front door or driveway gate. The cameras should be located where no blind spots
exist or where it is not practical to use other types of sensors. Cameras can be
mounted on any surface area of the facility where coverage is required, as long as
the area is illuminated sufficiently at all times after dark.

There are certain legal implications involved in using video surveillance cam-
eras. In particular, there are privacy concerns that must be taken into account
when deploying surveillance cameras. They should not be used where there is
a reasonable expectation of privacy by individuals, such as in a restroom. This
obviously does not apply to a person breaking into a facility.

Other applications for cameras are discussed in the following sections.

Indoor/Outdoor

Indoor cameras are usually less expensive than outdoor types because
outdoor cameras must be housed in weatherproof enclosures. The cabling
for outdoor cameras must also be suitable for temperature extremes and sea-
sonal weather conditions.

Day/Night

Cameras are available that can switch from color imaging in the daytime and
black-and-white for night operation when the illumination is too low for color.
This provides the best tradeoff between good color resolution during daytime
monitoring and black-and-white during night hours when the light levels are
not sufficient for color imaging.

Fixed versus Animated

Cameras that are mounted in a fixed configuration always show the same areas.
They are useful for monitoring important areas such as high-risk areas like
parking areas and door entrances. Animated cameras provide the ability to
move. They are mounted on a gimballed assembly where the viewing area can be
changed, and they support zooming, tilt, and pan.

Recording and External/Interior Triggers

Digital Video Recorders (DVRs) are the preferred type of recording systems
rather than older VCRs for surveillance cameras. Cameras can be configured to
record only when a trigger is generated to initiate recording.

Triggers can be internal types where recording is started when the scene
changes. External triggers can be programmed to start recording when an
alarm condition exists or when a motion detector triggers the recorder to
begin recording.
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Sequencing versus Multiplexing

Sequencing allows several cameras to be used with a single monitor. A switcher
can be programmed to cycle through all of the cameras in a surveillance system
or to dwell on each camera for a specified length of time, usually in the range of
1 to 60 seconds.

Multiplexers route the images from the surveillance system to a specific dis-
play device and are capable of recording all of the camera images at the same
time by tiling them on the monitor.

Camera Deployment Strategies

The purpose for investing in security cameras is to be able to view activity in
critical areas or where critical assets are located. In addition to determining
what specifications security cameras must possess for a given role, it is equally
important to map out a camera deployment strategy to maximize the surveil-
lance investment.

To accomplish this, cameras should be positioned to capture important events
in all critical security areas. In particular, they should be installed in passage-
ways and in locations where their field of vision covers important assets (physi-
cal equipment and/or personnel).

Passageways include chokepoints in the physical facility where people or other
traffic must pass through a portal, such as a gate, doorway, hallway, or access
street/road. Cameras in passageways are typically placed there to document
entry, exit, and movement through a facility, as illustrated in Figure 3.7.
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FIGURE 3.7 Monitoring Passageways
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Security cameras are routinely installed in positions that cover important
assets and activities within the facility. This enables management to monitor
activities around and associated with those important assets.

Bank lobbies are great examples of both placement strategies. Cameras are
positioned to record activities around the bank’s parking area and exterior, as
well as in hallways that lead to the vault and offices, as illustrated in Figure 3.8.
In addition, most banks have cameras arranged so they can focus on each teller
station to monitor the handling of money and transactions.

STELLER 1

FIGURE 3.8 AssetMonitoring

Determining actual camera placement is a matter of first deciding whether
the camera is required to provide an overview or detailed view. An overview gen-
erally covers a wide field of view, such as over a parking lot or warehouse floor.
Conversely, a detailed view is required for targeting relatively narrow fields of
view featuring specific areas of interest, such as the bank teller stations men-
tioned earlier.

The number of cameras involved in the installation depends on the number
of passageways and assets that have been identified for viewing/monitoring. In
some cases, this depends on the size of the organization; in others, it depends
on the value of the assets and physical geography involved.

For example, a small operation may only need to install a single camera
to provide surveillance of their key assets. For medium-sized operations, it
is far more common for installations to involve dozens of cameras. In large
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organizations, hundreds of cameras may be deployed to meet their security and
surveillance needs. The goal is to effectively cover the areas and assets identified
through risk-analysis procedures.

After the installation points have been determined, the next step in the
deployment strategy is to determine the specifications for the cameras to be
used at each installation point. In general, the following four questions should
be answered:

» Is afixed or movable field of view required?
» Which type of image display is required?
» Which level of display definition is required?

» Which type of signal processing and transmission is best suited for
the installation?

Fixed or Movable Field

Fixed cameras are typically employed for overview functions. They provide a
fixed field of view, so they must be set up to effectively cover the desired pas-
sageway or asset. Therefore, they must have the desired focal length and angle to
cover these items.

A remotely controlled PTZ camera is generally used where a detailed view is
required. However, in some cases, it may be more economical to install several
fixed cameras in different locations than to mount a single PTZ camera that
requires an attendant to operate it effectively.

Image Display
From the previous discussion in Chapter 2, you should recall that common
image display options include:

Color Color cameras are the default, general-purpose cameras in video sur-
veillance applications today. The one application where color cameras lag behind
other camera technologies is in low-light situations. In such cases, infrared or
thermal cameras are generally advised.

Infrared Infrared cameras provide clear black-and-white images in very low-
light settings. However, they tend to be significantly more expensive than color
cameras.

Thermal Thermal cameras tend to be very expensive and produce only silhou-
ettes. However, they also require no light to work.
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Display Definition Levels

Is a standard video display acceptable for the view being addressed or is some-
thing with a higher definition required? One of the biggest complaints associ-
ated with standard definition systems is their inability to deliver a signal that
enables law enforcement and the courts to positively identify criminal suspects
after a crime.

Signal Processing and Transmission

As described earlier in the chapter, the choices here include analog, digital, and
IP cameras. IP cameras continue to gain acceptance over other types of cameras
due to their ability to capture and transmit data electronically.

IP cameras also provide more robust connectivity options than traditional
analog and digital cameras. They can work directly with a host computer with-
out additional hardware. They are also more compatible with wireless network-
ing options than other camera technologies.

Video Recorders

CCTV has traditionally been recorded using Videocassette Recorders (VCRs);
however, such systems tend to be highly labor-intensive. The wear and tear on
tapes is a constant problem, along with the need to perform periodic system
maintenance.

The introduction of Digital Video Recorders (DVRs) has greatly reduced the
dependence on storage media quality and operator intervention. The migration
of video recording to digital media has permitted the storage of images to disk
and has provided additional advantages such as:

> Ease of use

Advanced search capabilities
Simultaneous record/playback functions
No image degradation

Improved compression storage techniques

vV vy vy Vvyy

Integration with other digital systems
» Remote system-management capabilities

Some video-processing systems feature built-in web server functions
that provide remote access to either live images or recently recorded ones.
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These web interfaces are capable of permitting viewing from one or multiple
remote locations.

An example of a video-processing unit with built-in web access capabilities is
shown in Figure 3.9. Units like this are capable of conducting Internet monitor-
ing activities from remote locations.

FIGURE 3.9 AVideoRecorder

Saved recordings can be searched according to date and time or according
to activity/alarm mode options using real-time Video Motion Detection (VMD)
technology. Active alerting can also be provided through email transmissions
from the observing location.

Two of the most important considerations when recording video for security
purposes are how much video needs to be stored and for how long. The answers
to these questions enable the organization to determine its storage capacity
needs.

Security video by its nature requires a substantial amount of storage space. As
such, there is always a tradeoff between storage costs and the risk the organiza-
tion faces. A single video surveillance camera can consume multiple gigabytes
of storage capacity in a single day. With this in mind, the requirement for how
long the organization needs to store surveillance video becomes a major deci-
sion point. Depending on the nature of the organization and the types of risks
they face, the storage requirements may require that several weeks or months of
video be stored for each camera they install.

As mentioned earlier, most organizations do not employ a single camera for
their surveillance needs—they may employ dozens or hundreds of cameras. To
store video data coming from so many cameras can easily require hundreds of
terabytes of data storage.

Three common video-storage types can be employed to meet such needs:

Internal Storage Video information can be stored on the internal disk drive
(or drives) in the DVR. This solution is practical only for small organizations
that use few cameras and store the video information only for a short time.
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Peripheral Storage or Direct-Attached Storage (DAS) This technique
employs additional disk-drive storage devices that are attached directly to the
DVR via USB or eSATA connections, as depicted in Figure 3.10. Direct-Attached
Storage does not involve using an IP address to offload the video to the external
device.

EXTERNAL
HARD DRIVE

FIGURE 3.10 DASVideo Storage

Networked Storage This storage method uses networking techniques to
store IP-based video on remote computers or video servers. The most common
techniques for doing this include Network Attached Storage (NAS) and Storage
Area Network (SAN) technologies, as shown in Figure 3.11.

NETWORK ATTACHED STORAGE (NAS)

T AN SERVERS ROUTERS & SWITCHES

FIGURE 3.11 NASandSAN Storage Systems
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Switchers

Switchers are devices used with multiple-camera surveillance systems. They
allow several cameras to be used with a single monitor. A switcher can be pro-
grammed to cycle through all of the cameras in a surveillance system or to dwell
on each camera for a specified length of time, usually in the range of 1 to 60 sec-
onds. Exterior sensors can detect movement and cause cameras to start record-
ing on a video recorder.

A WORD ABOUT SWITCHERS

Fourimages can be displayed by a “quad” switcher. More advanced systems often
provide simultaneous video recording, viewing, and playback activities using
4-,9-,16-, or 25-camera capacities.

A quad is a switcher that allows the viewer to simultaneously record and mon-
itor four cameras at a time. It does this by splitting the monitor screen into four
sections. The normal configuration for connecting a quad switcher with a sen-
sor and a video recorder is shown in Figure 3.12, which illustrates the connec-
tions between a quad switcher, a monitor, and four surveillance cameras. The
monitor can view all four images at the same time. The sensor detects move-
ment that triggers the video recorder to capture a recording of the event.

~ CAMERA #1 - CAMERA #2
'\‘_:l / R |\‘:.-'. /
[ CAMERA #1
IMAGE
MOTION
SENSOR R TETIET T
o Sitrae, SWITCHER
CAMERA#3 | CAMERA #4
IMAGE IMAGE
NETWORK DVR: )
== i !

MOTION .- —
SENSOR Y
CAMERA #4

FIGURE 3.12 QuadCameraSwitcher with a Sensor and Video Recorder

Typically, live images can be observed from one camera at a time or from
multiple cameras simultaneously. Security personnel can use the interface to
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browse through and play back recordings from a specified camera, using fully
adjustable built-in VMD.

Security Monitors

Monitors are video display systems similar to computer displays or televisions.
They display video information that is obtained from the cameras and processed
by video processing devices, such as the DVR. They may also be connected to
programmable switchers that receive inputs from several cameras so as to show
multiple images on a single screen.

The quality of the image produced on the screen is a function of two factors:
the refresh rate (the speed at which the image is retraced on the screen) and the
number of pixels (picture elements) on the screen. The more pixels on a given
screen size, the higher the image quality.

As with cameras, this quantity is referred to as the display’s resolution, and is
often expressed in an X-by-Y format. Using this format, the quality of the image
is still determined by how big the viewing area is (for example, an 800 x 600
resolution on a 14-inch-wide display will produce much better quality than the
same number of pixels spread across a 27-inch display).

CCTV monitors are available for black-and-white or color display, depending
on the resolution and camera selection. Black-and-white monitors have resolu-
tions in the range of 700 to 1,000 lines. Color monitors are available with 350 to
400 lines. They are designed for extended 24-hour operation.

Hands-On Exercises

In this exercise, you will learn how to secure the inner perimeter. The objectives
include:

BUT FIRST

Before you can complete this exercise, you must complete the exercise in Chapter 2.




Hands-On Exercises

» For the ACME facility, define its inner perimeter and determine the
vulnerabilities associated with that perimeter.

» For the specified perimeter and its vulnerabilities, perform research
to determine what components or systems are available to secure the
inner perimeter and what the cost options are for the components
you find.

» Design a video surveillance and notification system that ACME can
implement to secure this portion of their facility in the most cost-
effective manner.

» Design an access-monitoring and control system for the inner perim-
eter of the facility.

The resources necessary for this exercise are as follows:
P> Internet access
» Pencil/pen and paper

» Completion of the exercise in Chapter 2

Discussion

After the outer perimeter has been established and designed, the next step in
a multilayer physical-security topology is to define the inner perimeter. Often,
this involves monitoring the spaces between the outer and inner perimeters
using video surveillance equipment. When properly designed and implemented,
the surveillance system provides detection and notification capabilities that will
cover specific passageways and key assets, as well as any areas requiring wide
areas of view.

The other major component of securing the inner perimeter is to monitor and
control its access points that lead to the interior. This process is similar to the
one you performed in the previous procedure for the outer perimeter.

Procedure

1. Review Figure 3.13 and identify/label the inner perimeter of the ware-
house facility. Hint: Do not include the showroom as part of the inner
perimeter.
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2. After examining the layout, identify at least two security areas
between the outer and inner perimeters that would be suitable can-
didates for video surveillance. Highlight these areas on the drawing
and record your reasons for selecting these areas on the following
lines:
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Answer: There are at least three areas: the loading bay doors into the
warehouse, the pedestrian door into the warehouse from outside, the
pedestrian door between the showroom and warehouse, and any pos-
sible windows. These are all conventional means of entry and likely
sources of intrusion.

3. Identify and mark the physical access points associated with the inte-
rior perimeter of the facility on the figure.

4. On the diagram, identify and mark the locations where surveillance
cameras might be mounted for maximum effectiveness in monitor-
ing these areas between perimeters.

Video Monitoring

1. Use the Internet to research video surveillance/monitoring devices
and systems that can be used to effectively secure the areas and
access points you identified in the previous section. Use Table 3.1
through Table 3.3 to organize the specified details about the video
surveillance products listed there. For each item, try to locate at least
two vendors.

TABLE 3.1 Video Cameras

Product Number Cost Per
Description Vendor Required Unit Total Price
A 360-Degree Panoramic  Arecont Vision 3 $1,468.00 $4,004.00
Camera 20MP
B Home Network Digital 3 $425.00 $1,275.00
Surveillance Dome 360  Watchdog
Degree
C

Use caution when you're selecting cameras. Make certain to differentiate
between camera types and the specifications that best fit the different locations
you’ve noted.
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2. List your selections for any video surveillance cameras you think
should be recommended to ACME for controlling access to their
inner perimeter.

Answer: Arecont Vision for the truck- loading- yard cameras.

Answer: Arecont Vision for the showroom cameras, also covers
warehouse/showroom pedestrian door.

Answer: Arecont Vision for the inside warehouse space covering both the
warehouse/outside pedestrian door and the loading bay doors.

3. Specify where you would deploy the cameras.

Answer: Centered inside warehouse to cover warehouse/outside man
door, warehouse/showroom pedestrian door, and all three loading bay
doors.

Answer: Central ceiling inside showroom to cover warehouse/showroom
pedestrian door and for the showroom areas including the front, pub-
lic entryway, and showroom floor.

Answer: Outside corner of building in truck yard to cover outside of load-
ing bay doors and truck yard.

4. Specify the power and connectivity requirements for the different
camera types you select.
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Answer: Utilizing 360-degree indoor/outdoor cameras all with POE capa-
bility (Power over Ethernet), a powered switch will be required on the
network hosting the DVR and cameras.

Answer: (Optional answer if student is using dissimilar cameras in their
design.)

TABLE 3.2 Digital Video Recorders

Product Number

Description Vendor Required  Cost Per Unit Total Price
A 4CHDVR TW Vision 1 $51.99 $51.99
B 4 CHDVR Lorex 1 $89.99 $89.99
C 4 CHHD DVR Samsung 1 $475.00 $475.00

A WORD ABOUT COMPATIBILITY

Make certain the video recorder you select is compatible with the camera types
you've already specified.

5. List the DVR that you would recommend to ACME for recording and
storing the video surveillance data related to their inner perimeter.

Answer: The Samsung unit. It is compatible with IP cameras and its
remote-access capabilities meet the desired specifications. This unit

has a reasonably large hard-drive capacity for data storage, and it has
the ability to use a USB device to burn video for evidentiary purposes.
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TABLE 3.3 Additional Video Monitoring Software

Product Number Cost Per
Description Vendor Required Unit Total Price
A Android APP Samsung Dependent on num-  $0.00 $0.00
ber of authorized
users
B Apple APP Samsung Dependent on num-  $0.00 $0.00
ber of authorized
users
C Windows/Mac Native to Dependent on num-  $0.00 $0.00
Browser operating ber of authorized
system of users

workstation

BE AWARE OF ACME SPECIFICATIONS

Make certain the video monitoring software associated with the camera types
and video recorder you've already specified meets the requirements laid out
by the ACME specification. In particular, make certain that it will enable all of
the ACME managers to access the current camera views as well as review past
activities captured by the system.

6. List your recommendations for any video monitoring software you
think should be recommended to ACME in addition to the native
software offered by the DVR manufacturer.

Answer: For remote access via website or smartphone app, no additional
software should be needed.
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7. As part of your video surveillance research, investigate the local and
remote notification capabilities associated with each surveillance sys-
tem you list. Use the following lines to describe the capabilities of the
system you would recommend to ACME.

Answer: Remote access via website or smartphone app. Record and play-
back. Camera-view auto sequencing. Capability to manage and set
permissions for multiple users/groups. Camera privacy settings. PTZ
control. Tamper detection.

Inner Perimeter Access Controls

In addition to the surveillance system, you must also determine what types of
access controls (if any) are required between the area inside the outer perim-
eter and the interior zone of the facility (the warehouse). The major access
point between these two zones in the ACME warehouse is the showroom/
warehouse door.

The movement of personnel between the showroom and the warehouse needs
to be monitored and controlled. Only warehouse management personnel should
be able to move freely between the two areas. Sales and customer service per-
sonnel should not be allowed in the warehouse area.

1. Use the Internet to research access control devices and systems that
can be used to secure the access points you've associated with the
inner perimeter. Use Table 3.4 through Table 3.6 to organize the
specified details about the intrusion-detection products listed there.
For each item, try to locate at least two vendors.

TABLE 3.4 Authentication/Access-Control Devices and Systems

Product Number Cost Per  Total
Description Vendor Required Unit Price
A Electronic Keyless Door  Gino Development 1 $89.99 $89.99
Lock
B Mag Door Lock Kit Entry Vision 1 $274.99 $274.99

C Cobra Controls Lock Kit  Maglocks.com 1 $1,699.99  $1,699.99
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2. What authentication devices/systems would you recommend to
ACME to control access through their inner perimeter?

Answer: An RFID pass card to enter through the pedestrian door to the
warehouse from outside. The Mag Door Lock Kit has this feature inte-
grated as part of its design. The Electronic Keyless Door Lock to be
applied to the pedestrian door between the warehouse and the show-
room can be actuated without any authentication steps from inside
the warehouse, but it requires a key or passcode to operate the door
from inside the showroom.

3. Specify where you would employ the authentication devices/systems.

Answer: Authentication devices should be at both inner-perimeter pedes-
trian doors; they should require different levels of authentication for
the different departmental levels of employees.

TABLE 3.5 DoorContacts/Sensors

Product Number Cost Per Total Price
Description Vendor Required Unit
A Door Sensor Wired SensaPhone 7 $9.00 $54.00
B Gate & Com. Door Gogogate 7 $35.00 $210.00
Sensor
C SDCMC-4 Grainger 7 $53.95 $377.65
Industrial

4. List your selections for the door sensor you would recommend to
ACME for their inner-perimeter access points.

Answer: Gogogate Magnetic contact sensors for the pedestrian doors and
roll-up loading-bay doors.

Answer: (An optional secondary sensor package if using dissimilar
sensors for roll-up doors or pedestrian doors.)
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TABLE 3.6 Doorlocks

Product Number Cost Per
Description Vendor Required  Unit Total Price
A Jackshaft LiftMaster 3 $273.39 $820.17
B Electronic Gino 1 $89.99 $89.99
Keyless Door Development
Lock
C Mag Door Lock Entry Vision 1 $274.99 $274.99
Kit

5. List the door locks you would recommend to ACME for their inner-
perimeter access points.

Answer: The Electronic Keyless Door Lock to be applied to the pedestrian
door between the warehouse and showroom. It can be actuated with-
out any authentication steps from inside the warehouse, but a key or
passcode is needed to operate the door from inside of showroom.

Answer: The Jackshaft LiftMaster for the three roll-up doors. The devices
will keep the doors secure in a fail-safe design unless manually disen-
gaged from inside the warehouse.

Answer: An RFID pass card to enter through the pedestrian door to the
warehouse from outside. The Mag Door Lock Kit already has this fea-
ture integrated as part of its design.

Review Questions
1. Which two areas of the ACME facility are good candidates for video monitoring?

Answer: The loading yard and the showroom. The loading yard provides
direct access to the warehouse through the three roll-up doors, while
the showroom provides direct inside access to the showroom/ware-
house pedestrian door.
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Which access points are associated with the inner perimeter of the facility?

Answer: The three loading dock doors and the showroom/warehouse
door.

Which type of camera is best suited for monitoring the area inside the fence of the
truck loading yard and the gate at the driveway entrance?

Answer: Any outdoor-rated camera with an adequate zoom/focus/frame
rate that is compatible with the surveillance system desired by the
client.

Which type of camera is best suited for monitoring the showroom and the pedestrian
door that leads to the warehouse?

Answer: Any indoor-rated camera with an adequate zoom/focus/frame
rate that is compatible with the surveillance system desired by the
client.

ACME wants to include a hardware device that will enable all the members of their
management staff to simultaneously display the output from the video cameras on
the PCs located at their desks. Which type of hardware should you install to provide
this level of functionality?

Answer: A DVR that offers network access and a web interface for remote
access.



CHAPTER 4

Understanding
Intrusion-Detection

and Reporting
Systems

While preventing unauthorized access is the first line of defense in
physical security, layers of additional security measures are crucial to pre-
venting intrusions from escalating into serious events. A closely related
second tier of defense is intrusion detection, which enables potential intrud-
ers to be detected and removed before they can cause problems. This level of
security involves detection devices that are monitored or that can create an
alarm. In this chapter, you'll learn to:

Describe components of a typical, physical intrusion-detection and
reporting system

Explain the purpose for creating physical security zones and
common techniques for defining them

Identify common sensor types employed in a physical intrusion-
detection system.

Intrusion-Detection
and Reporting Systems

The components of a basic commercial security system, as depicted in
Figure 4.1, come together to provide a functional intrusion-detection and
reporting system. This system includes an intelligent control panel con-
nected by wires (or radio signals) to sensors at various locations through-
out the facility.

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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The control panel includes the electronic components and central processor,
which monitors and controls the entire system. The processor accepts input
information from the various sensors attached to it. In a basic security system,
these inputs can be divided into three distinct types: perimeter, interior, and fire.

Perimeter area inputs to the control panel typically include sensors at every
perimeter opening including doors, windows, garage doors and windows, and
doors to crawl spaces. Additional perimeter protection may include using sound,
vibration, and motion-detector sensors to guard against entry through broken
windows.

Some interior areas may also be protected with various types of sensors,
such as motion detectors and interior door sensors. Most security systems also
include inputs capable of handling adequate smoke and fire sensors.

When the controller receives an active input signal from one of its input sen-
sors, it evaluates the conditions presented according to its programming (and
the type of emergency response required), and if necessary, sends the appropri-
ate output signals to annunciators (sirens or bells). It may also communicate
with designated security contacts (security supervisors, monitoring services, or
law enforcement/fire agencies) as directed by its programming.

Commercial security systems may use any of several notification methods
to notify designated security personnel when an alarm condition is triggered.
Some alarm systems use a telephone dialer to alert the remote security contacts
that an alarm condition exists. These systems are designed to react when no
one is present by placing the call over a standard telephone line or cell phone.
Special digital codes are used to inform the security contacts as to what type of
condition caused the alarm.

It is also possible to have a prepared text-messaging system, such as SMS,
relayed by a cell phone to the designated security contacts. Another option is
IP-based notification, which is used to notify the monitoring station via an IP
network, such as the Internet, concerning an alarm condition.

Most security systems typically employ some type of keypad to provide the
control interface for supervisors to arm and disarm the system using a pro-
grammed access code. The keypad may be designed to provide some level of
visual and audible output signals to help monitor the status of the system.

Finally, most security systems include some type of emergency backup power
(a backup battery or uninterruptable power supply) to provide emergency power
to the security system when commercial power outages occur.

The choices for access-control and management system components and
subsystems are extensive. The following sections of this chapter will explain the
various subsystems typically found in the intrusion-detection and reporting
portion of a typical infrastructure security system.
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Security Controllers

The center of any intelligent security system is the controller. The security con-
troller, shown in Figure 4.2, is typically installed in an enclosure that contains
the security controller board, all of the electronic components, wire termination
points, backup battery packs, and telephone termination wiring.
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CONTROL

ENCLOSURE ——>» = BOARD

SCREW-DOWN
TERMINALS

FIGURE 4.2 Control Boxwith Panel and Battery

A given security controller model will be designed to handle a specific number of
programmable zones. A zone can be a single point of protection such as a motion
detector, or multiple points can be combined into a single zone. For example, two
hallway motion detectors could be connected to form a zone, or a stairway motion
detector could be combined with the hallway sensors to form a single zone.

The security controller is the command center and distribution point of the
intrusion-detection and reporting portion of the security system to which all
input and output devices are connected. Each sensor receives power and is man-
aged from the security controller.

The controller must have enough capacity and functionality to connect to and
manage all the security devices that will be part of the security system, in addi-
tion to providing remote access capability for remote monitoring and control.

The controller’s enclosure should be mounted out of plain view and near a
120-volt AC outlet, where a plug-in transformer can supply low-voltage power to
the total system.
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Security Zones

As mentioned earlier, security controllers possess a fixed number of detection
circuits that can be used to create physical security zones. For instance, a typical,
commercial security controller may possess as few as eight zones and up to 250
zones or more. Typically, one of these inputs is dedicated to the fire detection sys-
tem. Figure 4.3 shows a typical eight-zone security controller connection scheme.
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FIGURE 4.3 Security Panel Zone Inputs

Suppose that the facility in which you are installing the security system has
fourteen windows, two personnel entrance doors, and a roll-up receiving door
for the warehouse. In addition, it has two major hallways to monitor and an
integrated fire-detection system.

How should you physically install and configure the controller so that it pro-
vides full protection for the facility? The answer is to logically group related
sensors together to create a security zone. This is accomplished by connecting
all of the related sensor switches (all sensors appear as switches to the security
controller) together in a serial format as illustrated in Figure 4.4.
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FIGURE 4.4 C(reatingaPhysical Zone

The controller monitors the amount of electrical current flowing between the
zone’s two connection points (referred to as a current loop). The loop requires
that a resistor be placed within the loop to regulate the current flow to the cor-
rect level for the controller being used (different controller models typically
require different resistance levels).

If one of the sensors is activated, its switch moves into an open condition and
current flow through the loop stops. The controller detects the lack of current
flow and processes the input according to its configuration programming.

The fact that a certain level of current must be flowing helps to make tamper-
ing with the loop more difficult. If the system used normally opens switches
that close when activated, the system could be circumvented by simply cutting a
wire in the loop; no signal would ever be presented to the controller.

For the sample installation presented earlier, it might be logical to wire all
of the west-side window sensors into one input that could be reported as the
West Side Windows. Likewise, the two personnel entry doors can be configured
together because they will require special settings to allow exit and entry times
for setting and disarming the system when leaving or entering the structure.
Conversely, the other door may be connected into a different door zone or incor-
porated into one of the window zones since it has no timing requirement.

Zoning also enables the system to instantly sound an alarm for intrusion
detection in a specific area, while other sensor alerts in a specific zone (such as
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the main front door) may require a short delay before sounding the alarm. This
enables security personnel to arm the system by entering a secret code on a key-
pad when exiting the facility (exit delay).

It also allows them to enter a protected area when arriving at the facility and
disarm the system through the entry area keypad within a specified entry-delay
interval (usually 30 to 45 seconds). This feature allows keypads to be installed
inside the facility near the exit door to avoid vandalism and tampering with key-
pads from the outside area.

Interior motion sensors that guard the hallways may be integrated into a win-
dow or a door zone. However, they are more likely to be configured separate from
the exterior sensors so that they can be disabled at night when people may need to
move around during the night but want the perimeter to be protected from out-
side intruders. Figure 4.5 describes a possible zoning solution for this example.

The use of zoning also enables security personnel to arm only portions of
the system, such as the perimeter doors and windows, while bypassing interior
motion detectors in a specific zone. A bypass mode setting is normally accom-
plished by entering a predetermined numerical code through the keypad. When
personnel leave the facility, all zones including the interior detectors can be
armed as required.

A zoned security-system layout can also be used by an external monitoring ser-
vice to know which sensor in a designated zone is causing an alarm. If a sensor
is reported as just Sensor 3, Zone 5, this could mean that the event occurred just
about anywhere. If the sensor was reported as Sensor 3, Zone 5 perimeter, this
would inform the operator that the violated area is on the outside of the premises.

Zones also provide ease of troubleshooting. For example, if a sensor in the
Zone 3 perimeter is reporting a problem, there is no need to troubleshoot sen-
sors that are located in the interior of the system.

Sensors

Sensors are a class of input devices that convert physical activity into a signal
that can be presented to the security controller. They are available in a variety
of configurations including magnetic switches for doors and windows, acous-
tic detectors, vibration detectors, motion detectors, and glass-break detectors.
Sensors protect the perimeter, selected outside areas, and the open spaces inside
the facility.

As mentioned earlier, perimeter devices primarily protect doors and windows.
The most common perimeter sensors are magnetic door switches, window
vibration, and window acoustical detectors to detect breaking-glass sounds.
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Open-space-protection sensors called motion detectors cover interior rooms
and hallways. Outside motion detectors activate security lights when movement
is detected. Indoor motion detectors can detect an intruder who has been able to
defeat a perimeter device. Exterior motion detectors and motion-activated secu-
rity lights are also used. The following paragraphs describe the sensors included
in basic security and surveillance systems.

Magnetic Contact Switches

Magnetic contact switches basically consist of a two-part magnetic switch. One
piece of the sensor is a magnet, while the other side is a switching mechanism,
called a reed switch, that is sensitive to a magnetic field. The switch portion is
mounted on the fixed structure (frame) of the barrier, as shown in Figure 4.6.
Wires from the switch are routed to the security system’s control panel.
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‘SECURITY

SENSOR —= CON:I‘JROLLER

FIGURE 4.6 SensorMounting

The magnet portion of the sensor is mounted on the movable barrier so that
it is in close proximity to the switch when the barrier is closed. This also keeps
the switch closed. Opening the barrier moves the magnet away from the switch
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and opens the switch, which is sensed by the central control panel, and acti-
vates an alarm.

This simple magnetic-switch sensor can be used to protect doors and win-
dows or any other moving barrier. It alerts security managers when someone
attempts to gain entry through a passageway through illegal or unauthorized
means. Its magnet and reed-switch mechanism detects any intrusion and sig-
nals an alarm.

This type of sensor can be used to indicate the open/closed condition of a
movable barrier, but it cannot determine whether the barrier’s locking mecha-
nism is locked or unlocked. As mentioned earlier, some types of electrically
operated door locks are equipped with sensors for determining whether the
locking mechanism is locked or unlocked.

Even though up to 70 varieties of barrier sensors are available, a sensor alone can-
not offer true control other than detection and warning. Its signal, however, can be
used by other access-control system components to provide automated responses.

Glass-Breakage Sensors

As mentioned earlier, a perimeter security system may include a glass-breakage
detection system. Magnetic switches do not protect against an intruder enter-
ing through a broken window. Two types of glass-breakage detection systems
are available. The vibration type is mounted on the glass or on a nearby wall.
Acoustical or sound discriminators sense the sound of breaking glass.

The unit may be tuned to react only to the specific frequency of glass break-
ing, typically 4 to 6 kHz, or to any loud noise. Some sensor manufacturers have
combined vibration and sound detectors into one unit that will not activate
unless both are detected. These units may be used where the normal conditions
would cause a single technology detector to generate false alarms.

Vibration detectors are mounted on the glass, and the acoustical window sen-
sors are normally mounted on an adjacent wall, as illustrated in Figure 4.7.

Motion Detectors

Motion detectors work by detecting the changes in the infrared energy in an
area. Because these devices do not emit any energy, they are called passive infra-
red (PIR) detectors.

PIR detectors use a lens mechanism in the sensor housing to detect any
change in infrared energy across the horizontal sectors covered by the sen-
sor. This type of detector is insensitive to stationary objects but reacts to rapid
changes that occur laterally across the field of view. PIR detectors are the most
common and economical type of motion detectors.
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Motion detectors should be installed in open areas that cannot be protected by
window or door sensors. An example of a PIR motion detector for interior use is
shown in Figure 4.8.
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FIGURE 4.8 APIRMotion Detector

Motion Detector Locations

Motion detectors are normally mounted in the corner of a room. This allows the
detector to cover a 90-degree field, as illustrated in Figure 4.9. Motion detectors
are sensitive to movement across the sensor’s field of view.
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Exterior lighting is often used to illuminate dark areas or areas to be pro-
tected using motion-detection sensors that activate security lighting to deter an
intruder. Outside lighting is used solely as a deterrent and safety feature, so it is
not normally connected to the security controller.

Dark areas surrounding the facility with trees or shrubs need to be illumi-
nated with security lighting systems. Security lighting systems used during
dark hours prevent intruders from entering the area surrounding a facility and
attempting entry under the cover of darkness. Motion-detector-activated lights
are also popular for exterior lighting.

Vehicle-Detection Sensors

Several methods are used to detect the presence of an automobile entering an
area near a facility. The most common type of sensor used for this purpose is a
motion detector placed above the entrance to the garage. Pressure sensors can
also be employed to detect a vehicle on a driveway or garage area.

Photoelectric Beam Devices A photoelectric sensor is an optical control
that detects a visible or invisible beam of light and responds to a change in the
received light intensity. Photoelectric beam devices use this feature by hav-
ing a narrow beam of light aimed through an area of interest such as a park-
ing lot gate, as shown in Figure 4.10. When the light beam is interrupted, the
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photoelectric device is used to sound an alarm, or in the case of garage door
safety system, to stop or reverse an automatic garage door’s lifter motor.

TRANSMITTER

INTERRUPTION ‘-\\

FIGURE 4.10 PhotoelectricBeam System

Microwave Beam Devices This device emits microwaves from a transmit-
ter and detects microwaves at a receiver, either through reflection or reduction
in beam intensity. The transmitter and receiver are usually combined inside a
single housing for indoor applications and separate housings for outdoor appli-
cations. By generating energy in the microwave region of the electromagnetic
spectrum, the detector operates as an active device that responds to:

» A Doppler shift frequency change. These devices are based on the
Doppler Effect phenomenon, which observes frequency changes in
energy waves (in this case, microwaves) in motion relative to a lis-
tener or receiver. These detectors emit microwaves of a specific fre-
quency into a given environment and then analyze the frequencies of
any waves reflected to it. Changes from its normal frequency recep-
tion cause the sensor to signal an alarm condition.

» A frequency phase shift. These devices also rely on changes in
reflected energy waves caused by motion. Like the Doppler sensors,
these sensors emit specific microwave frequencies into an area and
measure phase shift of reflected waves, which are directly propor-
tional to the velocity of the moving object.

» A motion causing reduction in received energy. These devices
respond to changes in the level of energy between a transmitter and
a receiver caused by some or all of the transmitted energy wave being
blocked by an obstacle moving into its path.
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Pressure Sensors Pressure mats are a type of sensor that can be placed under
rugs in hallways or on stair treads. They react and alarm due to pressure from
footsteps activating the alarm. Pressure sensors typically use normally open
switch contacts. When pressure is applied to the pressure mat, the switch closes,
which alerts the control panel that the pressure switch has been activated.

Keypads

Most intrusion-detection and reporting systems employ a keypad device for
programming, controlling, and operating various access-control and manage-
ment devices.

Keypads are input devices that are typically equipped with a set of numerical
pushbuttons that are similar to a telephone touchtone keypad, as illustrated in
Figure 4.11. Security personnel typically use keypads to initiate commands for
control options such as arming and disarming the system or bypassing a zone.
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FIGURE 4.11 C(ontroller Keypad

Keypads can be located in any area of a facility that is convenient for security
personnel to operate external gates and doors. However, many new security sys-
tems typically include software that runs on a tablet computer or a smart phone
app to perform these functions from anywhere.



Intrusion-Detection and Reporting Systems

Key Fobs and Panic Buttons

A key fob is a wireless keychain device similar to the type used to lock, unlock,
and alarm a vehicle. Convenient and easy-to-use remote-entry key fobs enable
security personnel to arm and disarm a security system with a push of a button
when outside the facility. The key fob often features a panic button function that
allows the user to contact help in case of emergency. An example of a key fob is
shown in Figure 4.12.

ARM

INDICATOR

LIGHTS LIGHT

PANIC
BUTTON

FIGURE 4.12 Security KeyFob

Panic buttons are devices that allow immediate triggering of an alarm system
when facing an emergency situation such as the discovery of an intruder. As indi-
cated in the previous paragraph, panic buttons are often integrated with a key fob
but may also be mounted permanently at key locations inside the facility.

Fire-Detection Sensors

Many intrusion-detection and reporting systems include a fire-detection and alarm
function as an integral part of the system. However, for larger or more complex
security systems, standalone fire-detection and reporting systems may be used.

Two common types of fire-detection sensors are available: heat sensors and
smoke detectors. They operate by detecting heat rise or the presence of smoke
particles in the facility.

Heat sensors operate using a different technology than smoke detectors. The
basic design features of each type are summarized in the following paragraphs.
Heat sensors detect a rapid rise in temperature. They also set off an alarm when
a fixed temperature is reached. On the other hand, smoke detectors, such as the
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one shown in Figure 4.13, do not react to heat but use one of two common sen-
sor designs to detect smoke.
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FIGURE 4.13 ATypical Smoke Detector

Ionization detectors form an electrical path inside a small chamber with a
very small amount of radioactive material. When smoke enters the chamber, the
particles attach themselves to the ions and change the electrical current.

Photoelectric detectors work by using a photoelectric cell and a light source.
Normally, the light does not reach the photoelectric cell; but when smoke is
present, the light is dispersed, and the detector triggers an alarm signal.

The main difference between the two detector types is that photoelectric types
are more sensitive to large particles and ionization types are more sensitive to
small particles.

Carbon Dioxide and Carbon Monoxide Detectors

Carbon dioxide (CO,), a natural byproduct of normal respiration, is different
from the toxic carbon monoxide (CO) gas—and much less dangerous. Outdoor
air usually contains about 400 ppm (parts per million) of carbon dioxide, while
carbon monoxide levels should normally be less than 0.2 ppm.

Although CO is a colorless and odorless compound produced by incom-
plete combustion, it is lethal at high levels. When dangerous levels of CO are
detected, the detector sounds an alarm, giving people in the area an opportunity
to safely leave the residence—or to apply immediate ventilation.
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Carbon monoxide is generated through the incomplete burning of natural
gas, kerosene, fuel oil, coal, or gasoline, and not by appliances that use only
electricity. If the furnace, water heater, space heater, stove, or oven does not
burn gas or fuel, it will not generate carbon monoxide. Accurate carbon mon-
oxide data require that suspect appliances be operating before any readings are
taken.

When a CO alarm activates, personnel need to call emergency services, the
fire department, or 911. They must immediately move to a source of fresh air,
either outdoors or by an open door or window. A head check should be taken to
ensure that all personnel are accounted for. No one should return into the facil-
ity or move away from the fresh air source until the emergency services arrive
and give the all clear.

Output Devices

Physical intrusion-detection systems typically include three basic types of out-
put devices: visual notification, audible annunciators, and remote messaging.
The visual and audible annunciators provide a local and general call for atten-
tion to a predefined alarm condition, while the remote messaging element is
employed to notify specific personnel or organizations that an alarm condition
exists. The following sections describe the various output signals and devices
employed in a basic security system.

Sirens

The control panel provides the voltage for driving the external electronic siren
or strobe light. The controller activates these devices when an alarm condition
exists. Various types of audible annunciators (sirens, horns, buzzers, klaxons,
and bells) are used to attract attention when an alarm condition is activated.

These different devices produce different levels of volume for use in various
locations. Audible alarm sounders are used not only to attract the attention of
others outside the facility or away from the area of the intrusion, but also to
create a sufficiently high level of sound to discourage an intruder. Commercial
security systems typically employ solid-state electronic sirens like the one
shown in Figure 4.14. These sirens provide a higher level of sound output as well
as a variety of tones and pitches.

Interior sounders installed in concealed areas within the facility are designed
to operate at maximum sound levels to frighten an intruder into making a fast
exit. This is because the sound masks any outside approaching police siren.
Interior sirens are available from several vendors that operate at sound levels in
the 110 to 120 dB range, which is near the threshold of pain.
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FIGURE 4.14 ElectronicSiren

Strobe Lights

Many security system installations include at least one strobe light to provide a
visual indicator. These lights are typically mounted on the outside of the facility
to attract attention of people in the vicinity of the intrusion and to discourage
would-be intruders. Security strobe lights operate from various DC voltage levels
provided by the security controller panel.

Security strobe lights, like the one depicted in Figure 4.15, produce light
output levels specified in either foot-candles, or candelas, of light. A foot-candle
is a measure of luminance (or light intensity) used by the lighting industry.
Likewise, one candela is equal to foot-candles multiplied by distance squared:

C =fc x d?

FIGURE 4.15 Strobelight
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Security strobe lights are available in a number of different colors including
red, blue, amber, and clear.

Remote Notification Systems

While strobe lights and sirens call general attention to alarm conditions in a
localized environment, it is often necessary to notify specific people (such as a
security specialist) or organizations (such as third-party security companies, fire
departments, or police services) to respond to different types of alarm conditions.

The most common remote notification systems involve the use of a telephone
line by the security-system control panel to automatically call a remote moni-
toring facility or key personnel when an alarm condition exists. When the secu-
rity controller receives an active input signal from one of its zones, it activates
the telephone dialer unit and causes a digital data message to be transmitted to
a predetermined recipient. The message recipient can also use remote access to
check on the status of the security system when away from the facility.

Some intrusion-detection and reporting systems employ a separate telephone
dialer like the one depicted in Figure 4.16, or a built-in dialer. However, a grow-
ing number of systems utilize built-in cellular communications systems. Such
systems provide additional dependability in that they can function even if the
physical telephone lines are damaged.
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FIGURE 4.16 AutomaticVoice/Pager Dialer Console

Third-Party Alarm-Monitoring Services

Depending on the nature of the organization, the intrusion-detection and
reporting system may be totally based on employees of the organization.
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However, in many organizations, the security systems are supported by profes-
sional third-party alarm-monitoring companies.

These companies provide 24-hour/7-days-per-week monitoring services for a
monthly fee. When they receive an alarm notification, they perform a response
action based on their contractual agreement with the subscriber (client) company.

The sequencing of the response typically corresponds to the nature of the alarm
notice they receive and when they receive it. They may initially try to contact des-
ignated personnel or contact law enforcement or fire department agencies when an
unanswered alarm condition occurs. They may also dispatch armed or unarmed
security personnel from the monitoring company to investigate the alarm.

Hands-On Exercises

In this exercise, you will learn how to secure the interior. The objectives are as follows:

BEFORE YOU BEGIN

Before you can complete this exercise, you must complete the exercises in Chapters 2
and 3.

P For the ACME facility, define its security interior and determine the vulner-
abilities associated with that perimeter.

» For the ACME interior and its vulnerabilities, perform research to deter-
mine what components or systems are available to secure the assets in
the interior and what the cost options are for the components you find.

» Design an access-monitoring and control system that ACME can implement
to secure this portion of their facility in the most cost-effective manner.

The resources necessary for this exercise are as follows:

P Internet access
» Pencil/pen and paper

P Completion of the exercises in Chapters 2 and 3

Discussion

Returning again to the ACME Warehouse project presented in the previous lab
procedures, the last preparation step before creating your recommendations
to be delivered to the ACME management staff is to research and design the
intrusion-detection plan for the interior security zone of the facility.

In the previous procedures, you researched the options for monitoring and
controlling access through the outer and inner perimeters, as well as monitoring
the areas between those perimeters using video surveillance components.
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In this procedure, you will be tasked to research components and strategies
that can be used to monitor and control activity within the interior security
zone. You will also be expected to make recommendations for implementing the
most cost-effective solution that will provide the necessary levels of security.

Figure 4.17 depicts the ACME warehouse area. This portion of the facility is
used to store ACME products for shipping to buyers and distributors. As the
figure indicates, this area also contains the company’s local offices, including:

» The CEO’s office
The shipping manager’s office
The accounting office

| 2

>

» The marketing office

» A supply closet for office supplies
>

A janitorial closet for cleaning supplies

STREET
5 7 &
CUSTOMER
PARKING
MAIN
' ENTRANCE .. INNER
—@— PERIMETER
ACME LAB 2
SHOWROOM
SHOWRCOM/
P TP "@JSEI;I;I

STREET

EMPLOYEE
WAREHOUSE | Ao
LOADING LOADING LOADING d
DOOR 1 DOOR 2 DOOR 3 [t
- !
! '
. FREIGHT YARD i
FENCE FENCE ]
| l
1 ]
——— |
STREET

FIGURE 4.17 TheWarehouse Area and Offices



92

Chapter 4 - Understanding Intrusion-Detection and Reporting Systems

The remainder of the warehouse area is open floor space filled with rows of
shelving racks that hold ACME products.

It should be apparent that there are two security matters to be considered for

the warehouse interior area:

» What are the interior security needs when the warehouse is in

operation?

» What are the interior security needs when the warehouse operation

is shut down for evenings and weekends?

Procedure

1. Review Figure 4.18 and identify/label the assets of the warehouse

facility that should be monitored.
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FIGURE 4.18 Thelnterior Security Zone
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2. Use the Internet or other available research tools to research access-
monitoring and control devices and systems that can be used to
secure the access points you identified in the previous step.

3. Use Table 4.1 through Table 4.3 to organize the specified details
about the access-monitoring and control products you find there. For
each item, try to locate at least two vendors.

TABLE 4.1 DoorlLocks

Product Number Cost Per
Description Vendor Required  Unit
A Mag Door Lock Kit Entry Vision 1 $274.99 $274.99
B Electronic Keyless Gino 4 $89.99 $359.96
Door Lock Development
C Schlage B581 Doorware.com 1 $52.00 $52.00

TABLE 4.2 DoorContacts/Sensors

Product Vendor Number Cost Per

Description Required Unit
A Surface Mount Seco-Larm 4 $1.90 $7.60
B Wireless Surface Insteon 4 $25.00 $100.00
C Recessed Mount Interlogix 4 $6.86 $27.44

TABLE 4.3 MotionDetectors

Product Vendor Number Cost Per
Description Required (V114
A PIR Motion Sensor Vedard Alarm 2 $8.50 $17.00
B Pir 360 Motion Audio  Lithonia 2 $117.00 $234.00
Sensor
C PIR 360 Motion Optex 2 $54.00 $108.00

Sensor
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4. List your recommendation for the access-control door locks you

think should be utilized by ACME.

Answer: Mag Door Lock Kit, Electronic Keyless Door Locks, Schlage
B581 deadbolt.

. Where you would utilize the door locks you are recommending?

Answer: The Mag Door Lock Kit should be applied to outside warehouse
pedestrian door for entry authentication and control. Electronic
Keyless Door Locks should be installed for the CEO’s office, the ship-
ping manager’s office, the accounting office, and the marketing office.
The locks can be actuated without authentication steps from inside
the offices, but require keys or passcodes to operate doors from inside
of warehouse. Schlage B581 should be used for the outside showroom
and the outside warehouse pedestrian door to secure the perimeter
during closed hours.

. List your selection for the door sensor types you would recommend

to ACME for their interior assets.

Answer: The Interlogix Recessed Mount should be utilized to provide
additional tracking of people’s movement into sensitive offices such as
the CEQ’s, both during operating hours and after hours of operation.

7. List your recommendation for the motion detectors ACME should use

for their interior security zone.

Answer: The Lithonia 360 PIR Motion and Audio Sensors will allow full
coverage/cross coverage of the warehouse floor after hours to trigger
the security system if any other sensor fails before an intruder actu-
ally enters the security zone.

Review Questions

1.

Which type of access-control devices might be good recommendations for securing
the CEO’s office door?

Answer: A biometric ID device, a cipher lock, or a keyed lock. The infor-
mation available in most executive offices typically requires some level
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of protection. The level of security depends on the organization’s toler-
ance for risk and should be based on a risk assessment. This typically
holds true for other management offices (for example, accounting and
sales/marketing offices).

Which type of access-control devices might be good recommendations for securing
the doors of the supply and janitor’s closets?

Answer: Either a simple keyed lock or no lock at all. These closets do
not contain valuable assets and are often shared by various levels

of employees requiring access so they may not require any security
beyond a door.

Where would infrared motion detectors be an appropriate choice for the ACME facility?

Answer: In the open floor area of the warehouse. There are no access
points to monitor, so motion detectors can provide good wide-area
monitoring for interior zones. Of course, these devices would only be
effective during the evening and weekend time periods when the ware-
house operation was closed down and unattended.
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CHAPTER 5

Infrastructure
Security: Review
Questions and
Hands-On Exercises

Review the following summary points before proceeding to the “Review
Questions” and “Exam Questions” sections at the end of this chapter to
make sure you are comfortable with each concept. After completing the
review, answer the review questions to verify your knowledge of the material
covered in Part I.

Summary Points

» Security is the science, technique, and art of establishing a sys-
tem of exclusion and inclusion of individuals, systems, media,
content, and objects.

» Physical security is the science, technique, and art of establish-
ing a system of exclusion and inclusion for tangible assets. In
practice, this involves policies, practices, and steps aimed at com-
bating theft, preventing physical damage, maintaining system
integrity and services, and limiting unauthorized disclosure of
information.

» Cybersecurity involves securing physical access to property,
systems, and equipment ports while securing intangible assets
including electronic, optical, and informational access to the sys-
tem’s data and controls.

» Infrastructure security refers to physical security initiatives
that are applied to providing security for the basic physical and

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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organizational structures needed for the operation of an enterprise,
organization, or society.

Securing the outer perimeter involves controlling who can move
(walk, drive, fly) across the physical or logical line that marks that
perimeter. Examples of typical physical outer perimeters include
property lines or the exterior walls of a building or complex.

The inner perimeter typically involves physical barriers such as walls,
doors, and windows—either exterior or interior depending on the
context of the outer perimeter.

The inferior is the innermost level of security and consists of the
interior of the building, office, cubicle, etc. that is surrounded by the
inner and outer perimeters.

Natural access control involves using natural design elements, such
as structures and landscaping, to guide people as they enter and exit
spaces.

Territorial reinforcement employs structures, systems, and devices
to prevent unauthorized entry and create a clear difference between
what is public and private.

Infrastructure security operation and management is based on three
basic types of subsystems: access-control and monitoring systems;
intrusion-detection and reporting systems; and video surveillance
systems.

Access control is the first major component of a physical security sys-
tem. The first and most basic objective of any infrastructure security
system is to deter potential intruders. This is the goal of access con-
trol. Intruders can’t damage, destroy, or steal what you can’t get to.

A right is a legal privilege or permission granted to someone, or some
group, by some recognized source of authority. This source can be

a government, a legally recognized governmental agent, or a legally
recognized owner of an asset.

A person who has the right to access an asset is said to be authorized
(by the recognized authority).

Anyone who has not been given this right is labeled as unauthorized.
When unauthorized people attempt to gain access to an asset they do
not have rights to access, they become intruders.
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A key component that brings all three levels of security together is a
well-designed security policy that states how security is implemented
at each level.

A cohesive access control policy at each security level provides autho-
rized people with appropriate levels of access to selected assets, while
inhibiting access to assets by people who are not authorized.

Authentication is the process of determining that someone is who
they say they are.

Effective access control involves being able to control the ingress,
egress, and regress to an asset based on authorization. In particular,
limiting the access of unauthorized personnel to important assets is
the most fundamental security objective.

Multiple factors are involved in authentication:

» Knowledge—Something that only the designated person
should know (something you know)

» Possession—Something that only the designated person should
have (something you have)

» Inherence—Something that only the designated person is
(something you are)

» Location—Somewhere you are

Many physical authentication systems are based on single authenti-
cation factors that depend on possession.

Intelligent authentication methods involve fwo-factor authentication
(a process that requires two of the factors to grant authorization)
based on knowledge and possession.

False rejection or false negative failures are reports that produce an
incorrect rejection of the individual, thereby locking them out of a
facility or security area to which they should have access.

False acceptance or false positive failures are reports that incorrectly
authenticate the individual, which could provide access to equipment
or data that this person should not be able to access. Of the two types
of authentication failure, this is the most significant in that it could
grant access to malicious people.
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» Remote monitoring refers to monitoring or measurement of devices
from a remote location or control room. In the security realm, this
involves having external access to the security system through a
communication system.

» Remote-access monitoring systems are used to notify supervisory
security personnel when an unauthorized access is attempted.

» Because open and closed conditions are not the same as locked and
unlocked conditions, a single sensor cannot differentiate between
these two sets of conditions. A second or different type of sensor
needs to be installed and monitored to perform this differentiation.

» Remote-access control is a design feature that manages entry to pro-
tected areas by authenticating the identity of persons entering those
secured areas (security zone or computer system) using an authenti-
cation system located in a location other than the access point.

» Remote-control access is a design feature that works with remote-
monitoring systems to monitor, control, and supervise doors, gates,
and conveyances from a distance.

» A functional intrusion-detection and reporting system typically
includes an intelligent control panel connected by wires or radio signals
to sensors at various locations throughout a facility or organization.

» Each security controller model is designed to handle a specific num-
ber of programmable zones. A zone can be a single point of protec-
tion such as a motion detector, or multiple points can be combined
into a single zone.

» Sensors are a class of input devices that convert physical activity into
a signal that can be presented to the security controller. They are
available in a variety of configurations including magnetic switches
for doors and windows, acoustic detectors, vibration detectors, motion
detectors, and glass-break detectors. Sensors protect the perimeter,
selected outside areas, and the open spaces inside the facility.

» Physical-intrusion-detection systems typically include three basic
types of output devices: visual notification, audible annunciators, and
remote messaging.

» Two types of fire-detection sensors are available: heat detectors and
smoke detectors. They operate by detecting heat rise or smoke in
the home.
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» Digital video recorders (DVRs) are the preferred technology for
recording surveillance video.

» Motion detectors work by detecting the changes in the infrared
energy in an area.

» The use of multiple physical security zones has several purposes.
It allows the user to arm only portions of the system, such as the
perimeter doors and windows, while bypassing the interior motion
detectors in a specific zone.

» An IP camera can be viewed from anywhere in the world where
Internet access is available.

» The two important specifications that influence the cost of cameras
are light sensitivity rating (lux rating) and resolution.

» Surveillance cameras should not be used where there is a reasonable
expectation of privacy by individuals.

» In addition to determining what specifications security cameras must
possesses for a given role, it is equally important to map out a camera
deployment strategy to maximize the surveillance investment.

Security Challenge Scenarios

In Chapter 1, you were asked to record your observations for the risk-assessment
challenges presented there. At that point, you may have had little or no knowl-
edge of the security tools and techniques required to secure the environments
presented in those scenarios.

Now that you have read the first four chapters, complete the information
requested in the following section and compare that information to the original
assessments you generated in Chapter 1 to measure how much you've learned.

Infrastructure Security Scenario 1
Identify:

Protect:
Detect:

Respond:

Recover:
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Infrastructure Security Scenario 2
Identify:

Protect:

Detect:

Respond:

Recover:

Professional Feedback

In this section, you will compare your observations to those of a working
security specialist—in this case, Philip Craig, the founder of BlackByte Cyber
Security—to improve your understanding of cybersecurity.

ABOUT PHILIP CRAIG

Philip Craig is the founder of BlackByte Cyber Security, LLC, a consultancy sup-
porting the Pacific Northwest National Laboratory (PNNL) research and national
security agendas, as well as the National Rural Electric Cooperative Association
and National Rural Telecommunications Cooperative.

For many years, Phil served as a Senior Cyber Security Research Scientist at PNNL,
where he provided engineering and program management support in the fields
of cybersecurity, supervisory control, and data acquisition (SCADA) technologies,
computing, and communications infrastructure.

Thisincluded the development of complex system and policy solutions in a variety
of critical infrastructures including the nuclear power, electric power, and water
sectors. He developed and deployed both strategic and tactical cybersecurity
defensive solutions for the electric power and nuclear sectors.

The Insights of a Practicing Professional

Practicing security professionals have a significant advantage when determining
the most effective security solutions for many deployments very quickly. After
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repeatedly practicing the trade in the field, you too will be able to create certain
models that will remain effective in the future.

Here is a time-proven approach that opens with three very basic questions that
will position you to enter the initial assessment phase. Always ask your client:

1. What are we trying to protect?
2. Who are we trying to protect it from?
3. Why do we need to provide protection?

The first answer is always a physical thing (e.g., some material, component,
product, etc.) that you can physically see, taste, touch, and smell. It may be a
sensitive device or instrument in development or it may have a high monetary
value. It also may be some material that has environmental sensitivity or that
may be dangerous to the general public if protection methods are not utilized
correctly.

The second answer is focused on a person (potentially an adversary).

The last answer could originate from a business need supporting the eco-
nomic strength of the corporation or the requirement to follow a particular
regulation. Needless to say, you can throw as many of your newly learned tech-
niques as you can at the solution, but without the information you discern from
asking these questions, you are wasting a significant amount of your time—and
more importantly, your client’s money.

Let’s review your scenario. Consider the following construct:

» A building (containing multiple floors and spaces)
» An office environment (containing spaces for offices and cubicles)
» A cubicle (containing computing resources)

As you learned earlier, there are many physical and cybersecurity consid-
erations. They exist in external, internal, and interior contexts with many
attributes that influence the access to each. We will need to consider these influ-
ences and begin to provide physical and logical separations that are often called
perimeters or demarcations.

Figure 5.1 represents a reliable model that provides a consistent approach for
handling these considerations. For security purposes, we’re always concerned
primarily with threats, so this threat-informed model will always apply.
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FIGURE 5.1 Threat-Informed Pyramid

Securing the Top Region
The items to deal with in the upper region of the threat-informed model include:

» Objectives: The adversary’s overall objective is to disrupt, destroy, or
steal a target

» Target Sets: The assets that represent the best opportunity to upset,
compromise, damage, or otherwise discontinue functions and/or
operations of a system.

» Adversary: An agent who is determined to carry out a particular
objective driven by MOI (motive, opportunity and intent). Each
adversary attribute will govern the adversary’s overall decision-
making process to determine what is necessary to reach an objective
and complete a mission.

Securing the Middle Region

The activities called out in the middle region of the threat-informed model
include:

» Credible Threat Scenarios: A set of activities, when scripted or
arranged in a particular sequence, would have the highest success of
achieving an attack objective. Therefore, you must concentrate your
efforts on identifying all these scenarios.
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» Analysis: Those activities (threat vector analysis, attack trees,
consequences, and susceptibility analysis) that must be performed to
evaluate the best, most likely, most effective, or most probable means
of a potential attacker’s success in reaching an objective along with a
description of the impacts of such success.

» Defined Threat Environment: The Defined Threat Environment rep-
resents the culmination of all the attributes associated with the top-
ics above it in the “upper” and “middle” regions of the pyramid.

Securing the Bottom Region

The activities called out in the bottom region of the threat-informed model
include:

» Security Strategies (Detect, Deter, Deny, Delay, Respond, Recover):
Based on the defined threat environment, those strategies are for-
mulated to ensure security functions to deter, detect, deny, delay,
respond, and recover from an attack.

» Security Controls Cyber/Physical (Management, Operational,
Technical/Guards, Gates, Locks): Mechanisms that are employed to
ensure that the security strategies are effective.

» Risk Determination — Policy — Training — Audit and Compliance: The
supporting programmatic elements necessary to document measures
to determine the effectiveness of an overall security program.

All too often organizations are too quick to apply a comprehensive security
policy and then build a program to ensure the policy is met. From a practic-
ing security professional’s standpoint, that is completely backward from how it
should be approached. However, at your first job, or on any new job, you're going
to likely step into an operational security program. It is important that you
still take this approach or you'll struggle with the reasons that decisions have
already been made.

So now you've been given a means to understand what, who, and why, as well
as a model to enable a good process to assess and evaluate the security environ-
ment, what is next? How can you tackle the task?

Tackling the Task at Hand

First, you need to establish your perspective. We’ll call it the “you are here” dot
on a map of your environment. Two different perspectives are used: an outside-in
and an inside-out. Picture a castle. In the days when castles were prevalent, they
were actually giant fortified structures created to keep people out. This perspec-
tive is an “outside-in” perspective. The architects busily constructed methods
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that from an outside perspective protected their castles from being penetrated.
Although many physical security methods still employ this perspective (and
should), a more comprehensive approach is to use the “inside-out” perspective.
This approach will ensure that the most interior areas are considered and you
will be able to build a security posture using graded methods as you reach the
most outer areas. This is called a graded approach. It allows security profession-
als to prescribe security controls as necessary so they don’t overprescribe them
and amass excessive costs or expend unnecessary resources or effort.

What Am | Protecting?

Document the object, material, and property. It can be a box of diamonds or
intellectual property like the Colonel Sanders Kentucky Fried Chicken recipe.

Who Am | Protecting My Asset From?

You play the adversary! From an inside-out perspective, start at the most interior
area (cubicles) and look for any artifacts that could challenge your security controls.
Make sure you are familiar with and understand the physical pathways: from

the cubicles to the office areas to the building itself. Look for both physical and
cyber ingress and egress. Always think like an adversary (the top of our triangle).

Why Am | Providing Protection?

Is it the asset’s value? Is it a production process that could result in millions of
dollars of lost revenue if disrupted? Is it some material that could cause chal-
lenge the safety of your employees or the public? Are there regulatory or other
legal or contractually binding requirements?

Executing Your Plan

Prioritize and select the appropriate (necessary) security controls that will
detect, deter, deny, delay, respond, and recover your security posture. Properly
documented installation processes and procedures should be in place to help
ensure that your security controls are properly installed.

Implement your plan as constructed. Make sure all physical and cyber meth-
ods are installed as required.

Check your implementation by procedure. When you are operational, there
needs to be a method to constantly check to ensure that your security controls are
effective. These controls usually range from simple internal email-phishing exer-
cises, rattling doors and windows, to actually executing a combined cyber/physical
challenge exercise constructed to test your response and mitigation capability.

Improve your posture as you execute periodic assessments and exercises
that may expose any weaknesses and opportunities to provide corrective or
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augmented capabilities. Without this cycle, you'll never be able to defend your
operational budgets or get support from management.

There are hundreds if not thousands of ways to provide secure and trusted
environments depending on the what, who, and why of any company or orga-
nization. The methods that are successful are those that you can defend with
proper arguments that are well documented. Your future employer won't just
keep you around because you're good, they’ll keep you around because you're
thorough.

Review Questions

The following questions assess your knowledge of the material presented in

Part I.

1.

is the science, technique, and art of establishing a system
of exclusion and inclusion for tangible assets.

Answer: Physical security. In practice, this involves policies, practices,
and sfeps aimed at combating theft, preventing physical damage,
maintaining system integrity and services, and limiting unauthorized
disclosure of information.

isareport thatincorrectly authenticates the individual,
which could provide access to equipment or data that this person should not have.

Answer: False acceptance or false positive failures

Define lux rating as it applies to surveillance cameras and describe the typical range
of lux ratings for these devices.

Answer: The amount of light required to obtain a reasonable video
camera image is called the /ux rating. Lux is a measure of the amount
of light that falls on an object. One lux is approximately the amount of
light falling on one square meter from one candle measured from one
meter away. Typical camera ratings range between 0.5 and 1.0 lux.
Using natural design elements such as structures and landscaping to guide people as
they enter and exit spaces is referred to as

Answer: Natural access control

Which type of security device is used for programming, controlling, and operating
access control and management devices?

Answer: Most intrusion-detection and reporting systems employ a keypad
device for programming, controlling, and operating various access-
control and management devices.
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10.

11.

12.

Which type of cameras provides the best resolution in low-light conditions?

Answer: An IR camera. An infrared security camera has infrared LED
lighting (light from a different region of the electromagnetic spec-
trum than we are normally used to seeing) installed around the out-
side of the camera lens. This lighting allows the camera to capture a
good image in no light at all. With a little bit of light (called low light),
the infrared camera can capture a picture that looks just like daytime.
Which type ofimage sensor is used in cameras designed to produce the highest quality
images?

Answer: CCD. The best surveillance cameras employ Charged Coupled
Device (CCD) technology. They have high resolution, low-operating
light requirements, less temperature dependence, and high reliability.
Describe the primary uses for keypads in security systems.

Answer: Most intrusion-detection and reporting systems employ a
keypad device for programming, controlling, and operating various
access-control and management devices.

Describe the technologies used to report alarm conditions to key personnel or remote
monitoring organizations.

Answer: The most common remofe notification systems involve the
use of a telephone line by the intrusion-detection and reporting sys-
tem’s control panel to automatically call a remote monitoring facil-
ity or key personnel when an alarm condition exists. Some systems
employ a separate felephone dialer or a built-in dialer. However, a
growing number of systems possess built-in cellular communications
systems. Such systems provide additional dependability in that they
can function even if the physical telephone lines are damaged.

employs structures, systems, and devices to prevent
unauthorized entry and create a clear difference between what is public and private.

Answer: Territorial reinforcement

With , the condition monitoring system can record and
signal each time a specific gate or door is unlocked (granting access) and what type
of access was granted. Unlocked monitoring can also identify who was granted access.

Answer: Unlocked condition monitoring

List the locations in which perimeter-area input sensors are typically placed in an
intrusion-detection and reporting system.
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13.

14.

15.

Answer: Perimeter-area inputs to the control panel typically include
sensors at every perimeter opening including doors, windows, garage
doors and windows, and doors to crawl spaces. Additional perimeter
protection may include using sound, vibration, and motion-detector
sensors to guard against entry through broken windows.

Which physical technique is used to create a physical security zone on a security
controller?

Answer: Logically group related sensors together to create a security
zone. This is accomplished by connecting all of the related sensor
switches (all sensors appear as switches to the security controller)
together in a serial format that connects to a specific set of contacts on
the controller’s panel.

List the four factors that are commonly employed in authentication systems.

Answer: There are multiple factors that can be used to establish
authentication: Knowledge—something you know, possession—
something you have, inherence—something you are, and location—
where you are.

Name the two major concerns associated with storing video surveillance information,
particularly in larger enterprises.

Answer: How much video needs to be stored? For how long does it need
to be stored? The answers to these questions enable the organization to
determine its storage capacity needs.

Exam Questions

1.

Securing which of the following involves controlling who can move (walk, drive, fly)
across the physical or logical line that marks this perimeter, such as property lines or
the exterior walls of a building or complex?

A. Theinterior space
B. Theinner perimeter
C. The outer perimeter
D. The primary zone

Answer: C
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Which of the following is not a subsystem involved in infrastructure security management?
A. Access-control and monitoring systems

B. Intrusion-detection and reporting systems

C. Video surveillance systems

D. Corporate cyber security policies

Answer: D
Which of the following options represent physical barriers? (Select all that apply.)

A. Alocked door

B. Areceptionist

C. AnRFID badge reader

D. Asurveillance camera

Answer: AandB

Which type of surveillance camera can be viewed from virtually anywhere in the world?
A. Adigital camera

B. Adigital IP camera

C. Ananalog camera

D. Ahybrid camera

Answer: B

From the following report types, which options would produce an incorrect rejection
of the individual, thereby locking him out of a facility or security area to which he
should have access? (Select all that apply.)

A. Falserejection

B. False acceptance

C. False negative failures
D. False positive failures

Answer: Aand C

Which sensor detects a beam of light (visible or invisible) and responds to a change
in the received light intensity?

A. Microwave sensor
B. Pressure sensor

C. Motion sensor

D. Photoelectric sensor

Answer: D



7.

10.

Exam Questions

Which lens enables you to view an entire room but with some distortion of the image?
A. Fish-eye lens

B. Telephoto lens

C. Fixed-focal-length lens

D. Varifocal lens

Answer: A

Which of the following best describes the meaning of lux rating as it applies to surveil-
lance cameras?

A. Rating for the size of the camera lens

B. Amount of light required for an acceptable image
C. Resolution of the camera lens

D. Specifies the color resolution of a camera

Answer: B

Which of the following cameras provides the ability to maintain a degree of secrecy
by using illumination that is outside of the visible light spectrum?

A. (CDcamera

B. Infrared security camera
C. Black-and-white camera
D. Color camera

Answer: B

Which of the following cameras features the best set of specifications for monitor-
ing a 24/7 cash machine that must operate in both daytime and low-level night-time
lighting conditions, while providing a high-resolution, detailed view to monitor the
different banking functions the machine is used for?

A. Camera1-800 x 600 pixel resolution, 1.0 lux rating

B. Camera1-2240 x 1680 pixel resolution, 0.5 lux rating
C. Camera1-1024 x 768 pixel resolution, 0.75 lux rating
D. Camera1-1536 x 1180 pixel resolution, 0.9 lux rating

Answer: D
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CHAPTER 6

Local Host Security in
the Real World

The following challenges provide contextual reference points for the
concepts you will learn in Part II. Because you have not yet read the chapters
in Part II, the challenges in this chapter are designed to introduce you to the
local host scenarios you'll face in the real world.

In this chapter, you'll learn to:

1. Apply applicable categories and sub-categories of the NIST Cyber
Security Framework’s “Identify” function to a specific scenario to
document the network’s assets and their possible vulnerabilities.

2. Use applicable categories and sub-categories of the “Protect”
function to generate specific policies and actions that can be used
to secure the network’s assets for the specified scenario.

3. Apply applicable categories and sub-categories of the “Detect”
function to identify technologies, policies, practices, and strate-
gies that can be used to monitor the network in the scenario to
determine whether security events are occurring.

4. Apply applicable categories and sub-categories of the “Respond”
function to create an incident response plan to cover specific
security events associated with the scenario presented.

5. Apply applicable categories and sub-categories of the NIST Cyber
Security Framework “Recover” function to the scenario to imple-
ment solutions for recovering from specific cyber events.

Security Challenges

This chapter will kickstart your thought processes for what you are about
to learn in Part II. Instead of simply trying to absorb all of the information
you’re about to learn in these chapters, you'll begin here by gaining a better
understanding of the real-world relevance of that information.

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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In Chapter 10, you will return to these scenarios and apply what you learned
in Chapters 7, 8, and 9. You will also compare your observations to those of the
professional security specialists who have provided their observations and solu-
tions for these scenarios.

Computing Device Security Scenario 1

You have been assigned to develop a local security policy and the configuration
specifications for the desktop computers used by in-house employees at your
firm. These PCs are mounted in special openings under the desk in each cubicle.

The computers are physically identical, and they all run the same operating
system. However, they may have different types of job-specific company soft-
ware installed, as shown in Figure 6.1. These computers are equipped with the
following:

Detachable keyboards and mice

Six built-in USB connection ports

Separate video display monitors

UTP local area network connection ports

Microsoft Windows 7 Professional operating systems
Microsoft Office 2013 software

Dual built-in DVD disc drives

I I
SEPARATE|VIDEQ E |
DISPUIAY, MONITORS, |

—

DETACHABLE DETACHABLE
KEYBOARD MOUSE

vV Vv vV vV VvV VvVYY

MICROSOFT WINDOWS 7
PROFESSIONAL

OTHER SOFTWARE: |
MICROSOFT OFFICE 2013 |

<——— DUALDVD
<— DISC DRIVES

>

FIGURE 6.1 Corporate Desktop PC
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Risk Assessment 1

From the information provided in this first scenario, consider the National
Institute of Standards and Technology (NIST) functions detailed in this section
and then write your observations as they relate to each category.

Identify

Create an inventory of physical and software assets associated with the user
computers described here. Identify potential pathways that could provide unau-
thorized personnel with access to the physical and software assets associated
with these computers (NIST ID.AM-1, 2; ID.RA-1).

Protect

Describe how to go about managing the identities and credentials of authorized
users at the local level (NIST PR.AC-1, 2, 4; PR.PT-1, 3).

Detect

Using the computers and environment identified at the outset of this section,
how might you determine whether someone was attempting to gain access to
the computers described or the software and intellectual property stored on
them (NIST DE.CM-1,4; DE.AE-1,2,3,4)?

Which types of systems must be in place to identify occurrences of physical
security breaches (NIST DE.CM-2, 3)?

Respond

Describe how to respond to a suspected security breach of one or more local host
units (NIST RS.RP-1; RS.C0O-2, 3, 4, 5; RS.AN-1, 2, 3; RS.MI-1, 2, 3; RS.IM-2).

Recover

List the policies and steps that should be put into place to recover from actions
that might be taken to access, damage, or destroy the assets described in this
scenario (NIST RC.RP-1).

Which items might a recovery plan include if local host security is breached
(NIST RC.CO-1, 2, 3)?

Computing Device Security Scenario 2

Because you did such an outstanding job of creating the security policies and
configurations for the company’s desktop computers, you have been asked to
produce the same type of materials for the notebook computers used by the
organization’s sales people.
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These computers typically contain product information the sales people need
to do their jobs when they are meeting with customers. As such, confidential
company and customer information (such as proprietary price lists for different
customers, customer contact and purchase history information, confidential
communications between the sales person and the customers, as well as with
company supervisory personnel, and information about products under develop-
ment but not yet announced) is stored on these devices.

Obviously, these computers are portable PCs that work in the office and at
different locations on the road. As depicted in Figure 6.2, these computers are
equipped with the following:

» Built-in keyboards and displays

Two built-in USB connection ports

UTP local area network connection ports

Microsoft Windows 7 Professional operating systems
Microsoft Office 2013 software

Dual SD card reader slots

Built-in wireless networking capabilities

External VGA display connection ports

Built-in DVD disc drives

OTHER SOFTWARE:

3 MICROSOFT WINDOWS 7
PROFESSIONAL
MICROSOFT OFFICE 2013

MONITOR!

DC
POWER
JACK

UTP LOCAL
AREA NETWORK
FORT

VGA
DAL suse AUDIO pispy ay
out
SDCARD PORTS PORT
SLOTS

FIGURE 6.2 NotebookPC
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Risk Assessment 2

From the information provided in the second scenario, consider the NIST func-
tions detailed in this section and then write your observations as they relate to
each category.

Identify

Create an inventory of physical devices and systems associated with the user
computers described here (NIST ID.AM-1).

Create an inventory of software used on the company notebook computers
(NIST ID.AM-2).

Map the organization’s communications and data flow with these portable
computers (NIST ID.AM-3).

Describe the risks associated with the environment and the computing
devices described in this scenario. Create a risk assessment of identified asset
vulnerabilities (NIST ID.RA-1, 2, 3, 4, 5).

Protect

For the equipment package described, determine which assets must be in place
to mitigate the risks identified previously (NIST PR.AC, AT, DS, IP, and PT).

Describe how to manage the identities and credentials for the authorized
users of these computers (NIST PR.AC-1).

Create a plan to determine how remote access will be provided and protected
when the mobile devices are used away from the corporate facilities (NIST
PR.AC-3).

Describe how data on the mobile computers will be secured as well as how it
will be protected when communicated to and from the devices (NIST PR.DS-1, 2).

Detect

Establish a security plan to monitor these information systems to identify cyber-
security events and verify the effectiveness of protective measures (NIST DE.CM-
1-8; DE.AE-1-5).
Which types of systems must be in place to monitor remote communications
from these devices to detect potential cybersecurity events (NIST DE.CM-1)?
Which types of systems must be in place to monitor personnel activity to
detect potential cybersecurity threats (NIST DE.CM-3)?

Respond

Create a plan to ensure that response processes and procedures are in place to pro-
vide timely responses to detected cybersecurity events (NIST RS.RP-1; RS.AN-1).
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Considering the information kept on these mobile host devices, which type of
response plan might be necessary if security is breached on one of the systems
(NIST RS.CO-4, 5)?

Recover

Which steps should be put into place to recover from actions intended to access,
damage, or destroy the assets you’ve identified (NIST RC.RP-1)?

Summary

Record your observations for risk assessments presented in this chapter. In
Chapter 10, you will compare these original thoughts and observations with
those you will generate after reading Chapters 7, 8, and 9. You'll also be able to
compare your answers to those of professional security specialists.
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Securing Devices

Based on the scenarios in Chapter 6, you can see that protecting stand-
alone Information Technology (IT) assets offers many challenges. Local
host (Computing and Intelligent Control Device) security is implemented on
multiple levels that include physical denial of use, limited access to system
resources, and active protection against individuals and software intent on
corrupting or stealing data. In this chapter, you'll learn to:

Identify three security perimeters associated with an end point
computing device

Provide physical security for end point computing devices

Evaluate BIOS/CMOS Security Options

The Three Layers of Security

If you think of standalone IT or ICS devices in terms of the three layers of
security described in Chapter 2, you can think of the outer perimeter as the
space around the outside of the physical device and its housing. The inner
perimeter should be viewed as the device’s operating system and application
programs. Finally, the interior of the device consists of the intangible data
assets of the information created, obtained, and stored electronically in the
device. Figure 7.1 graphically illustrates these layers.

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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The first level of securing your intelligent devices is to control access to them.
Once again, an intruder can’t damage, destroy, or steal what they can’t get to.
This applies to intelligent computing and control devices as well. So, the first
step is to control physical access to the devices as much as is practical.

Autonomous or semiautonomous ICS devices, such as Programmable Logic
Controllers (PLCs) or standalone microcontrollers, can normally be placed in
secure, lockable enclosures where access is limited to only those people possess-
ing the key. These devices tend to be prevalent in industrial control and utility
environments.

In this chapter, the primary asset we will be dealing with is the personal
computer (PC). For the most part, it is not practical to lock up desktop and por-
table PC systems that may be used by different people. In many cases, a given
computer may routinely be used by different personnel—for example, a day shift
employee and a night shift employee. In such applications, administrative secu-
rity measures must be in place to guarantee proper authentication and access
control.
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Securing Host Devices

Protecting local computing and control devices begins with a locked door or an
enclosure when possible. However, in business and industrial settings, many
such assets are used in relatively open environments. In these environments,
locking security cables, like the one depicted in Figure 7.2, may be used to physi-
cally attach the computing equipment to desks or other nonportable structures
to make them more difficult to remove.

LOCK t" KEYS

FIGURE 7.2 PCSecurity Cable

Docking stations like the one illustrated in Figure 7.3 are accessories designed
for use with portable computing devices. The primary function of the docking
station is to enable portable users to travel with their portable devices, yet still
employ full-size peripheral and connectivity devices when they are in the office
environment.
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The second function of many docking stations is to provide a lockable attach-
ment to the desktop to prevent unauthorized users from picking up the portable
unit while it is not in use and simply carrying it away.

MONITOR

FIGURE 7.3 ADocking Station

In many office environments, specialized work desks and cabinetry can be
used to secure the device in place and to limit some access to the device. This
typically involves bolting the device to the workspace cabinetry or hiding it
inside the cabinetry with limited openings for physical access to the device—
maybe just large enough to turn the device on and operate the disc drive
mechanisms.

Securing Outer-Perimeter Portals

After you have taken steps to protect the physical device from unauthorized
access and/or removal, for your next level of protection, consider the physical
case of the local computer or intelligent control device as its outer perimeter.
Also, remember what malicious people really want from such devices—they

want the programs and data located inside the machine. So, where can such
people access these items in order to damage, destroy, or steal them? In both
computing and intelligent control devices, there are three general locations
where they can gain access to these items:

» While it’s in memory
» While it’s in storage on devices such as hard drives and flash drives

» When it is being transferred from one place to another
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In the case of the personal computers, depicted in Figure 7.4, how would you
penetrate their cases to get to the intangible valuables inside?

FIGURE 7.4 Typical PCs

The most obvious point of access through the outer perimeter of a PC would
be its basic input devices: its keyboard and mouse or touch-sensitive display.
If someone can simply sit down in front of the system and freely use its input
devices (keyboard, mouse, touchpad, or touchscreen), they have an avenue for
accessing the information inside. All they have to do is push the On/Off button
and wait for the device to boot up.

DisPLAYS AND THEIR INPUT CAPABILITIES

Unless a display has an input capability, such as a USB port, it is not considered
to be an access device that can be exploited. The same holds true for nonwireless
printers or other output-only devices.

BIOS Security Subsystems

There is one basic security tool built into the hardware of most personal com-
puters that offers some basic protection before the operating system bootup
completes. The Basic Input/Output System (BIOS) offers basic hardware secu-
rity options that can be set through its BIOS Setup utility, also called the
CMOS Setup utility. Figure 7.5 displays a typical Security Configuration screen.
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Normally, these options include setting user passwords to control access to the
system and supervisory passwords to control access to the CMOS Setup utility.

BIDS H lltllli
Security

Item Specific Help

Hachine Password: Clear
User Password: Clear

This password protects
Set User Passuord: [Press Enter] e Tz

access to the machine.
To enable password,
"Password when Fower On
field must be set.

Password when Power On: [Disabled]

Help Select Item Change Values Setup Defaults
Exit Select Henu Select » Sub-Henu Save and Exit

FIGURE 7.5 CMOS Security Configuration

The Set User Password option enables administrators to establish passwords
that users must enter during the startup process to complete the boot process
and gain access to the operating system. Without this password, the system will
never reach an operational level that an intruder could use to access its internal
perimeter and interior information.

However, this password does not provide access to the CMOS Setup utility
where the user and supervisory password options are configured. A supervisory
password option must be used to establish a password that can be employed to
access the CMOS Setup utility.

The Security Configuration screen may also include options for setting virus
check and backup reminders that pop up periodically when the system is booted.
In addition to enabling these settings, administrators can also specify the time
interval between notices.

One of the main sets of security options in the CMOS Setup utility consists
of those that can be used to control access to the system’s inner perimeter and
interior assets. For the most part, these options cover such things as limiting
access permitted through the asset’s physical ports and removable media sys-
tems, as well as access to the boot sector of the system’s disk drive.

Because the CMOS password controls access to all parts of the system, even
before the bootup process occurs, there is some inconvenience in the event
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that the user forgets a password. When this occurs, it will be impossible to gain
access to the system without completely resetting the content of the CMOS
RAM. On some motherboards, this can be accomplished by shorting a special
pair of jumpers on the board.

With other systems, you must remove or short across the backup battery to
reset the CMOS information. You will also have to unplug the power from the
commercial outlet to reduce the voltage to the CMOS registers. When the con-
tent of the CMOS is reset, you must manually restore any nondefault CMOS set-
tings being used by the system.

Local System Hardening

In computer and networking environments, the term hardening is used to refer
to the process of making a system more secure. Computer hardening efforts
begin with hardware, but also extend to the local host’s operating system, its file
system, and its applications.

At the hardware level, the primary area of hardening is the system BIOS
and any other firmware add-ons that may have been introduced to the system.
Because firmware by definition is a software product enclosed in a hardware
device, it comes preinstalled in the system or on one of its devices.

To make firmware more secure than it already is requires updating.
Depending on the physical structure of the firmware, these updates may involve
physical or logical updates. Hardware manufacturers provide firmware updates
to improve their existing, installed products—including upgrading their secu-
rity tools. Their intent is to improve the reliability, security, or attractiveness of
their product.

In most cases, firmware updates are designed to provide solutions to hardware
incompatibilities or to provide the Data Link layer drivers necessary for the
firmware to work with a particular operating system. However, some product
improvements may simply extend the product’s capabilities but may not neces-
sarily make it more secure.

Additional Inner-Perimeter Access Options

In addition to the basic input devices used with personal computers, there are
several other pathways built into most computer systems that provide access to
the inner perimeter. Even non-networked, standalone computers may be suscep-
tible to exploitation from outside sources through removable media systems and
physical access ports (connection points).
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Physical Port Access

Physical hardware ports enable the basic PC system to interact with optional,
removable devices, as shown in Figure 7.6. They also provide a potential security
threat because individuals with malicious intent can gain access directly into the
computer internal communication and processing system through these ports.

FIGURE 7.6 Physical PCPorts

Hardware ports provide access to the computer’s internal communications
buses that link all of its internal components, including its data bus, memory,
and internal storage devices (the three areas listed for gaining access to pro-
grams and data). Figure 7.7 depicts the layout of a typical PC’s internal bus
structure. The only component standing between someone with physical access
to the port connection and the system’s internal structure is the bus controller
interface that is part of the computer’s internal chipset. The operation of this
circuitry is controlled by the system’s BIOS and operating system.

VIDEO

N, 7L
ffb’

BRIDGE =

SATA
PORTS

FIGURE 7.7 Pathways tothe Vital Components
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A CLARIFICATION OF THE WORD PORT

Be aware that the term port is also used to refer to logical TCP/UTP software ports
used in computer network communications. You will encounter this version of
the term shortly when you are introduced to firewalls.

Data can be downloaded into removable media devices through these ports
and quickly carried away. Likewise, malicious programs, such as viruses and
worms that you will be introduced to later in this chapter, can be uploaded into
the machine from the removable media source. Once these programs have been
introduced to the host system, they infect it and can damage or destroy data and
programs stored on it.

SECURING CONNECTION POINTS

A PCmay possess several different hardware connection points. Not all of these
connections pose a security threat. Only those connection ports that provide
access directly to the system’s internal bus structure need to be considered. For
example, a standard VGA video port is an output-only connection that does not
provide access to the system’s internal operation.

The most widely used hardware connection ports in newer PCs are USB ports.
However, you may still encounter older legacy ports such as IEEE 1394, RS-232,
and RS-485 serial communication ports, as well as parallel printer ports and
eSATA ports if the system supports them.

SECURING NETWORK AND WIRELESS CONNECTIONS

Itis also possible and common for intruders to penetrate the PC's outer perimeter
and access its internal buses, memory, and storage devices through network and
wireless connections. These access routes and how to secure them are discussed
in detail in Chapter 12.
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Universal Serial Bus Ports

The most popular hardware port found in modern personal computers is the
Universal Serial Bus (USB) port, depicted in Figure 7.8. This high-speed serial
interface has been developed to provide a fast, flexible method of attaching up to
127 peripheral devices to the computer.

use
CONNECTOR

FIGURE 7.8 AUSBPort

USB peripherals can be daisy-chained or networked together using connec-
tion hubs that enable the bus to branch out through additional port connec-
tions. A possible USB desktop connection scheme is presented in Figure 7.9.

SPEAKERS

S

WEBCAM

EXTERNAL
HARD DRIVE

USB HUB

DIGITAL  DRAWING
CAMERA  TABLET

S
PRINTER
GAME KEYBOARD MOUSE
CONTROLLER

FIGURE 7.9 USBDesktop Connections
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USB devices can be added to or removed from the system while it is powered
up and fully operational. This is referred to as hot-swapping or hot-plugging the
device. The Plug and Play capabilities of the system will detect the presence (or
absence) of the device and configure it for operation.

The USB specification defines two types of plugs: series-A and series-B.
Series-A connectors are used for devices where the USB cable connection is
oftentimes permanently attached to devices at one end. Examples of these
devices are keyboards, mice, and hubs.

Conversely, the series-B plugs and jacks are designed for devices that require
detachable cabling (printers, scanners, and modems, for example). Both are
four-contact plugs and sockets embedded in plastic connectors, as shown in
Figure 7.10.

USB TYPE A USBTYPEB USB 3.0TYPE B
PLUG CONNECTOR PLUG CONNECTOR PLUG CONNIIECTOR
S / = L . < . <58 v < ;
< F29 | L sl 5| S s | A
r\’_. o ladl o \ h i L, é . T ’/
- TYPEA o g - < < -
A TYPEE 2 O UsB30 XN
JACK TYPE B JACK
USB TYPE B USB TYPEB USB 3.0 TYPEB
MINI PLUG MINI PLUG USB TYPE B MICRO PLUG
CONNECTOR CONNECTOR MICRO PLUG CONNECTOR
{4 POSITION) (5 POSITION) CONNECTOR
USB S . < & L S - -
CONNECTOR L \ | e P ( 5 e 3
TYPE B MINI JACK TYPE B MINI JACK TYPEB USB3.0TYPEB
(4 POSITION) (5 POSITION) MICRO JACK MICRO JACK

FIGURE 7.10 USBConnectors

Smaller 5-pin USB plugs and jacks (referred to as Mini-A and Mini-B) have
been developed for the USB 2.0 and 3.0 specifications, and an even smaller
Micro-USB connector version has been developed for the 3.0 version. USB 3.0
plugs are commonly blue in color. These connectors are intended for use with
smaller devices such as digital cameras and cell phones. These structures are
designed to provide rugged connections that are not prone to damage from
repeated or incorrect usage.

The connectors for both series are keyed so that they cannot be plugged in
backward. The connectors are designed so that the A- and B-series connections
cannot be interchanged.
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USB devices can be quite small and are easy to conceal and transport.
Therefore, they provide an excellent vehicle for injecting malicious software
into local host computers and intelligent control devices that might be very well
protected from network access. For this reason, it is very important to control
access to USB ports on the computer, as well as to control the reasons for which
individual users can use the ports.

In the case of USB ports built into the computer’s motherboard, the operation
of the port connections is controlled by settings in the motherboard’s CMOS
Setup utility. For the security reasons cited previously, it may be necessary to
access the CMOS Setup utility to disable its USB function.

IEEE-1394 FireWire Bus Ports

The FireWire (or IEEE-1394) bus specification is similar to USB in that devices
can be daisy-chained to the computer using a single connector and host adapter.
PCs most commonly employ a PCI expansion card to provide the FireWire
interface.

While AV equipment typically employs 4-pin 1394 connectors, computers nor-
mally use a 6-pin connector, with a 4-pin to 6-pin converter. Figure 7.11 depicts
the FireWire connector and plug most commonly used with PCs.

, FIREWIRE
, > JACK

O

FIREWIRE L8
. . FIREWIRE PLUG
COh:gg?qTOR % CONNECTOR

FIGURE 7.11 FireWire Plug and Connector

eSATA Ports

External SATA (Serial AT Attachment), or eSATA ports, are physical interfaces
that link eSATA-compatible device with the system’s internal SATA bus. This bus
is the standard bus for connecting disk drive units to PC systems.

Figure 7.12 illustrates the implementation of a typical eSATA interface port.
A shielded eSATA cable connects an external drive unit to the eSATA hardware
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port mounted on an expansion slot cover. Internally, a standard SATA cable con-
nects the port to a SATA connector on the motherboard.

FIGURE 7.12 eSATA Interface Connections

Because these ports provide direct access to the buses that connect the disk
drives to the system, they pose a security concern.

Legacy Ports

There are some older legacy hardware ports you might not encounter too often.
Table 7.1 summarizes the physical port types used with PCs. They are most often
located on the back of the PC, but some models may feature some of these ports
on the front panel for convenience. The physical appearance of these ports is
described in Figure 7.13.

TABLE 7.1 TypicalandLegacyl/0 Ports

Port Connector

Keyboard PS/2 6-pin mini-DIN
Mouse PS/2 6-pin mini-DIN
oM DB-9M

om2 DB-9M

LPT DB-25F

VGA DE-15F (3 row)
Game DE-15F (2 row)

(Continues)
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TABLE 7.1 (Continued)

Port Connector

Modem RJ-11
LAN BNC/RJ-45
Sound RCA 1/8“ minijacks or 3/32” sub minijacks
Scsl Centronics 50-pin
UsB 4-pin USB Socket
L] .
(O = -
s- I
RJ-11
|
i |
L . - | o .
2 © : RJ-45
DB-25F DB-25M % b
o) ©
CENTRONICS s
50-PIN BNC
Ve
DE-15F ! !
(2 ROW) RCA 1/8" MINIJACKS PS/2

DE-9M OR 3/32" SUB MINIJACKS 6 PIN MINI-DIN

FIGURE 7.13 Typical 10 Port Connectors

If you encounter these ports, the ones that pose a security risk include the
RS-232/422/485 serial COM ports, Small Computer System Interface (SCSI), and
the LPT parallel printer ports. These ports are all capable of handling two-way
communications with the system’s internal devices.
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BIOS Port-Enabling Functions

It is common for a system’s BIOS to offer device control options that provide
control over the computer’s external hardware connection ports. By disabling
these ports, users and administrators can help to ensure that unauthorized
users cannot use the ports to gain unauthorized access to the system, transfer
information out of the system, or download malware programs into the system.

In addition to controlling access through the USB and IEEE-1394 ports, the
BIOS may also offer control over serial ports, parallel ports, flash media readers,
smart card slots, card bus slots, and eSATA ports, if the system possesses them,
as shown in Figure 7.14.

BIOS H Util lﬂ
Security

1/0 Port Access Iten Specific Help
Parallel Fort [Enter]
Select whether to
=Current Setting [Enabled] e Rie N dTeanis
USB Port (Enter] e )
~Current Setting [Enabled devices.
CarBus Slot [Enter] [Enabled]
~Current Setting [Enabled] Enable use of Device
PCI Express Slot [Enter] [Dizablel
—Current Setting [Enabled] Disables use of device
and keeps it disabled
Hemory Card Slot [Enter]
—Current Setting [Enabled] i B G B
CD-ROH Drive [Enter]
=Current Setting [Enabled]
Help Select Item Change Values Setup Defaults
- Exit Select Menu Select » Sub-Menu  Save and Exit

FIGURE 7.14 Port-Enabling Options

Removable Media Access

Removable computer media presents multiple security risks. These risks include
potential loss of data through theft due to the portable nature of the media, as
well as the potential to introduce destructive malware into the host system.

Figure 7.15 shows different types of removable media associated with PC sys-
tems. These typically include:

» Magnetic storage media such as external hard drives and backup
tapes

» Optical storage media such as CD and DVD drives and discs

» Electronic storage devices such as USB flash or thumb drives, MMC
memory sticks, and SD cards
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All three of these media device types provide access to the computer’s internal
system through its drives and hardware connection ports.

= — MMC MEMORY
p - STICKS

( —

]
¥JJ ] /
CD &DVD

DISCS

DRIVES

FIGURE 7.15 Removable Media

BIOS Boot Device/Sequence Controls

Most BIOS provide boot device enabling, disabling, and sequencing functions
that should be used to control the circumstances of how the computer can be
booted up for operation. Typically, the BIOS offers users and administrators the
option to enable or disable the following types of devices:

» Optical disc drive(s)
» Hard disk drive(s)
» USB devices

» SD cards

> eSATA devices

Unless it is necessary to routinely boot the system from other devices, all boot
options except the primary hard disk drive option should be disabled to provide
the best security option.

Microsoft Autorun Feature

Similarly, some versions of Microsoft’s operating systems include a featured
called Autorun that automatically runs executable programs found on remov-
able media devices as soon as it detects the presence of the media in the drive or
reader. This feature provides a very serious security threat as malware programs
located on the media will run automatically and infect the host device.
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This feature is blamed for up to 50 percent of all malware infections in older
Windows systems. The threat can be removed simply by disabling the Autorun
feature in Windows by downloading an app to turn off Autorun. The other alter-
native is to modify the Windows Registry to turn off Autorun.

Hands-On Exercises

In this lab, you will examine the settings available in BIOS. First, you will find
and examine the USB port control. Then you will examine the Administrator
and User-access BIOS settings. Finally, you will examine various options in the
boot menu, including boot order and Secure Boot.

Objectives

» Enter the BIOS.
» Navigate the BIOS.

» Find the settings to improve system security.

Procedure

1. Turn off the PC workstation.

Pay attention to the workstation monitor when you turn it on in
the next step. When you see the motherboard or computer manu-
facturer, there should be an option at the bottom of the screen. It
will instruct you on how to enter the BIOS. Frequently used buttons
include F2, F10, and Delete. The actual button you need to use will
depend on the motherboard manufacturer; therefore, it is important
to pay attention to the instructions on the screen.

Record the button you need to use on the following line:

2. Turn on the PC workstation. Attempt to enter the BIOS by pressing
the correct button. If you are unsuccessful, turn off the workstation
and try again.
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% You may be prompted to repeat the required keystroke multiple times.

BIOS menu interfaces differ greatly among system manufacturers
and motherboard vendors. Figure 7.16 is merely an example.

Information CPU Temperature CPUC
H110M-A/DP  BIOS Ver. 0305 1136V
Intel(R) Core{TM) 13-6300 CPU @ 3.80GHz 7
- 3800 M Motherboard Temperature
2 MB (DDR4 2133MHz) ' 29°C

Normal

nddrag theitems, | SWitchall |

g Windows Boot Manager (SATA6G_1: WDC
WD3200AAJS-56MOAD) 5

SATAGG_1: WDC WD3200AAS-56MOAD
/W \CHAFAN ‘ (305245MB)
i !

@ SATAGG 2: ASUS  DRW-24F1ST

g Realtek Boot Agent

QFan Control 31 Boot Menu(F8)

Default(Fs) | Save &Exit(F10) | Advanced Mode(F7)|5] | Searchon FAQ

FIGURE 7.16 SampleBIOS Initial Settings Screen

The lab may end right now if your BIOS settings have already been
password-protected by a system administrator. If this happens, the
lab is over and you have one of three options to proceed:

a. Skip to the end of the chapter and answer the questions as best
you can.
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b. Try to get the administrator password to unlock and clear this
setting.

c. If capable, you may have a jumper to reset the CMOS to factory
defaults and clear the password. (Option C should be executed
only by a competent technician.)

3. If your lab didn’t end, use the arrow keys to navigate the menus.
Press Enter to select a highlighted option. You can also use the
Tab key if you are unable to highlight a desired option. Navigate to
Advanced Mode or your equivalent. See Figure 7.17 and Figure 7.18.

/LS UEFIBIOS Utility - EZ Mode

13:1 6{:} | @ engiish

I tion CPU Temperature & re
H110M-A/DP  BIOS Ver. 0305 1 1 36 V
Intel(R) Core(TM) i3-6300 CPU @ 3 z

Speed: 3800 MHz

Memory: 8192 MB (DDR4 2133MHz) - C 29°C

Motherboard Temperature

\1: Undefined 4096MB 2133MHz 5 56MOAQ (320.0GB)
B1: Undefined 4096MB 2133MHz 2:ASUS DRW-24F1ST c ATAPI
3 N/A
5G4 N/A

3 o - Switch all

e SATAEG 2: ASUS DRW-24F15T

E Realtek Boot Agent

UEFL: Generic Flash Disk 8.07, Partition 1
(7680MB) o

E Generic Flash Disk 8.07 (7680MB)

QFan Control -):(- Boot Menu(F8)

Default(F5) ‘ Save & EXit(F10) Search on FAQ

FIGURE 7.17 Advanced Mode Highlighted
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-,
ZISUS  UEFI BIOS Utility - Advanced Mode

1 3-1 7‘13' English  [E]MyFavorite(F3) g Qfan ControkF6)  [5# Quick Note(F9) (7] Hot Keys

My Favorites  Main  Ai Tweaker Advanced Monitor Boot Tool  Exit

Hardware Monitor

Information

3800 MHz 31°C

100.0 MHz

Itage
1200V
System Language English

System Date 12/12/2017

System Time 13:17:05

Adr
12.000 v 5.040V

Choose the system defaultlanguage

3360V

Last Modified EzMode(F7)|-+] ‘ Search on FAQ
Ve?{;YGn 2.17.1246. Copyright (C) 2015 American Megatrends, Inc.

FIGURE 7.18 Advanced Mode Initial Menu

4. Figure 7.19 shows USB Configuration highlighted. Look for a menu
or setting option like this.
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- 7 \
/ISUS  UEFI BIOS Utility - Advanced Mode o —— 5\ N, —
=%

?13-18¢| D English = MyFavorite(F3) g Qfan Control(F6) 5 QuickNote(F9)  [2] HotKeys
My Favorites  Main  Ai Tweaker iced  Monitor Boot Tool  Exit 2l Hardware Monitor

» CPU Configuration CPU

> Platform Misc Configuration T~ —-"
» System Agent (SA) Configuration

> PCH Configuration RIS
» PCH Storage Configuration

> USB Configuration

> Onboard Devices Configuration

» APM Configuration ;13!‘;\;“
> Network Stack Configuration Capacit

8192 MB
> HDD/SSD SMART Information

12.000 v 5.040V

') USB Configuration Parameters
\n)

Last Modified EzMode(F7)| 3] | Search on FAQ
Version 2.17.1246. Copyright (C) 2015 American Megatrends, Inc. e —

FIGURE 7.19 USBConfiguration

5. From here, there should be some options. Look for an option that
most closely matches USB Single Port Control (see Figure 7.20). This
option could have a different name for your BIOS settings. Figure
7.21 shows where to enable or disable the USB ports.
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ASUS  UEFI BIOS Utility - Advanced Mode N 5\
—

7131 8*3' | @ englsh  [EMyFavorite(3)  Jo Qfan ConroltFe) 5 QuickNote(Fs)  [Z]HotKeys

My Favorites  Main  Ai Tweaker iced  Monitor Boot Tool  Exit =] Hardware Monitor

4 Advanced\USB Configuration

Legacy USB Support Enabled

XHCI Hand-off Disabled
Itage
1200V
Generic Flash Disk 8.07
Capaclty
> USB Single Port Control 19208

12.000 v 5.040V

Selectively Enable/Disable the corresponding USE port from reporting a Device Connection to the controller.

Last Modified EzMode(F7)|-+] ‘ Search on FAQ

Ve?{;YGn 2.17.1246. Copyright (C) 2015 American Megatrends, Inc.

FIGURE 7.20 USBSingle Port Control

6. Find a setting that lets you set up Administrator or User passwords
for the BIOS. Do not change these settings. Leave the passwords
empty. In this case (see Figure 7.22), the setting is simply labeled
Security under the Main settings. Figure 7.23 shows the BIOS
Administrator Password and the User Password settings.
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-
/ISUS  UEFI BIOS Utility - Advanced Mode

1713-190| English (=] MyFavorite(F3) g Qfan ControkF6)
My Favorites ~Main  Ai Tweaker Advanced Monitor Boot

€ Advanced\USB Configuration\USB Single Port Control

USB3_1

USB3_2

USB3_3

USB3_4

UsBs

usB6

uss7

usBa

USB9

USB10

ENalied 3800 MHz

Enabled BCL

_ 100.0 Mz
Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Enabled

5.040V

Last Modified | EzMode(F7)|5] | SearchonFAQ

2.17.1246. Copyright (C) 2015 American Megatrends, Inc.

FIGURE 7.21 EnableorDisable USB Ports

-
AISUS  UEFEBIOS Utility - Advanced Mode

My Favorites

System Language

System Date

System Time

» Security

Security Settings

Main

English (=] MyFavorite(F3)

Ai Tweaker

Adv

e

o Qfan ControkF6) [ QuickNote(F9)  [2]Hot Keys

ced Monitor Boot Tool  Exit

3800 MHz

100.0 MHz

English
12/12/2017
13:20:20

Administrator

12,000V 5.040V

3360V

Last Modified | EzMode(F7)|3] | SearchonFAQ

1246. Copyright (C) 2015 American Megatrends, Inc.

FIGURE 7.22 SecuritySettings
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- e
AISUS  UEFI BIOS Utility - Advanced Mode R _’

13.21 el ‘ D English  [Z]MyFavorite(F3) e Qfan Controkf6) (57 Quick Note(F9)  [Z] Hot Keys P ——
My Favorites ~ Main  Ai Tweaker =~ Advanced Monitor Boot Tool  Exit =] Hardware Monitor

£ Main\Security

ltage
1.200V

Administrator Password 8192 MB

User Password

12.000 v 5.040V

Last Modified | EzMode(F7)|-5] | Search on FAQ
Ve?{;YGn 2.17.1246. Copyright (C) 2015 American Megatrends, Inc. ;

FIGURE 7.23 BIOSAdministrator and User Password Settings

7. Navigate to the boot menu (see Figure 7.24). The boot menu lets you
configure various settings related to system boot up.

8. Find the setting that controls the boot order (see Figure 7.25). For
these BIOS settings, the boot order settings were about halfway down
the boot menu. Each number corresponds to the order in which the
motherboard will attempt to boot.
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-
/ISUS  UEFI BIOS Utility - Advanced Mode

7 13-230 | @ engish = MyFavorite(r3) G Qfan ControkFe)

My Favorites  Main  Ai Tweaker Advanced Monitor

Fast Boot

Next Boot after AC Power Loss

Boot Logo Display

POST Delay Time
Boot up NumLock State
Wait For 'F1'If Error
Option ROM Messages
Interrupt 19 Capture
Setup Mode

» CSM (Compatibility Support Module)

Enables or disables boot with initialization of a minimal set of devices required to launch active boot option. Has no effect for BBS

boot optio

Boot

Enabled

Normal Boot

to

3 sec

Enabled
Enabled
Force BIOS
Disabled

EZ Mode

Last Modified

Velsion 2.17.1246. Copyright (C) 2015 American Megatrends, Inc.

FIGURE 7.24 BootMenu
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> CSM (Compatibility Support Module)

> Secure Boot

Boot Option #1

Boot Option #2

Boot Option #3
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Boot Option #5
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Hard Drive BBS Priorities
Network Device BBS Priorities
CD/DVD ROM Drive BBS Priorities

Sets the system boot order

e(F9) Hot Keys

Boot Tool  Exit

Windows Boot Manager (SATAGC
SATA6G_1: WDC WD3200AA)S-5
SATA6G_2: ASUS DRW-24F15T
Realtek Boot Agent

UEFL; Generic Flash Disk 8.07, P.

Generic Flash Disk 8.07 (7680N

Last Modified

1246. Copyright (C) 2015 American Megatrends, Inc.

FIGURE 7.25 BootOption#1 Attempted to Boot First

requi
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12,000V 5.040V

EzMode(F7)|5] | Searchon FAQ
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100.0 MHz
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9. Find the Secure Boot option (see Figure 7.26). Secure boot is a rela-
tively universal term, so you can look for these words, and you will
most likely find the same option.

10. Choose the option that lets you interact with your keys.

/ESUS  UEFEBIOS Utility - Advanced Mode i —

113-380‘ S english  [ElMyFavorite(F3)  glo Qfan ControlF6)  [5# QuickNote(F9)  [?]Hot Keys
My Favorites Main  Ai Tweaker Advanced Monitor Bo Tool  Exit [zl Hardware Monitor

> CSM (Compatibility Support Module)

3800 MHz 32°C

> Secure Boot
; 100.0 MHz
Boot Option #1 Windows Boot Manager (SATAGC 2t
Boot Option #2 SATAGG_1; WDC WD3200AAJS-5
Boot Option #3 SATAGG_2; ASUS DRW-24F1ST
Boot Option #4 Realtek Boot Agent

Boot Option #5 UEFL: Generic Flash Disk 8.07, P ~

Sotipton® N 192w
Hard Drive BBS Priorities

Network Device BBS Priorities :
CD/DVD ROM Drive BBS Priorities 'Ii_ﬂﬂﬂ v 5.040V

~~  Configure the Windows secure boot settings and manage the secure boot keys. r v
) 3.360

Last Modified &Mode{F?”-ﬂ ‘ Search on FAQ

Version 2.17.1246, Copyright (C) 2015 American Megatrends, Inc. = ——

FIGURE 7.26 SecureBoot

11. If possible, read any available documentation about secure boot keys.
See Figure 7.27 and Figure 7.28.
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/ISUS  UEFI BIOS Utility - Advanced Mode

1713-390| English  [E]MyFavorite(F3) g Qfan ControkF6)  [5# Quick
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Last Modified | EzMode(F7)|3] | SearchonFAQ
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FIGURE 7.27 KeyManagement
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> Save Secure Boot Keys ac

g 100.0 Mz

PK Management 1| Default
KEK Management 3| Default
DB Management 9| Default

DBX Management 77| Mixed

12,000V 5.040V

Load the default secure boot keys, including the PK(platform key), KEK(key-exchange key), dbisignature database), and dbx(revoked

signature database). All the secure boot keys states will change from unloaded to loaded. Save changes and reset th

change to take effect. Load the default secure baot keys, including the PK(platform key), KEK(key-exchange key), db(s

database), and dbx(revoked signature database). All the secure boot keys states will change from unloaded to loaded. Save changes
st the system for the change to take effact.

Last Modified EzMode(F7)| 3] ‘ Search on FAQ

1246. Copyright (C) 2015 American Megatrends, Inc.

FIGURE 7.28 KeyManagement Settings
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Review Questions
If your lab ended early, answer these questions.
1. Have you tried to visit the BIOS before this lab?
2. What was your reason for visiting the BIOS?
3. Why would you set an administrative password on your BIOS?
If you completed the lab, answer these questions.

1. Which options are available for accessing the various areas of your
BIOS under your BIOS advanced settings or equivalent?

2. Where did you find the USB port settings?

3. Where did you find the BIOS Administrator and User Password
settings?

4. What is the order of your boot devices?

5. What did you read about Keys in the BIOS?

All of the answers will be specific to your particular BIOS. There are many
% versions and revisions of BIOS that you may be using, so simply go back through your
particular BIOS and list your answers.



CHAPTER 8

Protecting the Inner
Perimeter

In general, after you get past the outer perimeter defenses, you can think
of the inner perimeter as part of the three-level structure illustrated in
Figure 8.1. Consider this perimeter as consisting of the operating system and
its application programs that form the gateway to the data stored in the inte-
rior zone (folders and files).

Describe Local Login and User Configuration Options for Host
Devices.

Compare and Contrast the Security Features of Common Operating
Systems.

Identify Common Logging and Auditing Options for Windows and
Linux Based Systems

Explain Options for Encrypting Data at Rest in Different OS
Environments

The Inner Perimeter

The valuable information we're trying to protect is generally the digital data
stored in the computer hardware in the form of different types of files. These
files are created and interpreted by application programs. Without the appli-
cation to interpret the data, it is very difficult to determine what the data
actually means. See Figure 8.1.

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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The operation of the application program and access to the files are controlled
by the operating system (OS). The operating system coordinates the operation
of the hardware system and devices with the software applications. Applications
are designed to run on specific operating systems, so they are dependent on
those operating systems. They will not run on another operating system without
some sort of translator being involved.

The operating system is also responsible for keeping track of where data is
stored in the system and how it can be located and accessed. Without the oper-
ating system’s file management system (FMS), there is no way to know how to
find the data to steal, damage, or destroy it. Each major OS supplier uses a dif-
ferent FMS.

Therefore, to access data on a computer, you must gain access to the running
system, which is controlled by its operating system. Then you need to be able to
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locate the file, which requires the ability to navigate the OS file system. Finally,
you will need to open the file, which requires the application software or soft-
ware designed to examine data at the digital-code level.

There is not much actual value in the operating system or common applica-
tion programs for thieves to steal. These types of software are commonly avail-
able, relatively inexpensive, and hard to transfer and use between systems. These
programs are basically just tools for creating and manipulating information.
However, they are interesting to would-be hackers because they can be accessed
and repurposed for malicious and illegal operations.

On the other hand, the data files stored on the computer can be very inter-
esting to thieves. As you are no doubt aware, quite a bit of digital information
exists about most people and it is all stored on computers somewhere. If some-
one can locate and gain access to those data files, they can find a way to extract
the information from them.

Once they have access to the file (or a copy of it), they can either open it on
their system using the same application originally used to create the file, or they
can extract the information from the digital code. The latter tends to be some-
what more involved and difficult to accomplish and typically requires someone
with hacker skills and tools to operate at that level.

However, not every malicious operator wants to steal information. Some peo-
ple, organizations, and governments just want to damage or destroy data for one
reason or another. This type of activity could arise from many different motives,
as described in the Introduction to this book

So how do you keep unwanted persons from gaining access to these pro-
grams? Let’s first look at typical operating systems from different suppliers and
see what security options they offer. As you will see in the following sections,
operating systems tend to have many security tools and options built into them.

Operating Systems

Operating systems are programs designed to control and coordinate the opera-
tion of the computer system. As a group, they are easily some of the most com-
plex programs ever devised.

In all microprocessor-based environments, the operating system accepts com-
mands from a program or an input source (such as a computer user) and carries
them out to perform some desired operation. Likewise, the operating system
acts as an intermediary between nearly as complex software applications and
the computer hardware they run on.
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SOME CLARITY ON OPERATING SYSTEMS

Unless the display has input capability, it is not considered to be an access device
that can be exploited. The same holds true for printers or other output-only
devices.

The most widely used operating systems in the world have nothing to do with
personal computers. These operating systems are found in automobiles and
consumer electronics products. They receive input from sensing devices such
as airflow sensors (instead of keyboards and mice), process a control program
according to a set of instructions and input data, and provide output to electro/
mechanical devices such as fuel injector pumps (not video displays and printers).
They also don’t have much to do with disk drives.

A disk operating system (DOS) is a collection of programs used to control
overall computer operation in a disk-based system. These programs work
in the background to allow the user of the computer to input characters from
the keyboard, to define a file structure for storing records, or to output data to
a monitor or printer. The disk operating system is responsible for finding and
organizing your data and applications on the disk.

As illustrated in Figure 8.2, the disk operating system can be organized
according to four distinct sections:

» Boot files take over control of the system hardware from the ROM
BIOS during start-up. They bring the OS kernel files into RAM mem-
ory so they can be used to control the operation of the system.

» Kernel files are the fundamental logic files of the operating system
responsible for interpreting commands obtained from software pro-
grams for the central processing unit. These files are created to work
with specific hardware architectures (microprocessors and chipsets).

» File management files enable the system to manage information
within itself. These files are responsible for storing, tracking, and
retrieving data into RAM memory where the microprocessor can
access it.

» Utility files are programs that permit the user to manage system
resources, troubleshoot the system, and configure the system.
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The operating system acts as a bridge between application programs and the
computer hardware, as described in Figure 8.3.

These application programs enable the user to create files of data pertaining
to certain applications such as word processing, multimedia delivery, remote
data communications, business processing, and user programming languages.
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FIGURE 8.3 ThePosition of the 0S in the Computer System

Because the operating system is a major part of the electronic gateway to the
computer’s applications and data, you must be aware of the different general
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types of OS available and what tools and techniques are available to protect
them. For this discussion, let’s divide computer operating systems used with
computing and intelligent control devices into three general classes by the roles
they fill:

» Standalone operating systems — These are operating systems that
can be operated independently without external communications
or management. This class of operating system includes different
Windows, Mac, and Android-based versions found on consumer com-
puters. However, this designation can also apply to the operating sys-
tems used in many intelligent control devices employed in industrial
and manufacturing applications.

While these OS versions may be operated in a standalone manner, most mod-
ern versions possess some networking abilities that allow them to communicate
with other intelligent devices or the Internet.

» Client operating systems — Client operating systems are designed
to work in a network environment. In particular, they are designed
to take advantage of the services provided by a master computer
called a server. While server computers are responsible for providing
oversight and control of the client computers through their various
networking services, users do not commonly work at these comput-
ers. Instead, the client computers and devices serve as workstations,
or autonomous nodes. Network clients are divided into three general
subcategories:

» Thick clients — These are fully functioning PCs and devices that
could work locally but rely on the services delivered by the net-
work server(s). Data is typically stored locally on a thick client.

» Thin clients — These are fully functioning PCs and devices that
don’t possess hard drives for storage. The operating system is
simply used to start the system up and then hand the operation
off to a server. All data and programs are stored and executed
on the server.

» Terminal clients — These are server-dependent PCs and devices
where the operating system does not exist on the client.
Instead, the client actually boots up to a remote server and all
programs and data are located and executed on the server.
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» Server operating systems — These operating systems are designed to
run on specialized server computers that function as the center of a
client/server network environment. Server operating system versions
are typically responsible for:

» Data and resource security for the network and its devices
» Centralized network administration

» Cost benefits to the business or enterprise

| 4

Server operating systems provide security for the network and
its clients by controlling access to:

» Resources (disk drives, printers, directories, and files)

» Services (email, Internet connectivity, messenger ser-
vices, databases, and so on)

» Administrative tools (user accounts, local and network
utilities, computer management tools)

NETWORK OPERATING SYSTEMS

Network Operating Systems (NOS) are designed to extend the control of disk
operating systems to provide for communications and data exchanges between
computers connected by a communication media. Notable network operating
systems include Windows Server 0S versions, Linux Server distributions, and Unix.

Server operating systems are some of the primary tools responsible for secu-
rity in a network environment. These operating systems and their security tools
are explored in depth in Chapter 14. The remaining sections of this chapter deal
with security tools that are available and can be implemented at the local stand-
alone or client computer level.

Notable standalone, or client disk operating systems, include: Microsoft
Windows versions, Apple Computer’s MAC OS X, a variety of Linux operating
system distributions, and the Android operating system from Google.

Operating systems and the programs and data they control are attacked from
two common areas:

» By manipulating the operation of the OS kernel
» By attacking its file management system

The following sections address these two common areas of attack.
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OS Kernel Security

Figure 8.4 illustrates the position of the OS kernel between the system’s hard-
ware and applications. Due to this positioning, it should be apparent that if

you can get to the programming code in the OS kernel and disable it, you have
disabled the operation of the entire computer system. However, if you can
access the kernel and manipulate the code, you have taken over operation of the
computer.
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FIGURE 8.4 ThePosition of the Kernel

Attackers who possess enough knowledge of a given operating system’s
memory-handling strategy can exploit the OS kernel in a number of different
ways:

» They can change the value of a variable in the kernel programming
to change its behavior.

» They can change the return address of some standard OS function so
that when the OS tries to return to its basic pipeline of instructions,
it is rerouted into code supplied by the attacker.

» They can change a pointer in the program that directs the execu-
tion of the instruction code to an exception handler supplied by the
attacker.

» They can insert malicious code into an application’s code that has
been loaded into RAM memory for execution. The inserted code
is designed to overwrite kernel components that interact with the
application.

All of these attacks rely on gaining access to specific areas of the computer’s
memory where the OS kernel operates.
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Most operating systems utilize a feature built into microprocessing hardware
to protect certain areas of memory that contain specific blocks of instruction
code. This feature is referred to as the No eXecution (NX) bit, or the eXecute
Disable (XD) bit. NX bit technology is used to flag certain areas of memory as
storage-only.

Any section of memory marked with the NX attribute means it’s only for stor-
ing data. Therefore, processor instructions cannot be stored there. This is a pop-
ular technique for preventing malicious software from taking over computers by
inserting their code into another program’s data storage area and then running
that code from within this section, as they would with a buffer overflow attack.

Some operating systems ship with built-in executable-space-protection
features, referred to as Data Execution Prevention (DEP) modes, to defeat
these types of attacks. The operating system accomplishes this by creat-
ing unique, isolated memory regions for each application running on the
machine. Each isolated memory region becomes a virtual environment man-
aged by the microprocessor’s virtual memory management module.

In Unix, Unix-like, and Linux operating systems, this function is provided as
an advanced implementation of its standard chroot operations (its system for
creating and managing multiple virtualized copies of the operating system).

File System Security

The file management system is extremely important in protecting the exis-
tence and integrity of data stored on a hard drive or removable storage device.
If the file system is destroyed or becomes corrupted, the data becomes inacces-
sible and is lost. In addition, if unauthorized users are given access to the file
system and its stored data, they have been given the opportunity to damage,
destroy, or steal it.

One of the main tools for protecting the file system and its data is the use of
access control lists (ACLs) to provide Resources Access Control. The file man-
agement system uses ACLs to grant or deny specific users access to its different
files, as well as to control what types of activities the individual can perform
once access has been granted. For example, you may be given the capability to
run a file, read it, write it, or perform other actions on it under the control of
the file management system.

The operating system’s ACLs are also used to control access to other objects
such as TCP/UDP ports as well as I/0 devices. Their ACL tables maintain records
that identify which access rights each user has to a particular system object.

Depending on the operating system, resource access control can be imple-
mented in the form of Mandatory Access Control (MAC) or Role-Based Access
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Control (RBAC). Unix and Linux systems typically offer MAC approaches, while
Microsoft’s Windows platforms provide RBAC control.

POSIX (PORTABLE OPERATING SYSTEM INTERFACE)

POSIX (Portable Operating System Interface) is a set of interoperability standards
developed to standardize variations of Unix and Unix-like operating systems.
POSIX-compliant systems (Unix, Linux, and Apple 0S X systems) support some
type of ACL for managing traditional Unix file-access permissions.

In MAC versions, the operating system takes action based on the administra-
tor’s policy configuration settings to determine who can do what and to what
extent they can do it. Under RBAC, the system restricts or permits access to
objects based on the user’s role within the organization. The RBAC structure is
typically the access control method employed in large enterprises.

In Microsoft Windows environments, these capabilities are assigned to folders
and files in the form of permissions. Permissions can also be defined as privi-
leges to perform an action. In Unix and Linux-based systems, users are assigned
access rights to files.

Another tool for protecting data is to encrypt it so that becomes unusable
without a key to decrypt it. The encryption/decryption process can be performed
on data when it’s stored and retrieved from a device (PR.DS-1, data at rest) or
when it is being moved from one location to another (PR.DS-2, data in motion).

THE PRIMARY CYBERSECURITY GUIDELINES

The NIST Framework for Improving Critical Infrastructure Cybersecurity speci-
fies protection strategies for protecting “Data at Rest” (PR.DS-1) and protecting
“Data in Transit” (PR.DS-2).

Most of the major disk operating systems available offer some type of data
encryption capabilities through their file management systems. Depending
on the design of the operating system, encryption may be applied at the
device level, the disk (or volume) level, or the file and folder level. Third-
party encryption applications are available for use with many of these oper-
ating systems as well.
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The data encryption services available with different operating systems are
discussed in the following sections. Data encryption techniques are covered in
detail later in this chapter.

The following section compares and summarizes the key structural and
security features of the most widely used operating systems. This comparison
involves the operating system’s versions, kernel architecture, file management
systems, and native data-encryption capabilities.

File System Attacks

Typical attacks mounted on OS files systems include:
» Using race condition attacks
» Using data streams to hide files

» Performing directory traversals

Using Race Condition Attacks

A race condition exists when an attacker exploits the timing of consecutive
events in a multiuser/multitasking environment to insert malicious code into
the system between the events.

For example, a time of check-time of use (TOCTOU) condition exists when an
operating system creates a temporary file. During the time between when the
0S checks to see if a file by that filename exists and when it actually writes the
file, the attacker executes a program to save a malicious code package using the
filename of the temp file.

The malicious code could contain higher access permissions so the attacker
can read or manipulate the file, or it could contain a link to a script file that
grants access to the password file where the administrative password is stored.

Using Alternative Data Streams to Hide Files

Advanced hackers use this NTFS OS compatibility feature to hide root kits or
other hacker tools to establish an anonymous base to launch attacks on the
system.

The ADS feature was originally built into NTFS to provide support for Apple’s
Hierarchical File System (HFS) file system, which sometimes “forks” data into
different files. However, this technique has been adopted for storing file meta-
data and to provide temporary storage.

As mentioned earlier, hackers use the ADS feature to hide their tools from
the system as it is virtually impossible to detect with native user interfaces.
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After the hidden ADS files have been embedded in some standard OS file, they
can be executed without being detected as an illegitimate operation. The only
sign of an ADS operation is an illegitimate timestamp on the file where the hid-
den tools have been injected.

Performing Directory Traversals

These attacks exploit poorly secured software applications to access files that
should not be accessible in order to “traverse” to a higher level folder or direc-
tory, as shown in Figure 8.5. Such attacks are also referred to as backtracking,
directory climbing attacks, or canonicalization attacks.

Hackers use this form of HTTP exploitation to access a web server’s direc-
tory tree. After the hacker has gained access, they can navigate the tree to view
restricted files or execute commands on the server. Such attacks are launched
using common web browsers against poorly configured web servers.
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FIGURE 8.5 Directory Traversal

These attacks can be minimized through careful web server configuration,
filtering web browser input, and using vulnerability scanner software.

The following section compares and summarizes the key structural and
security features of the most widely used operating systems. This comparison
involves the operating system’s versions, kernel architecture, file management
systems, and native data-encryption capabilities.

Microsoft Windows

The Windows line of operating systems from Microsoft offers the most widely
used disk operating systems with personal computers. Windows is a graphical
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user interface (GUI)-based operating system that enables users to navigate
through the system using a series of pop-up windows and menus.

» Windows Client versions — Windows XP, Windows Vista, Windows 7,
Windows 8, and Windows 10

» Windows Server versions — Windows Business and Small Business
Server (SBS) versions 2003, 2008, 2012, and 2016

All Windows operating systems are designed to work with x86 32-bit and x86
64-bit processor types from Intel, AMD, and VIA. Windows operating systems
after Windows XP SP2 and Windows Server 2003 support XD-bit operations
on some 32-bit x86 processors, as well as on 64-bit x86 processors that offer
NX-bit support.

Windows operating systems support the following basic file system formats:

» FAT/FAT16/FAT32 — The File Allocation Table series of FMS are
cluster-based versions of an older file management system that was
developed to manage data storage on floppy disks. Because of its
widespread use in Microsoft DOS and early Windows versions, it has
evolved and remained in use until the present.

The number in the FAT title represents the number of bits in the
table entry that tracks the location of the data cluster on the disk.
The original FAT standard employed a 12-bit table entry and could
track the locations of 4096 (1 x 212) table entries. The FAT file sys-
tem is still commonly found on USB storage devices, SD cards, and
other flash memory devices, as well as many other portable and
embedded devices. FAT file system versions offer relatively little in
the way of security tools for the data stored in their structures.

» NTFS — The New Technology File System is Microsoft’s proprietary
and default file management system for its operating systems. NTFS
brought with it enhanced security features including access control
lists (ACLs) and the encrypting file system (EFS).

» IS0 9660 (CDFS) — The Compact Disc File System is the standard file
management system for optical disc storage.

» UDF - Universal Disk Format is the successor of the CDFS file man-
agement system. In particular, it is widely used in DVD and advanced
optical storage devices.

The Windows operating systems include file- and folder-level encryption
through its encrypting file system (EFS) feature. Full disk-level encryption is
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provided on some high-end Windows OS versions through a native utility called
BitLocker. These utilities are discussed in detail later in this chapter.

Microsoft Windows operating systems provide an integrated Windows Firewall
feature that enables the local administrator (or owner) to establish and config-
ure a local firewall to control the flow of information into and out of the local
host computer from an external network connection through a process called
packet filtering.

LocAL AND NETWORK-BASED FIREWALLS

The operation of local firewalls is covered in Chapter 9. Network-based firewalls,
which are designed to control the flow of data into and out of a network, will
be discussed in Chapter 12.

Unix

The Unix line of operating systems provides modular, multitasking, multiuser
0S environments originally developed to run on mainframe and minicomput-
ers. Proprietary versions of the Unix OS include several BSD (Berkley Software
Distribution) variations, along with Apple’s OSX and iOS operating systems.
Several notable Unix-like operating systems have been derived from the basic
Unix operating system, including multiple Linux distributions.

Different Unix OS versions have been designed to work with a number of dif-
ferent microprocessors. Likewise, different Unix OS versions provide support for
number of different file systems formats:

» UFS — The UNIX File System was the first structure designed for
the original UNIX operating system and continues in use with
UNIX and its derivatives. The structure of this file system standard
presents a unified tree structure beginning at a main directory
known as root (/).

» NFS - The Network File System was developed by Sun Microsystems
to enable client computers to access files across a network. Because
NFS was developed as an open protocol standard any company can
(and have) incorporate it into their own suite of supported protocols.
It is used primarily in UNIX OS versions, but is also supported in
Microsoft Windows and Apple’s MAC OSs.
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Some Unix operating systems include built-in encrypted file system capabili-
ties. The original encryption tool included as a standard part of the Unix operat-
ing system is crypt. However, this tool is considered to be a very low-powered
encryption tool that is relatively easy to crack. For that reason, it is not widely
used. The Data Encryption Standard (DES) is a stronger encryption tool used
with many Unix distributions. Pretty Good Privacy (PGP) is another widely used
Unix encryption tool. This tool does both private and public key encryption/
decryption and offers a very strong method to secure data.

Unix distributions based on the Free BSD kernel offer encryption services
through PEFS, GELI, and GBDE utilities. Private Encrypted File System (PEFS)
is a file-based encryption system. GELI and GEOM Based Disk Encryption
(GBDE) are disk-level encryption utilities. Another notable encryption tool for
other Unix or Unix-like operating systems is EncFS.

FreeBSD and OpenBSD distributions also offer multiple built-in firewall utili-
ties to control the flow of data into the local computer. These options include
ipfirewall (ipfw), IPFilter, and Packet Filter (PF). As with the integrated Windows
Firewall mentioned earlier, these applications enable the local computer to
control the flow of incoming and outgoing data through a process called packet
filtering. Local firewalls and packet filtering are covered in detail later in the
chapter.

A WORD ABOUT ENCRYPTION ToOLS

Many countries have created laws outlawing the use of strong encryption.
Therefore, different operating systems may be available with and without dif-
ferent encryption tools based on where they are being sold.

Linux OS Distributions

Many personal computer users run versions of a freely distributed, open-source
operating system called Linux. Linux is a very powerful, command-line operat-
ing system that can be used on a wide variety of hardware platforms including
Windows PC and Apple Mac systems.

A community of programmers works with the Linux oversight committee to
continually upgrade and enhance the basic Linux structure to keep it current
and competitive. In addition, several companies have developed proprietary
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additions to the basic Linux structure to produce their own distributions
(Linux-speak for versions) of the operating system:

» Major Linux client distributions — Ubuntu, Red Hat, SUSE,
Slackware, Mandrake, Fedora, FreeBSD, Debian, and others

» Linux Server distributions — Red Hat Linux Server, Ubuntu Server,
SUSE Server, and others

Different Linux OS distributions have been designed to work with x86 and x86
64-bit microprocessor types from Intel, AMD, and VIA, as well as Motorola/IBM-
PowerPC processors and Sun Microsystem’s SPARC processors. The Linux ker-
nel supports the NX-bit on some x86 processors, as well as on x86-64, PowerPC
microprocessors, and other 64-bit processors that offer NX-bit support.

LINUX DISTRIBUTIONS AND CAPABILITIES

The Linux name is actually used to describe a number of different distributions
with differing capabilities.

Linux OS distributions commonly provide support for several different file
system types:

> ext/ext2/ext3/ext4d — The ext series of Extended File Systems are the
primary file management systems designed for the Linux kernel.
Ext2/3 is widely used in SD cards and other flash-based storage
devices.

» ReiserFS — The Linux kernel provides support for the Reiser file sys-
tem which is the default system on some Linux distributions. It is a
journaling file system (one that keeps track of changes in a circular
log file, referred to as a journal, before committing them to the file
system). ReiserFS includes UNIX permissions, ACLs, and attribute
security features, but does not include any data encryption services.

» Linux OS — Linux OS distributions also commonly provide support
for the ISO09660, FAT, and UDF file system formats described for
Windows files systems.

The major Linux operating systems provide built-in file-system-level encryp-
tion services through a package called eCryptfs. This level of encryption enables
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the encryption service to be applied at the individual file or directory without
significant disk management overhead.

Linux distributions offer built-in local firewall functions through a kernel
utility called Netfilter. In addition to providing packet filtering for local firewall
implementation, this utility offers additional protection through processes
called network address translation (NAT) and port address translation (PAT)
for directing packets through a network in addition to masking the private IP
address from hosts outsider the network.

Apple OS Versions

Apple Inc. produces personal computers that are not intrinsically compatible
with PCs. They have distinctly different hardware designs and do not directly
run software packages developed for the Win/PC environment.

All newer Apple Mac computers run on a proprietary version of Unix called
Apple OS X. While the structure of OS X is Unix-based, the user interaction por-
tions of the system employ Apple’s trademark GUI-based desktop. This gives the
Mac a very powerful and stable engine with very user-friendly interfaces with
which to work:

» Apple client versions: macOS, OS X, and Mac OS X

» Apple Server versions: macOS Server, Mac OS X Server, and 0S X
Server

MacOS was designed to work with x86 and x86 64-bit microprocessor types
from Intel, Cyrix, VIA, and AMD, as well as PowerPC processors from IBM and
Motorola. These microprocessors all support NX-bit functions to protect certain
areas of memory from virus manipulation.

MacOS supports the IS09660, FAT, NFS, UFS, and UDF file system formats
described earlier. In addition, support for the following FMS standards is pro-
vided in different macOS versions:

» HFS/HFS+ — The Hierarchical File Systems are proprietary Apple
file systems developed as the primary file system for their Mac line of
computers using macOS. It is also used in Apple’s line of iPod music
devices. Support for the updated HFS+ version has been included
in non-Apple operating systems including the Linux kernel and
Windows (including support in Apple’s Xbox 360 gaming console).

» SMBFS/CIFS — The Server Message Block File System, also known as
the Common Internet File System, was developed to provide shared
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access to files and devices, along with network communications. This
FMS is mostly used with computers running Windows prior to the
advent of Active Directory. However, support for newer SMB releases
has continued through all current Microsoft OS versions in addition
to making its way into several non-Microsoft operating systems.

Apple macOS operating systems include disk-level-based data encryp-
tion through a service called FileVault; FileVault2 macOS users can also use
the built-in disk utility to encrypt their disk and store subsets of their home
directory.
ioS
iOS is a proprietary Apple mobile operating system designed to support Apple’s
line of iPhones and iPads. While iOS shares many structures with macOS, it is
not compatible with macOS applications.

i0S is designed to work with reduced instruction set computing (RISC) pro-
cessor types from the Acorn RISC Machines (ARM) Ltd company. These devices
use significantly less energy and produce much less heat than their x86 complex
instruction set computing (CISC) rivals. This makes RISC processors a natural
for use in small, battery-powered devices such as phones, tablets, and pads.
From the ARMv6 version forward, this architecture has supported an Execute
Never (XN) page protection feature.

The i0S system includes integrated device-level file encryption to protect the
data if the device running is lost or stolen. It also offers protection from unau-
thorized users using or modifying the data. In addition to its hardware encrypt-
ing feature, i0S offers a class-based tool called Data Protection. With this
protection tool, file-based encryption keys are created each time data is written
to the device’s flash memory structure.

Android OS

The Android operating system was developed for use with tablet and smart
phone devices that primarily use touchscreen gestures for operation and con-
trol. It is currently the most popular mobile operating system in use due to the
number of smart phone and tablet devices it is used in, as shown by the graph in
Figure 8.6.
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Android is based on the Linux OS kernel but typically includes a wrapper
of proprietary user interfaces, utilities, and applications. Because of its open-
source availability, Android has been embraced by a development community
and made its way into a number of devices in consumer, military, business, and
educational applications.

The Android OS is designed to run on 32- and 64-bit ARMv7/8 proces-
sors. This includes proprietary .MX5/i.MX6 ARM processors from Freescale
Semiconductors (a former division of Motorola). These microprocessors support
the XN page-protection feature. There is also a version of the Android OS kernel
designed to support x86 architectures. Of course, these processors support the
XD-bit or NX-bit feature.

The kernel configuration of different Android devices supports different file
systems that are specific to that device. However, there are some flash memory
file systems that are common to Android systems:

» exFAT — Microsoft’s extended File Allocation Table file system for
flash memory devices.

» F2FS - Samsung’s Flash-Friendly File System (version 2) is an open-
source Linux file system for flash storage devices.
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» JFFS2 — The Android default Journal Flash File System (version 2).
This FS version replaced the YAFFS2 (Yet Another Flash File System)
as the default Android flash file system used in earlier kernel versions.

> Ext2/Ext3/Ext4 — Versions of the Linux Extended File System that
replaces F2FS and JFFS2 as the file system for internal Android flash
devices.

In addition to these flash-memory file systems, Android devices also com-
monly support the Microsoft File Allocation Table (FAT) file systems (FAT12,
FAT16, and FAT32), along with their VFAT extension.

The Android OS offers disk encryption based on a utility called dm-crypt to
store data on the device’s flash memory device. This utility is an integral feature
of the Android’s Linux kernel.

Operating System Security Choices

Because of its popularity, Microsoft Windows presents the biggest target for
both mischievous and malicious malware and grayware (annoying unwanted
software) writers. Therefore, Windows receives an unrivaled percentage of all the
attacks associated with viruses and spyware.

This fact has led some Windows customers to adopt other operating system
platforms such as Linux or macOS, which are much less of a malware target.
Table 8.1 summarizes some common security features associated with various
operating systems.

TABLE 8.1 Operating System Security Comparisons

Resource Subsystem Encrypted
Access Isolation Integrated  File No Execute
Control Mechanisms Firewall Systems (NX)
Linux POSIX, ACLs, chroot, Netfilter, Yes Hardware/
MAC capability-based  varied by Emulation
security, sec- distribution
comp, SELinux,
AppArmor
mac0S POSIX, ACLs chroot, BSD PF Yes Hardware/
file flags set Emulation

using chflags
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Resource Subsystem Encrypted
Access Isolation Integrated File No Execute
Control Mechanisms Firewall Systems (NX)
Windows  ACLs, privi- Win32 Windows Yes Hardware/
Server leges, RBAC WindowStation,  Firewall Emulation
desktop, job
objects
Windows  ACLs, privi- Win32 Windows Yes Hardware/
leges, RBAC WindowStation,  Firewall Emulation

desktop, job
objects

Common Operating System Security Tools

After the system has booted up, steps can be taken to prevent unauthorized
personnel from accessing the operating system and its applications. These steps
include:

» Implementing local login requirements
» Establishing user and group accounts
» Setting up password policies
» Establishing lockout policies
» Implementing additional authentication options
» Using biometric authentication devices
» Using physical authentication devices
» Using Local Administrative Tools
» Enabling system auditing and event logging
» Implementing data encryption tools
» Overseeing application software security
» Providing remote access protection
» Establishing firewall settings

» Configuring browser security options
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» Establishing and implementing malicious software protection
» Applying security updates and patches

Figure 8.7 shows the Local Security Policy/Security Settings options available
in a Microsoft Windows control panel. The first set of options includes password
and account lockout policy choices to locally control access to the system. You
can also implement local admin policies for system auditing, users rights, and
security policies.

P

3 Local Security Policy o &)=
File Action View Help
% @z HD
|5 Security Settings Name Description
% f(cc,u;tfdmﬁ AAccount Policies Password and account lockout policies
i ALocal Policies Auditing, user rights and security options policies

:_-l Audit Policy

A User Rights Assignment

:_J Security Options

Windows Firewall with Advanced Security
] Network List Manager Policies

Public Key Policies

Software Restriction Policies
&, IP Security Policies on Local Computer

Windows Firewall with Adv... Windows Firewall with Advanced Security
Network List Manager Polic... Network name, icon and location group policies.
Public Key Policies
Software Restriction Policies
gIP Security Policies on Local... Internet Pretocol Security (IPsec) Administration. Manage IPsec policie...

FIGURE 8.7 LocalSecurity Policy/Security Settings

The Windows Firewall and Advanced Security tools enable the local adminis-
trator (or owner) to establish and configure a local firewall as described earlier.

The remaining tools shown in Figure 8.7 are security tools that enable local
policies to be established to control the local computer’s interactions with an
external network. In the following sections, you will learn how to implement
them for best local-host security practices.

A WORD ABOUT SECURITY ToolLs

It should be apparent from a quick look at the tools in Figure 8.7 that the policies
are designed to control the interaction of the local computer with an external
network. While the tools are local, they are also used in networked environments.
There are cases where both local and network administrative policies cover the
same security elements. In these cases, the network policy will override the local
policy if they are configured in conflict with each other.
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Implementing Local Login Requirements

The main user authentication tool used with personal computing devices is the
username and password login. In general, there are three types of user-related
logons with which to contend:

» Alogon to the local machine
» A logon to a specific software application

» A network logon

At the local computer level, the local logon is typically required. This level
of logon validates the user for using the local computer’s resources (files and
devices). However, in a shared computer environment where multiple users may
be enabled to use the same computer, local user and group credentials are cre-
ated and configured through a user accounts database that is stored on the local
computer.

A WORD ABOUT LOoCAL LOGONS

Ina network environment, the network login typically supersedes and replaces
the local login option. This logon level confirms the user’s credentials for access-
ing remote resources.

These credentials are used to gain initial access to the computer, control
access to its local resources, and control access to network resources. In a
Windows environment, these accounts are created and managed through the
Local Users and Groups utility under Computer Management, as depicted in
Figure 8.8.

The first time a standalone system is started an administrator’s account is
automatically created in the operating system’s local accounts database. The
administrator has rights and permissions to all of the system’s hardware and
software resources. The administrator, in turn, creates other users and then
grants rights to them and permissions to system resources as necessary.

The administrator can deal with users on an individual basis or may gather
users into groups that can be administered uniformly. In doing so, the admin-
istrator can assign permissions or restrictions on an individual or an entire
group. The value of using groups lies in the time saved by being able to apply
common rights to several users instead of applying them one by one.
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& Computer Management o || =3

File Action View Help

& Computer Management (Local) Mame Actions

4 |} System Tools Users Local Users and Groups -
L) Task Scheduler Groups e ¥
[&] Event Viewer orc Ao
@i Shared Folders Users -
& Local Users and Groups More Actions b

@ Reliability and Performance
@ Device Manager
4 %5 Storage
=f Disk Management
=y Services and Applications

FIGURE 8.8 MicrosoftLocal User and Group Accounts

The other default group created when the operating system first starts is a
type of account known as a Guests group. This default group typically has mini-
mized access to the system, and all of its members share the same user profile.
The Guest user account is automatically a member of this group.

Each user and group in the local environment has a profile that describes the
resources and desktop configurations created for them. Settings in the profile
can be used to limit the actions users can perform, such as installing, removing,
configuring, adjusting, or copying resources.

When users log into the system, it checks their profiles and adjusts the system
according to their information. These credentials are used to gain initial access
to the computer and control what access each user has to its local resources.

In addition, access to certain software applications and other resources may be
controlled by additional application-level passwords.

Passwords

For a password to be effective it must possess a certain amount of complexity. Its
length, width, and depth must be such as to thwart the efforts of the previously
mentioned password-cracking techniques.

The length of a password directly affects the ease with which it can be
cracked. The longer the password is, the more difficult it will be to crack. It is
generally recommended that passwords should consist of at least eight charac-
ters. If permitted by the OS, longer passwords can be used, provided the employ-
ees or clients can remember them.
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The width of a password relates to the number of different types of charac-
ters that can be incorporated, including those not belonging to the alphabet.
Combinations of numbers, special characters, and uppercase and lowercase let-
ters make passwords stronger, especially when an operating system considers
uppercase and lowercase letters as completely different characters.

Passwords can contain control characters, alternative characters, and even
spaces in some operating systems. Ideally, all the following character sets should
be drawn from when users are required to create strong passwords.

» Uppercase letters suchas A, B, C

» Lowercase letters such asa, b, ¢

» Numerals suchas 1,2, 3

» Special characters such as §, ?, &
» Alternative characters such as @, %

The depth of a password involves how difficult it is to guess its meaning.
Although a good password should be easy to remember, it should nevertheless
be difficult to guess. For a number of years, the top two passwords overall have
been “123456” and “password.” Attackers know common terms and techniques
used in creating passwords as well, such as appending and replacing.

Appending is the act of adding a set of characters to the end of another set
of characters (examplel23). Replacing is using a set of characters to replace
another set of predictable characters (ex@mple). The meaning of a password
should not be something that could be easily guessed or deduced through
simple reasoning. One approach that seems to work well is to think in terms of
phrases rather than simply words.

Mnemonic phrases are often incorporated, allowing the creation of passwords
that cannot be easily guessed, but yet do not need to be written down to be
remembered. Mnemonic phrases can be spelled phonetically, using, for example,
“UraTygr!” instead of “You're a tiger!” Alternatively, the first letters in each word
of a memorable phrase can be incorporated, such as “Ihnybtf,” which is abbrevi-
ated from “I have not yet begun to fight!”

Another effective method is to choose a meaningful phrase that can be easily
recalled. Then, the initials of some words in the phrase can be converted into
alternative characters. For example, the number “4” could be substituted wher-
ever the letter “f” is used.
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Additional Password Security

The need for additional password security has become more recognized with the
increased ease with which scam artists continue to steal them. Passwords have
ultimately been gathered as easily as simply asking for them. Personnel should
simply never talk about passwords with anyone, no matter how harmless or
legitimate such conversations might seem.

Although standard password-protection practices may be adequate to keep
some would-be intruders at bay, certain situations require a more sophisticated
approach. In these cases, extra protection can be afforded through the use of
encryption techniques and one-time passwords (OTP).

Password encryption is the process of taking a standard password and apply-
ing an algorithm to it in such a way as to make it meaningless to sniffers,
crackers, or other eavesdroppers. Two-factor authentication, such as one-time
passwords, are good only for one transaction but add another valuable layer of
security.

Best password practices include the following:

» Use a consistent naming convention across the organization so that
users can understand theirs and not resort to recording them so they
can be found by others.

v

Always supply a password to an account and make the user change it
upon first login.

Protect passwords (don’t write them down in open spaces).
Do not use default passwords.

Educate users to create strong passwords.

vV v vy

Enforce password policies at all levels of an organization.

SAFEGUARDING PASSWORDS

True password security involves users safeguarding their passwords from others.

Account Lockout Policies

Operating systems provide password lockout policy settings that enable admin-
istrators to enact password policies that prevent attackers from repeatedly trying
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to access the system. This prevents the attackers from using brute force attacks
to guess the account password so they can break into the system.

Brute force attacks involve the repeated use of login attempts to try to guess
the password. As shown in Figure 8.9, typical lockout policy settings include:

» Account Lockout Duration — How long (in minutes) the account will
be locked out before it automatically unlocks. Setting this value to
0 will prevent the account from unlocking until the administrator
manually resets it.

» Account Lockout Threshold/Max Failures — How many times account
access can be attempted before the account is locked out. The
default value for this setting is 0, which disables the account lockout
function.

» Reset Account Lockout Counter After/Lockout Duration — The
amount of time that can pass before the account lockout value is
returned to 0.

= Local Security Policy > |5 [
File Action View Help

= w [l 7]

Sy Security Settings Policy . Security Setting

3 Policies -
ore ! b Account lockout duration 10 minutes
ord Palicy

a Account Leckout Policy

Folders i Account lockout thresheld 50 invalid logen at..

B Desktop
B chuck Brooks
Public
8 Computer Public Key Policies
& Network Software Restriction Pelicies
4 Control Panel 8 1P Security Policies on Local Compute

7 Reset account lockout counter ... 10 minutes

Administrative Tools
g AutoPlay
# Backup and Restore Cesf
) Bluetooth Devices
@ Default Programs
IS Ease of Access Center

FIGURE 8.9 Windows Lockout Options

Computer Locking

Users should never leave their computer unattended after they have logged on.
Doing so opens the door for others to access and manipulate their computer,
data, and network. All users should be trained to either log off or lock their com-
puters when they are away from them, even if only for a few minutes.

Locking the computer protects it from intruders and preserves the current
system state. When the computer is unlocked, the applications and data that
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were active in the system are still open, making it much easier for the user to
pick up where they left off.

Users should also be instructed to make sure they log off at the end of the day.
This closes all applications and ensures that data files are saved.

Implementing Additional Authentication Options

Recall from Chapter 2 that authentication is defined as the process of determin-
ing that someone is who they say they are. At the local computing or control
device level, authentication can be implemented in terms of physical or bio-
metric authentication systems to replace or augment password authentication
methods.

Physical Authentication Devices

There are hardware devices that can be used to make personal computer systems
unusable by people other than authorized users. These devices include items
such as smart cards and biometric devices similar to the ones described in the
preceding chapter. However, unlike the devices designed to protect access to
physical infrastructure, these devices are designed specifically to be used with
personal computing systems.

USING SMARTCARDS

Some organizations issue their employees smart cards that they can use to get
into their buildings, log on to their PCs, and access appropriate applications
with a single security device.

The card system combines the users’ secret PINs (i.e., something the users
alone know) with tokens generated by the network’s Certificate Authority
authentication system to generate a unique pass code. The pass code validates
the user and their access to different resources.

Biometric Scanners for Personal Computing Devices

As discussed in Chapter 2, biometric scanners are becoming significantly more
sophisticated, including facial scanning devices, searchable databases, and sup-
porting application programs.

In addition to serving as authentication devices for facility access, many
biometric scanning devices have evolved for use with personal computers.
However, the biometric authentication device most widely used with personal
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computers is the fingerprint scanner. Figure 8.10 shows different fingerprint
scanner devices designed for use with PCs.

KEYBOARD

NOTEBOCK

DESKTOP TOUCHPAD

FIGURE 8.10 FingerprintScanners

Some fingerprint scanner manufacturers offer miniature touchpad versions
that sit on the desk and connect to the system through a cable and USB connec-
tor. Other fingerprint scanners are built into key fobs that simply plug directly
into the USB port. Some manufacturers even build these devices into the top of
the mouse.

Some models actually store the scanned images and account access informa-
tion on the device. This allows the identification file to travel with the user if
they work with different computers at different locations.

After the fingerprint scanner software has been installed and configured, the
password manager will prompt you to scan in your fingerprint rather than type
a password on future log-in attempts.

Using Local Administrative Tools

All of the different operating systems discussed previously offer management
tools to control who, when, and how the local computer is used. Collectively,
these tools are referred to as administrative tools (in Microsoft Windows OS
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versions, the Control Panel applet where these tools are configured and launched
is titled “Administrative Tools”).

These tools typically include programs designed to control the usage of the
computer’s memory, administer and optimize hard-disk-drive usage, configure
0S services running on the computer, control the hardware/OS handoff during
startup, and troubleshoot operating system problems. However, in each case
there is a subset of these management tools dedicated to security-related func-
tions. In the following sections, we will investigate common security-related OS
tools and their implementations.

Event Logging and Auditing

Auditing is a security function of the operating system that enables the user
and operating system activities performed on a computer to be monitored and
tracked. This information can then be used to detect intruders and other unde-
sirable activities.

These entries provide a fundamental tool for unauthorized-intrusion-
detection efforts. There are two common types of audit records to consider:

» Native audit records — Event records generated by most modern mul-
tiuser operating systems. Because these records are already being
generated by the operating system, they are always available, but they
may not contain the desired events or be in a readily usable form.

» Detection-specific audit records — Records generated to provide
specific information about desired actions or events. These actions
or events can be based on operating system activities, application
events, or security events.

The auditing systems available with most operating systems consists of two
major components:

» Audit policy (or audit rules), which defines the types of events that
will be monitored and added to the system’s security logs

» Audit entries (or audit records), which consist of the individual
entries added to the security log when an audited event occurs

Windows Auditing Tools

In a Microsoft Windows environment, audit entries are maintained in the secu-
rity log file. Figure 8.11 shows a typical security log displayed in the Windows



Event Viewer utility. For auditing to be an effective security tool, the security log
should be reviewed and archived regularly.
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FIGURE 8.11 Viewing Security Audit Logs

In Windows, auditing is configured through the Local Security Policy option
located under the Administrative Tools menu, as shown in Figure 8.12.
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FIGURE 8.12 Configuring Auditingin Windows
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Selecting a policy to be configured in the right pane will produce the Local
Security Setting window, depicted in Figure 8.13. Place check marks beside the
option or options that should be tracked and audited. You can check Success,
Failure, or both.

Audit systermn events Properties @
Local Security Setting | Explain
j. Audit system events

Audit these attempts:
Success
Failure

I This setting might not be enforced if other policy is configured to
£8%  pvemide category level audit policy.
For more information, see Audit system everts. (3921468)

[ ok ][ cacel |[ feptv |

FIGURE 8.13 EstablishingaLocal Security Policy Setting

In Windows, auditing must be configured both as a general system policy set-
ting and on each object (file, folder, and printer) that requires auditing. With
this in mind, when you are configuring an audit policy, you must consider what
effect the policy will have on the system and its performance. If you were to set
up auditing on every file, folder, and printer in a system, the auditing process
would place so much extra work on the system that the system could literally
slow to a halt.

Linux Auditing

Linux systems also feature security auditing capabilities for tracking specified
security events. Figure 8.14 provides a generic representation of a Linux secu-
rity auditing framework. As with other auditing systems, the Linux modules
map computer processes to user IDs so that administrators can trace exploits to
the specific user who owns the process and is performing potentially malicious
activities in the system.
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System Log

syslog updated today 08:58:54 AM Q o3
Xorg.log ubuntu AptDaenon.PackageKit: INFO: Initializing PackageKit compat layer
ubuntu AptDaenon: INFO: InstallPackages() was called: dbus.Array([dbus.String('landscape-client-ui')], signature=dbus.Signature('s'))

> auth.log ubuntu AptDaemon.Trans: INFO: Queuing transaction forg/debian/apt/transaction/bfd7f3cBcb6849ceda1eap7008144026
dpkg.log ubuntu AptDaenon.Horker: INFO: Sinulating trans: forg/debian/apt/transaction/bfd7f9cBcb6849ce941ea07008144026

ubuntu AptDaenon.orker: INFO: Committing packages: dbus.Array([dbus.String('landscape-client-ui')], signature-dbus.Signature('s')), dbus.Array)
mail.log ubuntu AptDaemon.Worker: INFO: Processing transaction /org/debian/apt/transaction/bfd7focBcb6a49ce041207008144026

ubuntu AptDaemon.borker: INFO: Finished transaction [org/debian/apt/transaction/bfd7f9cBcb6849ce041ea07008144026

ubuntu AptDaemon.PackageKit: INFO: Initializing PackageKit transaction

ubuntu dbus[460]: [systen] Activating service name='org.freedesktop.hostnamel’ (using servicehelper)

ubuntu dbus[460]: [systen] Successfully activated service 'org.freedesktop.hostnamel’

ubuntu AptDaemon.Worker: INFO: Simulating trans: /org/debian/apt/transaction/7c0124bS42c34f3ab50608c61b8AFFTS

ubuntu AptDaenon.Worker: INFO: Processing transaction Jorg/debian/apt/transaction/7c0124b542c34F3ab50608c61b8dFF7S

ubuntu AptDaemon.PackageKit: INFO: Get updates()

ubuntu AptDaemon.Worker: INFO: Finished transaction /org/debian/ept/transaction/7c8124b542c34F3ab5060BC61bBAFFTS

ubuntu dbus[468]: [systen] Activating service name='com.ubuntu.Sof twareProperties’ (using servicehelper)

ubuntu dbus[460]: [systen] Successfully activated service 'com.ubuntu.SoftwareProperties’

ubuntu AptDaemon: INFO: Quitting due to inactivity

ubuntu Aptbaemon: INFO: Quitting was requested

ubuntu dbus[466]: [systen] Activating service name='org.debian.apt' (using servicehelper)

ubuntu Aptbaemon: INFO: Initializing daemon

ubuntu dbus[460]: [systen] Successfully activated service 'org.debian.apt'

ubuntu AptDaenon.PackageKit: INFO: Initializing PackageKit compat layer

ubuntu kernel: [ 2742.280113] usb 2-2: >new high-speed USB device nunber 3 using ehci_hcd

ubuntu kernel: [ 2742.412971] usb 2-2: >New USB device found, idVendor=0781, idProduct=5571

ubuntu kernel: [ 2742.412978] usb 2-2: >New USB device strings: Mfr=1, Product=2, SerialNumber=3

ubuntu kernel: [ 2742.412982] usb 2-2: >Product: Firebird USB Flash Drive

ubuntu kernel: [ 2742.412985] usb 2-2: >Manufacturer: SanDisk

ubuntu kernel: [ 2742.412988] usb 2-2: >SerialNunber: 4C53200005113€103032

ubuntu kernel: [ 2743.110926] Initializing USB Mass Storage driver...

ubuntu kernel: [ 2743.111119] scsi5 : usb-storage 2-2:1.6

ubuntu kernel: [ 2743.111213] usbcore: registered new interface driver usb-storage

ubuntu kernel: [ 2743.111215] USB Mass Storage support registered.

ubuntu mtp-probe: checking bus 2, device 3: "/sys/devices/pci0000:00/0000:00:1d.7/usb2/2-2"

ubuntu mtp-probe: bus: 2, device: 3 was not an MIP device

ubuntu kernel: [ 2744.109465] scsi 5. : »Direct-Access  SanDisk Cruzer Fit 1.26 PQ: 6 ANSI: §

ubuntu kernel: [ 2744.112537 :

ubuntu kernel: [ 2744.113818] sd

ubuntu kernel: [ 2744.115098] sd >[sdc] Write Protect is off

ubuntu kernel: [ 2744.115102] sd @: >[sdc] Mode Sense: 43 00 00 00

ubuntu kernel: [ 2744.115846] sd @: >[sdc] Write cache: disabled, read cache: enabled, doesn't support DPO or FUA

ubuntu kernel: [ 2744.127023] sdc: sdc1

ubuntu kernel: [ 2744.130164] sd 5:0:0:6: >[sdc] Attached SCSI removable disk

ubuntu udisksd[1751]: Mounted /dev/sdci at /media/ryant/RYANT on behalf of uid 1006

sAttached scsi generic sa3 type ©
»[sdc] 15633408 512-byte logical blocks: (8.00 GB/7.45 GiB)

a

FIGURE 8.14 LinuxAuditing

At the heart of the system is the audit daemon that works with the Linux ker-
nel’s audit module to record relevant events and write them to a log file on the
disk. Audit rules are configured in a file that is executed when the system boots
up. The audit controller utility employs the parameters in these rules to deter-
mine which system events are tracked and how they are written to the audit log
file.

When an application encounters a situation that triggers a preconfigured
audit event, a message is presented to the kernel’s audit interface and passed to
the audit controller. Under the direction of the audit controller, the audit dae-
mon writes the event away to the audit event log.

Linux auditing systems also include a report generation tool that the adminis-
trator can use to generate custom security reports. It may also include a search
utility to provide quick/specific examination of log entries for specific events.

As with Windows Group Policy configurations, you must consider the level of
auditing you want the Linux audit system to perform on the computer and its
operational consequences.

181



182

Chapter 8 « Protecting the Inner Perimeter

Implementing Data Encryption

The term cryptography is used to define the art of protecting communications
from unintended viewers. One of the oldest methods of hiding data in plain sight
is to develop a code (algorithm) for altering the message so that unauthorized
people cannot read it. The process for doing this is referred to as encryption.
Encrypting data involves taking the data and processing it with a key code (or
encryption key) that defines how the original (plaintext) version of the data has
been manipulated. This concept is illustrated in Figure 8.15.

The term “Security” originally fsdl ep94a 904[asi 9kj4.Ikj 09a'4 The term “Security” originally
implied a carefree state or free from 9akd 9af alk sf09 aj09 ki asdfi9 90 implied a carefree state or free from
worries. This is hardly true in 409a f09 asdfj a9 asdfjadjf la worries. This is hardly true in
today's global environment. 50909asuf aksdf 09 today's global environment.

A\ 5 A
- ] i o f.l
L_J EMCRYPTION
ENCRYPTION KEY

FIGURE 8.15 DatacEncryption

Anyone who is given the encryption key can use it to decode the message
through a decryption process. Symmetric encryption uses the same key to
encrypt and decrypt data. Asymmetric encryption, described in the following
paragraph, uses two different keys to encrypt and decrypt information.

A particularly effective asymmetric key system is Public Key Encryption
(PKE). This technique employs two keys to ensure the security of the encrypted
data: a public key and a private key. The public key (known to everyone) is used
to encrypt the data, and the private or secret key (known only to the specified
recipient) is used to decrypt it. The public and private keys are related in such a
way that the private key cannot be decoded simply by possessing the public key.

Data encryption in a digital device or network can occur at many levels:

» As file-system level (file and folder level) encryption
» As disk-level encryption
» As transport-level encryptions

Disk-level encryption involves using technology to encrypt the entire disk
structure. This technique offers value in that it protects everything on the disk
from unauthorized access including the operating system files and structure.
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Disk encryption in a personal computer system may be performed at the soft-
ware or hardware level. At the software level, disk encryption technology is
available through most major disk operating system versions as well as through
third-party suppliers.

The disk encryption software runs at a level between the operating system’s
device drivers and the higher-level applications. For the most part, computer
programs and designated users are not aware that the encryption/decryption
process is occurring. Figure 8.16, illustrates a simplified version of the encryp-
tion/decryption process.

During the initial disk encryption process an encryption key is generated and
stored on the system. This key is stored in an encrypted format that requires
a password or passphrase to decrypt. When a user supplies the password or
passphrase, the system applies the decryption key to the data, unlocking it for
the computer’s applications to use. When new data is generated, it is encrypted
before it is stored on the disk drive.

Hardware-Level Disk Encryption

Many computer motherboard designs include a built-in microchip called a
Trusted Platform Module (TPM) that is used to store cryptographic information,
such as encryption keys. Information stored on the TPM is more secure from
external software attacks and physical theft.

This technology protects the operating system and user data to ensure that a
computer is not tampered with, even if it is left unattended, lost, or stolen. The
encryption managers in these operating systems prevent access to a hard drive
by encrypting the entire drive.

If the computer motherboard is equipped with a compatible TPM chip, disk
operating systems use the TPM to lock the encryption key that protects the data
stored on the hard drive. The key cannot be accessed until the TPM has verified
the state of the computer during startup.

During the computer startup process, the TPM compares a hash code derived
from important operating system configuration values with a snapshot of the
system taken earlier. If the codes match, the operating system will release the
decryption key that unlocks the encrypted disk drive. In doing so, this process
verifies the integrity of the operating system’s startup process, as shown in
Figure 8.17. The key will not be released if the TPM detects that the operating
system installation has been altered.
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FIGURE 8.17 Usingthe TPM

The theory is that the data on a hard drive would be safe if the computer
were stolen because the operating system would not allow the hard drive to be
accessed. One problem associated with this method is, if the motherboard fails
and is replaced, a backup copy of that startup key will be needed to access the
data on the hard drive.

MoVING TPM CHIPs

A TPM chip cannot be moved from one motherboard to another.

This drive must be present to unlock the data stored on a volume. In such
cases, it is recommended that you make backups of the startup key. The most
secure option is to require that a PIN or password be used any time the com-
puter is started along with the automated TPM process.

BACKING Upr STARTUP KEYS

Be aware that if the TPM fails or all the copies of the startup key become lost
or corrupted, the recovery of the data will prove to be very difficult. Individual
computer users must determine whether their security needs warrant going
this “extra mile” to protect their personal computers. However, in a business
environment, this requirement is typically dictated by the system administrator.
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Operating System TPM Tools

In selected Microsoft Windows operating systems, a utility called BitLocker is
available to engage the motherboard’s TPM module. It works with Windows to
encrypt the entire hard drive or hard drives (this includes all the volumes in the
system).

There are four ways to employ the BitLocker utility:

» BitLocker works with the TPM chip to store the BitLocker encryption
key. This secures the hard drive data even if the drive is removed.
As noted, one problem associated with this method is, if the system
board fails and is replaced, a backup copy of that BitLocker encryp-
tion key will be needed to access the data on the hard drive.

» If the computer is not equipped with a TPM chip, the startup key on
a USB flash drive must be inserted in the system prior to bootup.

» Startup keys can also be used on computers that do possess TPM
chips. One problem associated with this method is the tendency of
users to leave the flash drive installed in the computer.

» The most secure option is to require that a PIN be used along with
the automated TPM process any time the computer is started.

Linux operating systems also possess tools to engage the TPM encryption
capabilities of compatible motherboards. In these systems, it is necessary to
confirm that the Linux kernel involved supports the TPM version on the moth-
erboard. The three kernel modules involved in TPM configuration are tpm_bios,
tpm, and tpm_tis. The generic tpm_bios and tpm modules are loaded first and
then the tpm_tis module is loaded with specific parameters.

Several Linux software tools are available to manage TPM on Linux-based
machines. Trousers is an open-source daemon that controls all of the communi-
cations with the TPM through a single module. Likewise, the TrustedGrub mod-
ule is capable of detecting and supporting TPM functionality in Linux systems.
It is a downloadable extension of the Grub bootloader that has been modified for
this purpose.

When you initialize the TPM, the module will request an owner password
and a Storage Root Key (SRK) password that it can use to generate the crypto-
graphic key. The owner password is required to perform administrative tasks
on the system, while the SRK is required to load a key into the TPM. These keys
must be maintained and can never be lost because continued access to the sys-
tem would be nearly impossible without them.



The Inner Perimeter

File- and-Folder-Level Encryption

As the title implies, file-and-folder-level encryption is applied to individual files
and folders. File- and-folder-level encryption tools enable users to encrypt files
stored on their drives using keys that only the designated user (or an authorized
recovery agent) can decode. This prevents data theft by those who do not have
the password or a decoding tool. It greatly enhances the security of files on por-
table computers by enabling users to designate files and folders so that they can
only be accessed using the proper encryption key.

This type of encryption is typically implemented as an attribute setting that
can be established for specified files or folders and is linked to the authorized
users in the system. These users can open these files and folders just as they
would any ordinary files or folders. However, if someone gains unauthorized
access to the computer, they will not be able to open the encrypted files or
folders.

Microsoft File Encryption Tools

Windows provides effective local hard-drive security through its encrypting file
system (EFS) feature, as shown in Figure 8.18.

The EFS feature enables the user to encrypt files stored on the drive using
keys that only the designated user (or an authorized recovery agent) can decode.
This prevents data theft by those who do not have the password or a decoding
tool.

Advanced Attributes =2

= ] Choose the settings you want for this folder,
= When you dick OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files
as wel.
Archive and Index attributes
| Foider is ready for archiving
/] Index this folder for faster searching

Compress or Encrypt attributes

| Compress contents to save disk space
EFS OPTION —— [ | Encrypt contents to secure data

FIGURE 8.18 WindowsDrive Encryption Options
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Windows users can implement the EFS option to encrypt their files and fold-
ers on NTFS drives. To do so, they simply click the Encrypt Contents To Secure
Data check box in the file or folder’s Advanced Attributes windows. Users can
open these files and folders just as they would any ordinary files or folders.
However, if someone gains unauthorized access to the computer, they will not
be able to open the encrypted files or folders. EFS is simple to use because it is
actually an attribute that can be established for files or folders.

The EFS feature further enhances the security of files on portable computers
by enabling users to designate files and folders so that they can only be accessed
using the proper encryption key.

A WoRrD ABouT EFS

EFS prevents files from being accessed by unauthorized users, including those
trying to bypass the operating system and gain access using third-party utilities. It
uses both symmetric and asymmetric encryption when securing the information.

Hands-On Exercises

Objectives

» Describe permissions available for NTFS.
» Set and test file and folder permissions.
» Verify permissions set up on user accounts.

» Set and test file/folder level encryption.

Resources

» PC-compatible desktop/tower computer system
» Windows 10 Professional installed
» TestUser accounts setup on your PC/workstation

» User: TestUserl with Password: testuserl



Hands-On Exercises

» User: TestUser2 with Password: testuser2
» Both accounts should be set as standard users.

» AxCrypt installed (https://www.axcrypt.net/download/)

Discussion

The New Technology File System is Microsoft’s proprietary and default file
management system for its operating systems. NTFS brought with it enhanced
security features including access control lists (ACLs) and the encrypting file
system (EFS).

NTFS permissions can be configured as Allow or Deny options within the
associated access control list. This is an example of a discretionary access con-
trol list, in which the user who is considered the owner of a file or folder chooses
the permissions of said information. Figure 8.19 illustrates an ACL.

Chapter 8 Lab Properties X
General Sharing Security Previous Versions Customize
Object name:  C:\Users\TestUser1\Desktop\Chapter 8 Lab

Group or user names:

Mloysren
& TestUser1 (DESKTOP-F4ELVE3\TestUser1)
82 Administrators (DESKTOP-F4ELV93\Administrators)

To change permissions, click Edit. Edit...

Permissions for SYSTEM Allow Deny

d

Full control
Madify
Read & execute
List folder contents
Read
| Write |-
For special permissions or advanced setlings, Advanced
click Advanced.

FIGURE 8.19 AccessControl List

In this lab, you will manage and test permissions, and you will explore encryp-
tion at a file level with AxCrypt. Keep in mind that these procedures provide an
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introduction to permissions. This lab will explore permissions management on a
local host computer. This lab will not feature share permissions, server permis-
sions, inheritance, or Linux file permission management. You will manage file
and folder permissions for a select set of users. Finally, you will test various per-
mission settings to gather a better understanding of the importance and power
of ACLs.

Procedures

Setting Up and Creating Files and Folders

To be able to test the NTFS permissions you will put into place, you must first
become the owner of files and folders. The owner of a file has the discretion to
allow or deny access to other users.

1. Power on the computer, and if necessary choose Windows 10
Professional to log into.

2. Select TestUserl1 to log in, with a password of testuserl.
3. Once logged in, right-click the Windows icon and select File Explorer.

4. Along the left side of the File Explorer window, locate and click on
the C: drive.

5. Right-click in any white space located in the middle pane and then
hover the cursor over New to expand the options. Click the Folder
option. You will be prompted to name the folder. Enter Permissions
Test as the name and press Enter.

6. Double-click the Permissions Test folder to access its contents. Here
you will create another folder, specific to you.

7. Right-click the white space and select New > Folder. Name this file
Perm_Test_(add your initials here). Example: John Doe would
name his folder Perm_Test_3D. Figure 8.20 shows the new folder pre-
pared in the Permissions Test folder.

8. This folder should be empty. Right-click in any white space and move
the cursor to hover over New. Here you will select Text Document.
Name the file testl and press Enter.
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9. Repeat Step 8 three times to create files test2, test3, and test4.

10. There is no information in these files, so open each .txt document
by double-clicking and typing This is a test. This is only a test. into
each file. Save and close each text file.

~ | % | Permissions Test Folder - o *
Wome  Shae  View L]

- v * This PC * OS(C) * Permissions Test Folder ~ O Search Permis Test i

Parm_Test 10 1 17 1744

e WISB Drive (E)

1 hem [ =

FIGURE 8.20 Perm_TestFolderCreated

Creating File Permissions

In this section, you will explore the options available to restrict certain users’
access to the files and folder you just created. You can prevent specific users
or groups from executing, reading, writing, and modifying files that you have
deemed important. This is accomplished through the ACL as part of each indi-
vidual file.

1. Verify that you are within the Perm_Test folder you created in the
previous steps. Right-click test1 and click Properties. This will
launch the test1 Properties window, as shown in Figure 8.21.
The Properties window may not have all of the tabs listed in the example. At
this point, the only necessary tab you will be working with is the Security tab.

2. Click the Security tab. Note the types of permissions available and
record them in Table 8.2. This window is the file’s associated access
control list.
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test1 Properties X
General Security Details Previous Versions

test1

Type offile:  Text Document (.txt)

Opens with: «] Notepad Change...
Location: C:\Permissions Test Folder\Perm_Test_JD
Size: 36 bytes (36 bytes)

Size ondisk: 0 bytes

Created: Today, December 20, 2017, 5 minutes ago
Modified: Today, December 20, 2017, 3 minutes ago

Accessed: Today, December 20, 2017, 5 minutes ago

Attributes: [JRead-only [ ]Hidden Advanced...

II Cancel Apply
FIGURE 8.21 FiletestlProperties window
Currently, the only permissions granted or denied on this object are those
associated with the group the user became a member of at its creation. To limit

specific users’ access to this file, you must add them to the ACL and select the
permission level you want them to have.

TABLE 8.2 PermissionsAvailablein testl ACL

3. Click Edit to open the test1 Permissions window.
4. Click Add to navigate to the Select Users Or Groups window.

5. Under Enter The Object Names To Select (Example):, enter TestUser2.
Click Check Names to confirm the user account. Click OK to
continue.
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This is the same window in which you can add groups to grant or deny access
to anyone associated with a known group. Groups are better utilized within a
networked environment; therefore, you will not set or test group permissions in
this lab.

Notice that the user TestUser2 is now included in the ACL. Here you can fine-
tune the permissions for this user on the file you created. The default permis-
sions given are to allow Read and Read & Execute.

6. Under the Deny column head, click the Write check box. Figure 8.22
shows the Permissions allocated to TestUser2.

Permissions for test1 X
Security

Object name: C:\Permissions Test Folder\Perm_Test_.JDtest1.txt

Group or user names:

£2 Authenticated Users

£R sYSTEM

ER Administrators (DESKTOP-F4ELV9IAdministrators)
a TestUser2 (DESKTOP-F4ELV93\TestUser2)

£2 Users (DESKTOP-F4ELV93\Users)

Add Remove
Permissions for TesiUser2 Allow Deny
Full control O [
Modify O O
Read & execute M [
Read %] ]
Write |:| v

OK Cancel Apply

FIGURE 8.22 Permissionsfor Testl Given to TestUser2

7. Click the Apply button. Read the Windows Security prompt, and then
click Yes. You are directed back to the test1 Properties window. Click
OK to exit this window.

In regard to permissions, there are a number of rules that apply:

» Deny permissions take precedence over allow permissions in most
scenarios. When a deny permission is applied to an object, in this
case a .txt document, it is called an explicit deny.
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» Explicit permissions are those applied directly to an object, and they

10.
11.

12.

13.

14.

15.

take precedence over permissions that have been inherited. This will
be discussed in later labs.

Permissions are cumulative among users and groups. Permissions
will be combined to achieve what is called the effective permissions
for that object.

Right-click test2 and click Properties.
Click the Security tab and click Edit.
As done previously, add TestUser2 to the ACL of test2.

For test2, under the Allow column heading, click the check boxes for
Read and Read & Execute to remove all listed permissions. No check
boxes should be marked.

Click OK twice. You should be returned to the folder with your test
files.

Access the ACL for test3. Review the previous steps if you need help
navigating to this location.

Under the Deny column heading, click the Full Control check box.
Notice that all the check boxes, other than Special Permissions, were
automatically marked, while under the Allow column heading, the
Read and Read & Execute permissions were removed.

Click OK and view the Windows Security prompt. Click Yes, and then
click OK again. You should be returned to the folder that contains
your test files.

Applying File-Level Encryption

In this procedure, you will be using freeware by the name of AxCrypt. AxCrypt
is an open-source file-encryption program that can be integrated with Windows
Explorer. This feature makes it easy to use and convenient. It also password-
protects the encrypted files, giving another layer of security.

1.

2.

Right-click on the file test4. Locate and hover the mouse cursor over
AxCrypt. There are a few options, but for now you will just click the
bold Encrypt.

To encrypt the file, you must passphrase-protect it as well. Enter the
passphrase marcraft and verify the passphrase by entering it again.
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3. Click on both check boxes to mark Remember This For Decryption
and Use As Default For Encryption. The window should look the same

as Figure 8.23.
AxCrypt 1.7.3156.0 X
Enter passphrase
| SEsBBERN
Verify passphrase
| LA L L] ..I
Key-File
[ Remember this for decryption
[Ause as default for encryption
i
Xecrets - On Line Password Manager

FIGURE 8.23 Using AxCrypt to Encrypt the test4 File

4. Click OK. You will notice the icon next to test4 has changed, as well
as the name and extension of the file. If you double-click it though,
the file will open as normal in Notepad, with the same data inside.

Setting Folder Permissions

Folder permissions provide the same basic permission choices as file permis-
sions. This can be deceiving, as the meaning of each Allow or Deny is slightly
different. For instance, the Allow — Read option on a file permits the opening
and viewing of its contents. On the other hand, the Allow — Read option on a
folder will only let the specified user list the contents of the folder. The latter can
be used when a user needs to be able to access a folder, but not all of the files
within the folder.

1. Click the Back button, or Permissions Test in the address bar, to see
the folder you created named Perm_Test_(your initials here).

2. Right-click the folder and click Properties.

Notice the options for permissions. They are the same as file
permissions, with the inclusion of one more option: List Folder
Contents.

3. Click Edit.

4. Click Add and add TestUser?2 to the folder’s ACL. This process is the
same as you performed before with individual files. Return to the
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“Creating File Permissions” section if you need to review how this is
done.

5. The default permissions for the folder are Allow — Read & Execute,
List Folder Contents, and Read. Under the Deny column heading,
click the Read & Execute check box. You will notice that all of the
Allow permissions have been removed, and the subsequent Deny per-
missions replace all three.

6. Click the check box to select Allow — Write.
7. Click OK, acknowledge the Windows Security prompt, and click Yes.
Click OK to close the Properties window.
Testing Folder Permissions

Now it is time to test all of the options you have put into place. You will need to
close all open windows and log onto TestUser2. Choose to Switch User, rather
than the Log Off option.

1. Close all open windows and select Switch Users. (Logging off com-
pletely would serve the same function; however, it would take much
longer.)

2. After selecting the Switch User option, type in the username
TestUser2. Enter the password testuser2.

3. Navigate to the location of the folder you created at the beginning of
this lab: Permissions Test. Your personal testing folder will be there.

4. Double-click your folder. Were you able to access the contents?
Input your findings into Table 8.3.

TABLE 8.3 TestUser2Access Levels

File/Folder Permissions for Testuser2 Access?

Perm_Test_folder
access

testl

test2

test3

test4
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5. Right-click the folder and click Properties to try to access the ACL.
Click the Security tab. What are the results?

The Deny — Read & Execute, List Folder Contents, and Read permissions over-
ride any group permissions that may have previously allowed this. This is an
easy way to keep certain users out of important information that they should
not access.

6. Leave the Permissions Test window open and switch users. You will
need to access TestUserl again.

7. After entering the username and password, you should be back to the
desktop. Once again, navigate to the Permissions Test folder.

8. Right-click the Perm_Test_(your initials here) folder and click
Properties. In order to grant access to TestUser2, you will need to
remove the Deny options.

9. Click the Security tab. Click TestUser2 under Group Or User Names.

When you click on the username, you will notice the check marks for permis-
sions are black. If you click on another user or group, you will notice the check
marks for permissions are gray. This means you are unable to change them.
Only those check marks that are black can be modified.

In this lab, you are dealing with the DACL (Discretionary Access Control List).
This means when a user creates a file, they are considered the owner and have
the right to grant or deny permissions as they so choose. However, users with
administrative privileges have the right to change the ownership and permis-
sions of a file or folder.

10. Click Edit. The Permissions window loads. Click TestUser2 in the
top panel. Change the permissions by clicking the Allow — Read &
Execute permissions. This will remove all Deny permissions previ-
ously in place and fill in the three Allow permissions as they were
originally.

11. Click the OK button to save the permissions.

12. Close all windows and switch users. Log into TestUser2 by supplying
the username and password.

13. The desktop will load with the window of the Permissions Test folder
still open. Attempt to read the contents by double-clicking the Perm_
Test_(your initials here) folder. Were you able to access it this
time?
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Testing File Permissions

1. Within this folder, you should see the four text documents that you
created as TestUserl. Double-click test1 to attempt opening it. Were
you allowed?

If you recall from earlier, testl was given a Deny — Write permission.

2. Adjust the text in the file by deleting it all and typing This is no lon-
ger a test. Click File and then click Save. You are asked to confirm the
name; click Save. You are asked to Confirm the Save As to replace the
file; click Yes.

3. A prompt appears. Was this the expected outcome? List your findings
in Table 8.3. Click OK to accept the Access Is Denied prompt.

4. Click the X in the upper-right corner of the file window to close the
window. You are asked if you want to save changes, but you already
know that you do not have the proper permissions to accomplish
this. Click Don’t Save. You are now back to the contents of the folder.

5. Double-click test2 to attempt to open it. Were you allowed?

6. Adjust the text in the file by deleting it all and typing This is no lon-
ger a test. Click File, and then click Save. Were you prompted for any
reason? Record your results in Table 8.3.

You previously removed all permissions for TestUser2 on test2. No permis-
sions were granted or denied; however, you are still able to read, modify, and
write to this file. Why is that?

TestUser2 is also part of the group Users, which is granted Read & Execute,
Read, and Write permissions by default. As mentioned earlier, permissions are
cumulative, and the result is the Effective Permissions. Only in the case of a
Deny, will an Allow be overridden.

7. Close the test2 file by clicking the X in the upper-right corner.

8. Double-click test3 to attempt to open it. Were you allowed? Note the
results in Table 8.3.

Deny — Full Control was issued for this particular file. Therefore, TestUser2 is
not allowed to access it in any way.
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Testing File Encryption

You no doubt have noticed that test4 has a green shield next to it. The filename
and extension are still in their changed format. All indications are that this file is
encrypted. You will now try to access the information.

1. Double-click test4 to attempt to open. Were you allowed?

As a different user, you must supply a password to decrypt the file for access.
Assuming the password is not known to another user, this is a good preventative
measure.

2. Click Cancel.

3. You will now attempt to view the encrypted text. Right-click test4.
Hover the cursor over Open With.

4. Click Choose Default Program. The window suggests you open the
file with AxCrypt; however, you are unable to access it in this way.
Under Other Programs, find and select Notepad.

5. Before clicking OK, look to be sure Always Use The Selected Program
To Open This Kind Of File is unchecked. Now click OK.

6. The test document opens. Can you read it? It should look something
like Figure 8.24.

7. Adjust the text by deleting and adding random characters to it. Click
File, and then click Save. Were you able to save? Record your results
in Table 8.3.

8. If you haven’t received an error yet, try to access test4 by double-
clicking the file. An error has occurred.

Although encrypting safeguards the information from TestUser2, the permis-
sions were unchanged. This allowed TestUser2 to open the file, change its con-
tents, and finally save it. The result is a corrupted file, which can no longer
be read. So even though encryption can hide the contents, permissions still
need to be set in order to truly protect the data.
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FIGURE 8.24 EncyptedDatain . txtDocument

9. Close all the windows and log off as user TestUser2.

10. Log onto TestUserl.

11. Navigate to the Permissions Test folder and access your Perm_Test_
(your initials here) folder. Attempt to open the test4 AxCrypt

file. Were you able to open it?

Unfortunately, this information is lost.

12. Close all the windows and shut down the computer.

Tables

TABLE 8.2 PermissionsAvailablein testlACL

Full Control Modify Read & Execute

Read Write Special Permissions
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TABLE 8.3 TestUser2 Access Levels

File/Folder Permissions for TestUser2 Access?
Perm_Test_folder Allow — Write No access to contents of folder or
GECESS Deny — Read & Execute, List the ACL

Folder Contents, Read

testl Allow — Read & Execute, Read Can access file but cannot change/
Deny — Write savefile

test2 No explicit permissions given Can access, change, and save file

test3 Deny - Full Control Denied any access

test4 Allow — Read & Execute, Read, Can access, change, and save file
Write.

Lab Questions

1. Which permission do folders have that files do not?

Answer: Folder permissions include List folder contents. File permissions
only have Read and Read & Execute.

2. What are effective permissions?

Answer: Effective permissions are the cumulative permissions granted
by all sources. Individual and group sources are combined to give an
overall permission within an ACL.

3. Doesencryption alone make your data safe?

Answer: No. As shown in the lab, the information may be protected, but
it is not untouchable. Without setting proper permissions, a mali-
cious person might choose to corrupt your information. Even worse,
another person might not know exactly what they are doing and acci-
dentally affect the data in an irreversible way.
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If a User tries to access a file that has an Allow — Read & Execute permission, and a
Deny — Read & Execute permission assigned to them from different sources, will they
be able to access the file?

Answer: No. In most cases, a Deny permission overrides the Allow per-
mission. The Allow permission granted is voided, and the User will not
have access.

If you remove all permissions, Allow and Deny, from a specific user will they be able
to access the file or folder?

Answer: Depending on the group or groups they are associated with, yes.
Users are generally added to the Users groups, and as such they are
given the default Allow — Read & Execute, Read, and Write on most
files.

As a basic user, can you change the permissions on any file or object?
Answer: No. A user without administrative properties cannot change any

file or folders permissions. A user is allowed to change only the permis-
sions of files to which they are considered the owner.



CHAPTER 9

Protecting Remote
Access

As you learned earlier in Part II, computers do not have to be con-
nected to other computers to be at risk. Although many computers might
not be part of a corporate network, almost all modern personal computers
at least occasionally get attached to the largest data network in the world:
the Internet. As such, these standalone computing and control devices are
exposed to corruption and exploitation from remote sources.

Analyze and Differentiate Between Anti-Virus/Anti-Malware
Products.

Secure the Web Browser of a Standalone Computing Device.
Configure and Test a Local Firewall Installation.

Explain the Importance of Application Security.

Audit Local Operating System Services and Events.

Establish a Local Security Policy on a Standalone Host Device.

Describe the Importance of Conducting Local Updates and Patch
Maintenance Activities.

Protecting Local Computing Devices

There are nine basic steps for protecting local computing devices from
Internet-based threats:

1. Use a secure connection.

2. Establish and configure a firewall to control the flow of informa-
tion between the computing device and the Internet.

Cybersecurity: Essentials, First Edition. Charles J . Brooks, Christopher Grow, Philip Craig and Donald Short.
© 2018 John Wiley & Sons, Inc. Published 2018 by John Wiley & Sons, Inc.
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Install and use anti-malware on the local computer.
Remove unnecessary software from the computer.

Disable any nonessential services running on the computer.
. Disable unnecessary OS default features.

. Secure the web browser.

. Apply operating system and application software updates and patches.

® ® NS N AW

. Require strong passwords.

Using a Secure Connection

One of first steps in securing an Internet connection is to implement security
options on the local router. If a particular connection does not include a router,
you may want to consider installing one, as well-configured routers offer one of
the best initial lines of defense. Routers and other network connectivity devices
are covered in detail in Part III.

Some basic items to consider when configuring a router’s security features
include:

» Change the login username and default password. (The defaults are
published in the user’s setup instructions and, therefore, are known
to everyone.)

» For wireless network connections, change the default SSID setting.

» Configure the wireless network with the highest level of encryption
available—preferably WPA2-AES for maximum data confidentiality.

» Identify trusted wireless connections by conducting MAC address
filtering.

Establishing and Using a Firewall

You should always establish and configure a firewall to control the flow of infor-
mation between the computing device and the Internet. For standalone or local
computers, this can be addressed through the local software firewall available
with the operating system and/or through the protective router. Local firewall
configurations are discussed later in this chapter.
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Installing and Using Anti-Malware Software

Anti-malware software can be installed using an inclusive malware-prevention
product or by combining different types of specific prevention programs, such
as antivirus and antispyware products from different vendors. Different malware
types and prevention methods are discussed in detail at the end of this chapter.

Removing Unnecessary Software

Keeping unused software products on a computer provides additional avenues
of possible attack and exploitation. If you don’t know what a suspected software
program does, research it and get rid of it if it is not important to the operation
of that system.

Disabling Nonessential Services

Some viruses are designed to exploit nonessential services in order to migrate
from device to device. In particular, disengage any file-sharing or device-sharing
services that are running, unless they are somehow required for proper opera-
tion of the system (this is almost never the case in nonconsumer usage).

Photo-sharing and music-sharing services should always be disabled, while
file and printer should be disabled unless required to pass information from one
device to another to perform work tasks. (This would pertain to a networked
computer, which is discussed in detail in Part IV.)

Disabling Unnecessary OS Default Features

As mentioned earlier, Autorun is a highly exploitable feature of the Microsoft line
of operating systems. When this feature is enabled, the OS will detect the pres-
ence of the removable media and execute its contents. If the SD card or CD/DVD
contains a virus, it will automatically be executed and infect the host computer.

Securing the Web Browser

The web-browsing class of application software has attracted an increasing num-
ber of attacks. Initial browser configurations may not offer much in the way of
security. As such, it is usually necessary to configure a new browser’s security
options to safeguard the system from attack through this portal. Steps for secur-
ing different web browsers are discussed later in this chapter.
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Applying Updates and Patches

People and groups that produce malware are always busy designing the next
exploit. For this reason, operating systems and applications must constantly be
updated to counteract these efforts. This requires a planned methodology for
obtaining and applying the latest upgrades and security patches for each soft-
ware product on the system.

Requiring Strong Passwords

The main user authentication tool used with personal computing devices is the
username and password login. In general, there are three types of user-related
logons with which to contend:

» Logons to the local machine
» Logons to a specific software application
» Network logons

For a password to be effective, it must possess a certain amount of complexity.
Its length, width, and depth must be designed to thwart the efforts of the previ-
ously mentioned password-cracking techniques. Refer back to Chapter 8 for an
in-depth discussion of passwords.

Implementing Local Protection Tools
Five common tools are used at the local level to protect computing devices from
exploitation through the Internet world:

» Local firewalls

» Host-based intrusion-detection systems

» Browser security options

» Antivirus/anti-malware tools

» Software updates and patches

Each topic is discussed in greater detail later in this book. The materials pre-
sented in this chapter are specific to local host security. However, each topic
expands in scope as the local hosts are attached to larger networks and Internet
systems.
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Software-Based Local Firewalls

Computers connected directly to the Internet are vulnerable to attacks from
outsiders. One way to protect standalone computers from outside attacks is to
install a local firewall. A firewall is a device or a program that is placed between a
local device and an outside network such as the Internet.

Local software-based firewalls can be installed on an individual computer to
protect it from malicious activities introduced through the Internet connection.
In some cases, the operating system provides a built-in firewall option that can
be used to protect the local computer.

A WORD ABOUT FIREWALLS

Local software firewalls are designed to provide protection from outside attacks
by preventing unwanted connections from Internet devices. Software-based fire-
wall services are designed to protect individual computers that are directly con-
nected to the Internet through dial-up, LAN, or high-speed Internet connections.

The firewall inspects all traffic going to and coming from the outside connec-
tion and can be configured to control traffic flow between the Internet and the
local device based on desirable properties, as illustrated in Figure 9.1. Firewalls
are configured so they will only pass data to and from designated IP addresses
and TCP/UDP ports.

Normally, firewall filters are configured around services recognized by the
TCP and UDP networking protocols. These protocols use port numbers to iden-
tify specific processes such as HTTP or FTP and are used to refer incoming
packets to a software application that will process them. Many of the port num-
bers are standardized and are referred to as well-known ports. Similarly, their
associated applications are called well-known services.

Table 9.1 lists several well-known port numbers and their associated services.
The Internet Assigned Numbers Authority (IANA) has assigned standard port
numbers ranging from 0 to 1023 to specific services. Port numbers from 1024
through 49151 are called registered ports and are used in vendor applications.
Ports 49152 through 65535 are dynamic, or ephemeral, ports and are used by
computer applications to communicate with other applications.
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FIGURE 9.1 Firewall Operation

TABLE 9.1 Typicall/0Ports

Service Well-Known Port Number
FTP 20,21

Telnet 23

SMTP Mail 25

HTTP (WWW) 80

POP3 (Mail) 110

News 144

HTTPS 443

PPTP 1723

IRC 6667
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When the firewall examines the incoming packet, it can read the source
and destination IP addresses of the packet and any TCP/UDP port numbers,
as shown in Figure 9.2. It will use the IP address and port information in the
packet headers to determine if an incoming packet should be routed into the
internal network.

SERVICE
FIREWALL ’7 ""DDRESS =
21 192. 168 0.4
DATA f
| INTERNET
ROUTER- 30/ 192.168.0.4
DATA
= PORT 30 TCP/IP PACKETS =
LOCAL HOST F!REWALL (CLOSED)
192.168.0.4
F
poRTZ PORT0 3004 25500
o |y
E0RIA 1c2 TCP/IP
PORT21 oy %041 PACKETS
(OPEN) T

FIGURE 9.2 Firewall Functionality

If you have configured the firewall with the IP address of an internal computer
that provides FTP services and opened ports 20 and 21, the firewall will recog-
nize the IP address and port numbers in the incoming header as valid and route
the packet to that computer. However, all other incoming requests will still be
blocked.

Using Local Intrusion-Detection Tools

As with physical security efforts, preventing unauthorized access is the first line
of security at the local computing and control-device level. However, it is just as
important at this level to be able to detect the occurrence of an intrusion and
notify the proper authorities of its nature.

Computer-based Intrusion Detection Systems (IDS) can be implemented in
two ways: as network-based IDS (NIDS) or as host-based IDS (HIDS). In both
cases, the system is designed primarily to monitor the system (local computer
or network environment), log key events and policy violations, and report them
as directed.
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Intrusion Prevention Systems (IPS), also referred to as Intrusion Detection
and Prevention Systems (IDPS), provide an additional level of protection aimed
at preventing the detected threat from succeeding.

As their definitions imply, HIDS and NIDS operate in different areas of the
computer/network environment. For now, we will hold off on the discussion
of NIDS. Instead, we will focus on HIDS tools that run on individual hosts or
devices.

All IDS devices are based on one of two strategies:

» Signature analysis — Incoming and outgoing traffic is compared to a
database of stored specific code patterns that have been identified as
malicious threats.

» Anomaly analysis — Incoming and outgoing traffic is compared to an
established baseline of normal traffic for the system.

The baseline is “learned” (generated) by applying mathematical algorithms to
data the system obtains from the traffic flow.

Signature-based IDS/IDPS products generally work by looking for specific pat-
terns in content, known as signatures. If a “known bad” pattern is detected, the
appropriate actions can be taken to protect the host. However, because of the
dynamic nature of programming languages, scripting in web pages can be used
to evade such protective systems.

The signature-based IDS database is typically generated and distributed by its
manufacturer in response to observed malicious signatures. Therefore, the mali-
cious code is already in existence before a signature can be identified and added
to the database to be acted on. The time delay between the release of the mali-
cious code and the issuing of its signature presents its own security issue.

Anomaly-based IDS/IDPS systems apply statistical analysis techniques to the
data stream to determine whether it is “normal” or “anomalous” at any given
time. There are two common methods of implementing statistical anomaly
detection:

» Profile-based anomaly-detection systems

» Threshold-based anomaly-detection systems

Profile-Based Anomaly-Detection Systems

These systems use mathematical algorithms to monitor normal data traffic and
develop a “profile” of rules that describe what normal traffic for that system
looks like. The profile developed reflects evaluations of users’ past behaviors and
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is configured to signal when deviations from these behaviors reach a certain
level (or threshold).

» Rule-based anomaly detection — This detection method analyzes
audit records to generate rules based on past usage patterns to gen-
erate the “rules” set. The system then monitors the traffic looking for
patterns that don’t match the rules.

» Penetration detection — These systems generate rules based on
known penetration occurrences, system weaknesses, or behavior pat-
terns. For this reason, they are normally specific to a given host sys-
tem. They also typically include rules generated by security experts
that are current with security activities.

Threshold-Based Anomaly-Detection Systems

These IDS systems are designed to track the number of occurrences of specific
events over time and generate an intrusion warning if the number of events
exceeds a predetermined number.

Most commonly available IDS systems are designed for use on local host sys-
tems. However, there is an increasing effort in producing network-based IDS
systems to provide a more effective intrusion-detection-and-prevention arsenal.
Network-Based Distributed Intrusion Systems are described in Part IV.

IDS NOTIFICATIONS

In all IDS types, the administrator is notified when a potential attack is detected.

Configuring Browser Security Options

Web browsers are designed to be highly flexible to offer users as many usage
options as possible. They are also designed to appeal to users who by and large
are nontechnical. Coupled together with the abundance of people connected to
the Internet who use their access to the web for less-than-honorable purposes
and you have a huge security window into your local system.

For example, Figure 9.3 shows a sample of the Internet options available with
the Windows Internet Explorer (IE) web browser. As you can see, some of these
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options are personal preferences, such as colors, fonts, and toolbars. However,
there are a variety of security-related activities that involve the browser and
searching the Internet.

Internet Options

General ! Security || Privacy | Content | Connections || Programs | Advanced |

Home page
% Y'ou can change which page to uze for your home page.
Address: | iz apiftedit, dil?pr 6 nsnhome |

[ Use Current J [ Usze Default ] [ Uze Blank ]

Temporamy Intemet files

< Pages pou view on the Intemet are stored in a special folder
@& Y for quick viewing later.

[Delete Eookies...] [ Delete Files... ] [ Settings...

Hiztary

The History folder containg links to pages pou've visited, for
quick access bo recently viewed pages.

. = -
Daps to keep pages in histane: ED_,, Clear Histary

[ Colors... ] [ Fonts... ] [ Languages... ] [Accessibility... ]

[ ok, ” Catcel ]

FIGURE 9.3 InternetOptions

As the figure illustrates, web browsers routinely offer a variety of user-
selectable security options that can be established to compensate for the added
vulnerability Internet browsing and searching brings to the system. These
options include:

» Configuring security levels
» Configuring scripting
» Configuring proxies

» Controlling cookies

Although each browser is designed differently, they all tend to provide similar
web security options. The user may have to search for specific tools to configure
their browser for secure operation, but the same basic configuration techniques
apply to all browsers.
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Configuring Security Levels

Because the browser is the portal to the wider outside world, its security settings
are very important. In addition, other Internet tools on the machine may rely on
components of the browser to perform their functions. These applications may
bring with them enhancements that create additional vulnerabilities. These fea-
tures should be evaluated and turned off if they do not contribute to the opera-
tion of the system.

As with other applications, browsers come with a preconfigured set of security
levels. In Microsoft IE, these functions are located on the Security tab depicted
in Figure 9.4.

Internet Options

General | Securty |F'rivac_l,l Content | Connections | Programms Advanced|

Select a'Web content zone to specify it secunty settings.

Localintranet  Trusted sites Restricted
sites

Internet %

Thiz zone containg all ‘web sites pou

haven't placed in other zones
Security level for thiz zone

Custom
Cuztom zethings.
- T change the settings, click Custom Lewvel,
- To uge the recommended settings, click Default Leyel.

’ Custom Level... ] [ Default Level ]

[ ak. H Cancel ]

FIGURE 9.4 IESecurity Tab

In this browser example, Internet sites may be categorized under different
Internet security zones that enable sites listed in each zone to be governed by
security restrictions that apply to that group (Internet, Local Intranet, Trusted
Sites, and Restricted Sites).

This allows different websites to be accessed with different security restric-
tions. Trusted Sites could be established to work with less security overhead,
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while Restricted Sites can be assigned heightened security settings. The Internet
zone option is the default zone for all sites not assigned to one of the other zone
options.

The best option for configuring security levels is to set them as high as pos-
sible without restricting the browser to the point where sites do not load or
function correctly.

Configuring Script Support

Scripts are executable applications that provide interactive content on websites.
They are also capable of retrieving information in response to user selections.
However, the user may not have to do anything to run a script program; they are
simply embedded in the website being accessed.

Scripts encountered on websites should be controlled because they are one of
the main sources of virus infections. Attackers reconfigure scripts to contain
viruses that clients may download unwittingly. They also facilitate automatic
pop-up windows that appear without warning on the client’s browser. These
windows normally contain unrequested advertisements that tend to annoy
users.

The capability to load and run scripts in a browser can be controlled through
the browser’s Security feature. The list of individual web page components that
you can control includes different script types, such as ActiveX and JavaScript.

ActiveX is a Microsoft utility that enables web applications to build extended,
interactive features, and functionality around the presence of the ActiveX
framework in the browser. When the ActiveX-enabled browser encounters a web
page calling for an ActiveX control function, it automatically downloads without
involving the user. Of course, this creates a potential security vulnerability that
can be used by crackers to embed malicious code in hacked websites.

A similar scripting language called JavaScript is often used in web browsers
to make websites more interactive. It is particularly interesting for developing
interactive content in games and other audio/video-rich web pages. However,
it is also widely used to transmit information about remote activities, such as
browsing and reading habits for use in advertisement tracking and analysis. It
does this without reloading the page where the information was gathered and
without notifying the reader. This again creates a potential portal for malicious
(or at least unwanted) activities.
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A WORD ABOUT VBSCRIPT

VBScript is another scripting language that is unique to Microsoft Windows
Internet Explorer. VBScript is similar to JavaScript, but it is not as widely used
in websites because of limited compatibility with other browsers.

Another area of concern in the interaction between websites and browsers is
the use of plug-ins to add new features to existing software applications, such
as search engines and antivirus functions. These script controls are similar
to ActiveX controls but cannot be executed outside of a web browser. Adobe
Flash and QuickTime Player are the most recognized examples of web browser
plug-ins.

Most browsers support various plug-ins by default and rely on them for some
portion of their operation. Along with the automatic nature of these compo-
nents comes an increasing vulnerability both in terms of design deficiencies and
as potential hacking targets. Historically, ActiveX controls, Adobe’s PDF Reader
and Flash products, as well as Apple’s QuickTime product have represented the
highest number of documented vulnerabilities among script products.

As with the other security objects, the browser can typically be configured to
Enable, Disable, or present a user prompt whenever it encounters these scripted
items on a page. As a rule of thumb, all add-ons (including Java, JavaScript,
Flash, and ActiveX) should be disabled on websites unless you know that they
can be trusted.

Controlling Cookies

Cookies are small files that web servers send to web browsers when their pages
are accessed. The legitimate use of these files is to enable the server to automati-
cally recognize the client browser any time it connects to the server. The basic
HTTP page transfer process is described in Figure 9.5.
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FIGURE 9.5 HTTP Transfer Operations
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Web page transfers are initiated on the client side through the local web
browser. The browser sends an HTTP request to the designated web server,
which in turn sends back the requested page along with an HTTP response mes-
sage. One piece of information in the message may be a request for the browser
to set (accept and store) cookies, so that a more efficient, automated page trans-
fer process can be carried out.

The cookie may also contain several pieces of configuration information
known as cookie attributes. One key security-related attribute is the setting for
when the cookie expires. There are basically two varieties of cookies to be con-
cerned with: session cookies and persistent cookies. Session cookies are cleared
when the browser is closed, and persistent cookies will remain on the computer
until the specified expiration date is reached. Persistent cookies pose a higher
risk than session cookies because they remain on the client computer for a lon-
ger period of time.

Cookies were originally developed to keep users logged into online shopping
environments while they moved from page to page and placed items in online
shopping baskets. However, the use of cookies has expanded to include a lot
more than just shopping baskets. They may be designed to gather and track
any information that a website is designed to place in it—for example, they may
track information about the sites the user visited or credentials used to access
the site. Cookies designed to perform these types of functions are called frack-
ing cookies.

This is the type of information that makes cookies attractive to crackers. If a
website uses cookies for authentication, then an attacker may be able to acquire
unauthorized access to that site by obtaining the cookie. This is referred to as
cookie theft.

The attacker only needs to employ a packet sniffer utility to monitor the net-
work traffic and capture the cookie in order to gain access to their credentials
(username, passwords, network address, and so on). With this information in
hand, the attacker has the ability to pretend to be the original user when they
access other sites.

The attacker can also use a technique called cross-site scripting, or XSS, to
cause the returning cookie to be redirected to a third-party server operated by
the attacker. The attacker can then use the stolen cookie to spoof the original
site posing as the original user. The redirection is typically accomplished by
simply hiding the script on the site and using social engineering techniques to
trick the user into clicking on the code. When they do, their cookie is transmit-
ted to the third-party location specified by the attacker.
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In addition, the attacker may simply alter the contents of a stolen cookie to
perform an attack on the original web server. For example, if the cookie was the
product of an ecommerce sales site, it might include pricing information about
products in a shopping cart. The attacker could alter that information and send
it back to the original server, causing it to charge the customer a lower price for
the item. This type of attack, as depicted in Figure 9.6, is a form of a man-in-
the-middle (MITM) attack referred to as cookie poisoning.

CUSTOMER ADDS
ITEM TO ONLINE
2 5 SHOPPING CART
a alelelell =) \ > ‘—_:Jl
s, L\ INTERNET/ | } = | SERVER SENDS COOKIE
Gy

TO CUSTOMER WITH
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COOKIE IS RETURNED
TO SERVER

FIGURE 9.6 CookiePoisoning

Virtually all browsers support cookies by default. Some offer the user the
option to completely enable or completely disable cookies, while others provide a
more robust cookie manager that enables the user to view and select individual
cookies to remove from the system.

For security purposes, the best recommendation for handling cookies is to
disable the option to Always Set Cookies. In addition, use transmission encryp-
tion to prevent third parties from being able to read the cookies if they are
intercepted along the way. This is particularly important when using Wi-Fi com-
munications. If the wireless link is not encrypted, attackers can easily intercept
and then read the data including the cookies sent.

The use of secure socket layer (SSL) links provides data encryption security
for the transmitted data (including the cookies) and prevents unauthorized
access to the data as it moves across the communication link. SSL links are
always identified as HTTPS:// sites instead of simply HTTP: //.
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Defending Against Malicious Software

Increased connectivity through networks and the Internet have made personal
computers vulnerable to an array of different types of malware and grayware.
Malware is the term used to describe programs designed to be malicious in
nature. The term grayware describes programs that have behavior that is undis-
closed or that is undesirable.

New malware threats are constantly emerging, and successful cybersecu-
rity personnel must stay abreast of them. The following list identifies some of
the more advanced malware threats being produced. Some of these have been
around for many years but have continued to be very dangerous and continue to
be modified and difficult to detect:

» Viruses are destructive programs designed to replicate and spread on
their own. Viruses are designed to replicate themselves within a local
computer environment. This most often happens when users down-
load programs from the Internet or open email attachments. Many
“free” products obtained from the Internet have something attached
to them—a virus, spyware, or some other form of malware.

» Worms (sometimes referred to as network viruses) are circulated
through a network connection. Unlike a virus, worms do not need
a host program in order to infect your computer. Worms search for
vulnerabilities to exploit in an application. Once the worm has taken
advantage of the vulnerability, it seeks to replicate to another com-
puter on the network. While initially intended to slow down network
environments, worms often leave payloads on systems to cause fur-
ther malicious activity.

» Trojans appear to be a legitimate program that might be found on
any system. They are made to appear to be actual applications so
that users will be tricked into using them. Although they function
and work properly, they have malicious code that initiates when the
application is launched.

» Rootkits are a type of software designed to gain administrative con-
trol of a computer system while remaining undetected. Normally, the
purpose is to enable malicious operations to occur on a target com-
puter without the knowledge of its users or system administrators.
Rootkits can occur in hardware or software by going after the BIOS,
boot loader, OS kernel, and sometimes applications or libraries.
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Rootkits are designed to operate at the root level of the operating
system and appear as a benign entity at that level. After the rootkit
has been installed in a system, it will take measures to hide itself
from detection. They modify the behavior of the operating system’s
core components by altering drivers or kernel modules. These pro-
grams have the ability to steal PINs, account passwords, credit cards,
and other sensitive information. They can infect nearly any operating
system type.

» Ransomware is software designed to keep the user from their data
and hold it hostage for payment. Spam email is the most common
delivery vehicle for spreading the malware. It is then activated by the
user clicking an attachment or a link in the email message. It then
disables essential system services or even locks the computer so that
the user cannot gain access to it.

Hackers can encrypt personal files on the computer keeping the
user from gaining access to their data. The hacker will normally
prompt the user to enter a code that can be attained only after wir-
ing payment through cryptic means such as Bitcoin cryptocurrency.
They will also typically try to get the user to purchase a legal decryp-
tion or removal tool. The author (hacker) is the only person(s) who
knows the required private decryption key.

» Spyware programs are generally introduced to the system through
Internet downloads that appear to be useful programs. Unlike viruses
and Trojans, spyware typically does not self-replicate. Once spyware
is installed on a system, it monitors the system’s operation and col-
lects information such as usernames, passwords, credit card num-
bers, and other PII.

» Adware programs introduce unwanted, unsolicited advertising
displays to web browsers. They can also be designed to gather user
selection information from the browser, constructing a more per-
sonalized advertising scheme. Adware is typically introduced to the
system through downloads such as free software (freeware).

» Logic bombs are a type of malware typically used to delete data.
A logic bomb is computer code that, much like other malware, is
attached to a legitimate program. The code sits idle until a specific
logical event is concluded. This includes a number of days passing,
a number of programs being opened, or executing a program in a
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specific manner. Logic bombs are hard to detect because they are
often included in large programs with thousands of lines of code.

» Zombies are infected computers that can be placed under the remote
control of a malicious user. Zombies can be used to create Denial of
Service (DoS) attacks that flood targeted networks to slow down and
sometimes stop servers completely. Computers are often infected and
become zombies by way of viruses, worms, and Trojans.

» Botnefs are a large collection of zombies, or bots, controlled by a bot
herder. This type of network can consist of literally millions of unsus-
pecting computers. Botnets can be used to send out spam (usually
through email lists) originating from unsuspecting users’ comput-
ers. It is estimated that 50 to 80 percent of spam worldwide is created
by zombie computers.

It is common to install a number of different defensive products to protect PCs
and their data from unauthorized access and malicious interference. Most prod-
ucts these days include protections against multiple fronts. The products most
widely used for these purposes include:

» Antivirus programs

> Antispyware programs
» Spam blockers

» Pop-up blockers

Using Antivirus Programs

Every computer should have some means of protecting itself against computer
viruses. The most common means of virus protection involve installing a virus-
scanning (antivirus) program that checks disks and files before using them in
the computer. Several companies offer third-party virus-protection software that
can be configured to operate in various ways.

If the computer is a standalone unit, it might be nonproductive to have the
antivirus software run each time the system is booted up. It would be much
more practical to have the program check any removable media attached to the
system, only because this is the only possible non-network entryway into the
computer.



Defending Against Malicious Software

All computers with connections to the Internet should be protected by an
antivirus solution before they are ever attached to the Internet. In these cases,
setting the software to run at each bootup is more desirable. In addition, most
antivirus software includes utilities to check email and files downloaded to the
computer through network or Internet connections.

As indicated earlier, when an antivirus application is installed on the system,
it can be configured to provide different levels of virus protection. You will
need to configure when and under what circumstances you want the virus
software to run.

Using Antispyware

As shown in Figure 9.7, there are basically two types of antispyware products
available: those that find and remove spyware after it has been installed and
those that block spyware when it is trying to install itself. Both of these methods
stand a better chance of keeping computers free from spyware when they are
combined with user information about how to avoid spyware.

DETECT & REMOVE INSTALLATION BLOCKING

FIGURE 9.7 Antispyware Product Types

The detect-and-remove method is by far the simpler type of antispyware prod-
uct to write. Therefore, there are several commercially available products that
use this method. Like antivirus software packages, this type of antispyware
product relies on databases of existing definitions to recognize spyware threats.
These databases must be updated frequently to recognize new spyware versions
that have been identified.

The real-time-prevention type of antispyware product does not rely on histori-
cal data to identify spyware. Instead, it monitors certain configuration param-
eters and notifies the user when suspicious installation activity occurs. The user
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then has the option to allow or block the installation effort. Some antispyware
products incorporate both methods of dealing with spyware.

In addition to installing antispyware applications, users can fight spyware in a
number of other ways:

» Install a web browser other than Internet Explorer (for example,
Chrome or Firefox).

» Download the newest browser version that offers better security
features.

» Work with an ISP that uses their firewalls and proxies to block sites
that are known to distribute spyware.

» Download only software from reputable sites to prevent spyware that
comes attached to other programs.

Hardening Operating Systems

As noted earlier, the second level of hardening local computer systems against
attacks is to secure their operating systems. This involves updating vulnerable
code segments of the OS as they become known. OS hardening occurs through
the application of new programming in the form of:

» Service packs
» Patches
» Updates

Service Packs

After an operating system has been in the field for some time, vendors may
combine several product improvements and distribute a numbered service pack
for the specific operating system being upgraded. Critical files should always be
backed up in the event that the service pack or OS fails to work after installing
the service pack.

Patches

Patches are general improvements to a given operating system that have been
released for distribution. Many patches and updates are purely cosmetic and
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convenient add-on features, while others are critical security upgrades designed
to respond to a particular virus, discovered threat, or weakness found in the
operating system.

Updates

An update is a service pack or patch that improves the reliability, security, or
attractiveness of an operating system. The most reliable source of operating
system updates is the OS manufacturer. These organizations are always seeking
ways to improve their products. Some updates may make the OS more conve-
nient but may not necessarily make it more secure. Therefore, they should be
tested before implementing. Consider backing up critical files in the event that
the patch or OS fails to work after installation.

Overseeing Application Software Security

Software application packages operate as extensions of the operating system.
Depending on the type of operating system being used, an application program
may directly control some system resources, such as printers and network inter-
faces, while the operating system lends fundamental support in the background.
In more advanced systems, the operating system supplies common input, out-
put, and disk management functions for all applications in the system.

Some applications include built-in security tools that control access to the
application beyond the levels presented by the operating system. However, many
applications are written with very little concern for security issues. The focus of
such programs is functionality and sharing, leaving security issues to the oper-
ating system and security utilities.

Software Exploitation

The term software exploitation is used to describe cyber attacks designed to take
advantage of vulnerabilities or weaknesses in software products—operating sys-
tems and applications. These vulnerabilities may be the result of software that is
created with little or no thought for security issues, or they may be the product
of software that has been inadequately tested before being released for use.
There are two very conflicting objectives in the computer software industry:

» Make the product as open and easy to use as possible so that other-
wise nontechnical users will be able to work with it.

» Make the application bullet proof so that nothing bad can happen to
it—ever.
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Software programmers are asked to meet both of these objectives in the same
product.

In some cases, the programmers may be trying to create a truly open product
without concerns about how it might be exploited by malicious people. In other
cases, they may not be experienced enough to envision how their product might
be exploited. With the worldwide pool of programmers continuously growing,
there are many individuals with a significant knowledge base of how to test,
manipulate, and modify programming. This includes black hat hackers.

A WoORD ABOUT BLACK HAT HACKERS

A black hat hacker is an individual who possesses extensive programming
skills and uses them to breach or bypass network security structures for mali-
cious or criminal purposes. People in this category of hacker are also known as
crackers or dark-side hackers.

There are also white hat and gray hat hackers who also seek to exploit
Internet security vulnerabilities and weaknesses, but not for malicious reasons
(for example, to perform security system analysis checks).

Modern operating system and application programming is very complex.
When programmers initially develop a product, they may make coding mistakes
or create portions of a product that do not work well with elements created by
other programmers in the development team. Attackers will often use software
vulnerabilities to insert and hide malicious code that can be used to disrupt ser-
vices or operations.

In particular, the attacker may alter the existing code to create a condition
in the computer’s memory known as a buffer overflow, which results in erratic
behavior, memory access errors, and/or system crashes. The system is effectively
disabled to the point where the user cannot use it. This kind of attack is a type
of Denial of Service (DOS) attack.

Applying Software Updates and Patches

From the previous section, you can see that due to the nature of product devel-
opment and the pressures on software producers to bring new products to the
market, new software releases never seem to be complete or perfect. As security
issues are revealed with software products, their producers are forced to issue
security patches for their product that correct the weakness.
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Security patches are updates issued for the specific purpose of correcting an
observed weakness to prevent exploitation of the vulnerability. Microsoft issues
security patches for its products once a month. Other software developers use
dedicated security teams to develop and issue security patches as soon as pos-
sible after a vulnerability has been discovered.

For security and stability reasons, you should always patch operating systems
on computing devices that are connected to the Internet. However, this is not
the case with all PCs. Stable PC systems that are not connected to the Internet
should not be patched unless doing so resolves some sort of existing problem.

Hands-On Exercises

Objectives

Manage the local firewall configuration.
Explore Windows Firewall with Advanced Security.

| 2
| 2
» Recognize the need for outbound filtering.
» Create a port filtering rule.

| 2

Create an ICMP filtering rule.

Resources

» PC-compatible desktop/tower computer system
» Windows 10 Professional installed
» User account with Administrative access

» Internet access from a network connection

Discussion

Computers connected directly to the Internet are vulnerable to attacks from
outsiders. One way to protect standalone computers from outside attacks is to
install a local firewall.

Local software-based firewalls can be installed on an individual computer to
protect it from malicious activities introduced through their Internet connection.
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In some cases, the operating system provides a built-in firewall option that can
be used to protect the local computer.

In this lab, you will explore the options associated with Windows Firewall to
apply the local (software) firewall. You will also recognize the need for inbound
and outbound filtering and testing various security options. In some scenarios,
you may want to download a software-based firewall, but Microsoft includes
Windows Firewall, as well as Windows Firewall with Advanced Security, with
their operating system.

Procedures

Accessing Windows Firewall Basic Settings
To access the basic Windows Firewall settings, follow these steps:

1. Power on the computer, and choose Windows 10 Professional if
given a choice.

2. Log on to your administrative account.

3. Click on the embedded search bar on your taskbar, type Control
Panel, and then click on Control Panel in the menu presented.

4. If necessary, switch to viewing the Control Panel with the View by:
Small Icons, locate and click Windows Firewall. Figure 9.8 shows the
basic Windows Firewall settings.

W Windows Firewall - @ "
- w o i * Contrel Panel * All Cantral Parel Rems * Windows Firewall v & Sean e ar y-]
PR AT Help protect your PC with Windows Firewall
‘Windows Firewall can help prevent hackers or malicious software fram gaining access 1o your PC through the
Allow an apg or feature Intemat or a network.
throuagh Windows Firewall
M Change notification settings l 9 Domain netwarks Connected
%5 Tum Windows Firewall on or
ol . @ Frivate networks Mot connected
7 Restore defaults
% Advanced settings . 0 Guest or public networks Mot connected
Troubleshoot my network
Security and Maintenance
Network and Sharing Center

FIGURE 9.8 BasicWindows Firewall Settings
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In this window, you can see the current firewall states for each
type of network.

5. Expand each network type by clicking the down arrows located in the
top-right of each network. Examine the current states and the rules
associated with each. List the three types of networks in Table 9.2.

6. In the left pane, click Turn Windows Firewall On Or Off, located next
to a Windows Defender Shield indicating Administrative access is
required.

In the left pane, Turn Windows Firewall On Or Off and Change Notifications
lead to the same window. Figure 9.9 depicts the Customize Settings window.

i Customize Settings - a x

- ~ 4 uff * Contrel Panel * All Control Parel Rems » Windows Firewall * Customize Settings ~ & Search Contrel Par 'y

Customize settings for each type of network
You can maddy the firewall settings for each type of network that you use.
Domain metwork settings
0 8 Tum o Windows Firewall
] Block all incaming connextions, including these in the list of allowed apps
[ Notify me when Windows Firewall blacks a new app
) O Tum ol Windows Frewal [nct recommended)

Private retwor ke pettings
v () Tuam o Windows Firewall
[ Bhock all incoming connections, including those in the list of allowed apps
[ Notify me when Windows Firewall blacks a new app
@ (C Trm ol Windows Firawal (ot recommsnded)

Public netwark settings
0 @) Tum on Windows Firewall
[ Bhock al incoming connections, including those in the ist of allowed apps
] Notify me when Windows Firewall blacks a new app

@ () Tuarm off Windows Firewall (not recommended)

ok || cancel

FIGURE 9.9 Customize Settings Window for Windows Firewall

This window shows the basic options associated with each type of network.
You turn on or off the firewall. If the firewall is turned on (recommended), you
can decide if you want to block all incoming traffic and if you want to be notified
if and when a program is blocked.

The firewall inspects all traffic going to and coming from the outside connec-
tion and can be configured to control traffic flow between the Internet and the
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local device based on desirable properties. Firewalls are configured so they will
only pass data to and from designated IP addresses and TCP/UDP ports.
There are very few reasons to turn off Windows Firewall (not recommended).

7. If any network type has Turn Off Windows Firewall selected, click
Turn On Windows Firewall. Click OK to exit the Windows Firewall
Customize Settings.

Examining Windows Firewall with Advanced Security

To examine Windows Firewall with Advanced Security, follow these steps:

1. In the left pane, click Advanced Settings, next to a Windows Defender
Shield, to launch the Windows Firewall with Advanced Security con-
sole. (See Figure 9.10.)

WP Windows Firewall with Advanced Security = BOx
File Adion View Help
&= M Hm
@ Vo i A =
B inbound Rules » I — s
[ Cutbound Rules ‘ = o - -
Windows Advancad sacurty for A
B Cornection Security Rules ] Import Polic
%, Monitaring 45 Expont Policy..
Overview Restare Default Policy
Domain Profile is Active Diagnose / Repair
& Windows Frewal ia on Vi »
e
(S Inbound connections that do not match & nde are blocked.
@ Oubound connections that do not match & rue s slowed
Properties

BEG

Private Profile

& Windows Frewal ia on

© inbound connecticns that do not match & e are blocked.
1 Outbound connections that d not match & nle v slowed
Public Profile

& Windows Frewal is on

© inbound conmections that do net match a e are blocked.
@ Outbound connections that d not match a i e alowed

Help

B3 Windows Frewal Properties

Getting Started

Craate conmaction securty nub ffy how and
prolecied by using Intemet Protocel securty (IPsec).

E) Comnaction Securty Fules

View and creale firewall rules

Cn alow or block specified programs or ports. You can also allow 8 connect
® e o, euter. By defat d

blocked unless they match a rude that allows them, and cutbound e +
blocks them

v
< 3| € >

FIGURE 9.10 Windows Firewall with Advanced Security Console
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This opening view in the console shows an overview of the current state of the
firewall, along with a basic Getting Started tutorial that includes:

» Authenticate communications between computers

» View and create firewall rules

» View current firewall and IPsec policy and activity

2. At the bottom of the Overview section, select Windows Firewall

Properties to launch the Windows Firewall with Advanced Security
on Local Computer Properties window, as shown in Figure 9.11.

Windows Firewall with Advanced Security on Local Computer Pro...
Domain Profile  Private Profile  Public Profile  IPsec Settings

Specify behavior for when a computer is connected to its corporate

domain.
State
‘ Firewall state: On (recommended) ~
Inbound connections: Block (default) v
Outbound connections: Allow (default) v
Protected network connections: Customize...
Settings
:r:ﬂyl ﬁti:s;:bd control Windows e,
Logging
E":Lﬁfy esll-?c.»goglmng _“ﬂi"g’ for Customize...

b

FIGURE 9.11 Windows Firewall with Advanced Security on Local Computer

Properties

This window gives you another option to control settings for each of the three
types of networks. You can also customize the various settings and set rules for

logging.
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3. Explore the tabs without changing the configurations and then click

Cancel to close out this window.

4. In the left pane, select Outbound Rules. The central and right panes
will be similar to Figure 9.12.

File Adion View Help
o« 5@ s BN

i Windows Firewall with Advanced Security = o x

82 indows Frevs vith Ao [ -~

:mm;:; [T Gooup : Profie bed  * || Dutbound Ruies
% Cornection Searityhudes || @ 2701386 G ire. Al @ NewRue
» B, Moritoring 6 @iing 332086 @ B e || % Filter by Prosle
O @Micosoh 308ulder 12031310564_8.  @Microsoh 3DBuilder 1203 All
@ @Microsok 308uilder_ 14113020 564_8.  @MicrosofIDBulder 1411 Al T Filter by State
@ @Microsok 30Builder 141.1302064_8.  @Microsoft IDBuikder, 1411 Al T Filter by Group
O @M fusgin_ 10001433 fogi- Al i
O @MicrosofAccountsControl_100.1506344-  @MicroscftAccountsControl.  All
@ @Micosoh AccountsControl_100150634_ @MicrosoftAccountsControl. Al G Rekech
@ @Microsok BingFinance 41B370:86_8w_ @Microsoft BingFirance 418_  All (5 Export List_
10 ®Microsok BingFinarce_421.14340_464__  @Microsoft BingFirance 421 Al Help

G @Microsokt Binghevs 41841086 Bwe.  @Microscht BingNews 4184_ Al
O @Micosok Binghevs_421.14340 64 _8.  @MicosoftBingNews 4211 Al
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@ @Microsoh BingSports 421.14340,64_8_ @Microsoft BingSports 421 All
9 @Micosok BingSports 42122120 x54_8. @{MicosoftBingSports 421 All
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18 @Microsok BingWeather 42011020 364 . @Microsoft BingWeather 42 All
10 @Microsoh BingWeather 42122120 564__  @Microsoft BingWeather 42 All
G @Micosoh CommsPhone_ 217270030 %6 @Microsoft CommsPhore 2 All
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O @Microsok CommsPhone 21727003056 @MicrosoftCommsPhane 2. Al
G @Microsoh Getstanted 422900 ¥64_Bwek. @MicroscftGetstarted 422, Al
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FIGURE 9.12 Outbound Rulesin Windows Firewall with Advanced Security

Creating a TCP Outbound Rule
To create a TCP outbound rule, follow these steps:

1. In the right pane, click New Rule. The New Outbound Rule Wizard
will appear, as shown in Figure 9.13.
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P
Rule Type
Select the type of firewall rule to create.
Steps:
@ Rule Type ‘What type of rule would you like to create?
@ Protocol and Ports
@ Action O Program
@ Profle Rule that controls connections for a program.
@ MName @® Port
Rule that controls connections for a TCP or UDF port.
O Predefined:
AllJoyn Router
Rule that controls connections for a Windows experience.
O Custom
Custom nule.

< Back MNext > Canesl

FIGURE 9.13 NewOutbound Rule Wizard

On any page within the New Outbound Rule Wizard, you can learn more
about the options by selecting the Learn More About (Subject) link located near

the bottom of each page.

2. Select the Port radio button, and then click on the Next button to
continue the steps in the left pane, as shown in Figure 9.14.

3. In the Protocol and Ports window that appears, make sure the TCP
radio button is selected along with the Specific Remote Ports radio
button. Input 135 into the text field.
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@ New Outbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rue Type Does this rule apply to TCP or UDP?
# Protocol and Ports @® TCP

@ Action O uDP

@ Profile

@ HName

Does this rule apply to all remote ports or specific remote ports?

() All remote ports

@ Specific remote ports: ||
Example: 80. 443, 5000-5010

<Back | Nem> Cancal

FIGURE 9.14 NewOuthound Rule Wizard Steps: Protocol and Ports

TCP port 135 is one of many ports through which malware often attempts to
initiate network requests via NetBI0S/SMB/RPC. Creating an outbound block rule
will prevent your system from connecting to malicious external h