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Abstract

At the moment the demand for IP Telephony is irgirepbecause of its scalability
and efficient use of bandwidth. The main issuessacairity and quality of voice in
IP Telephony .The study comprises previous resepagiers and, on the bases of
those papers, comparison is made between two getachniques, IPSec VPN and
MPLS VPN. The goal behind this study is to build IBnTelephony setup, with
security for private branch network, which is aPl13P Telephony networks are

currently facing issues regarding security and cetent packet switching.

The comparison further describes that MPLS VPN ri&ghke is more scalable and
efficient than IPSec VPN, which has been approvedmiplementation. In the
implementation, one centralized call manager isfigared to establish calls
between different sites. To secure traffic over ititernet which travels from one
site to another other site, MPLS VPN is configur@edMPLS domain. In order to
increase the performance of IP Telephony, quafigeovice (QoS) is implemented.
QoS provides thriving outcomes and it is also pecally implemented in the lab.
QoS enhances the flow of data by prioritizing tloéce packets. At the end, it is
concluded that MPLS VPN is more efficient and dol@ahan IPSec VPN, and

shows better results, while completely supportigQ
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Chapter 1

Chapter 1

1.1 Introduction

Voice over packet switched network is the examdldRo Telephony or Voip

transmission that has become the emerging trenabofern telecommunication. IP
telephony transfers voice traffic over the Intermpebtocol (IP). Convergence
creates many new sets of security problems. Cornesymeans to combine voice
and data to work as a single network. This viewupported by Winn Schwartau
“The communications world is moving toward VoIP ligtes not have the security

expertise it needs in-house to meet the real-wairkeks it will encounter” [1].

The deployment of IP Telephony, and its usage @saatical solution for cost
effective communication choice, is challenged vianagement and security
requirements. There are different attacks upon TeéRephony networks such as
spam over Internet Telephony (SPIT), call hijackirdenial of service, and
fraudulent usage. The current defense systemsnaggpriopriate to block these
attacks. IP based solutions and converged netvarekslso vulnerable to different
threats, which need to be understood and manadexdefbre new theoretical and
practical solutions for securing and managing IIRefleony are required from the

research community.

In this thesis, different security techniques anscwukssed, but mainly two
techniques, IPSec VPN and MPLS VPN, are compatgtstedied. In the end the
best scalable techniqgue MPLS VPN is implementedh \@bS. QoS is used to
provide different services to various applicatiovisice traffic is a real time data; it

can be affected by different parameters, i.e. dgitgr, and packet loss. A high-
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guality IP telephony solution must be properly dasd, configured, and managed
with QoS [1][2][3].

1.2 Motivation

The most important task in this research is to iol@\security, scalability and

efficient flow of data in IP Telephony network. Theare different kinds of user
personal information, and business cooperationldetathe users accounts. So it is
very important to secure it from different attackke idea for this thesis came from
an organization, Gujranwala Online (GOL), working iaternet service provider
(ISP). The company is planning to add a new semidée running setup namely
IP-Telephony. GOL provides different services sashdial up, DSL, dedicated
bandwidth for organizations, web domain and hostifge work has been divided
in two parts. Firstly it is to deploy IP Telephosgrvice for their own offices

located on different locations. Secondly, it ispi@vide IP-Telephone service to

different customers. Both tasks have to be comgleieh security.

The following research provides a solution aboetfirst part, which is to provide
IP Telephony service in the current setup. IP Tred&y is going to be added as a
separate service for voice communication. Thereibie necessary to come up
with a security solution over the wide area netwwtich supports IP Telephony.
The task is to select a security technique, whitdre® maximum-security features
and efficient flow of data in the network. Hendegde are the factors in motivating

the following thesis.
1.3 Goal

The main goal for the project is to find the numioérattacks in IP Telephony
network and compare IPSec VPN and MPLS VPN. Wheuorgg is implemented,
the packet size will be increased and, becaudagfthere will be more packet loss

3
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and less efficient data transmission. To overcorhes tproblem, QoS is
implemented. It is also a part of the project tdenstand how IP Telephony works
and which equipment is used to setup IP Telephetwyark.

Main goals are:
To build a secure and scalable converge network.
To optimizing network bandwidth by deploying bothice and data
communication on the same network t@satwork resources.
Test and compare IPSec VPN and MPLS VPN.
To accomplish an efficient network.
To reduce packet loss and increase the producbvitige network while

using QoS.
1.4 Description of the Implementation:

The picture below demonstrates about the implertientalt contains two parts,
namely user control part and ISP control part. $erucontrol part, the users are
controlled locally through local routers known &s-C and CE-2. One call manager
Is configured to establish and tear down calls. dter part is called ISP domain,
in which the user cannot control anything. ISP don@ntains different routers,
known as provider edge routers (PE-1, PE-2) anduers. In ISP domain, only
edge routers take part in routing decisions anduier just take packets from edge
router swap lable of the next router and forwar@®ie monitoring server is used to
calculate the interval of the call and quality ¢ tcall. There are also different IP
phones are used to make calls. The detail of th@emmentation is given in the

eighth chapter.
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1.5 Description of the Project

The Plan is to provide an efficient and secure I8lephony solution for
organizations. The core theme of the project igdéploy IP Telephony in the
already functioning ISP. Many enterprises, whetl@ge or small, are now
considering implementing IP Telephony systems adices in their networks.
After the implementation of IP Telephony the qumstarises as to whether it is
secured or not. It is also important to check thality of voice which is affected by
delay, jitter and packet loss. Telecommunicatioguimes security for sensitive
voice data. The Internet on the other hand is asafenand insecure media.
Therefore methods for securing IPT are necessaeynsare user acceptance of this
new service. Since IP telephony uses the existthgndtwork as its foundation,

attacks on this data network can also adverseggct¥oice services.
1.6 Methodology

The methodology of this research is mixed; it imesl both theoretical comparison
and practical implementation. The concept of theeaech is taken from an ISP
known as GOL. To execute this concept, the whol¢éena is obtained from
research papers. The comparison is being made akgacting the useful
information from previous research papers. The @mpn provides the
foundation for implementation. Implementation isndowith available equipment,

detail is given in the chapter eight and configorat are presented in the appendix.
1.7 Background

After the innovation of IP Telephony, the organi@as wish to implement IP
telephony in their network because it is a scalawnd efficient way to transmit
data. Before implementing IP Telephony, there wpsraeption that voice and data
cannot be converged together for this reason theg iworked separately for a long

6
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time. But after the implementation of IP Telephomgjce and data are working
together.

The major concern is security in the IP Telephoatys. There are many threats,
such as DoS, DDoS, Spoofing and man in the miditdelawhich are continuously
affecting IP Telephony network. So it is very imgamt to tackle the security
problems. There are two kinds of security domaomg is the local area network
and the other domain is wide area network. To se@urocal area network,
different security techniques can be deployed twigel various attacks e.g. port
security, firewall, NAT, PAT etc. There are alseliriques to secure wide area
networks like IPSec VPN, MPLS VPN etc. The maimtids to secure wide area
network traffic. Through these security techniqués,s possible to restrict

unauthorized users to use the services of IP Telgpketup [4,5].
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Chapter 2

2.1 |P Telephony/VOIP Overview

Voice over IP is also called VOIP. VOIP is alsoereéd to as IP Telephony. Both
networks send data or voice while using IP netwdhke main difference between
these two is around the end points in use. In V@Hwork traditional digital or

analog circuits are used to connect with an IP adtwvhile using a gateway. In IP
telephony networks the endpoints communicate ugtn¢P Telephony sends voice
packets with the use of IP network including inetriP Telephony has made it

possible to combine both data and voice networkdik together saving money.

VOIP services convert voice into digital form tregtn be transmitted over an IP
network. When dialing a traditional phone numberisitthen converted into
traditional telephone signals first and transmitteddestination. To make a call,
VOIP facilitates the use of a computer, using V@H&ne or traditional phone but

IP telephony restricts the users to use IP phanasake the calls.
2.2 VOIP/IP Teephony Components

IP Phones

Gatekeeper

Gateway

Multipoint Control Unit (MCU)
Call agent

Application servers

2.3 VOIP Function
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The elements used to make a call in the traditioealvork are transparent to the
end user. When migrating to IP Telephony/VOIP ararawess of the needs of
protocols and also components that provide thdairhunctionality in IP network.

2.3.1 Signalling

Signalling is the process of generating and excdnangpntrol information that will
be used to set up and monitor the connections leetwiee end points. Voice
signalling needs address and alerting function eebhrthe end devices. Traditional
network (PSTN) uses signalling system 7 (SS7)dondmit control messages. SS7
uses out-of-band signalling, the out-of-band sigmalis to exchange control

information in a separated dedicated channel [23].

There are different protocols used for signallifgese are Skinny Client Control
Protocol (SCCP), Session Initiation Protocol (SIR)edia Gateway Control
Protocol (MGCP), and H.323 protocols. The VOIP/iEephony gateways are also
able to initiate the signals to PSTN network. Thare two classifications of

signalling protocols: peer-to-peer and client/sepretocols.

Both SIP and H.323 are peer-to-peer signallingquais. In these protocols, the
gateways initiate and terminate the calls. MGCRCBCand H.248 are client/server
signalling protocols. Here gateways or end deviees,unable to control the call
information but send information to a server knasgthe call agent to do this task.
When an MGCP gateway detects a phone which is @fk hit cannot provide a

dial-tone. The gateway sends information to thé agént that the phone is off

hook. Then call agent instructs the gateway toipieoa dial tone.
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2.3.2 Database services

Toll free numbers, or caller ID services, require tapability to query a database
request. That determines whether the call can bei@ued, or information can be
completed and made available. Database performrdift services

Billing Access.

Caller ID delivery.

Toll free information’s.
Calling card services.

VoIP service providers can differentiate their sggg by providing access to many
unique database services. For example, to simfdiyaccess to mobile users, a
provider can build a service that converts fax tmasl. Another example is
providing a call notification service that placagthmund calls with pre-recorded
messages at specific times to notify users of @wemts as school closures, wake-

up calls, or appointments.
2.3.3 Bearer Control

This is a voice call carry channel. It is based aall connection and call
disconnection signals passed between end devichs. dorrect signalling
guarantees that a channel is allocated to the mgnroice call and that the channel
is de-allocated when either side terminates thle lbaPSTN network, connect and
disconnect messages are carried through SS7. Wighinetwork, connect and

disconnect messages are carried through H.3238HXg, or MGCP.
2.3.4 Codecs

Codecs are required for the translation of anaiggads into digital signals. There
are different types of codecs which defines metHfodwsoice streaming, and also
compression techniques which are used to convacevstream. Time division

10
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multiplexing (TDM) is used to carry PSTN voice salln PSTN network, every
channel reserves 64-bit bandwidth and uses G.7décctw convert analog signals
into digital stream. In VOIP network, codecs congsreoice stream to make it a
more efficient use of network bandwidth. In VOIPtwerk G.729 codec is used

that compresses voice stream to 8 kbps.
2.4 VOIP Signalling Protocaols:
241 SIP

SIP protocol is used to set up calls and tear doalts. SIP also provides other
features like proxy, security and TCP or UDP se9icSIP, along with its partner
protocols session announcement protocol (SAP),sasdion description protocols
(SDP), provides information to multicast sessiofsugers in the network. The

function of SIP is to provide end-to-end call siljng between the devices. SIP is
a type of text-based protocol and borrows manyufeatof HTTP; it uses similar

header and response codecs. It also adopts a UtResathg scheme which is used
in email, that is based on simple mail transfertqwol (SMTP). There are many
applications which use SIP protocol for call setupl tear down. SIP is a more
flexible protocol and is used for large network3][2

Its applications are:

Skype
Voipwise
Globe 7
Internet calls
Voip Cheap

11



Chapter 2

2.4.2 Skype Features

Skype establishes peer-to-peer connection whileguSiP protocol. It uses AES
and RSA encryption techniques to encrypt the daitgipe is also able to call from
skype to traditional telephony line, make skypskgpe calls, use sms and text chat

facility anywhere in the world.

Voice mail facility.
Call Forwarding
Buddy List
Conference call
Video calling from Skype to Skype
Online chat
In other applications like Voipwise it just provilghe facility to call from

Voipwise to traditional line. It also uses AES amtion to encrypt the data [24].
243 H.323

H.323 is a standard which includes protocols, campts and procedures that
provide multimedia communication services. It suppoideo, audio and data
communications in packet switched network. H.323aigart of international
telecommunication union standardization (ITU-T) Wwmoas H.32X which provides
communication services over different networks.2t.8 a collection of standards
which define synchronization of voice, video andad&ansmission. It supports

end-to-end call signalling between the devices.
2.4.4 Skinny Client Control Protocol

Skinny client control protocol (SCCP) is used fhwe tcommunication of call
manager and end devices, like IP phones. SCCRyeaof client server protocol.

It means that any event, like on-hook or off-hoskcauses to be sent to call

12
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manager. As a response the call manager insttuetddvice what to do when this
condition occurs. Therefore even a button is pegsee data transmission starts
between the end device and call manager. SCCP iidymssed with IP phones.

The main benefit in SCCP is that it supports quisinges in the protocol and can
also add different required functions. SCCP isdimeplest protocol which is used
in VOIP/IP Telephony networks. IP Phones which asisg SCCP can work with

H.323 together. SCCP is the preferred protocotterlP telephony network and, in

our setup, we are also using SCCP protocol foradligg.
245 MGCP

MGCP is a protocol to control the PSTN gateway. MG@efines a method to
control VOIP gateways which are connected to esledevices known as call
agents. This protocol provides signalling serviesen to less expensive edge
devices like gateways. It works with the combinatmf H.323. When off hook
occurs on the voice port of the gateway, the vpiod sends information of the
event to the call agent. The call agent signalsvthiee port while providing dial
tone signalling. MGCP is a light protocol whichused for signalling with the
combination of H.323 [23].

13
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Chapter 3

3.1 Threats

This chapter attempts to outline the prospectiveeaiurity issues faced during the
transformation of traditional phone system intoT#lephony systems. The current
analysis is provided to identify the impact of s&yuproblems in the converged

network.
3.2 Man-in-the-Middle Attack

This is a form of active eavesdropping, in whick #ttacker makes independent
connections with the different users. These useescammunicating with each
other, making them believe that they are talkingatly to each other over a private
connection but in fact the entire conversatioristmlled by the attacker.

There are many issues created by man-in-the-mattiek.

The rogue proxy can lead the user to deceive mhsburce and end user

while using the IP Telephony services.

It can collect extremely secret information, e.gsgword of OS (Operating
System), pin numbers of credit cards, and otheresymf personal

information.

This attack can be eliminated through secure sodkger (SSL)

authentication [6].
3.3 Denial of Service and Distributed Denial of Service

The availability is significant for crucial servieeln the conventional converged
network, IP Telephony calls must be guaranteed \withigh success rate for
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providing prompt first-response services. DoS ambB are the main attacks for
losing the availability. The main way to protecorfr DoS attack is to find the
source of the attack and block that traffic. In teal scenario, DDoS attacks are
more malicious than DoS in the network. IP Teleghaliows these intruders to
launch easily in many real-time networks. Thereftine converged network has to
face many challenges and has to find different «iofitools to save it from these
attacks. These kinds of attacks can be blocked ugfro authentication,

authorization, and accounting server (AAA) [6].
3.4 Application Attacks

During the deployment of IP Telephony, there and¢age applications used in the
converged network e.g. Web servers, Java applets rmany more. These
applications perform different functions. Java applare run on IP Phones to
provide some additional functions. Web servicesumed to manage security and
the deployment of large networks. To secure thevort from these application
attacks, these applications must be analyzed fiorevabilities before deployment

in the critical infrastructure [6].
3.5 Conversation Sniffing

The confidentiality of conversation is necessanysieveral important applications.
IP Telephony can be sniffed if both signaling tiafand media traffic are not
properly secured. The confidentiality and intggiire the key requirements to
provide IP Telephony services. The confidentiaté#fers to ensure the privacy of
information which is exchanged among different asefhe integrity ensures that
the information exchanged is not tampered during ttansmission. Different

techniques exists which can be used to guaranéeiatigrity and confidentiality of

IP Telephony phone calls. IPSec can be utilizetigein tunnel mode or transport
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mode, for an overall authentication, integrity andnfidentiality in the IP
Telephony network. The real time protocol (RTP) atso be used for compression
of media streams [6].

3.6 Introduction of Unauthorized Component

Components used in IP Telephony network must baredahrough any security
method. When deploying the components, it is resrgdo define the rules related
to the users. Rules for every user must be defilleal authentication and

authorization to use the different equipment. Nbusers have the same rights to
use the same equipment. During the installationeo¥ components, authentication
must also be set to make it more secure. Only uwadieks can use a particular

device. In this way, components can be made maws46].
3.7 Rogue Sets

This type of attack is used by an attacker to et access to other people’s
resources. After getting the access of resoureemtiuders simply add any VolP
application to make long distance calls. To overedims problem, the network
administrators use a technigue known as a lock dawohanism. Only network
administrators can add any VolP application inrieevork. When any application
iIs added, the logs are sent to the administratbe VolP application will be
rejected when any user gaines illegal access ofanktand tries to add any
application to make the calls. When more than tlatempts are made then that
user authentication is blocked [7].

3.8 Toll Fraud

Toll fraud attack is to establish unauthorized sallhile using company’s
resources. This type is related to rogue sets m@iilegal access of resources and

then making long distance calls. The user canzatillifferent services of IP
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Telephony, like return calls from voice mail andl éarwarding and trunk to trunk
transfers to make calls on external numbers. Torcovee this problem, an
authorization mechanism is used. It means rogueeewill require authorization
to gain access of the devices and to make calks.abliministrator defines a group

of users and policies and these policies are apphi€ertain users to establish calls
[7].
3.9 Dynamic Host Configuration Protocol

Dynamic host configuration protocol (DHCP) attaskused to send many requests
to DHCP server. It forces the server to issuehaladdresses. The main purpose of
this attack is to spoof DHCP replies. Then thecattes have more points to attack
and the DHCP server will not able to respond agahms requests. IP Telephony
devices will respond and provide correct informatim the user. This creates
attacks like the DoS and the man in the middleckit®io protect from this attack it

Is suggested that static IP addressing must beingkd network [7].
3.10 Spam Attack

Like spam emails, the spam messages create probiaims IP telephony network
while consuming the bandwidth. Because of spanhéntélephony network, delay
Is increased. In spam, messages are flooded loe@mtire network like traditional
email. It consumes bandwidth, which is not scaldblethe running real-time
communication network. To block spam messages recommended to utilize

anti-spam software [7].
3.11 Reconnaissance Attacks

This is the unauthorized detection and mapping wétesns, services or
vulnerabilities of a network. This attack is utdd to gather information and

provides base for DoS attacks. In the beginningg @weep is used to determine
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the addresses which are live. Then the intrudes gdormation about the active
ports on the live addresses. Commencing this irdtion, the attacker sends the
guery to establish the operating system and apjlita running on the desired
node. The reconnaissance attack consists on tloaviog:

Ping Sweep

Port Scan

Packet Sniffer
Internet Information Queries

The ping sweep is a basic network scanning proeetthatt determines the range of
IP addresses assigned to live nodes. The ping seaepsts of echo requests that
are sent to multiple nodes. If any address is liien it will respond back. This
technique is old and slow to scan a network. Maguests are sent to a range of
addresses to discover which hosts can be probedilioerabilities.

The port scanning is a collection of messages d@natsent by intruders while

attempting to break into the system to ascertaiithviervices are running in the

network. Every service is linked with a distinctrpoumber. It can be an automated
scan of a range of UDP or TCP ports on a compotactuire listening services.

Port scanning is a preferred technique to attaclk e@twork which provides the

weak points of a network. Basically, a port scanststs of sending a message to
every port, but one port at a time. The sort ofyrdpat the sender receives shows
whether the port is active and can be probed asak wpot.

The packet sniffer is a software-bases applicatrdmnich uses a network adapter
card in the promiscuous mode to get network packeds are sent across the
network. The packet sniffer does work in the saomain area as the network

being attacked. The promiscuous mode is a kindazfemin which network adapter
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card forwards all voice and data packets that @ceived on the physical network
wire to a software application for processing. fh@intext data is not encrypted
although few network applications distribute paskiet plaintext. As the network

packets are not in the encrypted form, these canproeessed and can be
understood by any application that picks them lodéf hetwork and processes them.
To reveal information, domain name server (DNS)rgseare used, such as who

owns a particular domain and which addresses hewe allocated to that domain.

The ping sweeps of addresses discovered by DNSeguean present a picture of
the live computers in a particular atmosphere. rAdienerating such a list, the port
scanning tools can cycle through all known portpriesent a complete catalog of
all services that are running on the hosts thatping sweep discovered. The
intruders can check the properties of the appbaatiwhich are running on the
computers. It can be directed to precise infornmatlwat is constructive when the
hacker attempts to compromise that service. To kbleronnaissance attack,

intrusion detection system (IDS), and intrusionvprdion systems (IPS), are used.
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4.1 Virtual Private Network (VPN)

Security and privacy have become the essentialirergants for IP Telephony
communications. It needs security services likehentication, integrity and
confidentiality. The solution for security in IP [Ephony is to utilize security
methods which are deployed in data networks, exgrygtion, firewall etc. IPSec
VPN is considered a more suitable security soluf@ncommunications amongst
the users and consequent node over the intermeisiecure IP networks. The IPSec
VPN consists of two primary components; one tunsiébr carrying private traffic

and second tunnel is for security services.

IPSec employ encryption mechanisms to secure teecegption and analysis of
packets of data and voice while they are in thdiputetwork. At the moment,
different connectivity models of VPN exist. The pose of the remote-access VPN
IS to connect a remote user with a network. The-tsisite intranet VPN
interconnects different remote site offices to lleadquarters. The extranet VPN is
utilized to connect companies with their businesstners and vendors. The
deployment of security mechanism, such as IPSec ‘dipéttly affects speech
guality and also channels capacity of the netwdWhile supporting real-time
traffic over IPSec, VPN reduces the performance alsb quality of service
[9][10].

4.2 VPN Protocols

The virtual private networks are usually built la¢ thetwork layer, session layer or

at data link layer. In this chapter, different tgpé VPNs are described.
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4.2.1 Datalink layer protocols

Data link layers VPN are considered to expand renamicess services over the
internet. These protocols can provide flow contaodd as a result optimizing

transmission by cutting down dropped packets. Tlgomdisadvantage is that

these are targeted at the Microsoft client spagenbt at other operating systems.
The general link layer protocols are PPTP and LPBTP10].

422 PPTP

The Point-to-Point Tunneling Protocol (PPTP) enadgies PPP data traffic inside
the IP packets while using a customized versiongtgeric routing encapsulation
(GRE). PPTP uses the similar types of validatioPBP. Although these protocols
are dependent on password strength which is on@srteaachieve authentication

and security.
Advantages:

It has lower overhead.
There is no need for public key infrastructure (PKI
Support of more PPTP connections in VPN server.
It completely supports NAT.

Disadvantage:

PPTP contains security and firewall problems.

It can only support one tunnel at a time for easéru
No additional authentication.

PPTP access control is based upon packet filtering.
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423 L2TP

The Layer 2 Tunneling Protocol (L2TP) joins resuttE PPTP with layer 2
forwarding (L2F) protocol. The tunnel which usesTE2is accomplished with the
mixture of multiple levels of encapsulation e.g.TIE2 IPSec, UDP, IP etc. On the
other hand, IPSec is used for encryption of lay&FR tunnels, [9][10].

Advantages:

It can be used on IP and non-IP networks.

It supports multiple protocols.

Additional authentication facilities (e.g. RADIUS).

Several simultaneous tunnels can be created for weser.

It also compatible with NAT in case of supportif®Sec NAT traversal [9].
Disadvantages:

The performance of L2TP is slow.
It also supports L2TP connections in VPN server.

4.3 Network layer
The network layer protocol used in VPNs are IPSet@GRE.
44 |P Sec

IPSec VPN is intended to offer security between fivewalls, gateways and

routers. IPSec works with two different modes, $mort mode, and tunnel mode.
The transport mode is applicable only for host-dsthsecurity, and it provides

protection for the payloads of IP packets. The élirmode secures the entire IP
packet between two networks. Tunnel mode can blelethan intranet and extranet
VPNSs. IPSec consists of two security protocolsstiiauthentication header (AH)
protects the source and destination addressesdfPtineader while using a hash

function with a secret key. The second protocatnsapsulated security payload
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(ESP), which provides validation and confidentjalit also allows for encryption
of the data payload, guaranteeing data confidémyteahd integrity [9][10][11].

IPSec parameters and exchanging encryption keysseraup by internet key
exchange (IKE) protocols in order to create a negusty association. IKE
validates the users by using either public key tmygm@mphy or shared secret keys.
To maintain asymmetric user authentication mecinagisnany enhancements are
utilized e.g. Hybrid authentication and Extended thumtication (XAUTH).
XAUTH put login/password verification after main de and before the IPSec
parameter to negotiate securely to verify the remustier. XAUTH is protected by
IKE main mode, which requires a certificate or pheted key. Hybrid
authentication validates only the server with aligukey or certificate, and the
client is protected by the legacy methods knowlsa&kKMP [9][10][11].

Advantages:

IPSec is a flexible protocol.
No need for changes to individual user computers.
It provides secured key exchange and strong datagiron.

IPSec supports a variety of encryption algorithmg ehecks the integrity of
the transmitted data.

It is an optimal solution for gate-to-gate VPNSs.
IPSec is suited for long-lived connections.
NATs compatibility and NAT-Traversal support.

Disadvantages

IPSec is the complex protocol to use.

It identifies the device, not the end user.
IPSec has no routing capability built-in.
It just supports IP protocol.
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It reduces the global performances.
IPSec does not offer any mechanism to support QoS.

45 Session layer

VPN-created, on-session layer has more detailettradoof data flow than lower
layer VPNs. Session layer protocols work with aiatsir of authentication and
encryption mechanisms and set up a virtual cirbetiveen client and host on a
session. It allows monitoring and access contrektiaon user validation. The key
drawback is that session layer VPNs proxy all itafdis a consequence they are
slower than lower-layer VPNs. The access controlthefse protocols is more
complicated to set-up, handle and maintain thanremdebased access control

mechanism. The common session layer protocol i8S [9][10].
46 SSL/TLS

SSL/TLS VPN is based on the Secure Sockets Lay8t )($°rotocol which
provides data authentication and encryption fqu trtiffic. SSL can also be utilized
for securing real time protocol (RTP) traffic. S8kes the main secure transport
method, SSL/HTTPS, built in to create secure commes from web browsers to
web servers. Most of the web browsers’ discussibthe certificates lists is not
activated by default; consequently a serious prokbeaggravated by the security
of SSL that is based on these certificates [9][10].

Advantages:

In SSL there is no need of VPN client software.
It provides secured key exchange and strong datagiion.
SSL allows access to specific resources insidearksy

24



Chapter 4

Disadvantages:

SSL secures the application payload only and leawghe transport and
network layer headers as clear text.

It only works with web applications.
SSL requires more firewall configuration than IPSec
More trouble deflecting denial-of service attacks

4.7 1P Secwith QoS

When using IPSec tunnels with QoS in IP Telephowegywork is affected with two

parameters, latency and packet loss. The encryptioress and the traffic load are
the main two reasons of this behaviour. Excessmeuat of CPU capacity and
memory is required for encryption. For this reagba router's manufacturers
suggest the setting up of VPN accelerator cardsgchwére dedicated entirely to
data encryption/decryption. Therefore the router net involved in any

responsibilities other than routing informationnsequently increasing the router

performance. [12]

The router buffers the multimedia traffic, untilettserial link is no longer used.
Because of this the latency increments dependsheriraffic load. In order to
reduce the latency, special treatment must be @eeto this sort of traffic over the

remaining traffic.

IPSec VPN can be deployed over medium traffic loa#lsirther careful
considerations must be taken when applying it tgelanetworks such as an (ISP).
Behavior is different in peak times and higher amsuof traffic flow. As a result
we propose a non-optimum solution. If, without Qofchanisms, the video
conference was set in peak times, the quality mghaffected seriously. With the
implementation of QoS the priorities are set foffedent traffic type through

different queues [12].
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5.1 MPLS (Multi-Protocol Label Switching)

Multi-protocol label switching (MPLS) is an innowa technology that will be
utilized by many prospective core networks; inchgdvoice and data. MPLS will
work along with the existing and potential routieghnologies. It offers very high-
speed data forwarding among label-switched roukerswn as (LSRS). It reserves
the bandwidth for traffic flows with different Qofquirements. IP network
services can be enhanced through MPLS which tHatsokcope for guaranteed

QoS, traffic engineering, and VPNs [14].
5.2 MPLS Architecture

MPLS supports multiple protocols in the domaintdaais different components that
control this process. Mainly, it has two components

A Control Plane and
A Data Plane

It controls the flow of routing as well as labelitige information flowing through
the network. It requires different protocols tofpem this task: enhanced interior
gateway protocol (EIGPR), open shortest path f(GSPF), border gateway
protocol (BGP) and label distribution protocol (LPHAt is independent from
routing protocols; their main function is to forwlgnackets on the basis of labels. It
contains a table, known as label forward informatiase (LFIB), which contains
labels of the next router In MPLS, different kinofsrouters are used: label switch
router (LSR), and edge label switch router (EdgeRLSLSR routers do not

participate in the routing lookup or routing deaisi Their main function is to swap
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the packet with another label, which is the lalfahext router to which this router
Is sending data [13] [14].

The edge LSR takes part in the routing decisiorts sabects the best path on the
basis of any routing protocols. It receives packets the customer,s router puts a
label on it and forward to LSR router. When paclkatsve at the destination edge
LSR, it removes the MPLS label and forwards thekpado the client router
[13][14].

5.3 MPLSLabel Distribution

There are two methods used in MPLS label distrdmtione method is hard
programming and is very similar to how routers @r@grammed for static routing.
With static routing no need to get dynamic routiogtes to forward data. MPLS
uses a second method known as ‘dynamic’, whichdaésctdlynamically to forward
labels and data on a particular route. There ame mwethods to control the
distribution of labels within the MPLS namely domai

Independent Control and
Dependent Control

Although using independent control there is noglesied router to make decisions
about the traffic flow path. No router responsifide forwarding the labels, each
router decides independently. In the case of th@rabmethod, edge routers are
defined as designated routers and these routergspensible for deciding where

and how labels and data are to be delivered.
Two additional triggering methods are used:
Downstream on unsolicited

Downstream on demand
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In downstream unsolicited, push is based on thésides of the router, which is
labeled as label manager. When labels are forwandedlicited by local manager,
it is called ‘unsolicited downstream’. These labale® not demanded labels. In
downstream demand, the labels are demanded andirfted/ to the requested

nodes it is called downstream demand or on demanthstream.
54 MPLSVPN

MPLS VPN is the combination of peer-to-peer andriayeVPN. Edge routers
always uses separate virtual routing table like \fBfFevery customer. Provider
edge routers contribute in the customer routinggiwithg Provider.

MPLS VPN is a guarantee of maximum speed of roubegyveen the different
customers sites. While using MPLS VPN, the custgngan even use overlapping
addresses as well. As far as understanding of MPBN is concerned, there are
two parts of a network. One is customer controkedwn as C network while the
second is provider controlled known as P netwankhe C network, all the nodes
are connected with CE routers and then it is cadeiv PE routers. In the case of
PE routers, these are connected to P network whbietards information among
MPLS enabled routers [14]. The main routers in MRIFEN domain are provider
edge routers (PE) and provider routers (P). ThedREers terminate the connection
with customers and they just forward data to PexautThe P routers forward data
towards the destination; edge routers do not ppatie in the forwarding process. P
routers have no connection with customers’ routés.P and PE routers run with
label information to make a network of MPLS patlnjeh is known as label switch
path, from each PE to PE network [13][14].

The customer edge routers (CE) are not the paséwdice provider's main MPLS

VPN domain network. The CE router acts as a pettr the PE router, but not for
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other CE routers. Every PE router runs more thae auting protocol, and
containing multiple routing and forwarding table keiown as Virtual Route
Forwarding (VRF). The VRF can have addresses mdtiairom CE routers which
can overlap with other address in the other VRIetfl8][14].

In MPLS VPN VRF provides separation between diffiéreustomers. Therefore,
there is need of a routing protocol that will caroyites over the provider network
while keeping the separation between the custorddreas spaces. The ideal
solution for customer route propagation is to rme oouting protocol between the
provider edge routers. This will exchange informatbetween PE routers with the
involvement of P routers. It is recommended toBI&® for this purpose. Networks
are always expected to increase with customernsese tust be a protocol which is

scalable and can handle large number of custommutes from the clients [15].

Figure 5.4: MPLS VPN

The overlapping of addresses is allowed in MPLS Mbdd¢ause of RD (Route
Distinguisher) implemented in BGP. The solution tlus problem is to expand the
customer IP prefixes while using a unique prefigking the address distinctive

even the addresses are overlapping. The MPLS VBiNdas facility to use 64-bit
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prefix, known as RD, to convert non-unique 32-tv4 addresses into 96-bit
unique addresses that can be carried between praafige routers. The function of
RD is to convert 32-bit IPv4 address into 96-bitque address; this address is also
known as VPN IPv4 address. VPN IPv4 address isangdd between PE routers,
but not between CE routers. [14] In MPLS VPN, rotaeets (RT) are used, to
check the VPN membership how man many VPNs a sitonnected. The other
benefit of MPLS is the capability to understandig metwork and that makes it
simple so that easy to manage and control. MPLSemé#kpossible for every user
to manage, monitor and operate it easily. The usanscontrol and manage the
flow of data and can also manage the congestiotewsing traffic engineering in
MPLS network [12].

All the members in the MPLS VPN must be connectetbP network, and these
members must know which members are the parts isf MRPN network. The
members of MPLS can leave the network any time, thrgdinformation must be
propagated over the VPN network. The members of WR& must not have
information about the other VPN members. Informatdoout other VPNs are kept
separate in the same network. All those members bélong to same VPN

connection must exchange information of networletaaddresses.

While using this mechanism, data is carried amotigstifferent users in the VPN
domain. Data about different VPNs is kept separatee discovery mechanism
includes different protocols LDP, OSPF, BGP. Thachke ability information is

exchanged also through these protocols. The rebitity &and control traffic is

exchanged over LSP which are members of the sanisVPhe data traffic is
carried over LSPs, which are created to make aeamtium of all members of the
same VPN [12].
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5.6 MPLSVPN Deployment in a Backbone Networ k

The technologies like MPLS provide efficient wagssend data across the MPLS
domain. It also enables users to monitor and mariEgic more easily at the
backbone network. MPLS also provides the QoS withexMPLS header. It uses
layer three information to establish connectiorfoittvards data while using layer 2
protocols like ATM and attaches a label of next teou Nowadays, it is
recommended to use MPLS at the backbone netwotk [12

While using MPLS, it is possible to provide guaesd QoS in ISP networks.
MPLS always adds a label at layer 2 traffic whidsdibes the path of this data
that it has to follow while traveling through thetwork. While using MPLS and

QoS, the ISPs can provide guaranteed performan¢busers [12].
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6.1 Quality of Service

QoS is a guarantee or optimization or (both) ofukers’ perceived usefulness of
service beneath the constraints of the occupieavailable resources. It provides
services at different levels. It makes it possiblethe network administrator to set
priorities on different types of traffic. While pritizing the classes of traffic, the
QoS is able to provide delay sensitive applicatiomsvork appropriately in the

congested network.There are certain reasons toyl€mS [16].

It provides enhanced performance for delay sems#pplications like video
and voice.

It provides priority to critical applications ingmetwork.
To maximize the current network investment in tinening infrastructure.
To be able respond quickly if any changes occtinemnetwork.

QoS can be categorized in different levels, knowrservice models. The end-to-
end QoS provides a specific level of service tavoek traffic from one end of the

network to the other. There are three service sevahmely best effort service,
integrated service, and differentiated service.[16]

6.2 Best effort modél

The best-effort service makes every feasible atteémpransmit packets across the
destination. With the deployment of best-efforthtgique, there is no guarantee that

packet will deliver to the desired destination.
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Advantages:

The best effort model has nearly unlimited scaigbilThe only way to
achieve scalability limits is to reach bandwidthits; in this case whole

network traffic will be affected.

While using best-effort model there is no need topley special QoS

mechanisms.
Best-effort is the quickest and easiest model @ement.
Disadvantages:

In best effort model there are no guarantees aVekyl of packets. Packets

can arrive at any time and in any order.

There is no preferential treatment of different keds: all the packets are
treated in the same way. Even the crucial dateeatdd like the ordinary e-

mail is treated.
6.3 Integrated service model

The integrated model provides guaranteed flow ¢ @éhile negotiating different
parameters end-to-end. The application requiresldkel of service which is
necessary to operate appropriately. It also regugserving the resources for this
application before it starts transmission of ddtiae application will not transmit
data until it receives the acknowledgment from tletwork, that the network
handles the load providing end-to-end QoS [16].

Advantages:

33



Chapter 6

The IntServ supports admission control, which pemitworks to deny or
downgrade new RSVP sessions if any one of the fages in the
transmission path has reached the boundary lirhi. gurpose of RSVP is to

signal QoS requests for each individual flow.

RSVP informs all the network devices’ flow paramstéort numbers and
IP addresses). Few applications utilize dynamict pammbers, such as
H.323-based applications, that are difficult fotwmark devices to recognize.

Disadvantages:

Because of stateful RSVP architecture, there idimoous signaling that
adds to the bandwidth overhead. For the entiretidar&SVP continues to
signal. The network may no longer be able to supiha reservation if the

network changes, or links fail, and routing conegrge occurs.

For large implementation, such as the public irgerrthe flow-based
approach is not scalable. The reason is becaus® R8%to keep a record of
each individual flow. This activity makes end-tadesignaling difficult. The
best solution is to combine IntServ with DiffServodels to offer the

required scalability.
6.4 Differentiated service model

The differentiated service model includes clasatfan tools and queuing
mechanisms. The differentiated services dependh@mrdge routers to classify the
different types of traffic which are traversingtime network. The network traffic
can be classified through ports, network addresgppols, and it is accomplished
by extended access list. The congestion manageimesmtcommon term which
includes different queuing techniques to managesthetions where bandwidth

demands exceeds the total bandwidth the networkpcavide. The congestion
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management does not control congestion prior itiwtwy. Through these queuing
techniques, priorities for different types of traffs set. There are different queuing
techniques that exist like first-in-first-out, weigd fair queuing, custom queuing,
priority queuing [16].

Advantages:

The diffserv is highly scalable solution for langetworks.

It offers many different levels of quality for déifent traffic types.
Disadvantages

Still there is no guarantee of service quality.

It needs many complicated mechanisms to work imahaing network.

Packet classification is used to separate diffetgpes of classes. Then
packet classifier sets each class to behave asdandual flow of data and

then QoS is applied on it. There are differentoaago use QoS.
6.5 Marking

Marking is associated with classification. Markingkes it possible for network
devices to mark or classify a data packet whilegisiny traffic descriptor. There
are different descriptors existence like frameyeMPLS experimental bits and IP
Precedence etc. With the help of marking clasgiboanformation can be put into
layer 2 or layer 3 packet headers. The benefitarking is that subsequent network
devices can easily differentiate the marked paek@th belongs to a particular
class. When packets are indentified as belonging particular class, then QoS

mechanisms are applied to ensure compliance usagyEQlicies.
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6.6 Classification

Classification makes different categories of t@ffiraffic descriptor is used to
categorize a packet inside a group. When the paisketlassified, then it is

accessible for handling QoS on the network. Clesdibn makes it possible for
network administrator to partition traffic into ntple class of service (CoS). The
traffic descriptor is used to classify the traffitie source agrees to stick to
contracted conditions and the network promises Qb&ssification must take place

at network end points.
6.7 Deay

It is the time taken by a voice packet to delivent one point of the network to the
other which is its destination. It can be measumnedne-way, or round-trip, in the
network. Delay is the key factor to check the dgyadif voice in IP Telephony

network.
6.8 Jitter

The variation in delay is called jitter. Jitter dam seen in the characteristics such as
the variation interval between successive pulsesplitude or frequency. Jitter is

an important factor in the IP Telephony network.
6.9 Packet Loss

This represents the loss of packets along the @bwackets, if more packets are

lost then it severely affects the quality of voice.
6.10 MOS

This is known as (mean opinion score) and is usaethéck which factor affecting

the quality of voice. The MOS is an overall valubiei represents the quality of
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voice. Its values are 1 to 5, the lowest value shtawest quality of voice and
highest value shows best quality of voice.

6.11 R-Factor

This is also a standard used to check the qudlipice. Its values start from 1 and
end with 100. Lower values indicate poor quality wafice and higher values

indicate better quality of voice [17].
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7.1 Comparative Study between IPSec VPN and MPLS VPN

The IP-based VPN technology is quickly becominglibse for the transmission of
prospective internet services, and several serpiowiders are deploying this
service. In chapter, 7th IPSec VPN and MPLS VPN mamtive study is discussed.
These are the differences between the architectafethese two which are
described in the below [table 6.1].

IP VPN forwarding tables are used to separate rdidict of different VPN. In
MPLS VPN traffic of different customers is sepadatthrough virtual route
forwarding (VRF). IPSec works at network layer ainid also transparent to all the
applications. MPLS VPN works at IP or in both IPdaATM environment and
MPLS VPN is totally transparent to the applicatiombere is no need of network
level provisioning for managed CPE based serviésen IPSec VPN is deployed,
then centralized provisioning and management sapp@rovided. In MPLS, VPN
activation of services is required one time ondhstomer edge router and provider
edge router to enable the site to establish thebmeship with MPLS VPN group
[18].
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Features IPSec VPN MPLS VPN

Traffic Tables separate different VRNVRF  separates  different

Separation traffic. customer’s traffic.

Transparency It is transparent and works Tadtally transparent and one
network layer. time activation required.

Provisioning Centralized provisioning@ne time service activatign
required. required.

Service Level It can be deployed in small pifhe edge and core routers|to

deployment medium existing IP networks.| be MPLS capable.

Session Pre-shared keys and digitdRoute descriptor and logical

Authentication | certificates are used. ports are used.

Confidentiality

Tunneling and
mechanisms used.

encryptic

fProvides similar security lik
ATM or Frame Relay.

Quality of
Service, servics
Level agreemen

It is deployed to presery
>packet classification for QoS
tthe IPSec tunnel.

robust
and

idt  provides
mechanism
engineering.

Qo!
traffi

Client Support

It needs VPN Client software.

No need any cliefivsare.

Scalability

It requires proper planning &
coordination.

nMdo need of site-to-site peerin

[@ILY2)

Implementing in
the network

This can be deployed in tt
local loop and at the edge.

iémplemented at the core a
edge routers.

User interaction

Need client softwa

interaction.

irdlo need of client softwar
interaction.

e

IPv6

IPSec support IPV6.

It also Supports IPV6.
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IPSec VPN can be deployed in a small or mediumtiagidP network. When
upgrading or setting up new MPLS VPN network, ireguired to have network
elements at the edge and core routers to be MPp&bt=a In IPSec VPN, every
session has to be authenticated through pre-skayedor digital certificates, those
packets are dropped which do not follow the seguutes. In MPLS VPN, the
membership is known through service providers whisk route descriptor and
logical ports to check the membership. The unaithdraccess is blocked through
the devices which are configured for this purpdB&ec VPN works at network
layer and it provides data confidentiality througtnneling and encryption
mechanisms. In MPLS environment, it separatesrdféct of different users while
providing security similar to the trusted ATM orime relay environment. IPSec
VPN does not provide any reliability or QoS meckams. IPSec VPN can be
deployed to preserve packet classification for @othe IPSec tunnel. MPLS VPN
provides robust QoS mechanism and traffic engingeand also other services
with guaranteed service level agreements. It alsuvigles scalability in the network
[18] [19].

To deploy IPSec VPN at large scale it requires @rgganning and coordination,
with key distribution peering configuration and keyanagement. In MPLS VPN,
there is no need of site-to-site peering and itstgwport thousands of VPN groups
over the same network. It can be deployed in thelllmop and at the edge; through
IPSec security it can be applied through encrypéiod tunneling. MPLS VPN is
the best deployed at the core of the MPLS netw@Q®&S and bandwidth can be
controlled when service level guarantee (SLG) ibeooffered as it is the part of
MPLS VPN service. In IPSec VPN, users are requieednteract with client
software. In MPLS VPN, there is no need for useeraction. IPSec VPN and
MPLS VPN both support IPv6.
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MPLS VPN is a more scalable and reliable solutionthe organization. It also
supports both IPv4 and IPv6. It can control the @o& provide guaranteed flow of
data. From the above discussion, it is concludatl MPLS VPN is a scalable and
cost-effective solution for large networks [18][120] [21] [22].

7.2 Discussion

IPSec VPN services can be used as a base for a added service in service
provider networks. There are different choices B\Vto use: MPLS base, or IPSec
VPN. MPLS VPN is better because it supports QoSpdetely, which is important
for an IP telephony network. IPSec VPN works on Ithsis of IP addresses, but
MPLS works with labels. To intercept the data whikhransmitted on the basis of
labels is not easy. MPLS VPN can be deployed irctite large network and it can
also be used to establish intranets or extraneufoscribers with security.
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8.1 Overview of Implementation

This chapter describes about the implementatiddILS VPN networks in which
different sites are built. It also explains the lempentation of QoS to prioritize the

IP Telephony traffic in the converged network tduee jitter and packet loss.

The comparison between MPLS VPN and IPSec VPN gdesvihe basis for this
implementation. This implementation is based orallarea network (LAN) and
wide area network (WAN). LAN has two sites a hedfice (H-O) and a branch
office (B-O). The ISP-domain is WAN site. H-O isetimain site for serving IP
Telephony services to local users and B-O userd. IM¥?PN connection is used
between H-O to B-O over the WAN.

8.2 Equipment

The entire implementation is constrained by theliiatations. Three routers are
connected to build a WAN area (ISP-Domain, ISP-RiE#l ISP-PE2) and one
router is used to act as dummy internet trafficegator. The LAN sites have two
parts, H-O and B-O. H-O has one IP-Telephony sereitabled router, known as
call manager. The rest of the equipment is givahenappendix A and [table 8.2].

8.3 Distribution of VLAN

In the figure (Fig: 1.1), the IP-Telephony enabtedter is known as call manager
and router {R3250 (CE-2)} is responsible for intdtAN routing. Both sites are

having different VLANs and they can access to esblr. The connection between
catalyst switch and router is a trunk link. InteltAN routing means sub-interfaces
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are configured on the router for different VLANsor@plete VLANs details is
given in Appendix A and [table 8.3].

8.4 IP Addressing

In this implementation, different IP pools are usedIP addressing. In the WAN
area (ISP DOMAIN), public addresses are used artdagrL,AN area (H-O and B-

O) private addresses are used.

In this scenario the ISP is using four IP addressig Firstly the public IP pool

200.84.1.0/24 for addressing of internal ISP comigation links between router
and internal LANSs (that is not visible in this inephentation). Secondly the public
IP pool 160.70.4.0/24 for the communication link$vieen ISP and clients. Thirdly
Is the public IP pool 200.85.1.0/24 is used forfflcagenerator. Fourthly private IP

pool 172.16.0.0/16 is used for ISP internal loofpdlsat. AN areas H-O and B-O

both use private IP pool 10.0.0.0/8 for inside camioation. H-O uses public IP
pool 160.70.4.0/30 and B-O uses 160.70.4.4/30. HRAchddress pool is divided
into different parts with VLSM. All IP Addressingethils are shown in Appendix A
and [table 8.4].

8.5 Explanation

The lab experiment scenario is in two main part\NL&nd WAN. H-O works as
WAN and B-O office works as a LAN. H-O is insideethP telephony service
provider area. A telephony service enabled rogteonfigured as a call manager. It
provides IP telephony services to local users al as remote sites. In this
experiment, a call manager is configured for 2@@gkbny users only, and is
configured as dual line for hardware and softwaaseld IP phones. Two types of
DHCP pools are configured for data and voice. DHI@f pool is for workstations
and voice pool is configured for IP Phones addedesxation. Configurations of
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DHCP pools are shown in Appendix A. The call mamg@M) is configured for
inter-VLAN routing, which provides multiple sub-grfaces to communicate
between VLANs (Table 8.3). To provide best quatifyoice, QoS is configured

for data alignments and priority bases differeetsdrvice.

There are two kinds of domains which are used i shenario. One is customer
domain and the other is MPLS domain. In customenaln, two routers are used
known as CE-1 and CE-2 and they are not the paMRItS domain. The local
users will interact with these routers and then1C&ird CE-2 will coordinate with
MPLS domain, which is ISP. In MPLS domain, threeds of routers are used and
these are known as PE-1, PE-2 and P routers. Rig-PB-2 work as edge routers
and are responsible for routing decisions and #&solabel allocation and de-
allocation. PE-1 and PE-2 are also connected wigitoener routers. The P router,
which is also known as provider router, does nke tpart in routing decisions; it

just takes packets and forwards them to next eoigger.

CE-1 and CE-2 routers work as customer edge routleich are connected to PE-1
and PE-2 respectively. Both CE-1 and CE-2 routeyskvas gateways and are also
configured as firewalls to block attacks from timetnet. For the security of these

two edge routers, AAA models are configured fonéglsecurity.

Routers PE-1 and PE-2 work as provider edge routkich are directly connected
with CE-1 and CE-2 respectively. These are alsectly connected to P (provider
router), known as ISP Domain. QoS (Differentiategtvi®e) is implemented to
prioritize the traffic which passes through the MPPHomain and the priority of
voice is set to 70 percent of the total bandwiéttr. the security purposes in MPLS
domain, separate routing tables are created foy eustomer which is called VRF.
It takes packets of IPv4 address from CE-1 and CE&nBverts this IPv4 packet
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into VPNv4 packet, puts a label on it and forwatalsiext P router which is the
ISP-Domain in this scenario.

The ISP (domain) router works as middle-man betweEnl and PE-2. It takes
packets from both routers, replaces the label fiteenpacket and forwards it to the
next edge router, which is also a part of MPLS damahis router does not take
part in the routing decisions but it just passdermation on the basis of labels

only.

To monitor ingoing and outgoing traffic, a monitayiserver is used. Its function is
to create databases that it builds on the baseswte and destination numbers,
call duration and as well as quality of call. kalcalculates the delay, jitter, losses,
Mos and R-factor during each call. In this implema¢ion, voice quality manager

(VQ Manager) software is used to monitor voiceficaf

8.6 Resultsof Implementation

Before implementing QoS, a delay in the voice ptkes observed and though,
guality of voice was improved when QoS is implemeentvithin MPLS VPN

network. It reduces different parameters whichdaftlke quality of voice.
There are three factors in quality of voice which given below:

Delay

MOS

R-Factor
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Figure 8.8-1: Voice Traffic Before QoS

The implementation involves different calls, eaonhsisting of 10 minutes duration
and data is counted after every 30 seconds. Dulketgoftware limitations, only
three parameters have been shown in the graphsgimh (8.8-1) was made
before implementing QoS. It shows that average lists for voice packets is 5%
which does not look good. Because of this data these was distortion in the
voice. However, the MOS value is 3.7%, which idaiaty not appreciatable. The
maximum MOS Value is 5; if the value in the runnmegtwork is below 4 then it is

not considered good for voice. The R-factor indisahn average value of 63%,
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which does not offer high sound quality for IP Teny. The highest value of R-
factor is 100 if value is below 70, then it is mgteptable.
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Figure 8.8-2: Voice Traffic with QoS

After implementing QoS comparatively, higher reswdte achieved. As shown in
figure 8.8-2, the data loss for voice packets isviPich is good compared to the
non-QoS implementation results. The MOS value abtiiis 4.4%, which is also
effective in terms of voice quality. The R-factaalwve (93%), obtained from the

QoS enabled implementation, also proves its beaéfresults as compared to
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previous implementation results. However, it iscdoded that the implementation

of QoS in our implementation has shown quite higifggmance aspects.
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Figure 8.8-3: Voice TraffictlvIPSec

This graph is taken after IPSec implantation widolks not show good results. The
graph (8.8-3) is taken before the implementatioiQo8f. It indicates that average
packet loss is 10% which does not look good. TheSW@lue is 3.7% which is also

not good and the R-factor value is 75% which issptable.
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Figure 8.8-4: Voice Traffic with IPSec and QoS

This graph is taken after implementing QoS in IRegkony setup. The
demonstration indicates that average packet log%oisvhich is good as compared
to packet loss in graph (8.8-3). The average Molsievas 3.8 which is .1%
improved. The R-factor value is 76% which is alspioved as compared to graph
(8.8-3).

The above results shows that MPLS VPN deploymeiteiter than IPSec in IP
telephony network because of good results in remé tcommunication. The

implementation of MPLS VPN in this scenario showattMPLS VPN is a secure
technique which provides complete address anddrsdiparation. It also hides the
address structure of VPN core network. It is nagtiae to intercept core network

of MPLS from an outside MPLS domain because thermétion travels on the
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basis of labels which conceal the IP header. EveenwMPLS VPN is miss-
configured it is not possible for one customer & gccess of other customer, s
VPN which means it is more reliable compared toed®SPN. In the end, it is
concluded that MPLS VPN is a secure, reliable aralable technigue to use in

small or large network.
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Conclusion

The implementation analysis showed that IP Telephogtworks can be made
scalable and efficient through the implementatibM®@LS VPN over the internet.
Having reviewed the relevant literature, it wasided to make a comparison
between IPSec VPN and MPLS VPN. It is concluded MBRLS VPN is more

scalable than IPSec VPN for large networks, whiets vater confirmed by the test
results. The results showed that the implementatibrQoS over MPLS VPN

domains dramatically improved the voice quality #8rTelephony.

However, IPSec VPN is more secure technique tdousith more overheads like
delay and packet loss which is shown in the grafithelso does not support QoS
effectively as compared to MPLS VPN domains. IPSE& could be a solution
for small, remote sites where proper planning awdradination is required.
However MPLS VPN provides enough security in IRepllony equal to layer 2
VPN. While implementing MPLS VPN, there was not mmucoordination and
planning required due to its non-complex instabkati Therefore, the final results
demonstrate that MPLS VPN is a secure, efficiegltalble and scalable technique

to use.
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