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Preface

The constantly changing landscape surrounding the Dark Web makes it challenging for experts and
practitioners to stay informed of the field’s most up-to-date research. That is why IGI Global is pleased
to offer this one-volume comprehensive reference collection that will empower students, researchers, and
academicians with a strong understanding of these critical issues by providing both broad and detailed
perspectives on cutting-edge theories and developments. This compilation is designed to act as a single
reference source on conceptual, methodological, and technical aspects, as well as to provide insight into
emerging trends and future opportunities within the discipline.

The Dark Web: Breakthroughs in Research and Practice is organized into four sections that provide
comprehensive coverage of important topics. The sections are:

1. Cyber Crime and Security
2.  Data Mining and Analysis
3. Online Identity

4.  Web Crawling

The following paragraphs provide a summary of what to expect from this invaluable reference source:

Section 1, “Cyber Crime and Security,” opens this extensive reference source by highlighting the
latest developments in criminal activity in the cyber sphere. Through perspectives on online terrorism,
cyberbullying, and policy implementation, this section demonstrates emerging trends in cybercrime. The
presented research facilitates a better understanding of criminal activity in digital settings.

Section 2, “Data Mining and Analysis,” includes chapters on strategies for extracting digital data and
information. Including discussions on the Hidden Web, information retrieval, and the Deep Web, this
section presents research on emerging trends in harvesting digital information. This inclusive informa-
tion assists in advancing current practices in data mining and analysis techniques.

Section 3, “Online Identity,” presents coverage on the creation and protection of digital identities in
modern society. Through innovative discussions on electronic profiling, anonymity, and online communi-
ties, this section highlights the changing landscape of identity in digital environments. These inclusive
perspectives contribute to the available knowledge on virtual settings and personal identification.

Section 4, “Web Crawling,” discusses coverage and research perspectives on Internet browsers.
Through analyses on search engines, information extraction, and Deep Web crawling, this section con-
tains pivotal information on the latest developments in web crawlers. The presented research facilitates a
comprehensive understanding of how emerging innovations are optimizing search engine architectures.



Preface

Although the primary organization of the contents in this work is based on its four sections, offering
a progression of coverage of the important concepts, methodologies, technologies, applications, social
issues, and emerging trends, the reader can also identify specific contents by utilizing the extensive
indexing system listed at the end.

Asacomprehensive collection of research on the latest findings related to The Dark Web: Breakthroughs
in Research and Practice, this publication provides researchers, practitioners, and all audiences with a
complete understanding of the development of applications and concepts surrounding these critical issues.
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Chapter 1

The Malevolent Side of

Revenge Porn Proclivity:
Dark Personality Traits and Sexist Ideology

Afroditi Pina
University of Kent, UK

James Holland
University of Kent, UK

Mark James
University of Kent, UK

ABSTRACT

This paper presents a novel study, exploring a form of technology facilitated sexual violence (TFSV)
known as revenge porn. Despite its emerging prevalence, little is known about the characteristics of
revenge porn perpetrators. In the current study, a revenge porn proclivity scale was devised to examine
participants’ behavioural propensity to engage in revenge porn. One hundred adults, aged 18-54, were
recruited online from a community sample. The correlational relationship between revenge porn procliv-
ity and the self-reported endorsement of the Dark Triad, sadism, and ambivalent sexism was examined.
Additional proclivity subscales of revenge porn enjoyment and revenge porn approval were also created.
The study’s main findings revealed a positive correlation between a greater behavioural propensity to
engage in revenge porn and higher levels of the Dark Triad and ambivalent sexism. Moreover, endorse-
ment of psychopathy was found to be the only Dark Triad trait that independently predicted revenge porn
proclivity. The results suggest that perpetrators of revenge porn may have distinct personality profiles.
Limitations and directions for future research are discussed.

DOI: 10.4018/978-1-5225-3163-0.ch001

Copyright © 2018, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.
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INTRODUCTION

Advancements in modern technology have enabled public access to a breadth of knowledge, facilitated
by widespread communication that can reach both national and international audiences (Taylor, Fritsch,
& Liederbach, 2015). However, the integration of communication technologies in our daily lives and
intimate relationships (Klettke, Hallford, & Mellor, 2014) also provides additional opportunities for
sexual exploitation and criminal victimization (Roberts, 2008). This is an emerging phenomenon of
societal concern that has sparked research interest with a focus on the ethical dimension of technologi-
cal advancement. The multidisciplinary domain of Technoethics is concerned with the study of moral,
legal and social issues involving technology (Luppicini & Adell, 2008). One of these social and legal
phenomena involving technology is that of ‘revenge porn,” otherwise known as non-consensual pornog-
raphy, currently sparking increasing media interest (BBC, 2016; Guardian, 2015). Whilst there exists a
wealth of literature on perpetrators of traditional acts of sexual violence (Greathouse, Saunders, Mat-
thews, Keller, & Miller, 2015), little is known of the characteristics of those who endorse and display
revenge porn behaviour. An in-depth understanding of the psychological profiles of these individuals
could benefit preventative and rehabilitative methods for reducing the prevalence of this crime (Gerhart,
Ronan, Russ, & Seymour, 2013; Voller & Long, 2010). This paper examines the relationship between
aversive personality traits and the behavioural propensity to engage in revenge porn behaviours.

THE GROWING PROBLEM OF REVENGE PORN: ETHICAL AND LEGAL ISSUES

Revenge porn is the act of sharing intimate, sexually graphic images and/or videos of another person onto
public online platforms (e.g. Facebook) without their consent (Burris, 2014; Citron & Franks, 2014).
These images are often either produced non-consensually (e.g. by means of surveillance or hacking) or
consensually (e.g. by the victim in the context of either a private relationship or courtship) (Citron &
Franks, 2014; Stroud & Henson, 2016). This is largely motivated by the malicious intent to harm and
humiliate the victim, who is often the perpetrator’s previous romantic partner (Burris, 2014; Citron &
Franks, 2014). Not all acts are perpetrated for revenge, and can instead be committed as a means of
blackmail, coercion, or for the enjoyment of causing torment upon others (Henry & Powell, 2016). For
the purposes of this paper we will name all these acts revenge porn due to the intent behind the instigation
of such events. However, the term non-consensual pornography is also frequently used in the literature
to encompass all different facets of these behaviours (Citron & Franks, 2014).

Although revenge porn can affect individuals of all ages, sexuality and gender, it is predominantly
perpetrated against, and severely negatively affects women (Citron & Franks, 2014; Poole, 2015; Salter
& Crofts, 2015). Researchers have acknowledged that revenge porn reflects larger issues over women’s
social and interpersonal status, and can be seen as a form of hostility towards female autonomy (Citron
& Franks, 2014; Poole, 2015) and policing women’s sexuality, with large online communities (of males
in their majority) enforcing the “bounds of appropriate femininity”’ by means of ridicule and harassment
(Salter & Crofts, 2015, p.1). As Noah Berlatsky states: “the web has made it possible to crowdsource
misogyny [...] and stalking” (2013, www.digitalethics.org).

While most people would consider sharing intimate images of themselves or other people online,
without their consent, unethical, there are certain processes at play that make the perpetrators rational-
ize the act. These processes make the act seem more acceptable, and in some cases justified; such as
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the culpability of the victim in creating the images in the first place, or the victim’s alleged infidelity
against the perpetrator (Poole, 2015). Although these issues can, and do, affect men as well, it is female
infidelity and display of sexuality that is punished and regulated to such a cruel degree (Poole, 2015).

The permanence and dissemination speed afforded by the internet can cause victims of revenge porn
to endure great distress. This is often due to the difficultly in removing material published online, and
also in preventing its re-distribution, due to legislation protecting free speech (Berlatsky, 2013; Dick et
al., 2014). Furthermore, there are lucrative websites devoted to publishing revenge porn and displaying
the victim’s personal information linking them to their social media accounts (Stroud, 2014), profiting
from victims’ distress (Salter & Crofts, 2015). While these sites are protected under the Federal Com-
munications Decency Act (1996; Berlatsky, 2013; Poole, 2015), where they cannot be prosecuted or
held accountable for user-submitted content, the onus lies with the victim to sue websites requesting the
names of the users in order to bring about lawsuits against them. Victims can seek (and have successfully
sought) justice through tort law, suing for intentional infliction of emotional suffering (Citron & Franks,
2014). However, it is important to note that not all victims have the knowledge or financial resources to
instigate civil suits against their perpetrators, and often, the confusion surrounding online harassment
laws and lack of anonymity can act as a deterrent for both litigators and victims (Citron & Franks, 2014).

This severe lack of victim anonymity enables further harassment from others, both offline and online
(Henry & Powell, 2015a). It is unsurprising that victims of revenge porn experience an array of negative
effects, including the dissolution of relationships, problems with employment, and decreased self-esteem
(Henry & Powell, 2015a). Some cases of revenge porn have even resulted in the victim committing
suicide (Guardian, 2012; Independent, 2014).

Revenge porn has recently been acknowledged in legislation passed in England and Wales. As of April
2015, courts can prosecute individuals who non-consensually share sexual images or videos of another
person (Criminal Justice and Courts Bill, 2015). Furthermore, those found guilty can be imprisoned for
up to two years (Ministry of Justice, 2015). Within the first eight months since its criminalisation, police
in England and Wales received 1,160 reports of revenge porn (BBC, 2016). Of additional concern is
that a large proportion (61%) of these reports were not followed up due to victims no longer wanting to
pursue an investigation (BBC, 2016). The lack of anonymity afforded to victims of revenge porn is seen
as one of the reasons for these high attrition rates (Citron & Franks, 2014; Thom, 2015).

The aforementioned legal issues surrounding the legislation of the phenomenon, when linked with
the ethical issues interwoven in this phenomenon, highlight the importance of further exploring this
concerning societal issue to provide a more informed understanding of revenge porn and the motives
of its perpetrators.

REVENGE PORN AS A FORM OF TECHNOLOGY
FACILITATED SEXUAL VIOLENCE

Whilst there is an absence of research devoted to revenge porn perpetration, there are aspects of revenge
porn behaviour that can be found in research examining other forms of Technology Facilitated Sexual
Violence (TFSV; Henry & Powell, 2016). These include cyber-dating abuse (Henry & Powell, 2015b;
Martinez-Pecino & Duran, 2016), cyber- harassment (Woodlock, 2016), and the non-consensual shar-
ing of sexual texts (Morelli, Bianchi, Baiocco, Pezzuti, & Chirumbolo, 2016). For example, sharing (or
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threatening to share) intimate images onto social media has been identified as a behaviour engaged in
by perpetrators of cyber-dating abuse and harassment (Henry & Powell, 2015b; Woodlock, 2016).

Despite being in its infancy, research on TFSV has found support for the association between psy-
chological characteristics and the perpetration of these acts. For example, Tang and Fox (2016) found
that male participants who reported perpetrating sexual harassment online (e.g. issuing threats of rape)
endorsed hostile sexism more than non-harassing participants. Furthermore, sexist beliefs have also been
associated with greater levels of cyber-dating abuse, such as spreading false rumours about a partner
online and sharing sexual texts received from a partner (Martinez-Pecino & Duran, 2016; Morelli et al.,
2016). In addition, research has demonstrated a relationship between aversive personality traits and per-
petrating forms of TFSV. For instance, endorsement of psychopathy, Machiavellianism, and narcissism
have been associated with a greater propensity to sexually harass others (Zeigler-Hill, Besser, Morag, &
Campbell, 2016), and greater enjoyment in doing so (Buckels, Trapnell, & Paulhus, 2014). Moreover,
a higher endorsement of these traits has been found to predict a greater likelihood to commit ‘romantic
revenge’ after experiencing infidelity (Brewer, Hunt, James, & Abell, 2015). Thisis a particularly pertinent
finding considering that revenge porn is largely perpetrated as an act of revenge. Furthermore, traits of
psychopathy, such as high levels of impulsivity and irresponsibility, have been found to predict cyber-
bullying behaviours, such as spreading private images online of another person (Kokkinos, Antoniadou,
& Markos, 2014). Lastly, perpetrating online harassment was reported as most enjoyable by participants
endorsing greater levels of sadism (Buckels et al., 2014). In summary, these findings present support
for the association between psychological characteristics and the behavioural propensity to perpetrate
an array of TFSV related to revenge porn. It would, therefore, be a reasonable assumption that research
should examine the influence of the aforementioned factors in relation to revenge porn as well.

Potential Factors Influencing Revenge Porn Proclivity
Sexist Beliefs

TFSV is largely considered a form of gendered violence. It is argued that females are more likely to
be victimised and they will experience greater negative impact, due to gender expectations rooted in
societal norms (Henry & Powell, 2016). Sexist ideologies held towards gender roles, behaviours, and
relationships in society are deemed an important factor in sexual violence, especially towards women
(Glick & Fiske, 1996, 2011). Furthermore, measures of sexist ideology, such as the Ambivalent Sex-
ism Inventory (Glick & Fiske, 1996), have recently been used to demonstrate the relationship between
sexism and the perpetration of online sexual violence (Martinez-Pecino & Duran, 2016; Morelli et al.,
2016; Tang & Fox, 2016). Therefore, it appears necessary that research also examines the relationship
between sexism and revenge porn proclivity.

The Dark Triad

The socially aversive traits of Machiavellianism, psychopathy, and narcissism are commonly studied in
unison, and are referred to as the ‘Dark Triad’ of personality (Paulhus & Williams, 2002). The Dark Triad
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traits have been comprehensively reviewed (Furnham, Richards, & Paulhus, 2013) and are characterised
by high levels of callousness, egocentrism, low empathy, and a readiness to exploit others (Jones &
Paulhus, 2011b, 2014). Despite their general overlap, the Dark Triad traits each have distinct properties.
Psychopathy is most indicative of a severe lack of empathy for others and impulsivity, which may result
in the abandonment of relationships with no concern for self-reputation (Hare & Neumann, 2008). Fur-
thermore, psychopathic callousness is exercised with short-term action for immediate gratification (Jones
& Paulhus, 2011a). This deficit in self-control is notably present in both criminal (Hare & Neumann,
2008) and non-criminal expressions of psychopathy (Hall & Benning, 2006). Both Machiavellianism and
narcissism are also characterised by a callous affect which facilitates social manipulation, in addition to
their unique factors (Jones & Paulhus, 2011b). Specific to Machiavellianism is a strategic orientation in
which alliances may be built as part of ruthless manipulation (Jones & Paulhus, 2014). Instead, narcis-
sists are identified by their self-perceived entitlement and grandiosity in which a driving motive behind
callous behaviour is ego reinforcement (Bushman, Bonacci, van Dijk, & Baumeister, 2003). As stated
previously, endorsement of the Dark Triad traits was found to predict a greater propensity to commit
romantic revenge (Buckels et al., 2014), and greater enjoyment of tormenting others online (Brewer et
al., 2015).

Sadistic Tendencies

Sadism is often found to predict the infliction of suffering upon others, and is commonly associated with
psychopathy and Machiavellianism (Buckels, Jones, & Paulhus, 2013). A sadistic personality denotes
a person who purposely incites physical, psychological, or sexual harm upon others to demean and
humiliate them, whilst motivated by their desire for enjoyment and power assertion (O’Meara, Davies,
& Hammond, 2011). However, O’Meara et al. (2011) acknowledged that this definition rests on a con-
tinuum upon which levels of sadism can range from that considered ‘everyday sadism’ to ‘pathological’.
Nevertheless, everyday sadism has recently been found to predict sexual violence (Russell & King, 2016)
and the enjoyment of online trolling (Buckels et al., 2014). It is also recommended that everyday sadism
is measured in conjunction with the Dark Triad (Paulhus, 2014).

THE CURRENT STUDY

Whilst progress has been made with regards to legislation and policy, the topic of revenge porn remains
understudied. The current study is presented as the first to examine revenge porn proclivity and its as-
sociation with particular psychological characteristics. Specifically, the objectives of this study were
to: 1) assess the correlational relationship between the propensity to engage in revenge porn and the
endorsement of the Dark Triad, sadistic tendencies, and ambivalent sexism; and 2) provide a preliminary
understanding of this phenomenon to eventually aid and benefit prevention, treatment, educational, and
research efforts. In light of the current literature, it was hypothesised that revenge porn proclivity would
be significantly related to: 1) higher levels of the Dark Triad; 2) everyday sadism; and 3) a greater en-
dorsement of ambivalent sexism.



The Malevolent Side of Revenge Porn Proclivity

METHOD
Participants

Participants were recruited through advertising the study on social media (e.g. Facebook). The total
sample consisted of 100 participants, comprising of 16 males and 82 females (two undisclosed). Due to
the sensitive nature of the study’s content, all participants were required to be aged 18 years and over.
Participant ages ranged from 18-54 years (M = 25.81, SD = 7.11) and the majority of participants were
British (87%).

Measures
The Short Version of the Ambivalent Sexism Inventory (ASI)

The short version of the Ambivalent Sexism Inventory (ASI) is a 12-item scale devised by Glick and
Whitehead (2010). It is a reconstruction of the original 22-item ASI (Glick & Fiske, 1996), consisting
of the items found to have the greatest factor loadings onto hostile sexism (six items) and benevolent
sexism (six items). The items are presented as a series of statements regarding relationships between
men and woman in society (e.g. ‘women seek to gain power by getting control over men’). Participants
were required to rate their agreement with each statement using a 6-point Likert scale ranging from
disagree strongly (0) to agree strongly (5). An overall score was calculated by averaging the sum of all
responses given by a participant. A higher ASI score is indicative of a greater endorsement of sexism.
Extensive assessment of the short version of the ASI revealed good psychometric properties consistent
with the full-length scale (Rollero, Glick, & Tartaglia, 2014). In the current study, the Cronbach’s alpha
of reliability for the short-ASI was o =.70.

The Short Dark Triad (SD3)

The Short Dark Triad scale (SD3; Jones & Paulhus, 2014) contains 27 items and was implemented as an
assessment of Machiavellianism (e.g. ‘make sure your plans benefit yourself, not others’; @ =.77), narcis-
sism (e.g. ‘people see me as a natural leader’; a =.67), and subclinical psychopathy (e.g. ‘people who
mess with me always regret it’; o =.71). Each subscale contains nine items to which participants rated
their agreement to using a 5-point Likert scale, ranging from 1 (disagree strongly) to 5 (agree strongly).
After relevant items were reverse coded, participants’ average scores were computed for each subscale.
Higher scores are representative of possessing greater levels of the trait. Extensive psychometric testing
has been conducted on the utility of the SD3. Maples, Lamkin, and Miller (2014) found the SD3 to have
adequate discriminant and criterion validity, as well as stronger convergent and incremental validity,
than comparative measures available (e.g. The Dirty Dozen; Jonason & Webster, 2010).

Comprehensive Assessment of Sadistic Tendencies (CAST)
The Comprehensive Assessment of Sadistic Tendencies (CAST; Buckels & Paulhus, 2014) was used

as a measure of everyday sadistic disposition to inflict harm upon others. The scale contains 18 items
which measure three discrete types of sadistic tendencies: direct verbal sadism (e.g. ‘I have purposely
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tricked someone and laughed when they looked foolish’; six items, a =.75); direct physical sadism (e.g.
‘I enjoy tormenting people’, five items, a =.54); and vicarious sadism (e.g. ‘In video games, I like the
realistic blood spurts’, seven items, a =.76). Filler items were also intermixed in an attempt to offset
the negativity of the scale’s items, as advised by Buckels and Paulhus (2014). Participants rated their
agreement to these items using a 7-point Likert scale, with responses ranging from 1 (strongly disagree)
to 7 (strongly agree). After relevant items were reverse scored, a composite variable of overall sadism
was computed as an average of the three sadistic tendency scores. The overall CAST measure achieved
adequate reliability (a0 =.77).

The Revenge Porn Proclivity Scale

A proclivity scale! was created to assess the behavioural propensity to perpetrate an act of revenge porn.
Proclivity scales have been effectively implemented among non-offender samples in research examining
rape (Bohner et al., 1998; Bohner, Pina, Viki, & Siebler, 2010), sexual harassment (Zeigler-Hill et al.,
2016), child molestation (Gannon & O’Connor, 2011), and animal abuse (Alleyne, Tilston, Parfitt, &
Butcher, 2015; Parfitt & Alleyne, 2016). The use of these scales arguably provides an opportunity to
detect offending behaviours among community samples that would otherwise remain unknown.

Consistent with other proclivity scales used within the literature (e.g. Alleyne, Gannon, O Ciardha,
& Wood, 2014; Parfitt & Alleyne, 2016), participants in the current study were instructed to read sce-
narios in which they were the central character. In this study, participants read five scenarios, which each
concluded with an intimate image of another person being shared onto the internet without consent. An
example of the scenarios presented includes:

‘You and your partner have been together for a few years, but recently they have become distant with
you. You try to do things to make them happy but they respond with little interest. A few days later, your
partner arranges to meet up with you. Here they explain that they no longer want to be in a relationship,
saying that they no longer love you. Afterwards you begin to think about all the lost time and effort you
have invested into this ended relationship. Whilst going through photos on your phone, you come across
a naked photo that your now ex-partner sent to you during the relationship. You then decide to upload
this photo onto the Internet’.

After each scenario, participants responded to a proclivity question (i.e. ‘In this situation, would you
do the same?’) using a 5-point Likert scale. Response options ranged from 1 (definitely would not do
the same) to 5 (definitely would do the same). This was followed by additional questions which gauged
emotions of excitement, control, blame, amusement, anger, and regret towards the behaviours commit-
ted in the scenario (e.g. ‘In this situation, how amused would you be?’). Again, participants rated their
agreement to these items using a 5-point Likert scale (e.g. 1 = not at all amused to 5 = very amused).

A participant’s proclivity score was computed by summing their ratings across all five scenarios to the
question ‘In this situation, would you do the same?’. Reliability for this proclivity scale was o« =.76. In
addition, two further subscales were devised as exploratory components. A sum score for the responses
to the questions on excitement, control, and amusement was computed to create a scale of revenge porn
enjoyment. Secondly, the responses to the questions on blame, anger, and regret (reverse scored) were
summed to form a scale of revenge porn approval. These subscales of revenge porn enjoyment (o =.87)
and revenge porn approval (o =.80) also yielded high internal consistency.
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Procedure

The research was given ethical approval by the authors’ university research ethics panel. The study was
completed by participants online using Qualtrics and advertisements for the study were placed online,
which included a link to the study’s information sheet. Those who chose to participate were asked to
provide their consent.

Participants were first asked to provide basic demographic questions (e.g. gender and nationality).
Following this, they were presented with each questionnaire measure to complete, in the order of: the
ASL,; the CAST; the SD3; and lastly the series of five revenge porn proclivity scenarios. Participants
were later debriefed and thanked.

RESULTS
Preliminary Analysis

Firstly, positive skewness was attended to by computing square root transformations for CAST, psychopa-
thy and revenge porn enjoyment, and a log10 transformation was computed for revenge porn proclivity.
All other assumptions of normality were met.

Consistent with previous research utilising proclivity measures (Alleyne et al., 2015, Gannon &
O’Connor, 2011), only participants who emphatically stated their disagreement with the questions were
regarded as presenting no endorsement of revenge porn. In using this method, it was found that 28.6%
of participants presented at least some proclivity to perpetrating revenge porn (i.e. scored > 5 on the
proclivity scale overall). In addition, 87% of participants reported some endorsement of revenge porn
enjoyment (i.e. scored >15 on the enjoyment subscale overall), and 99% of participants expressed at
least some approval of the revenge porn being committed in the scenarios (i.e. scored >15 on the ap-
proval subscale overall).

Correlations

A Pearson’s correlation analysis was computed including all variables to identify significant relationships
(see Table 1). These findings were then used to inform the variables’ input for a regression analysis, in
order to further explain the prediction of revenge porn proclivity, approval and enjoyment.

As shown in Table 1, the CAST measure had a strong positive correlation with the SD3 measures
of Machiavellianism, narcissism and psychopathy, yet no significant correlation with revenge porn pro-
clivity, approval or enjoyment. Endorsement of everyday sadism was, therefore, not related to greater
revenge porn proclivity and so this hypothesis (2) was not supported.

However, higher levels of the SD3 and ASI were found to have a positive relationship with greater
revenge porn proclivity, supporting the hypotheses made (1&3). In addition, the ASI and Machiavellian-
ism each yielded a positive correlation with revenge porn approval. Lastly, higher levels of narcissism
and Machiavellianism (although Machiavellianism is marginal, p =.06) were both positively correlated
with greater revenge porn enjoyment.
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Table 1. Pearson’s correlation analysis of all variables

Correlations

1 2 3 4 5 6 7 8
1. ASI -
2. Machiavellianism A3 -
3. Narcissism 15 32%% -
4. Psychopathy .09 A3 HEE A4k -
5.CAST 14 Ak 34k A5k -
6. RP Proclivity 21% 32 20% 36HH* .16 -
7. RP Approval 28 345k .09 .13 .02 Ak -
8. RP Enjoyment 18 .19 26%* .16 .06 A3k Sk -

Note: *p<.05; **p<.01; ***p<.001

Predicting Proclivity

The SD3 personality traits were entered together in a multiple regression as predictors of revenge porn
proclivity. These variables significantly explained 18% of the variance in revenge porn proclivity, F(3,87)
=6.17, p=.001, in support of the hypothesis (1). However, only psychopathy remained an independently
significant predictor of greater revenge porn proclivity (f =.23, p = 05). In response to their strong cor-
relation, AST and Machiavellianism were also entered together as predictors of revenge porn proclivity.
Together they explained 11% of the variance in revenge porn proclivity. Whilst significant, F(2,88) =
5.34, p =.006, only Machiavellianism remained an independently significant predictor ( =.28, p =.01).

As this was an exploratory analysis, ASI and Machiavellianism were input as predictors of revenge
porn approval. Together they significantly explained 14% of the variance in revenge porn approval,
F(2,97)=17.69, p =.001, however, only Machiavellianism remained an independently significant predic-
tor (f =.27, p =.01). In addition, Machiavellianism and narcissism were entered together as predictors
of revenge porn enjoyment. Together they significantly explained 7.9% of the variance in revenge porn
enjoyment, F(2,97) = 4.17, p =.02, although only narcissism remained an independently significant
predictor of greater revenge porn enjoyment (f =.22, p =.03).

DISCUSSION

The current study is presented as the first to examine the behavioural propensity to engage in revenge
porn and associated perpetrator characteristics. This study utilised a proclivity scale to measure a per-
son’s likelihood to perpetrate an act of revenge porn among an adult community sample. Additional
subscales of revenge porn approval and enjoyment were subsequently devised and implemented with
adequate reliability (a >.75). Secondly, the study examined whether a relationship exists between the
endorsement of aversive traits and a greater propensity to engage in revenge porn. Informed by prevalent
characteristics found in the reviewed TFSV literature, the traits included were the Dark Triad, sadism,
and ambivalent sexism.



The Malevolent Side of Revenge Porn Proclivity

Interpreting the Results

The magnitude of the revenge porn proclivity finding is difficult to comment on due to there being no
previously published findings to compare to. Nevertheless, a greater likelihood to commit an act of
revenge porn was found in some participants (28.6%). A more staggering finding was that a majority of
participants presented endorsement of both revenge porn enjoyment (87%) and revenge porn approval
(99%). This disparity suggests that whilst participants may be unlikely to commit an act of revenge
porn themselves, they present an acceptance of this behaviour we now know is frequently occurring
online. This can have significant implications, especially if one considers the facilitating role of online
“bystanders” in the rapid dissemination of these materials.

It is plausible to suggest that revenge porn victims may be vulnerable to the same stereotypical myths
held towards victims of rape (Bohner, Eyssel, Pina, Siebler & Viki, 2009), such that individuals are
blamed and considered responsible for their victimisation occurring (Maier, 2014). It is known that these
attitudes give leniency towards the perpetrator whilst attributing greater blame upon the victim (Bohner
et al., 2009; Sleath & Bull, 2009). This finding is supported by recent research by Hatcher (2016) who
found that rape myth acceptance and victim infidelity were predictive of revenge porn victim blaming.
Moreover, endorsement of gender norms was found to be a mediator of revenge porn acceptance, whilst
a bad relationship breakup was found to directly predict the acceptance of behaviours associated with
revenge porn, such as spreading lies (Knieps & Hatcher, 2016).

The paper’s second aim, and subsequent hypotheses, were partially supported by the current findings.
Firstly, higher levels of ambivalent sexism, Machiavellianism, narcissism and psychopathy were all cor-
related with a greater likelihood to perpetrate revenge porn. However, surprisingly, sadistic tendencies
yielded no significant relationship with revenge porn proclivity. This finding is not consistent with recent
research that implicates sadism alongside the Dark Triad in the perpetration of sexual assault (Russell
& King, 2016) and online sexual violence (Buckels et al., 2014). This inconsistency may be due to the
current study using a sample that largely comprised of female participants. Buckels (2012) found that
sadistic tendencies were endorsed more highly by males than females. The unanticipated skewness in
the gender ratio in the current study could, therefore, explain the low levels of sadism observed. How-
ever, each of the Dark Triad traits were found to have a positive correlation with revenge porn procliv-
ity, a finding consistent with literature on sexual harassment proclivity (Zeigler-Hill et al., 2016). This
firstly suggests that the trait of interpersonal manipulation motivated by a general callous affect, which
is characteristic of the Dark Triad (Jones & Paulhus, 2014), is important in the perpetration of revenge
porn. Conversely, only psychopathy retained independent significance in the prediction of revenge porn
proclivity. This suggests that the endorsement of psychopathic traits, such as a deficit in empathy (Hare
& Neumann, 2008), are of greater influence upon revenge porn proclivity than the unique traits of narcis-
sism and Machiavellianism. This finding is consistent with research by Brewer et al. (2015) who found
that, aside from the Dark Triad, only psychopathy was an independent predictor of committing romantic
revenge. The strong positive correlation between ambivalent sexism and Machiavellianism indicates
that these share a common factor, such that both increase in a relatively parallel manner. However, only
Machiavellianism was found to retain significant independent prediction of revenge porn proclivity.
This suggests that Machiavellian traits, such as a strategic orientation and ruthless manipulation, were
of greater influence upon predicting revenge porn proclivity, than endorsement of sexism alone.

In the current study, proclivity subscales of revenge porn approval and enjoyment were also devised.
Whilst specific hypotheses were not made about these scales, their inclusion allowed greater exploration
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of the psychological characteristics pertaining to those endorsing revenge porn behaviour. Unexpectedly,
psychopathy retained no significant relationship with either revenge porn approval or enjoyment. This was
somewhat surprising as the measures of revenge porn approval and enjoyment were positively correlated
with revenge porn proclivity, with which psychopathy demonstrated a positive correlation. Instead, it
was found that both Machiavellianism and ambivalent sexism held a positive correlation with revenge
porn approval, such that higher endorsement of these traits was correlated with a greater approval of
revenge porn being committed. However, only Machiavellianism was found to retain independent pre-
diction of revenge porn approval. It could be surmised that the deceitful and strategic orientation found
in both Machiavellian behaviour and revenge porn explains this relationship. The relationship between
ambivalent sexism and Machiavellianism found here is in need of greater clarification in future research.

In contrast, whilst both narcissism and Machiavellianism yielded positive correlations with revenge
porn enjoyment, only narcissism was an independent predictor. This suggests that narcissistic traits hold
greater unique influence upon the likelihood of enjoying revenge porn (i.e. experiencing greater control,
excitement, and amusement), compared to traits unique to Machiavellianism. Perhaps engaging inrevenge
porn fulfils a narcissistic individual’s notion of entitlement, grandiosity, and need for ego reinforcement
(Jones & Paulhus, 2014), which are all needs that are potentially prevalent after a relationship breakup.

Limitations of the Current Study

Despite providing anovel insight into the relationships between psychological characteristics and revenge
porn proclivity, the current study is not without its limitations. Firstly, the scale of revenge porn procliv-
ity and the measures of sadism, sexism and the Dark Triad required participants to provide responses
to personal and sensitive topics. Due to this, the findings could be vulnerable to social desirability bias.
Whilst this effect may have been minimised by using online self-report, participants could either withhold
or exaggerate their responses. Although, the use of online self-report did allow participation to occur in
a less time-consuming and less invasive manner, it is still encouraged that future research should imple-
ment a measure of social desirability to control for this confound (e.g. Social Desirability Scale, Crowne
& Marlowe, 1960). Secondly, it is imperative to acknowledge that the study’s design does not allow for
the conclusion that participants who endorse revenge porn will engage in these behaviours. In addition,
as a community sample was recruited for this study, the self-reported likelihood to perpetrate an act of
revenge porn was relatively low. This may differ when using a forensic or clinical sample, hence future
studies should consider these populations.

Moreover, the cross-sectional design of this study means that caution should be made when inferring
causality among significant relationships. To the researchers’ knowledge, this is the first empirical study
examining the psychological correlates of individuals presenting endorsement of revenge porn behaviour.
Consequently, the current findings stand alone as support for these relationships, but in doing so, form a
much-needed understanding of this emerging phenomenon. Lastly, but equally importantly, the sample
acquired comprised of an unanticipated skewness in gender ratio, with a majority of female participants.
Due to this, the influence of gender upon revenge porn proclivity could not formally be assessed. Find-
ings were instead reported and discussed across the sample. It is important to note that since previous
research (e.g. Citron & Franks, 2014; Poole, 2015; Salter & Crofts, 2015) has shown that the majority of
perpetrators and disseminators of revenge porn are men, future research should replicate these findings
using the proclivity scale with male samples or equal samples of males and females.
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FUTURE RESEARCH AND CONCLUSION

Whilst the current study has its limitations, it shows promise in exploring an emerging research interest.
The findings highlight characteristics pertaining to the psychological profiles of people with a greater
likelihood to perpetrate revenge porn. Nevertheless, it remains clear that additional research is required
to increase our understanding of this phenomenon. For example, research could explore a greater array
of psychological and social factors that may both enhance and inhibit the likelihood that an individual
will commit this form of sexual violence.

Future research could use both community samples and apprehended offenders of revenge porn to
further validate the scale. This valuable comparison could be used to examine whether the characteristics
of community participants with a greater revenge porn proclivity reflect the characteristics of actual
revenge porn perpetrators. This would allow well-versed prevention to take place among individuals
considered most at risk of perpetrating revenge porn. Moreover, this highlights the need for education
on respectful relationships, digital citizenship and online safeguarding in schools and workplaces as it
would both reduce the acceptance as well as the occurrence of revenge porn, and provide people with
an informed awareness on how to help protect themselves from being victimised.

Importantly, future research should also focus on victim impact so that support services, practitio-
ners, police, and legal professionals alike are well informed on how to appropriately respond to victims.
In summary, it is evident that revenge porn is a concerning, yet understudied, form of sexual violence,
and thus warrants further research attention. Through increasing our knowledge of revenge porn, the
characteristics of offenders, and victim impact, we can generate well-informed theory, education, pre-
vention, and treatment.
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Chapter 2
Contemporary Terror on the Net

Emily Stacey
Swansea University, UK

INTRODUCTION

The networked global society that has been enabled by the internet and accompanying digital technologies
and social media platforms has created an affordable, geographically and temporally unbounded, and
semi-anonymous space where the exchange of dialogue, ideas, and calls to action have become increas-
ingly more frequent. This networked space provides for both egalitarian democratic efforts as witnessed
in the Arab Spring (2009-2013) as well as Hong Kong (2014) and the Black Lives Matter movement in
the United States (2013-present). Yet many theorists dating back to the late 1990s have pontificated on
the availability of this unbounded network to bad actors, including hacktivists, international criminal
cartels, as well as terrorist groups (Conway, 2006; Hinnen, 2004; Soriano, 2008; Teich, 2013), which
will be the focus of this book.

While research on the use of the internet by terrorist organizations is available in abundance, the
correlation of social media platforms, more advanced technology, the dark web, and their exploitation
by much demographically younger and savvier terrorist networks has provided a new landscape for
research into not only the organization of these groups in the contemporary digital age, but also their
goals, intentions, and their affective persuasion online in order to accomplish their mission. This has
been particularly true for the Islamic State (also known as the Islamic State of Iraq and Syria (ISIS),
the Islamic State of Syria and the Levant (ISIL), and more globally, as Daesh). The foundation for the
Islamic State were established in the period after the U.S.-led invasion of Iraq in 2003, the group was
formed out of Al Qaeda in Iraq, and is an unprecedented organization that combines terrorism with
military capabilities. IS began its true rise in 2011 after the United States removed troops from Iraq, the
moment was heralded as a celebration of seemingly, the beginning of the end of the War on Terror and
notably, the government of Iraq being stable enough for the U.S. to dislodge from the puppet government.

Prime Minister al-Maliki began a crusade against Sunnis, including in the government, military
and law enforcement within the Iraqi society after the U.S. removed itself from the situation, inflaming
centuries old religious and sectarian tension in the region (Frontline, 2014). Although Al Qaeda in Iraq
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was essentially decimated after the American invasion, the militants that remained (becoming the foun-
dation of the Islamic State) were Baathists from Saddam Hussein’s military, battle-hardened terrorists
who managed to escape death at the hands of an international coalition in Iraq, and were able to form
an organization through the opportunity of the Syrian civil war. The Islamic State used the violence and
anti-Assad sentiment in Syria to their advantage, marketing their message to a rebel groups fighting the
government, this enabled the meager group that crossed the border into the Syrian conflict to grow its
numbers and influence into the formidable group that exists today. IS has obtained advanced weapons
from the Iraqi and Syrian militaries, including tanks, artillery, and chemical weapons that it has seized
in successful combat engagements (Kam, 2015). This arsenal now reportedly includes armed drones,
which were confirmed to have been used in an attack in Northern Iraq in early October 2016 that killed
two Kurdish peshmerga fighters and wounded two French Special Operations troops (Gibbons-Neff,
2016). The group is also in possession of chemical weapons, which prompted the U.S. to target chemi-
cal weapons plants in September 2016, blaming IS for using chlorine and mustard gas (Starr, 2016).

IS distinguished itself from Al Qaeda as early as 2007 by using violence against civilians (Vitale &
Keagle, 2014). Yet the formal announcement of the formation of the Islamic State from Baghdadi would
not come until 2014. The division among the groups was clear and generational. While Al Qaeda, led by
al-Zawahiri bornin 1951, prefers more methodical, slow-developing plans to engage with the community
to gain trust and support for their government, and targets were entities or officials of the state; IS uses
violence against all, including women and children in extremely violent, and often public (whether ex-
ecutions are preformed as theatre for locals in ancient ruins, or recorded for mass consumption online).

In terms of leadership, Islamic State leader, Abu-Bakr al-Baghdadi, born in 1971 proved a strong
influence on the global jihadist community by using a combination of physical and spiritual (ideologi-
cal) power on the ground and in the hearts and minds of many, much of this strategy relied on available
technologies to broadcast the message.

Framing the message is crucial to the ability of terror groups to elicit support that turns into active
membership. IS focuses much of its messaging on the plight of Muslims, particularly those living in
the West with the enemy, and how that enemy tears apart the foundation of the Islamic culture, religion,
and identity. This, IS claims, can only be counterbalanced by the establishment of a caliphate for all
Muslims. The recruitment of foreign fighters was

part and parcel of its leader’s vision to restore the Islamic caliphate, a vision directly threatening the
future of local regimes and representing the magnet attracting the thousands of young people streaming
to Syria and Iraq to enlist” in the jihad (Kam, 2015, Pg. 22).

The ideological is combined, as Zelin (2015) explains, with the daily reinforcement that the IS military
is continuing to gain ground and make achievements that attempt to legitimize and stabilize the caliph-

ate. Terrorist groups today still have not started utilizing social media to the extent that IS has in the
last two years to spur recruitment and inspire attacks around the world (Vitale & Keagle, 2014, Pg. 6).

DIGITAL TERRORISM AND THE OTHER

Brian Jenkins identifies emerging trends in terrorism, although he does not provide correlations between
the new trends and the availability of the internet, many of the trends he notes can be amplified via use
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of the internet. In the interest of this work three of Jenkins’ six concepts will be examined: 1) terrorism
has become bloodier; 2) terrorists can now wage global campaigns; and 3) some terrorists have moved
beyond tactics to strategy. Terrorism research notes the increase of not only lone wolf attacks but also
the rise of more violent “bloodier” attacks (Jenkins, 2006, Pg. 118).

Terrorists are using more sophisticated weaponry and communications technologies to coordinate
their attacks; where in the 1980s fatalities were in the hundreds, by the 2000s fatalities had reached the
thousands with large-scale, high impact, soft target attacks. The Islamic State through its effective use
of political communication via the internet, notably direct communication with potential recruits has
inspired an increased surge in lone wolf and small cell attacks, those not coordinated at a organizational
level, but encouraged by online tactics, communication or calls to action. Research in lone wolf terror-
ism notes that lone wolf attackers are more prone to display “some form of psychopathology as well as
degrees of social ineptitude” (Teich, 2013, Pg. 2). One prominent study into lone wolf terrorism indicated
that a majority of individuals (six out of 14 studied) suffered from mental illnesses ranging from bipo-
lar disorder to schizophrenia to depression (Jasparro, 2010). Yet Bakker and de Graaf (2011) note that
researchers should not generalize about the mental states of lone wolf terrorists, terrorists’ backgrounds
are all different, and some are psychologically disturbed while others are mentally healthy.

The psychological and emotional aspects related to communicating ideology and the foment of endur-
ing attitudes of political change are important to consider when looking at digital protest movements.
Hegel’s concept of the “constitutive Other” (1977) should factor into current analyses of global terrorism
and the use of digital technologies to recruit or create awareness of their cause. This concept emphasizes
the relation of one’s essential nature to an outward manifestation, or a point-of-view of binary nature of
the essential and superficial, where each is the inversion of each other.

Social networking sites allow for the manipulation of the Other and collective action networks, par-
ticularly those that are mobilizing for a sustained engagement of dissent (IS) are using this ‘Otherness’
against citizens to persuade them into joining their ranks. IS has proven quite adept at seeping into mainly
younger Middle Eastern women that have grown up in the Western world and preying on their feeling of
isolation within a society that does not always accept or understand who they are fundamentally. So the
lure of an Islamic State that is solely for them, where everyone will understand their plight and struggles,
and there is a built-in family unit based around religious beliefs appeals to many youth living in the West,
who fear for their futures after September 11, 2001 and a global War on Terror being waged for decades.

This shared emotional state is crucial to contemporary social movements as well as global jihad that
are relying at least partially on social networking sites and digital technologies to assist in the spread of
ideology and tactics. Where once having a solid, singular leader of a movement to espouse ideology and
calls for change were enough, in the digital age of protest, having an engaged large network of loose,
weak ties is much more important than having a small, extremely active network of strong ties.

The ability for IS to recruit, coordinate and execute as well as inspire global attacks using digital
technologies and an adept message of confusion, alienation and understanding to be found by joining
their movement has aided the group in its nearly three-year development, and takeover of large swathes
of Syria and Iraq. As Stern states (2003, Pg. 283),

Unless we understand the appeal of participating in extremist groups and the seduction of finding one’s
identity in oppositions to Other, we will not get far in our attempts to stop terrorism.
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So the anger and hate that groups like the Islamic State are honing in on and cultivating among
Western Muslims or disaffected citizens becomes effective in recruiting individuals actors, but also in
sowing seeds of discontent and distrust of the Other in Western society, which keeps the cycle of hate,
attacks and fear churning.

As previously stated, lone wolf attacks are on the rise in the West, Spaaij (2010) noted that the United
States has experienced more lone wolf terrorism than the other fourteen countries studied (all Western).
Teich (2013, Pg. 9) studied lone wolf terrorist attacks between 1990 and 2013, there were a total of 73
attacks: 27 lone wolf attacks and 46 attempted attacks by Islamic extremists, with 29 out of 73 attacks
occurring within the span of three years, between 2010 and 2013. The United States was the nation
targeted most often, accounting for 63 percent of all attacks (46 total attacks). When political scientists
examine the factors that may contribute to this uptick in lone wolf attacks in the United States, it must
be noted that it is much easier for self-radicalization online and to coordinate an attack in a place where
you live, than to send hordes of fighters to attempt to infiltrate the U.S. and plot a large-scale attack.

In 2003, Stern recognized the growing threat of lone wolf terrorism and showed through research that
there was a correlation between the increase of individual attacks and the proliferation of more powerful
weapons. Although Stern is referencing a quote from Ayman al-Zawahiri’s autobiography, in which he
encourages the youth of Islam to arm themselves to defend their religion and themselves with pride, this
sentiment is particularly chilling in the contemporary United States where self-radicalization and the
availability of high capacity firearms makes a tumultuous combination. Stern notes, “As increasingly
powerful weapons become more and more available, lone wolves, who face few political constraints,
will become more of a threat, whatever their primary motivation” (2003, Pg. 34). Lone wolves, to reiter-
ate, tend to mix ideological motivation with personal grievances as the world witnessed most recently
with the Orlando night club shooting, the perpetrator swore allegiance to the Islamic State in the hours
before the attack on the LGBTQ night club, which he had allegedly frequented, concealing a side of
himself that directly conflicted with his religious inclinations and likely resulted in psychological issues
regarding identity.

According to Koerner (2016),

...When Americans perpetrate violence in the name of the Islamic State, they tend not to be strict adher-
ents of the organization’s ideology, but rather disturbed individuals who hope to layer a political facade
atop their personal grievances — grievances sometimes known only to themselves,

reiterating the description of lone wolves as often half-heartedly supporting the terror organization,
while harboring personally felt injustices that manifest in the form of an attack.

Going back further to the 2009 mass shooting at Fort Hood, Texas perpetrated by Major Nidal Malik
Hasan, who was working as an Army psychiatrist at the time of the attack that killed 13 people. Hasan
had a life history of devout Sunni religious practice but was not radicalized until after the death of his
parents, and subjection to deployment in the Iraq War, which Hasan resisted (Teich, 2013). Hasan was
inspired by the teachings of Al-Awlaki, a radical American-born Yemenite preacher, which further en-
raged Hasan about the killing of Muslims in the War on Terror in both Iraq and Afghanistan. Although
Hasan showed signs of self-radicalization stemming from a lifetime of devout religious practice that
eventually coincided with the global War on Terror and his personal feelings regarding the ethics and
politics of the engagement. The combination of religious devotion along with political obligations
(military) manifested conflicting feelings for Hasan, there were no links to terrorist organizations found
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on Hasan’s computers during the investigation and his court martial. Teich (2013, Pg. 5) emphasizes
that “terrorists’ organizational narratives assist in the externalizing of these individuals’ [lone wolves]
personal grievances as part of the Islamic radicalization process”, so while lone wolves may act in ac-
cordance with shared tactics and ideologies of a well-known terrorist organization, their mission is often
mixed with their own personal vendettas simultaneously.

The contemporary iteration of terrorism has become not only adept at utilizing the resources avail-
able to them via the internet, but also not to over-reach in terms of strategy, coordination, and execution
of attacks. Terrorist attacks have digressed in the number of fatalities, no longer in the thousands with
a single attack, as the world witnessed during September 11, 2001. Yet the frequency of attacks by lone
wolf inspired actors combines fatalities into the thousands. According to Jenkins (2006, Pg. 127),

Terrorist strategy is based not on achieving military superiority but rather on making the enemy’s life
unbearable by attacking incessantly; by inflicting endless casualties; by destroying tourism and dis-
couraging investment, and thus inflicting economic pain; and by carrying out spectacular operations
like 9/11; terrorism at its core is about the disturbance of the norm, causing such fear and anxiety that
entire societies must adapt their behavior in order to have the perception of safety.

It is this author’s opinion that more frequent lone wolf style attacks have outpaced large-scale events
such as September 11" due to the amount of planning, coordination, and transference of resources over-
seas. It is much less risky for autonomous actors carrying out attacks in the name of, and in allegiance to
the larger terrorist organization. For example, over the month of Ramadan 2016, in just one week from
June 28-July 4, there were three major attacks: the first occurred June 28 at Istanbul’s Ataturk airport
that killed 36 and injured an additional 147 people (Tuysuz & Almasy, 2016); the next on July 1 was an
attack on an international fine dining restaurant in Dhaka, Bangladesh that killed 28 people, 20 of whom
were hostages (Hammadi et al., 2016); and finally, detonation of a truck bomb in a predominately Shia
neighborhood of Baghdad killed nearly 300 people on July 3. The Islamic State has claimed responsibility
for two of the three aforementioned attacks, while not publicly noting their involvement in the Istanbul
plot, the pattern of the attack closely resembles that of the Brussels airport and metro attack.

USE OF AVAILABLE MEDIA IN THE PROMOTION OF JIHAD

Arguably, the 21 century internet with its ever-increasing multimodal platforms, levels of encryption,
and lack of regulation has made the internet a place of golden opportunity for groups like the Islamic
State or Boko Haram. Not only to share their jihad through videos, audio, and photographs, but also to
prey on disaffected Western Muslims living on the outside of their society and enabling them to take
action within their own countries. Koerner notes,

Unlike Al Qaeda, which has generally been methodical about organizing and controlling its terror
cells, the more opportunistic Islamic State is content to crowd source its social media activity — and its
violence — out to individuals with whom it has no concrete ties (2016).

The necessity for fighters and supporters to cross borders to training in the Middle East has become

obsolete. In the digital age, radicalization is as simple as clicking on the correct website, connecting to
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the right communications network, and conducting a Google search for the recommended content. This
book will emphasize the growing number of lone wolf style attacks in the West and the ability of modern
terrorist organizations to affect citizens living in nations outside the Middle East to the point of action.
Unlike terrorist groups of the pre-internet (1980s) and development/proliferation period of the internet
(1990s-2004), the groups that exist today are utilizing social media platforms to directly communicate
ideology to potential followers, and inflict horror in (or upon) the West (as was the case in the most
recent attacks outside a U.S. consulate building in Saudi Arabia as well as the fine dining restaurant in
Bangladesh) without having to send en masse fighters to U.S. or European borders.

Asformer White House Cyber Security Chief Richard Clarke (2004) notes, “Terrorists use the internet
just like everybody else”, and the ways in which terrorist groups are using the internet has adapted to
new platforms, capabilities, and available technologies as well as the adaptation of strategies for jihad.
Conway (2006, Pg. 11) provides a categorization of terrorist uses of the internet, noting five standard
applications of the net in promulgating the organization’s mission, including: 1) information provision;
2) financing; 3) networking; 4) recruitment; and 5) information gathering. The five categories remain
highly relevant in contemporary internet use by terrorist organizations. This work will focus on provision
of information, or the spreading of ideology and propaganda, as well as networking, which this author
argues encompasses recruitment through involved, personal and direct communications with potential
members or actors, this was something the traditional media was unable to accomplish.

While early terrorist organizations had to rely on coordinating attacks so large as to attract the at-
tention of television producers, print publishers and radio broadcasters, contemporary groups have a
constant connection to their own websites, social media networks, and YouTube channels to broadcast
their message in an unadulterated or edited fashion. The traditional media apparatus was able to define
the terrorist groups and their intentions before the internet, and now global citizens are able to consume
their message without the filter of decency or foreign policy explanations to decide for themselves if
the cause is righteous. Conway notes that although the intended audience for consumption of terrorist
propaganda might be small, a “well-designed and well-maintained website gives a group an aura of
legitimacy” (2006, Pg. 12).

This is clearly amplified in 2016, where terrorist groups are not only expected to maintain a constant
online presence but to keep the content fresh (i.e.: the Islamic State’s monthly Dabig). In a report re-
leased in October 2015 entitled Documenting the Virtual Caliphate, 1S releases 38 new items per day,
including extended videos, documentaries, audio, and instructional documents in numerous languages.
In April 2016, an Islamic State published online magazine, Dar Al-Islam, put out an issue devoted to
online safety and privacy, which gave explicit instruction on using various applications and platforms
to access IS content safely (Frenkel, 2016). It is interesting to note that Dar Al-Islam is published in
French, and writing in July 2016, France thus far has experienced the most deadly lone wolf attacks in
the Western world at the hands of IS.

Most recently, on July 14, where a celebration was marred by a Tunisian-born French citizen who
plowed a commercial refrigerated truck through a large crowd assembled in Nice to watch a fireworks
display commemorating the French holiday of Bastille Day, leaving 84 people dead. This comes after
the French government released a mobile application in June 2016 to alert and transmit information to
citizens during a terrorist attack, known as the Systeme d’Alerte et d’Information aux populations, or
the Population Alert and Information System (Newman, 2016). The app is able to track users’ locations
to send timely updates as to the dangers in their immediate environment, and enables users to set up
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alerts for eight different postal codes. While it is a step by the French government to provide security
and information to their citizenry, the application begins sending alerts within 15 minutes of the govern-
ment declaring there has been an attack or event, making social media a much more efficient, but not
always accurate news source.

Al Qaedaand other contemporary terrorist organizations have moved their online presence to YouTube,
Twitter, Facebook, Instagram, and other social media outlets. Abu Mohammed al-Golani, the head of
an Al Qaeda branch that operates in Syria known as the al-Nusra Front, utilizes Facebook and various
other social media sites frequently. In August 2013, al-Golani vowed

unrestrained rocket attacks on Alawite communities, alongside attacks on President Bashar Assad’s
government in revenge for an alleged chemical strike — a message that was posted on Facebook and
Twitter, as well as on a militant website that often broadcasts the views of Al Qaeda and other extremist
groups (Weimann, 2014, Pg. 2).

Networking emphasizes the ability in the digital age for terrorist (and other NGOs, social move-
ments, etc.) to become less centralized and non-hierarchical. Networking allows for the dissemination
and coordination of attacks that are independent of the small, symbolic leadership but still connected to
the terrorist organization through inspiration, ideology, or allegiance pledged by the perpetrators. The
internet has allowed for the dispersion of tactics, coordinated attacks, and ideology well beyond the nations
or even the region that the terror groups occupy. Many theorists note the rise of global jihad where the
ideology of extreme Islamists has permeated through the world in reaction to recent political events such
as the War on Terror (Conway, 2006; Torok, 2013, etc.). So while there may be stated leaders in these
terror organizations that handle certain aspects of the mission (such as fundraising, weapons coordina-
tion, public relations), “there is no specific heart or head that can be targeted” (Conway, 2006, Pg. 14).

The world is witnessing how true this statement is with the death of top members of IS being replaced
overnight. Torok (2013, Pg. 9) notes, “Although key leaders may be influential, power is not possessed
by an individual; it is a circular relation that flows through many networks and individuals that make up
that network” - making the internet and social media platforms a great environment to coordinate global
jihad. Although the largest attacks recently in Brussels and Paris have been communicated through older
technologies such as burner or temporary cell phones, the adoption of Islamic State tactics and ideol-
ogy has been a coordinated digital effort on behalf of their organization. This digital dissemination has
increased the network of terrorists or radicalized individuals to global reach. As Arquilla, Ronfeldt, and
Zanini (2000, Pg. 41) articulate,

Terrorists will continue to move from hierarchical toward information-age network designs. More effort
will go into building arrays of transnationally internetted groups than into building stand alone groups.

Hierarchies are more vulnerable than the network model that emphasizes strength and coordination
among levels rather than a top-down structure.

Jenkins (2006) notes that Al Qaeda was one of the first groups to model its organization on interna-
tional business models, featuring “hierarchical but not pyramidal, loosely run, decentralized but linked
[operations...that are] able to assemble and allocate resources and coordinate operations, but hard to
depict organizationally or penetrate” (Pg. 123). This organizational structure was adopted by the fringe
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wing of Al Qaeda that became the Islamic State that boasts a strong presence of physical occupation in
Syria and Iraq, but occupy the hearts and minds of disaffected Muslims globally via the internet, social
networking, and deft propaganda marketing.

The use of amonthly magazine to keep would-be terrorists and supporters aware about the global fight,
tactics that can be used to conduct their own personal jihad, and ideology to keep the legions motivated
are published in the Islamic State’s Dabiq. The magazine was first published in 2014 and continues to
put out fresh content monthly via the dark web. Weimann (2014) notes the potential of the dark web to
provide a relatively cloaked space for the dissemination of jihadist and terrorist propaganda. The dark
web has been linked to numerous controversial developments in the digital age, including WikiLeaks,
Bitcon (the currency of the dark web), and criminal enterprise The Silk Road, which existed for two
years. The lure of the dark web’s decentralized and anonymous networks allow for criminals and terror-
ists alike to conduct business on a level that is difficult for government officials to control, monitor, or
stop. The Islamic State increasingly has turned toward the dark web in the aftermath of the attacks on
Paris in November 20135, after which the hacktivist organization Anonymous declared war on the group’s
digital communication apparatus. Hussain and Saltman (2014) conclude that while “Islamist forums and
chat rooms in English and French are still widely available, a large portion of more extremist Islamic
discourse now takes place within the dark web.”

The Islamic State has responded tactically to increased government and non-government surveillance
and disruption of mainstream communication channels, such as Twitter. They have instead migrated
their socialization onto encrypted cell phone applications such as Telegram, which unveiled the ability to
create channels, enabling the Islamic State to create their own known as Nashir (distributor in English),
allowing for the free and wide distribution of jihadist ideologies. Pavel Durov, CEO of Telegram noted
in an 2015 interview with the Washington Post, “Privacy, ultimately, and our right to privacy is more
important than our fear of bad things happening, like terrorism” (Dewey, 2015). This sentiment is one
that corporate officials are having to balance in the realm of free speech and national security.

However, the Islamic State harnessed the tools and tactics that Al Qaeda initiated, according to Jen-
kins (2006), the group used online monthly manuals to provide instruction to their followers around the
world, led by shared ideology the periodical encouraged believers to wage their personal jihads autono-
mously of the central organization, or leadership. Stern (2003) articulates the terror world’s shift from
jihad on central governing organizations and entities of the State, to a more egalitarian style of attack on
Western civilians beyond the coordinated attacks planned by the organizational structure. Stern (2003)
notes that Osama Bin Laden’s calls to jihad began in 1992 when he urged believers to kill American
and Western soldiers stationed in Saudi Arabia; the second call came in 1996 via a 40-page manifesto
that listed cruel acts committed on the Muslim world, predominately by Western nations (militaries);
and the third, which was released in February 1998, called on his followers to target and attack Western
civilians rather than the military-state complex.

Bin Laden still had to rely on the traditional media apparatus to promulgate his ideologies and calls
for jihad. However, new communication technologies create interactive platforms through which indi-
viduals and communities share, co-create, discuss, and modify content (Weimann, 2014). Weimann also
notes the increased time spent on social media sites in the United States as a veritable pool of recruits
for terrorist organizations, with an increase from 88 billion minutes in July 2011 to 121 billion minutes
in July 2012, an increase of 37 percent in a single year.
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Wieviorka (2004, Pg. 43-45) was one of the first theorists to characterize the varying relationships
that terrorist and the media may have, including complete indifference (this is uncommon), relative
indifference (terrorists are not concerned with being on the news but are aware of the power that they
provide), media-oriented strategies (many terror groups operate under this characterization, which note
terrorists want to manipulate the media in order maximize coverage of an attack, event or promulgating
ideology), and complete breakaway (this occurs when terrorists view the media as enemy combatants that
must be destroyed along with other infidels. The world is witnessing a surge in the breakaway, as groups
like the Islamic State are purposefully capturing Western journalists for public, or recorded executions.

Arguably, the traditional media including television and print outlets are still integral aspects to the
contemporary landscape of global jihad. Yet the internet has altered the structural element of communica-
tion and organization, moving away from the hierarchy of the broadcast media, and allowing citizens and
terrorists to dictate the news from the bottom-up and in a multidirectional fashion allowing for instant
diffusion of ideology and calls for action. The infusion of the internet in Al Qaeda and other terrorist
organizations’ strategies allows for their message to be spread unperverted of the editorial framing of
the mainstream outlets. This has become increasingly important as modern terror groups dislike the
traditional media as their targeted audience (Soriano, 2008). Soriano notes, “From Al Qaeda’s point of
view, the news media are principally responsible for the liberating message of the Salafist Islam being
ignored or distorted. This makes it impossible for the Jihad to penetrate in large sectors of the Muslim
community, which finds itself immersed in the most pure ignorance and error” (2008, Pg. 7).

According to Soriano (2008, Pg. 7-11), jihadists perceive the media in various negative connota-
tions including their role as a pacifier to the global Muslim population, keeping the population blind to
the motivations of the West; constructing a straw man of strength on behalf of Western governments in
response to global jihad; and contributing to the use of violence against Muslims as a way to reinforce
Western democratic principles over the forces of evil. This understanding about the role of the media in
perception of the terrorist organization by global audiences has understandably led to an increased role
for the internet in becoming the main vehicle of communication among and between global jihadists
and the organizational structures in the Middle East. Soriano highlights,

Al Qaeda understands that the type of relationship that it has with the mass media in recent years highly
threatens the organization’s and its members’ security. Its desire to eliminate these vulnerabilities has
led the terrorist organization to put new technology to even more use (2008, Pg. 15).

It is crucial to note here that the new media (digital technologies and the internet) has not replaced
traditional mechanisms of political communication of jihad, but has enhanced and supplemented those
traditional networks. Because the traditional media use the internet to find trending stories in order to
build a broadcast or the next day’s paper, the online presence and public relations machine of terror
organizations have become crucial in dissemination of ideology. This cyclical relationship between the
traditional and digital media has made simply the existence of jihadi websites, content, forums, etc. more
likely to receive some sort of mainstream attention, and if not, it is still spreading the message via the
internet. The relationship has also blurred the responsibility of morality and decency in reporting the
news. Television stations that were once reluctant to broadcast scenes from war or brutality have become
less concerned when it comes to the consumption of terrorist content, most notably the IS beheading
videos, making the mainstream media accomplices of terrorists by normalizing their behavior.
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SOCIAL MEDIA, THE INTERNET, AND TERRORISM

Terrorists use the internet and social media as propaganda channels, radicalization avenues, and recruit-
ment tools. Due to the amount of freely available information found on social media platforms such as
Facebook, where the default is to show all published information besides one’s birthday and contact
information, terror organizations have a much easier time recognizing and accumulating lists of poten-
tial recruits or followers to assist in the cause. Weimann notes that social media outlets allow terrorists
to use traditional media strategies such as narrowcasting, which aims messages at specific segments
of the public “defined by values, preferences, demographic attributes, or subscription” (2014, Pg. 4).
The nature of social media sites is that they allow for customization or individualization of the mes-
sage, which makes the sites a great tool for recruiting younger membership into terrorist organizations.
Anthony Bergin highlights this point, saying that terrorists perceive and use youth-heavy websites as
recruitment tools “in the same way a pedophile might look at those sites to potentially groom would-be
victims” (Bergin, 2008).

The proliferation of the internet and social media platforms among terrorist organizations culminated
into a formal call for “electronic jihad” from Al Qaedain May 2012 (CNN Wire, 2012). Internet platforms
that are used to promote electronic jihad are also used in an organizational manner to provide tactics
and training, collecting information about potential recruits and/or followers, and coordination. This
includes the introduction of virtual training camps that teach would-be jihadists how to make bombs and
weapons, hacking skills, and other instructional materials (Weimann, 2014). The perpetrators of the 2008
terrorist attack in Mumbai used digital technologies, including mobile GPS devices to plan and execute
the attack, Google Earth satellite images, and cell phones to keep them up-to-date regarding hostages.

Facebook is a medium of choice among terror organizations, due to its high level of penetration in
the Middle East, reaching 67 percent in 2010 (Weimann, 2014). Through Facebook, terrorists look for
and target disaffected Westerners and marginalized Muslims. The U.S. Department of Homeland Secu-
rity (2010) noted various uses of the internet by terror organizations, including: a gateway to extremist
sites and radical online content by linking on Facebook group pages, and as a media outlet for terrorist
propaganda and extremist ideological messaging. Twitter has more recently emerged as the platform of
choice by terrorist organizations, becoming more popular than Facebook to disseminate propaganda as
well as to communicate among leadership and the extended network. The Islamic State has effectively
co-opted extremely popular and globally pervasive hashtags during large events, notably during the 2014
World Cup, the group flooded #Brazil2014 and #WC2014 with gruesome photos and horrifying messages
of violence. One such message spread through World Cup trending hashtags was a video entitled There
is No Life without Jihad, which features British members of IS fighting on the battlefields. Weimann
states that terrorists’ use of Twitter takes

advantage of a recent trend in news coverage that often sacrifices validation and in-depth analysis for
the sake of almost real-time coverage....under these conditions, mainstream media may take tweets as
a legitimate news source (2014, Pg. 8).

Twitter has proven to be a stronghold for the Islamic State’s decentralized communication strategy, and
enables the group’s influencers to gain the trust and support of potential recruits around the world using
clever marketing and personal contact (i.e.: direct messaging). Islamic State fighters have also capital-
ized on the glossy Hollywood video production and understand the pervasiveness of gruesome photos
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as a marketing tool, but the group has more than any other terror organization grasped the necessity to
make their jihad personal to recruits. The near intimacy that IS operatives use while luring disaffected
global citizens into the web has been a cornerstone of their success in receiving an estimated 30,000
foreign fighters since 2014 (Brooking & Singer, 2016). The authors note a Dutch IS member fighting
in the caliphate maintained an active Tumblr presence, with photos ranging from “his fellow fighters at
rest; his newborn baby; even his cat, stretched alongside a suicide belt” (ibid., 2016).

It is important to again distinguish the Islamic State’s use of social media as opposed to more tradi-
tional media to disseminate ideology and propaganda. Where terror organizations that are more insular
and traditional rely on spreading messages through proper channels from the leadership to the masses,
the Islamic State has advantageously co-opted the democratic character of the internet and social media
to allow anyone and everyone (including those who oppose them) to join and promulgate the conversa-
tion. Terror organizations based in Africa such as The Mujahideen Youth Movement, Al Qaeda in the
Lands of the Islamic Maghreb, the Oromo Liberation Front, the Movement for the Emancipation of the
Niger Delta, as well as Boko Haram all maintain a Twitter presence and will provide content in English to
target Western audiences. Although Twitter and various other social media platforms leave the potential
for corrupting the message or feed by flooding it with memes such as IS Chan, an anime girl meant to
shame IS members by depicting her in various real footage scenes, the benefit for recruitment obviously
outweighs the negatives as IS has only increased its use of Twitter (Vitale & Keagle, 2014). As 2016
U.S. presidential candidate, Donald Trump says, “There is no such thing as bad publicity.”

Contemporary terrorist organizations such as the militant group Al-Shabab use Twitter in increas-
ingly advanced manners. During the 2013 rampage on Westgate Mall in Nairobi, Al-Shabab militants
used Twitter to provide live commentary on the attack. Directly following the attack, a Somali-based
Al Qaeda affiliate tweeted the rationale for the attack on the mall and provided operational details in
real-time. The attack that killed 72 people was the first time a terrorist group claimed responsibility via
Twitter (Weimann, 2014). Twitter has become an important tool for communication and coordination
during movements and terrorist attacks alike, due to its real-time updates as well as photo, audio, and
visual capabilities. This skillful adoption of not only the internet, but also social media platforms that
allow for personal communication and consumption of extremist ideology has given global terrorist
organizations an upper hand in waging electronic jihad. Weimann states,

Terrorist followers, sympathizers, converts, and newcomers find in the new media a much lower threshold
to access terrorist-produced and terrorism-related content than they faced in discovering and signing
up for access to the hardcore forums (2014, Pg. 20).

The average citizen is now aware when a new video message is posted or published from the Islamic
State. Traditional media outlets are redistributing the content in neatly-packed current events stories
that are widely available across the world through The Guardian, The New York Times, and BBC to be
consumed by global citizens, young and old. This may be contributing to the mainstream normalization
of the horrific acts committed by terrorist organizations and a propaganda machine that is constantly
churning out content, reminding marginalized Western Muslims of the inequities in the societies in which
they live. The Counter Terrorism Internet Referral Unit in the United Kingdom, which was established
in 2010, removed 49,000 pieces of extremist content between 2010 and October 2014. This does not
seem like much until the unit reported that 30,000 pieces of content alone had been removed between
December 2013 and October 2014, of which, the majority referred to Syria and Iraq.
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In terms of the Islamic State, while a majority of their members are located within Iraq and Syria,
through using the internet to craft a global network of what U.S. intelligence officials deem as a

small unit within IS [that] is leading the group’s cyber ambitions, which range from working with hack-
ers to launch cyber attacks against their enemies, to publishing manuals that help their supporters mask
their online communication and defend themselves from those hunting them (Frenkel, 2016).

The issues with IS and their use of the internet for terroristic purposes become more complicated
because the group, like the web itself, is ever-evolving and becoming more sophisticated users of tools
like encryption, malware to take down sites that are attempting to expose the atrocities of IS to Muslims,
and a standard favorite of hacktivists and terrorists alike, denial-of-service (DDoS) attacks. Not only are
terrorist groups becoming more technologically savvy, the younger demographic allows for the swift
adoption of new platforms from across the globe that aid in the communication.

A recent study found that the median age of the world’s 1.6 billion Muslims is 23-years old (Talbot,
2015), making them within the first “digital generation” (Alder, 2013), a generation that has never not
known what it was like without the internet or digital technologies. The dominance of IS by younger
members does help the group take advantage of newer applications or platforms before governments
catch on. For example, the Berlin-based messaging application known as Telegram has become a
popular tool for Islamic State followers. In October 2015, use of Telegram spiked among IS supporters
with nearly 9,000 users following the IS channel in less than a week (Russon, 2016), and the founders
Nikolai and Pavel Durov noted at a TechCrunch panel that privacy is more crucial than fear of terrorism
(Frenkel, 2016). However, Telegram did eventually suspend “78 public Islamic State-related channels
in 12 languages” (Russon, 2016).

Terror groups are using photo-sharing services such as Instagram as a means to relate with younger
recruits and sympathizers, most of whom are within the digital generation and consume information
visually just as much as they do textually. Instagram allows IS members to showcase their battles, their
conception of the utopian caliphate and provide details into the daily life of an IS member, helping to
normalize their actions to new recruits (Vitale & Keagle, 2014). Applications such as Ask.fm and KIK
are both aimed at teenage-use and are used by IS to assist in answering questions anonymously. The
anonymity is crucial to Western users who may be interested in joining the jihadist movement but do
not know how to begin the process. These applications assist by linking the possible recruit to a member
who can provide them with answers to lure them into participation.

IS supporters are also in the business of creating applications and platforms, such as Alwari, which
operates on an Android system. Alwari was created to ensure that communications between IS support-
ers would remain secure, as reported by Ghost Security Group (GhostSec), a counterterrorism hacktivist
organization (Russon, 2016). This is not the first application that was IS-devised either. Kingsley reports
(2014), the Palestinian affiliate of the Islamic State created the Dawn of Glad Tidings application with
assistance and approval from leaders in Iraq and Syria. At the peak of its popularity Dawn of Glad Tid-
ings “posted 40,000 tweets in a single day from the battlefield using countless users’ accounts” (Vitale
& Kegale, 2014, Pg. 7). The application

allows IS to use their accounts to send out centrally written updates....the messages swamp social media,
giving IS a far larger online reach than their own accounts would otherwise allow (Kingsley, 2014).
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Hackers with numerous pro-Islamic State groups, including the United Cyber Caliphate (UCC) have
made the work of Western governments working to dismantle the communication structure of jihadism
to a new level. The UCC has published a ‘kill list’ that contained the names and personal identification
of more than 40 U.S. government employees whose jobs encompass national security and counterter-
rorism. The Cyber Caliphate Army is another hacker group that has pledged allegiance to the Islamic
State who also released a ‘kill list” of American officials, and threatened “Electronic War” on the U.S.
and Europe (Masi, 2015). The Islamic State Hacking Division has leaked personal information of nearly
100 members of the U.S. military and invited IS supporters to find and kill them (Dunham & Beech,
2015). Mikko Hypponen, cyber security expert noted in 2015 that the Islamic State has the technologi-
cal capabilities to conduct a major infrastructural attack on the West (Yadron, 2015). This is coming at
a particularly vulnerable time for U.S. digital infrastructure as international actors such as China and
Russia have exposed not only civilian data and information, but also government officials and employees.
If the Islamic State is paying attention to the U.S. presidential campaign during Summer 2016, and the
hacks of party apparatus servers or state voter registration databases, the U.S. cyber landscape can be
compromised, leaving the door open for more than just theft of data.

Beyond social media platforms and mobile applications, major technological actors like Google are
weighing free speech and content on their search engine. The company noted in May 2016 that more
than 50,000 people search for the phrase ‘join IS’ every month (Frenkel, 2016), and when one completes
the search, one can find most of the information necessary to join the organization, as well as their
ideological content that inspires attacks globally. Zelin (2015) emphasizes the breadth of the Islamic
State’s media apparatus in his study of one week’s (April 18-24, 2015) media releases from the group,
the group indeed conducts much of their communication via the internet and social media. However,
they have established numerous media “wings” that include its news agency, A’maq and radio station
al-Bayan (Pg. 88). According to Zelin’s analysis, al-Bayan Radio Station characterizes IS military fronts,
advances, and achievements daily (2015, Pg. 90). While the radio station’s broadcast area remains se-
cluded to Iraq, Syria and Libya, the news/talk radio format is broadcast in Kurdish, Arabic, English,
French, and Russian languages (Sharma, 2015). The Islamic State releases segments of broadcasts
featuring military advances on Twitter in various languages for mass consumption, adding yet another
level to their ability to influence.

OUTSOURCING TERRORISM

Transference of tactics to other established terror organizations that are not (or initially were not) affili-
ated with the Islamic State have attempted to mimic their social media and digital campaign to increase
membership. Groups such as Boko Haram, a Nigerian-based terrorist organization began borrowing
from the Islamic State tactics in 2014, taking their strategy of conquering lands and made claims of
establishing a caliphate (Youssef, 2015). Boko Haram was established in 2002 but did not begin military
operations until 2009 in northern Nigeria. The group came into international awareness when it abducted
at least 200 schoolgirls in April 2014, which led to the #BringBackOurGirls campaign via social media
whose participants included United States First Lady Michelle Obama (Ross, 2016). In January 2015,
the group established their online presence with a media channel, The Indissoluble Link that appeared
similar to the Islamic State’s Furgan channel. The Indissoluble Link also created a Twitter profile that
was immediately publicized by IS supporters (Youssef, 2015). The adoption and streamlining of Boko
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Haram’s social media and propaganda campaign suggested to many in the international community that
the group was receiving assistance from the Islamic State or wanted to legitimize themselves with the
Islamic State in order for cooperation to take place.

According to Zellin (Youssef, 2015), “For Boko Haram, working with the Islamic State bolsters its
legitimacy and could potentially help it gain recruits and funding.” According to a New York Times ar-
ticle from April 2016, Boko Haram and IS are cooperating more since the former pledged allegiance to
the latter in March 2015, citing a convoy of seized weapons on route to the Lake Chad region believed
to have originated with the Islamic State in Libya, which provides evidence that the organizations are
cooperating (Cooper, 2016). The intercontinental coordination of terrorism is as much of a consequence
of the internet and digital media as increased transparency and democracy in the West.

Although terrorism beyond IS, particularly when discussing Al Qaeda, has become more localized in
recent years (Berger, 2015) — the digital precedent set by IS has led to significant alliances for the group
in their spread of not only ideology, but in physical space. The United States, launched in August 2016,
an airstrike campaign against IS in Libya in the stronghold of Sirte (Ackerman et al., 2016); it is widely
known that Tunisia is a major exporter of terrorists who are sympathetic to the IS cause (Trofimov,
2016); and Egypt has been fighting the group in the Sinai Peninsula since 2014 (Cunningham, 2014). The
advancement of IS in the Middle East and Northern Africa (MENA) region, which includes the physical
occupation of land, utilities, and geopolitical resources as well as the effective spread of the ideological
mission has resulted in a multi-continental conflict. This conflict includes Western countries that seek
to destroy the Islamic State at its roots without considering their language and message that continues
to resonate. This global resonance that has manifested into inspired or coordinated attacks is possible
thanks to the leveling of the communications structure on the part of the Islamic State. It is through
“direct, real-time, and independently targeted engagements [that IS] formulate and solidify group loyal-
ties around jihadist messages that enact moral and religious responsibilities” (Bjelopera, 2013, Pg. 18).

As of 2016, there are more than 50 international organizations that have pledged allegiance or bay’at
to the Islamic State, making an extension of the group in their region, which now includes Egypt, Libya,
Tunisia, Chechnya, Uzbekistan, and Tajikistan (Day, 2016). This expansion of IS ideology to the MENA
region has presented numerous challenges to Western governments who would like to militarily quell
the spread of IS ideology and political theatre, but also threatens the stability of fragile Arab Spring na-
tions who have yet to rebuild stable governments. Many of the groups pledging allegiance are focused
on local or regional issues as opposed to the global jihadist movement. This is particularly interesting if
the Islamic State is going to sustain those international alliances when they are predicated on localized
issues. Although the future of the stratified Islamic State structure is to be determined, the short-term
gains and projection of strength in numbers does aid in the perception of their organization’s resiliency.

IS has taken advantage of the digital media environment’s lack of structure when it comes to com-
munication, offering a non-hierarchical, horizontal, and decentralized means to share content. While it
is critical to not overstate the importance of digital media, that is to say, traditional networks of commu-
nication, namely the family and other foundational aspects of a community (media, churches/mosques,
etc.) remain crucial pieces of radicalization, the internet and accompanying tools have supplemented
and enhanced traditional networks as well as opening the jihadist network to millions who would have
not had access to it as readily in the pre-digital era. Michael Steinbach, Assistant Director of the Federal
Bureau of Investigation, noted in testimony before the U.S. House Committee on Homeland Security
that the Islamic State’s use of horizontal media distribution “allows direct access to spot, assess, recruit,
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and radicalize” via the internet, something that no other terror organization before had attempted to do
(Steinbach, 2015).

The IS media strategy provides for personalization and a recruiter being able to customize the message
in order to appeal to individuals using various types of content, from the vicious beheading and killing
videos to memes featuring kittens to attract young women theoretically. The Islamic State has mastered
using both hard power (military fronts and inspired and/or coordinated attacks) as well as soft power
(communication of religious and political utopianism in the creation of the Caliphate), which has been
quite effective thus far not only in recruitment but confusing oppositional tactics for fighting back. For
example, as Twitter account suspensions for users dedicated to the Islamic State began to destabilize the
group’s network, which hit 235,000 suspensions in August 2016 (Flores & Brennan, 2016), IS methodi-
cally shifted their social media use from user-centric (profiles associated with or belonging to known IS
members) content dissemination to a hashtag-driven model, which further decentralizes their messages
making it hard to pin down to a single individual user profile (Glavin, 2015).

The threat of IS is occurring at a peculiar time for global relations, as we are seeing a trend in many
Western societies turning away from the globalism and integration that defined the post-modern era
toward nationalism, or rebuilding of a strong national identity while eschewing international brands,
values, and norms. This move inward could be a very dangerous detriment to the collective international
response to the Islamic State, as more nations are taking disparate measures to counter terrorism within
their borders (i.e.: immigration and/or refugee policies), yet there is not an evident coordinated global
effort to combat the spread of extremist ideology via digital tools.
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ABSTRACT

eLearning has been associated with a number of behaviors that are considered dysfunctional. Among
these behaviors that form part of the Dark Web are cyber-bullying, plagiarism, hacking and other forms
of cheating. This chapter describes, illustrates and typologizes these behaviors with cases observed by
the authors among their online students or culled from student disciplinary boards in the past ten years.
The elaboration of tales from eLearning’s dark side is followed by an exploration of policy implications.
Employing the problematique method, the authors attempt to trace the root causes (psychological, so-
ciological and technological) and offer policy options to address these roots.

INTRODUCTION
Background: The Elephant in the Online Classroom
Figure 1, an image of smiling multi-racial faces and “Like” handsigns is the stuff that nightmares of
eLearning champions are made of.
It is the frontpage screenshot of We Take Your Class, a site that would allow anyone, anywhere in the

world, to complete a formal eL.earning course without even visiting the course site. It is a paid, indiscreet
classwork-by-proxy service. For a “reasonable” fee, this globally available Web service offers to perform
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Figure 1. Online classwork-by-proxy service
www.wetakeyourclass.com Retrieved 23 March 2014.

all tests, homework, discussions and projects. On top of that, it promises the client, who may very well
be your past, present or future student, a grade of A.

In almost every forum where eLearning is discussed, questions on the means of validating student
identities have been raised. Answers range from employing fraud-detecting software to conducting
identity authentication measures such as Web on-camera examinations. Some of us have resorted to
skirting the issue by replying that students who cheat online actually cheat themselves, not the system.

We Take Your Class confirms the doubts raised by eLearning detractors and jolts us from our state
of denial. More alarming is the fact that fraud is not the only dysfunctional behavior encountered in on-
line classes. Throughout its short and rapidly paced history, eLearning has been associated with learner
behaviors considered dysfunctional not only in the higher educational arena. At times, these behaviors
- including cyberbullying, plagiarism, hacking and the active search for shortcuts - are not explicitly
manifested but assume the nature of a reality, an accepted conduct, or a matter-of-course attitude. It
is a bearing that one assumes consciously or unconsciously upon logging into the course site, which
could be more appropriately referred to as a demeanor, one that allows Web services such as the above
to thrive. Sadly, many of us too familiar with these demeanors have been sweeping them under the rug
for too long. Whenever these cases pop out in discussions among eLearning advocates they tend to be
summarily dismissed as insignificant. Collective cognitive dissonance that result in selective exposure,
perception and retention prevail.

There is an elephant in the eLearning classroom. It cheats, it bullies, and it loves to cut corners. But
we act as if it is not there. This animal needs to be dissected, its anatomy examined and its invisibility
explained.

Purpose of the Chapter

Open, distance and eLearning or ODeL is fast becoming the educational system of the future. The Open
Educational Resources (OER) initiative of the Massachusetts Institute of Technology and Massive Open
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Online Courses (MOOCs) of major Ivy League universities demonstrate the promise. A meta-analysis
conducted by the US Department of Education that synthesized the findings of over one thousand em-
pirical studies found that online students performed better than those receiving face-to-face instruction
because of: increased learning time; innovative curriculum and pedagogy; opportunities for collaboration
and reflection; and learner control over interactions with the media (Means et al, 2010).

Quality education can be made accessible to all through ODeL.. However, part of ODeL resides in the
Dark Web. It is encumbered by a problematique shaped by questions of fraud, security and propriety:
“Are we sure that our students are the ones taking our exams? Are their submissions plagiarized? Why
do discussion forums become venues for insolent exchanges? Why do students act as if the eLearning
course is an online game with their instructor as an opponent who they must outsmart?”’

This chapter comes to grips with this problematique, which has not been comprehensively addressed
and at times ignored in the current ODeL discourse. It attempts to explain the problematique by tracing
the subordinate influential factors and superordinate influential factors of this corner of the Dark Web
and explores their policy implications. Moreover, it enables us to rethink and re-examine our basic as-
sumptions regarding the relationships between delivery systems, content, pedagogy and assessment that
may be impinging upon this problematique.

Based on current literature and cases observed or culled from student disciplinary boards in the past
ten years, the chapter describes, illustrates and provides a typology of dysfunctional digital demeanors
among online students. The elaboration of tales from eLearning’s dark side is followed by an explora-
tion of policy implications on eLearning, in particular, and higher education, in general. Employing the
problematique method, the chapter traces the causes of this cluster of problems and offers policy options
to be considered, if indeed the global educational sector will embark earnestly upon ODeL.

THEORETICAL FRAMEWORK
Basic Constructs

A problematique refers to a cluster of interrelated problems and sub-problems having multiple causes.
Molenda and Di Paolo (1979) introduced the term in educational systems research using overpopula-
tion as an illustration, which is “...better thought of as a problematique -- a force which shows itself
in many forms and which has many roots, social, cultural, economic, etc.” Molenda and Di Paolo also
developed problematique analysis, a method founded on general systems theory that traces root causes
and symptoms of complex problem situations within educational systems.

General systems theory identifies interrelatedness as an attribute of all subsystems or system com-
ponents (Von Bertalanfly and Rapoport, 1967). This inquiry begins with the proposition that open,
distance and eLearning is an educational system, specifically a curricular system, made up of the fol-
lowing components: the content subsystem; the pedagogic subsystem; the delivery subsystem; and
the assessment subsystem. These subsystems are likened to four posts that hold a curricular program
together. Any change in one subsystem requires equivalent degrees of changes in the others. Otherwise,
system stability is lost.

Open, distance and eLearning presents drastic changes in the delivery system of the conventional
educational program. To some degree, content has adjusted to these changes. However, the pedagogic and
assessment subsystems have generally maintained their traditional face-to-face instruction models. The
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maintenance of traditional pedagogic and assessment models in ODeL is resulting in instabilities within
the curricular system, which now manifest as dysfunctional behaviors and demeanors of online students.

Three Cs: A Typology of Dysfunctional Digital Demeanors

The initial step in dissecting the ODeLL Dark Web problematique is determining the types of dysfunc-
tional behaviors. Based on a decade long practice and observation of teacher-learner online interactions
supplemented by current literature, dysfunctional el.earning behaviors may be classified under three
types: cheating; cyberbullying; and cutting corners.

Type 1: Cheating

Case Number 1: Student A represents a composite picture of plagiarism respondents in student disciplin-
ary board transcripts and instructor’s journals at the University of the Philippines - Open University.

Student A, enrolled in an online graduate program, is charged with plagiarism. He is based in Europe
working for an international development agency. The deadline for a term paper in one of his elective
courses coincided with the submission date of an important report that he has to prepare for the agency.
Faced with conflicting priorities, he focused his efforts on the agency report rather than on his paper.
Having very little time to prepare the class requirement he cut and pasted substantive sections of his
main reference into the paper thus attributing them as his own.

What was going on in his mind at the time? The following thoughts are indicative:

It felt easy since my instructor was thousands of miles away. Cutting and pasting is so convenient and
time saving. It can be done in three mouse clicks.

My main reference is already written perfectly and there was no other way to rewrite the paragraphs
without losing the thought. This is not really plagiarism because I already wrote half the paper anyway.
Moreover, I am not a bad person. I just need the extra time for my report.

Description: Under cheating is a variety of behaviors that demonstrate dishonesty such as classwork-by-
proxy, ghostwriter engagement, and plagiarism. Students plagiarize in spite of detection services
such as Turnitin.com, IntegriGuard, EduTie, and PlagiServ. In fact, plagiarism can also be detected
through search engines such as Google, Bing, Yahoo, and others.

Engaging the services of ghostwriters is also getting prevalent. Heberling (2002) identified services
that sell readily available term papers or thesis for a fee or customized ones with more expensive price
tags. These include A1 Term Papers, The Cheat Factory, SchoolSucks.com, Cheater.com, Genius Papers,
Evil House of Cheat, Superior Term Papers, 12000 Papers.com and Accepted.com, among others. At
times, these services are offered with waived fees since profits can be generated through advertisements
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posted on ghostwriting sites. More disturbing is the finding that engaging the services of ghostwriters
is an accepted practice among many undergraduate students (Caballero, 2012).

Classwork by proxy, engaging ghostwriters, and plagiarism are identity-related cheating. However,
cases of dishonesty among online students go beyond identity-related fraud. They come in various forms.
Rowe (2004) enumerates a number of “technical tactics” used by students:

1. A student who has taken an examination in advance may take screen shots of online tests or memo-
rize test items. They he/she leaks or even sells the test questions.

2. A student may hack course sites or crack software codes allowing him/her to log in as the instruc-
tor. He will access test answer keys especially if questions are taken from a pool or item bank.

3. A student may use spyware to view the answers of others during the test.

4. A student may use “sniffers” that decipher the message packets of a local area network that have
been used by fellow students or the instructor to obtain answers and passwords.

5. A student may use a variety of hacker attack methods to gain server administrator privileges on
the course server.

6. A student may use computer-forensics tools that access the cache after a fellow student or the
instructor logs out.

7. A student may pretend that there was a power failure while taking the online exam and thus be
given the opportunity to retake the test after getting familiar with the items.

8. A student may change the system clock making the grading server assign an earlier date to a new
assessment.

9. A student may steal the password of instructors to change the grades.

In summary, the online cheating type comes in two forms: identity-related cheating (e.g., plagiarism,
engaging ghostwriters, credit-by-proxy); and technology-augmented cheating (e.g., hacking, sniffing,
employing spyware, doctoring, etc.)

Type 2: Cyberbullying

Case Number 2: In online discussion forums, teachers are often confronted with a situation similar to
the following.

Students B and C are enrolled in an undergraduate social science course. Student B posts a response to
a discussion thread started by the teacher. In an unguarded moment, Student C emboldened by the lack
of physical presence loses her sense of propriety and throws in an unkind remark of Student B’s post
without giving it a second thought. Student B is offended and responds with a venomous reply to Student
C’s comment, calling her an “Idiot.” After an embarrassing silence, the instructor steps in to diffuse
the situation. However, from then on, Student B would insolently pick on any item posted by Student C
discouraging her from actively participating in the online discussion forum for the rest of the semester.

Then there is Student D, enrolled in a post baccalaureate pre-master’s computer science program.
Student D has been a software developer for several years. In the class discussion forum, he questions
the reasons behind the use of the C++ language given in the course module written by the faculty-in-
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charge. The FIC does not respond but his tutor does implying that the instructor knows best. Student D
goes ballistic with the tutor’s explanation arguing that he (Student D) “knows his stuff.” He “flames”
his tutor with invectives. Other students come to the aid of the tutor. Consequently, they find themselves
at the receiving end of Student D’s abusive tirades.

Description: Cyberbullying is a manifestation of what is known as the online disinhibition effect, the
decline of social reservation during online interactions. In the past ten years, we have personally
observed several forms of cyberbullying in our online discussion forums. At times, it is done by
an individual, a class bully who dominates the discussion and would always have the last word. It
may be done by a group who would collective pick or gang up on individuals at a time.

Bullying in our online classes takes the form of the following: imposing one’s ideas in an online
discussion; responding to a post with a humiliating remark; taking credit for a classmate’s idea; belit-
tling somebody else’s work or opinion; revealing embarrassing facts about a classmate; and others that
revolve around abuse, humiliation, intimidation, and domination. Bullies in online classrooms are as
threatening as bullies in traditional classrooms. Even if those who engage in it are relatively few, bully-
ing is disruptive. We have noted that a bullying episode changes the atmosphere of the class and it does
not end there. The exchanges between the bully and the victim become a spectator sport that spreads in
other social media platforms.

Type 3: Cutting Corners - The Path of Least Resistance

Case Number 3: Student E is an undergraduate under the multimedia studies program. She has occupied
herself with computer games for the greater part of her life. Subconsciously, she assumes the gamer
mode when engaged in online learning and would, as gamers do, cut corners and look for hidden
“cheats” even within the MOODLE course site.

Student E considers her online course as a game to win. She sees herself and her online instructors (and
even the learning management system) as protagonists. Upon successfully passing a course, she would
announce in her social network that it was time to celebrate because she has outsmarted her instructor.

Description: Among online students, the tendency to cut corners and look for shortcuts is influenced
by the “gamer’s agenda,” the intent to win by outsmarting the system. This factor prompts students
to produce what Hebertling (2002) describes as sloppy output from cut and paste technology to
beat course calendars. Furthermore, students rationalize their online behavior through their game
identities. The person who cuts corners in the online classroom is not really him/her but an avatar,
which is on a quest and would do what it takes to succeed.

Suler explains, “... some people see their online life as a kind of game with rules and norms that don’t
apply to everyday living. Once they turn off the computer and return to their daily routine, they believe
they can leave behind that game and their game identity. They relinquish their responsibility for what
happens in a make-believe play world that has nothing to do with reality (p.323).” That make-believe
play world just happens to be a formal online course.
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What factors cause these attitudes and behaviors? The following section will trace these factors and
will endeavor to differentiate the root causes from their symptoms.

PROBLEMATIQUE ANALYSIS

Problem structure analysis or problematique analysis is a systems research procedure that has been used
almost exclusively in identifying and analyzing subordinate and superordinate influential factors of
complex problems within educational systems (Tiffin, 1978; Molenda and DiPaolo, 1979; Flor, 1982).
Subordinate influential factors are the immediate or primary order causes of individual conditions in
the complex web of glitches and snags within the problematique. More often than not, these immediate
causes are merely symptomatic of deeply embedded roots known as superordinate influential factors.
The significance of differentiating subordinate influential factors from superordinate influential fac-
tors come into play when one attempts to solve the problematique. Addressing the subordinate factors
become ineffectual since the problem situation will most certainly recur or reappear. Addressing the
comparatively few root causes or superordinate influential factors on the other hand would disentangle
the entire problematique. Thus, problematique analysis enables us to focus our time, energy and resources
on resolving the factors that matter.

Subordinate Influential Factors

Of Cheating: Lincoln (2002) pointed out the following reasons for online cheating. It enables one to
maintain high Grade Point Averages. Online cheaters are unlikely to get caught. It is no longer
socially unacceptable and everyone does it. Cutting and pasting material is quick, easy, and very
tempting. Everything on the Internet is in the public domain. Some faculty members prefer to
ignore the problem.

The perception that online cheating is no longer socially unacceptable and that everyone does it is in-
dicative of the scale at which cheating is practiced. The act of cheating feeds on itself, specifically the
awareness that similar acts have been done without consequences. This perception coupled with the
apathy displayed by some faculty members are higher order causes. On the other hand, maintaining
high GPAs; the unlikeliness of getting caught; and the speed and ease of cutting and pasting are direct
causes of cheating.

e Inappropriate Assessment Models: Maintaining high GPAs is indicative of a defective evalu-
ation and assessment system adopted by many ODeL programs, which by definition should be
guided by open education philosophies. Applying the conventional grading system in ODeL is
unwise given the distance between the teacher and the learner as well as its attendant technolo-
gies. Measures of cognitive gain may no longer be appropriate nor accurate given these factors.
Instilling GPA primacy among online learners is clearly out-of-place within the ODeL environ-
ment, particularly in higher education. Additionally, inappropriate assessment models give rise
to oppositional relationship between teachers and students, which in-turn influence students to
see the online classroom as an arena for a game. It encourages the student to adopt the very same
gamer’s agenda that has been discussed above and will be elaborated further below. Engaging in

43



Dysfunctional Digital Demeanors

this cat and mouse game has been the preoccupation of both students and teachers perennially
sacrificing the primacy of learning and instruction.

e  Technology: While cheating is found in both traditional and online settings, it occurs more often
in the online mode (Heberling, 2002; Watson and Sottile, 2010). The technical tactics enumerated
in the previous section imply that technology enhances online cheating. Heberling (2002) noted
that there is a greater propensity to cheat during online tests or assessments. Technology augments
cheating. It is a double-edged sword. The very technology that one employs to enhance learning
is the same technology that augments cheating.

° Distance: Another factor that influences cheating is distance. Cizek (1999) observed the increase
of cheating incidents in the second half of the twentieth century among older students through
age 25. He found that cheating increases as the bandwidth (information per second) of the com-
munications channel between teacher and student decreases. Thus, cheating is inversely related to
teacher-student interaction. Cheating now becomes a function of distance. The farther the distance
between the learner and the teacher, the greater is the tendency for cheating (George and Carlson,
1999; Cizek, 1999). This was recently validated by Ravasco (2012) in a study conducted among
online graduate students. However, distance may likewise be a factor in the unsuitability of as-
sessment models used.

e  Remedial Measures: Ravasco believes that distance could be bridged through frequency of in-
teraction, “Frequent interaction, no matter how informal, creates good teacher-student relations.
Frequent teacher feedback and timely suggestions make the students feel attended to. Frequency
of course board discussion and participation of students increase personal knowledge and styles of
each other’s writing and thinking capabilities thus preventing dishonesty in the process.”

In summary, the subordinate influential factors of online cheating are: inappropriate assessment
models; technology; and distance. It can also be said that these factors influence one another. Specifi-
cally, technology and distance make traditional assessment models inappropriate.

Of Cyberbullying: It has already been explained that cyberbullying’s immediate cause is online disin-
hibition, which we describe as the decline, loss or absence of proper social reservation or restraint
during online interactions.

° Factors Creating Online Disinhibition: Suler (2004) names six factors that interact with each
other in creating the online disinhibition effect. These are: dissociative anonymity, invisibility,
asynchronicity, solipsistic introjection, dissociative imagination, and minimization of authority.

Dissociative anonymity is an attribute of one’s online persona wherein the online and offline identities
are not integrated. Hence, one may not own up to one’s online behavior. Suler explains, “Whatever they
say or do can’t be directly linked to the rest of their lives... The online self becomes a compartmental-
ized self in the case of expressed hostilities or other deviant actions (p.322)...” such as cyber-bullying.
Invisibility, on the other hand, relates to the lack of physical presence during online interactions. Thus,
online students do not have to worry about how they look or sound or how others look or sound in re-
sponse to what they post (p.322). Asynchronicity refers to the online attribute of controlled feedback.
Ordinarily, feedback inhibits us from engaging in outrageous behavior. Conversely, not having to cope
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with someone’s immediate reaction disinhibits people (p.322-323). Solipsistic introjections or talking
with oneself, which encourages disinhibition because talking with oneself, feels safer than talking with
others (p 323). Dissociative imagination is the tendency to relinquish responsibility for what happens in
the online world (p323) and the distinction between online fantasy environments and online social envi-
ronments blur (p324). Lastly, minimization of authority refers to the unwritten tenet of equality within
the Internet environment. Everyone - regardless of gender, race, wealth, designation or status - has an
equal voice and starts off on a level playing field (p.324). A related concept to this is that of entitlement,
i.e. everyone is entitled to express his or her own opinion.

e  Remedial Measures: Race and Pickford (2007) believe that it is more challenging to manage cy-
berbullies because of the difficulty in interpreting emotions. They outline the following measures
for dealing with disruptive students online:

° Delete any inappropriate postings on the discussion board.

° Phone or email the disruptive student and objectively inform the student of the problem and
how they were disruptive.

° Explain what the possible consequences will be if they continue.

° For a persistent offender consider blocking the student from posting in a forum or removing
that student from the group.

° Save any postings for future reference.

These remedial measures, however, would not guarantee that students no longer engage in cyberbul-
lying. They may be discouraging the act but they do not address the causes of the act. Given the oppor-
tunity, the cyber-bully’s attitude and behavior will resurface and recur, as elements of a problematique
do, if the root causes are not addressed.

Of Cutting Corners: Online students cut corners because they think and act like gamers. It is in the
nature of gamers to look for short-cuts or “cheats” (Maligalig, 2012). Apart from satisfying the
gamer’s agenda, online students cut corners because most of them are engaged in full-time employ-
ment and/or encumbered by domestic responsibilities. They have limited time to do their online
coursework and, thus, see their salvation in short-cuts.

These are further exacerbated by other socio-cultural factors such as: peer pressure of having their
classmates complete the requirements way before they do; and the need for an advanced degree in order
to succeed in their career. For students who are prompted to cut-corners because of the latter, their main
objective in enrolling is not to learn but to move up in their careers. They do not feel the need to engage
in the learning activities afforded to them. The less time it takes for them to complete a requirement, the
better. Additionally, they feel no qualms about their behavior because of the same cyber-psychological
factors that create the online disinhibition effect. In our experience, remedial measures to curb cutting-
corners are yet to be instituted and documented.

In summary, the subordinate influential factors of cutting corners are: the adoption of the gamer’s
agenda; socio-cultural factors such as peer pressure, domestic responsibilities and career demands; and
cyber-psychological factors that create online disinhibition. The superordinate influential factors or root
causes of cheating, cyber-bullying and cutting-corners will now be traced.
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Superordinate Influential Factors

The subordinate influential factors that bear primarily upon cheating, cyberbullying and cutting-corners
are: inappropriate assessment models; online disinhibition; and the adoption of the gamer’s agenda. These,
in turn, are caused by: the distance factor that makes conventional assessment models inappropriate;
the technological factor that bears upon assessment and online disinhibition; cyber-psychological fac-
tors that influence both online disinhibition and the adoption of the gamer’s agenda; and socio-cultural
factors that result in the adoption of the gamer’s agenda and cutting corners. Inappropriate assessment
models likewise cause adversarial relationships between online teachers and students, which in turn
contributes to the gamer’s agenda that lead to cutting corners. It is a complex web of causes and effects
of the primary and secondary order.

Can we now refer to the secondary order causes — distance, technology, cyber-psychological factors,
socio-cultural factors - as superordinate influential factors? Note that these factors are attributes of open,
distance and eLearning. In other words, they are givens and ordinarily should not lead to dysfunction.
But they do. Hence, there may still be causes of a higher order.

What then are these causes? Based on our theoretical framework, the clusters of problems have only
one superordinate influential factor. Contradictions between the delivery system, the pedagogical system
and the assessment system cause the subordinate influential factors and are responsible for the entire
problematique. Employing lower order cognitive instead of meta-cognitive learning objectives; adopt-
ing highly structured course outlines; enforcing strict course calendars; necessitating inflexible course
requirements; and implementing non-authentic assessment methods - all pose contradictions to an open
and distance delivery system. These contradictions make up the superordinate influential factor or the
root cause of the ODeL problematique.

We revisit our theoretical framework, which submits that open, distance and eL.earning is a curricular
system. Curricular systems are made up of the following subsystems: the content system; the pedagogic
system; the delivery system; and the assessment system. These subsystems are likened to four posts that
hold a curricular program together. Changes in one subsystem require equivalent degrees of changes in
the others. With the dramatic changes in the ODeL delivery system, equally profound adjustments in
content, pedagogy and assessment need to be instituted as well, without which contradictions emerge
that now manifest as dysfunctional student behaviors and attitudes.

The Problematique Map

The preceding analysis can be visually represented with the problematique map shown in Figure 2.

The open, distance and eLearning problematique presents itself with three faces: online cheating,
cyber-bullying and cutting corners. Distance and inappropriate assessment models cause cheating.
Online disinhibition result in cyberbullying. The gamer’s agenda influence students to cut corners.
The technological factor makes conventional assessment models inappropriate for ODeL, which in
turn result in a perceived adversarial relationship between the teacher and the online student. The latter
coupled with cyber-psychological and socio-cultural factors contribute to the gamer’s agenda. Technol-
ogy, cyber-psychological and socio-cultural factors result in online disinhibition. Distance, technology,
cyber-psychological factors and socio-cultural factors are not superordinate influential factors but simul-
taneously occurring givens within an ODeL delivery system. Contradictions among delivery, pedagogy
and assessment bear upon these four to weave the ODeL problematique.
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Figure 2. Subordinate and superordinate influential factors

POLICY IMPLICATIONS

How do we disentangle this problematique?

Theoretically, if we try to solve the subordinate influential factors individually they may disappear
for a while. But the problems will soon recur because we are merely addressing the symptoms instead of
the root cause. Suppose we shift to on-camera or face-to-face assessment procedures, impose sanctions
on disruptive students who display online disinhibition, and enforce rules on cutting corners. We may be
able to control these dysfunctional digital demeanors for the semester. But there is no guarantee that in
succeeding semesters, our courses will not have their share of cheats, bullies and gamers. Not unless we
address the superordinate influential factor and resolve the contradictions between our online delivery,
pedagogy and assessment models through policy.

e  ODeL Policy for TVET, NFE, and Higher Ed: One policy option that may be considered is to
use ODeL exclusively for higher education, technical-vocational education and training, and non-
formal education. It should discourage the use of open, distance and eLearning to basic education
levels in the formal mode. Blended learning may be employed with the appropriate congruencies
among delivery, pedagogy and assessment. But it is inadvisable to apply a purely self-regulated,
autonomous learning system on basic education.

e  Authentic Assessment Policy for ODeL: Another option is to rethink our assessment approach
and adopting authentic modes instead. However, there should be several levels of assessment:
assessment for feedback on learning design; assessment to pass or fail; assessment for scholastic
achievement; and portfolio assessment. The level of assessment is inversely proportional to the
degree of learning autonomy.

o  Divorcing Instruction From Assessment: The preceding analysis offers several insights. First, it
reveals that the circumstances of eLearning such as distance and technology enable and encour-
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age students to cheat if contradictions remain between the delivery system and the pedagogical
system. If we still maintain lower level cognitive instructional objectives instead of metacognitive
learning objectives in our online classes, then it is an invitation for our students to use the technol-
ogy at their disposal to cheat. Second, it has made us realize that assessment has gotten in the way
of learning. Students may value the results of assessment more than the fruits of genuine learning.
In higher education, we should not allow assessment to get in the way of instruction. Learners
should not acknowledge grades as the end-all of their educational endeavor. Similarly, teachers
should not consider grades as the primary gauge of learning and should not spend a substantial
part of his/her time policing the student.

These insights necessitate changes in both pedagogic and assessment subsystems of ODeL. A research
informed supply-side pedagogic paradigm and a demand side-assessment paradigm may be considered.
This may imply the separation of pedagogy from formal assessment. Curriculum development, produc-
tion of knowledge products, instructional design and delivery system development, informal assessment
in aid of instructional design may be assumed by the faculty. However, formal assessment should be
done by a third party independent from instruction. This third party may still be part of the educational
institution or may be a separate entity altogether representing employers or industry. Assessment may
be linked directly to accreditation, whether the University’s or the employer’s.

e  Educational Policy Consistent With Openness: Open, distance and eLearning is founded upon
educational philosophies of openness, learner-centeredness, connectivism and constructivism.
ODeL is not merely employing the Internet as an educational platform. It is enabling the student
to learn for him/herself on his/her own terms. It means allowing networking synergies to bear
upon the learning process unhindered by rules and boundaries typical of conventional face-to-face
instruction. One may argue that this type of independent, self-regulated learning cannot be applied
effectively on basic education, which requires dependencies and control. However, open univer-
sities have never claimed nor have recommended that ODeL be used for any level in the formal
mode other than higher education.

This is how we untangle the problematique, by addressing the root cause. An educational policy
consistent with openness, independence and constructivism should guide our open, distance and eL-
earning undertakings.
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KEY TERMS AND DEFINITIONS

Assessment: In the educational sense, reviewing and measuring the learning outcomes of an edu-
cational activity.

Cyberbullying: Abusive, domination and intimidating behavior during online interactions.

Cyberpsychological: Of or pertaining to states of mind associated with online activities.
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Dark Web: That part of the World Wide Web where illegal, illicit and illegitimate activities are
conducted clandestinely.

Demeanor: Conduct or behavior arising from a character, a bearing or an attitude.

ODeL: Acronym for Open, Distance, and eLearning.

Online Disinhibition: The lack or decline of social decorum or reserved behavior during online
interactions.

Problematique: A complex cluster of simultaneously occurring interrelated problems.

Subordinate Influential Factors: Immediate causes of a problem situation.

Superordinate Influential Factors: Root causes of a problem situation.
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ABSTRACT

The main purpose of this chapter is to illustrate a landscape of current literature in cybercrime taking
into consideration diffusion of innovation theories and economic theory of competition. In this chapter,
a narrative review of the literature was carried out, facilitators leading to cybercrime were explored
and explained the diffusion of Cybercriminals’ best practices. Cybercrime is compatible with young
adults lifestyle (familiarity) and requires little knowledge. Moreover, barriers to entry related to costs
(psychological, financial), risks and investments are low. This review provides a snapshot and reference
base for academics and practitioners with an interest in cybercrime while contributing to a cumulative
culture which is desired in the field. This chapter provides insights into barriers to entry into cybercrime
and the facilitators of cybercrime.

INTRODUCTION

Cyberspace has created a new dimension of social interaction. It has transcended time and space, and,
as such, physical context is no longer linked with social situation. A virtual presence need not be true
to the actual persona of its creator in the physical world. This simple fact has had an alarming effect
on the negative cyber behaviors of today’s youth, who have used the anonymity of the web to indulge
in cybercrime or hacking. It has become critical to inquire into and understand the growing criminal
cyber-behavior of teenagers. This requires a detailed study of the meanings of and differences between
hacking and cybercrime and the visualization and use of these terms by the youth alongside their at-
titudes towards both.

Further, a growing number of scholars state that the Internet presents “some unique opportunities
for deviant behavior” (Rogers et al., 2006). Technology has given people the unprecedented ability to
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hide their identities under cover of anonymity, and they can avoid the penalty for embarrassing or il-
legitimate activity. Whereas few people (of any age) would be able to walk into a room full of complete
strangers and share nude photos of themselves, talk about sex, or discuss illegal use of drugs, they can
do it online behind the “protection” of the magically anonymous keyboard. This ability profoundly af-
fects the online behavior of teenagers.

Nevertheless, although some researchers have studied this issue, the factors leading young adults
to adopt a web-deviant behavior have received less attention. From this background, the present article
sets out to explore the facilitators of hacking and cybercrime. This paper will explain the diffusion of
web-deviant behavior amongst young people through an analysis of the literature study while taking into
consideration the conceptual model of diffusion of innovation by Greenhalgh et al. (2004).

CYBERCRIME VS. HACKING

Cyberspace transforms the scale and scope of offense; has its own limits, interactional forms, roles,
and rules; and it has its own forms of criminal endeavor (Capeller, 2001). According to Yar (2005), the
“novel socio-interactional features of the cyberspace environment (primarily the collapse of spatial-
temporal barriers, many-to-many connectivity, and the anonymity and plasticity of online identity) [...]
make possible new forms and patterns of illicit activity.” Anyone who is computer literate can become
a cybercriminal.

There is still no clear definition of “cybercrime” (Fafinski et al., 2010). In some cases, cybercrime
can encompass the use of computers to assist “traditional” offending but it can also be a crime medi-
ated through technology (Wall, 2007) or an exclusive technological crime, such as a denial-of-service
attack). Many criminal law scholars focus on the legalistic framework. For instance, Wall (2001) uses
the categories of criminal law to create categories of cybercrime. Others categorize cybercrime as an
offense “related to computers, related to content or against the confidentiality, integrity and availability
of computer data and systems” (Council of Europe Convention on Cybercrime, 2001).

The use of the term “hacker” has changed over the years from a positive and complimentary defini-
tion — the enthusiastic computer programmer who is particularly brilliant — to a negative and pejora-
tive one: the cybercriminal. Nowadays, “cybercriminal” is a term synonymous with “hacker.” Hacker,
as a term, is commonly used by the mass media to refer to an intruder breaking into computer systems
to steal or destroy data. Police describe almost any crime committed through, with, by, or against a
computer as “hacking.” “For many people, the hacker is an ominous figure, a smart-aleck sociopath
ready to burst out of his basement wilderness and savage other people’s lives for his own anarchical
convenience” (Sterling, 1993).

This concept of “hackers” is still the subject of heated controversy. In response to the common de-
monization of the term hacker, The New Hacker’s Dictionary (Raymond & Steele, 1991) has coined the
term “‘cracker.” Crackers use their computer-security-related skills to author viruses, trojans, etc., and
illegally infiltrate secure systems with the intention of doing harm to the system or criminal intent and
to differentiate them from the original and non-criminal hacker. This article will use the term hacker in
its original positive meaning and the term cracker for those committing cybercrime.
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CONCEPTUAL MODEL AND METHODOLOGY

Originally, hacking was seen as innovative behavior; even the original term “hack” was a slang word used
by MIT students in the 1950s to refer to an improvement. According to Rogers (1983), an innovation is
“an idea, practice, or object that is perceived as new by an individual or other unit of adoption.” Further,
the central meaning of innovation relates to improvement or renewal, with novelty being a consequence
of this improvement. However, eventually hacking led to many teenagers deviating from using their
skills to improve or push the limits of their expertise to using those same skills for cybercrimes, such as
Internet extortion and fraud. Our hypothesis is that hacking is an innovation compared to cybercrime and
is different from either cyber or traditional criminal behavior. Computer hacking can lead to construc-
tive technological developments; for example, former hackers Dennis Ritchie and Ken Thompson went
on to create the UNIX operating system in the 1970s, and hacker Shawn Fanning created Napster. An
analysis of literature through a model of diffusion of innovation highlights the facilitators of hacking.

We used the conceptual model of diffusion of innovation by Greenhalgh et al. (2004). The authors
conducted a systematic review of empirical literature and theory pertaining to the diffusion of innova-
tion. They studied 6,000 papers, books, and abstracts, focusing on 495 sources for the final report. They
formulated a conceptual model from the synthesis of these theoretical and empirical findings; this model
categorizes the critical success factors for innovation.

The key attributes of successful innovation indicated in their model involve multiple elements:

—

Compatibility — Must be consistent with the adopter’s values and perceived needs.

Risk — Zero risk is highly unlikely, so we have modified this need to an acceptable level of risk,
where the possibility and value of loss is inferior to the expected positive outcome.

Relative advantage — Better than the previous model in terms of effectiveness or cost-effectiveness.
Ability to solve user issues — Improving users’ performance.

Observability — Must have visible benefits.

Accessibility — Must be easy to use and require only a little knowledge.

Adaptability — Must be modifiable to fit users’ needs.

Support — Should be open to experiment and have a supporting community providing training
and customization.
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This research used this framework to analyze the present literature on cybercrime and hacking. An
extensive narrative literature review (King & He, 2005) was conducted, synthesizing prior research and
analyzing it with regard to the hypothesis. Traditionally, literature reviews target prominent journals
and conferences. This approach is relevant to mature research topics but is not pertinent for a literature
review on cybercrime, as it is a contemporary phenomenon; therefore, focusing on limited outlets cannot
be justified. In light of this, this effort mainly focused on online databases and targeted Business Source
Complete, ProQuest, ScienceDirect, Scirus, Scopus, and Web of Science. We conducted keyword and
abstract searches across these six databases for all available years. Articles were filtered by scanning
titles, abstracts, and excluding duplicates and articles only mentioning hacking or cybercrime that were
not focused on these topics. After a full text review, irrelevant articles were discarded and we classified
the remaining articles under each of the critical success factors 