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900 packets per second



Telnet/Mirai Probes







The DarkNet



Surface Web
(4% of  WWW content)

Deep Web
(96% of  WWW content)



Surface Web. 315 million 
domain names.

232 and 2128 IP address 
space.

Dark Net
Tor is 280 address space.



Many crypto. So anon.



Many Darknet. 
So Confuse…

Tor Tribler
I2P GNUNet

Freenet OneSwarm
Gigatribes ZeroNet
RetroShare Syndie
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Popularity of No-longer Existent HSes

HS Address Requests/Day Days Observed Description

177ukkijtdca2tsy 679,470 9 Botnet Sefnit

7sc6xyn3rrxtknu6 525,930 11 Botnet Sefnit

pomyeasfnmtn544p 514,766 10 Botnet Sefnit

ceif2rmdoput3wjh 247,296 6 Botnet Sefnit

censored 6,603 10 Child Abuse

Source: Global Commission on Internet Governance, The Tor Dark Net, September 2015
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Non-sequential Snapshot of Popular HSes

HS Address Requests/Day Days Observed Description

Censored 168,152 12 Child Abuse

silkroad6ownowfk 8,067 11 Silk Road

agorabasakxmewww 3,035 8 Agora

k5zq47j6wd3wdvjq 2,589 5 Evolution

xmh57jrzrnw6insl 1,341 7 Torch

3g2upl4pq6kufc4m 1,223 4 DuckDuckGo

wikitjerrta4ggz4 555 12 HiddenWiki

mail2tor2zyjdctd 266 8 Mail
Source: Global Commission on Internet Governance, The Tor Dark Net, September 2015
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Hidden Service Open Ports

Source: “Content and popularity analysis of Tor hidden services”, November 2014
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What’s the relevance of this data?

Actual usage vs possible usage

Actual size of the darknet is tiny 

Botnets love the darknet























Source:  Owl Cybersecurity



Source:  Owl Cybersecurity



X-Powered-By: PHP/5.5.9-1ubuntu4.5

Released 2014-10-29 

https://launchpad.net/ubuntu/+source/php5/ versus

https://launchpad.net/ubuntu/+source/php5/5.5.9+dfsg-1ubuntu4.20

15 CVE’s behind current version.

Interesting Metadata

https://launchpad.net/ubuntu/+source/php5/
https://launchpad.net/ubuntu/+source/php5/5.5.9+dfsg-1ubuntu4.20




Top Countries

United States 24

Germany 4

Colombia 3

China 3

Ireland 2
Source: https://exploits.shodan.io/?q=lighttpd%2F1.4.33
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Summary

Need to be aware of both darknets

Old darknet is still very active and as dangerous as ever

New darknet is tiny and the source of many emerging dangers
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Any Questions? 
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Thank you!
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