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Web Security Activity: Part 1 (Lab Setup) 
 

Description: 

 

WebGoat is a deliberately insecure web application maintained by OWASP and it is designed to 

teach web application security lessons. This program is a demonstration of common server-side 

application flaws. The WebGoat exercises are intended to be used by people to learn about 

application security and penetration testing techniques. 

WARNING 1: While running this program your machine will be extremely vulnerable to attack. 

You should disconnect from the Internet while using this program. WebGoat's default 

configuration binds to localhost to minimize the exposure. 

WARNING 2: This program is for educational purposes only. If you attempt these techniques 

without authorization, you are very likely to get caught. If you are caught engaging in 

unauthorized hacking, most companies will fire you. Claiming that you were doing security 

research will not work as that is the first thing that all hackers claim. 

Prerequisite: Java 11 and above 

To check whether java is installed or not: 

Open terminal/Command Prompt→ type “java –version”→ You will see the java version. 

If you do not have Java 11, down load it from this site: 

 https://www.oracle.com/technetwork/java/javase/downloads/jdk11-downloads-5066655.html 

Lab Setup 

1. Navigate to the following link and download ‘webgoat-server-8.0.0.M25.jar’ 

https://github.com/WebGoat/WebGoat/releases 

Do not download the M26 version. 

 

2. In a Terminal/Command Prompt window, navigate to the directory where you saved the 

above JAR file: 

You can use cd file_path/file_name to navigate to the location of file (generally the 

downloaded file goes into download folder but you can place it in the desired location). 

Hint: type the command: ‘cd Downloads’ 

3. Now execute the following command: 

 

https://www.owasp.org/index.php/Main_Page
https://www.oracle.com/technetwork/java/javase/downloads/jdk11-downloads-5066655.html
https://github.com/WebGoat/WebGoat/releases
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java -jar webgoat-server-8.0.0.VERSION.jar 

The “VERSION” should be replaced with the correct version name (M25)->  

Example: java -jar webgoat-server-8.0.0.M25.jar 

It should take 10-20 seconds for the server to be up and running.  

 

Troubleshoot:  

 If you are getting the "UnsupportedClassVersionError" while trying to start the webgoat 

server, then you have to set the path variable. 

Go to systems->advanced system settings->Environment Variable->Click on Path under 

System variables-> click edit->new->add the path- path of the Java until the bin folder 

(example-for me it was C:\Program Files\Java\jdk-11.0.5\bin)->ok 

 After setting the path variable, then command prompt (cmd) needs to be closed and 

opened again.  

 Try to run the webgoat server now. It should work. 

 If again you are getting an error, you can again check the path variable. Sometimes a path 

with oracle gets added, which needs to be deleted. 
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4. Once installed connect to http://localhost:8080/WebGoat using your browser. You should 

see the following screen: 

 

 

5. Now you can click on ‘Register new user’ and create a new user that you will use for this 

lab. 

 

6. SUBMISSION: Take a screenshot (Screenshot 1) of WebGoat “home page” page on your 

browser with a notepad containing your student name and ID number visible. Add it in a 

word document, called YourLastName_WebSecurityActivity.docx. After you complete 

part 2, you will upload this document on Canvas individually. (10 points) 

 

http://localhost:8080/WebGoat

