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Web-Based Application Design and Development (ITIS 3135)

Part 2:

Web Security Activity: Part 2

individual work

In this part, you will be able to describe an XSS attack and the risks it poses to an organization.
You will also be able to do a basic XSS evaluation of web applications. (If you are doing this
part right after part 1, you can skip next step 1, 2, and 3 in this document)

1. Open ‘Command Prompt’ and navigate to the folder where you downloaded the WebGoat
jar file (hint, type the command: ‘cd Downloads’). Then type the following command to

start WebGoat server:

java -jar webgoat-server-8.0.0.M25.7jar

Wait until the server is up and running (You will see the following message)

x

ntextPersistenceFilterP14983265, org.springframework.zecurity.web.header.HeaderW
riterFilter@4ea?ed?8, org.springframevork.veb.filter.CorsFilterP3818886c, org.sp
ringfranework.security.web.authentication.logout.LogoutFilter@358be5ec, org.spri
ngframework.security.web.authentication.wuww.BasicAuthenticationFilter@58841bh11,
org.springframework.security.weh.savedrequest . RequestCachefAwvareFilter@35e357h,. o
rg.springf ramework.security. web.servletapi.SecurityContextHolderAvareRequestFilt
erf724c2bed,. org.springframevork.security.web_authentication.AnonymousAuthentica
tionFilterf2hY6ecdS, org.springframework.security.web.zession.SessionManagementF
ilter@36i483eb. org.springframewvork.security.web.access.ExceptionTranslationFilt
erfhhifc4?, org.springframevork.security.web.access.intercept. . FilterSecuritylnte
rceptorBefhfd28b]

2017-18—-1"7 14:-98:18.972 INF0Q 1112 — [ mainl] s.w.s.m.m.a.RequestMapp
ingHandlerAdapter : Looking for EControllerAdvice: org.springframework._boot._cont
ext .embedded -AnnotationConf igEmheddedWebApplicationContext@64485a47: startup dat
e [Thu Oct 17 14:87:58 PDT 28191; root of context hierarchy

2019-10—17 14:88:11.691 INFO 1112 —— [ main] o.s.j.e.a.AnnotationMBe
anExporter : Registering heanz for JME expozure on startup

2017-18—1"7 14:-¥8:11.7896 INFO 1112 — [ mainl] o.s.c.support.DefaultLi
fecycleProcessor : Starting heans in phase @

2019-160—17 14:88:11 878 INFO 1112 —— [ main] s.b.c.e.t.TomcatEmbhedde
dServletContainer : Tomcat started on purt( 3z 8ABA C(http>

2@19_1@_17 14 .s 11 0 i T RITN s 4 4 4 ) —_— R . P e D
gnguat | Started StaprtWebhGoat in 14.468 seconds (JUM Punnlng for 15.2

2. Open a browser window and type ‘http://localhost:8080/WebGoat/’ to start WebGoat in

the browser.

3. Use the credentials that you created in Part 1 to login to the “home page” of WebGoat.

Once you log in you will land on WebGoat’s home page.
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WebGoat x B3

€3 C e D 127001 UK neoeasw9
%WEBGOAT - WehGoat AGIOE
Introduction »

General " Resetlesson

Injection Flans

Authentication Flaws

Crass-Site Scripting (XSS) » o

Access Control Flaws

wasecamacan > \What is WebGoat?

nsecure Deseriaization
Request Forgeries
Vunerable Camponents - A3

Client side.

Chalenges do that than with your very own scapegoat?

ree 1o do what you will with him. Hack, poke, prod and if it makes you feel better, scare him unti your heart's content. Go ahead, and hack the goat. We promise he kes it
Thanks for your interest!

‘The WebGoat Team

4. Navigate to Cross-Site Scripting (XSS) — “Cross-Site Scripting” to get on the following

page.
WebGoat b+
& C @ @ 127.0.0.1
= Cross Site Scripting

Injection Flaws
Authentication Flaws
0060600000000

Cross-Site Scripting (XSS)

Cross Site Scripting

Concept

A This lesson describes what Cross-Site Scripting (XSS) is and how it can be used to perform tasks that were not the original intent of the developer.
\ccess Control Flaws

Insecure Communication

Goals

& The user should have a basic understanding of what XSS is and how it works

Insecure Deserialization

Request Forgeries

Vulnerable Components - A8 * The user will learn what Reflected XSS is

Client side » The user will demonstrate knowledge on:

Challenges s o Reflected XSS injection

o DOM-based XSS injection

The numbers 1 to 12 indicate the lesson number. The lessons marked in red contain
challenges. Once you complete a challenge the lesson number changes color to green. The
lessons without challenges contain important concepts that will help you in solving the
challenges. It is advisable to go through the lessons in order to have a better understanding
to solve the challenges. We will go up to lesson 7 in this section.

5. To start, complete Lessons 1-6 including the trivial challenge in Lesson 2. For Lesson 2,
instead of using the address bar to execute the JavaScript, use the Console in the browser
developer tools (access instructions provided below).

Instructions to access the browser developer tools:

e If you are using Google Chrome or Mozilla Firefox, pressing Ctrl+Shift+l (on
Windows) will open the browser developer tools.
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w ﬂ Elements Console Sources Network Performance Memory Application Security Audits Adblock Plus

M ® | top Y | ® | Filter Default levels ¥

>

Take a screenshot (Screenshot 2) of the message received after completing the
challenge in Lesson 2 and save it in the YourLastName_ WebSecurityActivity.docx
indicating the challenge completion. [1 point]

6. After completing Lessons 1-6, proceed to Lesson 7 that will test your ability to identify
reflected XSS. You should see the following form once you navigate to Lesson 7.

Try It! Reflected XSS

Identify which field is susceptible to XSS

Itis always a good practice to validate all input on the server side. XSS can occur when unvalidated user input is used in an HTTP response. In a reflected XSS attack, an attacker can craft a URL
with the attack script and post it to another website, email it, or otherwise get a victim to click on it.

An easy way to find out if a field is vulnerable to an XSS attack is to use the alert() or console.log() methods. Use one of them to find out which field is vulnerable.

shopping Cart Items -- To Buy Now Price Quantity Total
Studio RTA - Laptop/Reading Cart with Tilting Surface - Cherry 69.99]| 1 < |[$0.00
Dynex - Traditional Notebook Case 27.99)/ 1 < ||$0.00
Hewlett-Packard - Pavilion Notebook with Intel Centrino 1598.99( 1 <) ||$0.00
3 - Year Performance Service Plan $1000 and Over 299.99|| 1 < ||s0.00
The total charged to your credit card $0.00 UpdateCart
Enter your credit card number: 4128 3214 0002 1999
Enter your three digit access code: 111

Purchase

Here, the goal is to identify which field is susceptible to XSS. An easy way to find out if a
field is vulnerable to an XSS attack is to use the alert () method. To start, click the
‘Purchase’ button and observe what happens. This will help you in identifying the text field
that is susceptible to the XSS attack. After identifying the text field use the following input
to trigger the XSS vulnerability:

<script>alert ('xss')</script>

Take a screenshot (Screenshot 3) of the alert message received after completing the
challenge in Lesson 7 and save it in the YourLastName_ WebSecurityActivity.docx
indicating the challenge completion. [1 point]

Q1: Explain your observation and understanding of the vulnerability of this challenge in
the in the YourLastName_WebSecurityActivity.docx — Reflected XSS. [3 points]
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7. Next, navigate to “Cross-Site Scripting (stored)” to navigate to the following page:

<« c @ @® localhost ebG start #tles ssSites
= Cross Site Scripting (stored)

Injection Flaws

.
cromomsciping s> 0ee

e Concept

After taking & look at Reflected XSS in the previous lesson. We are now gonna take & closer look &t ancther form of Cross-Site Scripting Attack: Stored XSS,
Access Control Flaws

Insecure Communication

Goals

» The user wil learn what Stored XSS is

Insecure Deserialization
Request Forgeries

 The user il demonstrate knowledge on:
‘Vulnerable Compenents - A9
o Stored XSS injection
Client side

Ghallenges

8. Complete Lessons 1 and 2 and the challenge in Lesson 3 (pictured below).

See the comments below.
Add a comment with a JavaScript payload. Again ... you want to call the webgoat.customjs. phoneHome function.

As an aftacker (offensive security), keep in mind that most apps are not going to have such a straight-forwardly named compromise. Also, you may have to find a way to load your own JavasScript dynamically to fully achieve goals
of extracting data.

‘\ 7 John Doe uploaded a photo.

7
=

"

| REQUEST YOUR
ASSISTANCE

£

guest
Can you post a comment, calling webgoat.customjs.phoneHome() ?

guest
This one is safe too.

webgoat
This comment is safe

secUriTy
Comment for Unit Testing

€9 I R 6o I

For this challenge, add a comment that contains JavaScript to call the
webgoat .customjs.phoneHome () function.

Use the following input to trigger the stored XSS vulnerability:
<script>webgoat.customjs.phoneHome () </script>

The output of the script execution can be seen using the browser developer tools (access

instructions provided below). An ‘alert (webgoat.cusotmjs.phoneHome ())’ would
give an undefined output as the phonetome () function is defined to output the result using
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phoneHome

phone home

9.

the console.log() DOM API instead of alert (). The output should include a value
starting with 'phoneHome Response is ....". Put that value in submission text box at the
end of the lesson to complete this challenge. Note that, each subsequent call to the
phoneHome () method will change that value. You may need to ensure you have the most
recent one.

The response of the script execution can be seen using the same ‘Console’ tab in browser
developer tools used in Lesson 2. The response will be similar to the screenshot below.

invoked

said {"lessonCompleted":true,"feedback":"Congratulations. You have successfully completed the assignment.","output":"phoneHome Response is 556779667"}

Take a screenshot (Screenshot 4) of the message received after completing the
challenge in Lesson 3 in the YourLastName_WebSecurityActivity.docx indicating the
challenge completion. [1 point]

Q2: Explain your observation and understanding of the vulnerability of this challenge in
the YourLastName_WebSecurityActivity.docx — Stored XSS. [3 points]

Answer the following questions in the YourLastName_WebSecurityActivity.docx:

Q3: What are some measures that can be taken to block a stored XSS attack (List 3)? [3
points]

Hint: search for ‘preventing XSS’ and/or use the resources provided in WebGoat itself
under the section---Cross-Site Scripting (XSS) — Cross-Site Scripting (mitigation).

Q4: What information can the attacker steal using XSS attacks (List 3). [3 points]

Q5: What are some common locations on a web page that can be vulnerable to an XSS
attack (List 3). [3 points]

Q6: What are some of the consequences of an XSS attack (List 3). [3 points]

10. Submission: (31 Points Total including Part 1 and 2)

Record your findings (screenshots + answers to Questions 1- 6) and upload your
YourLastName_WebSecurityActivity.docx as a pdf in the Web Security Activity
submission link on Canvas. One submission per student.

Note: Follow the instructions closely, and organize your answers neatly. Please label your
answers with the appropriate question labeling. For example “Screenshot 1, Answer to Q1, etc.”.
Illegible, unclear answers or answers that do not adhere to instructions will be penalized. Only
one submission per student.
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