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        Welcome to ITSC 4681-103!

        
Welcome everyone to a new course! The Canvas page is still somewhat in-progress, so it will be improving throughout the semester. I have published plenty of resources for you to read through and utilize, as well as a discussion board for sharing resources you find and asking questions!

 

Your first assignment is on HackTheBox and is due on Friday, August 30th at 11:59pm (it should be an easy assignment).

 

Please be sure to read the syllabus for grading and late policies! I have attached a copy of the syllabus to this announcement. You can also find the syllabus and other course resources on the Files tab of the Canvas page. Once they are ready, you will also be able to find your private keys and eventually Wireguard configuration files under the Files tab as well in a folder matching your name, and you will not be able to see the folders for other students.
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        Early Submission and Additional Attempts

        Quick update: I will do my best to grade early submissions promptly, and if you receive points off you are more than welcome to resubmit before the due date for a chance to receive the points you missed back!
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        Linux Hardening Reading

        
I have continued working hard on getting our network for practical labs and projects running, but in the meantime I have published a new module on Linux System Hardening with links for useful information that will be extremely helpful to know! Please take some time this week to read through these pages and understand them, I will be publishing a short and easy assignment later this week for you to submit a small summary (half a page to a page) on a page of your choosing.

 

Have a good week!
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        Linux Hardening Summary

        
I hope everyone had a good weekend! I have just published your next assignment, due Friday at 11:59pm. I'd like to add a reminder to read the syllabus to understand the late policy!

 

This assignment should be relatively easy and is meant to teach you some useful information about hardening a Linux system.
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        Linux Hardening Summary + Upcoming Assignment

        
Hello everyone! I hope you're all having a good week! I'm sending this out to say I've enjoyed reading your submissions for the Linux Hardening Summary but am still waiting on a couple submissions, and your next assignment should go live Friday or Saturday of this week! This new assignment will focus on actually hardening an Ubuntu 22.04 installation and creating a write-up of your activities and will be more in-depth than previous assignments. I look forward to getting it to you and seeing your submissions!

 

Note: I will be providing an OVA file to be imported into either VMware or VirtualBox. Feel free to modify how much RAM the machine gets, but 8GB should be plenty and likely more than enough.
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        Linux System Hardening Hands-On Assignment

        
Hello everyone! I hope you had a good weekend!

 

Your next assignment is a hands-on assignment to perform tasks on an Ubuntu 22.04 VM. It will go live later today and be due on October 4th at 11:59pm!

 

-Lily
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        Linux Hardening Assignment Update

        
Hey everyone! My apologies, I made a mistake when configuring the VM for the assignment. I will be publishing an updated OVA file tomorrow with the fix, but if you would rather not redownload it please run the following commands:

 

sudo apt update -y

sudo apt install openssh-server -y

sudo apt autoremove --purge -y
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        Grade for Fall 2024

        
Dear All,

Due to problems with infrastructure set up, we were not able to meet the objective of firewall setup and configurations. Your semester grade will be an I for incomplete. You will be working with Lily during the first half of next semester to complete the firewall exercises.  You will be assigned a grade based on work you have done already as well as the firewall exercise. You will not need to register for any additional credit hours for Spring 2025.
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        Ask Questions!


This is a thread for asking questions, both of myself and each other. Remember not to share answers, but feel free to share any resources you find that you've found useful!
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        Connecting to AWS Instances

Connecting to the AWS instances is a semi-complex process. Hopefully by the end of the semester, I will have a Wireguard config file to provide that will enable you to connect via simpler means. Before this is ready, I aim to provide a PowerShell script and a Bash script that will automatically configure the SSH tunnels so you only have to run the script and then connect.

 

For more information on SSH tunneling and port forwarding, please view the following links. Please note that the commands for Linux tunneling should also work on the Windows command line.

	SSH Tunneling with PuTTY on Windows

	SSH Tunneling on Linux


 

Linux Instructions

To connect to a machine on Subnet 1, you will need to utilize the following steps, replacing the IP addresses with the appropriate Public IPv4 for the machine you will be tunneling through and the private IPv4 for the machine you are trying to connect to. These instructions will be included on each assignment, including the needed IP addresses and ports. You will need to select the port to use on your host machine.

	 Establish the SSH tunnel in a terminal instance running in the folder containing your private keys with the following command: ssh -L [local_port]:[private_IPv4]:22 -i [private_key].pem -f -N [username]@[public_IPv4]
	You will replace the values in brackets with the necessary information from your machine, private keys, and the provided IPv4 addresses




	Connect to the destination instance with the following command: ssh [username]@localhost -i [private_key].pem -p [local_port]


 

Windows Instructions - Will Not Work Yet, User Accounts Do Not Exist

To connect to a machine on Subnet 2, you will need to utilize the following steps, replacing the IP addresses with the appropriate Public IPv4 for the machine you will be tunneling through and the private IPv4 for the machine you are trying to connect to. These instructions will be included on each assignment, including the needed IP addresses and ports. You will need to select the port to use on your host machine.

	 Establish the SSH tunnel in a terminal instance running in the folder containing your private keys with the following command: ssh -L [local_port]:[private_IPv4]:3389 -i [private_key].pem -f -N [username]@[public_IPv4]
	You will replace the values in brackets with the necessary information from your machine, private keys, and the provided IPv4 addresses




	Connect to the instance using RDP through either the Windows RDP client, the Remmina client on Linux, or Microsoft Remote Desktop for Mac on MacOS the following IP and your username: localhost:3389
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        HackTheBox Sherlock: Unix Logs


After reading the provided information, complete the Brutus Sherlock on HackTheBox and complete a write-up of your process and solutions. You should include each of the 8 tasks, with what you did to work through them, as well as a screenshot within your submission (in PDF form) showing your completion of the Sherlock. An example of what this looks like is provided below. Please do not blank out the information that is covered in the example.

 

You should be submitting your answers to the tasks to the Sherlock fields as you go to verify your information is correct.

 

[image: image.png]

 

https://app.hackthebox.com/sherlocks/Brutus

 

HINT: Timestamps are important, and you may need to convert timestamps to and/or from UTC.
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        Linux System Hardening Summary


Assignment Summary

This assignment is to read through the provided reading within this module, choose an article, and write a summary of the information within and what you learned. This summary should include at least 3 specific pieces of information from your chosen article and be at least half a page in length and up to a page and a half. You may summarize multiple articles if you wish or need.

 

Please submit your work as a PDF.
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        Linux System Hardening (Ubuntu 22.04)


The goal of this assignment will be to follow baseline steps to secure the provided Ubuntu Linux 22.04 Virtual Machine. The tasks involved will mimic some of the tasks you should undertake in a competition environment.

 

Your submission should be a PDF file with a section for each portion of the rubric describing what you did for that section, how you secured the machine on this front, and a screenshot of these changes. For example, when updating packages, you should include a screenshot or screenshots of your sudo apt update -y command and the sudo apt upgrade -y command.

The VM: Ubuntu 22-04.ova

Package Management

	Please update all installed packages to ensure security vulnerabilities from old versions have been removed.


 

Allowed User Accounts

	student

	sanguinius

	ferrusmanus

	lioneljohnson

	jaghataikhan

	lemanruss

	rogaldorn

	robouteguilliman

	vulkan

	corvuscorax


 

Password Management

Ensure that all user accounts are adhering to the following secure password policy, and remember that in competitions this should always be your first priority. Please document your password changes in a table within your submission. No points will be given if passwords are not logged.

	Passwords should be at least 16 characters long.

	Passwords should contain a variety of alphanumeric characters and special characters permitted by Ubuntu.

	Passwords should be random.

	Passwords should be unique and only used for a single user.


 

Group Management

Examine the groups a user is in and verify that non-approved administrators do not have sudo access! Provide a screenshot of each user you change. Only the following accounts are approved administrators.

	student

	robouteguilliman

	vulkan

	rogaldorn


 

SSH Configuration

Implement the following configuration changes and include screenshots of the changes and proof the file was saved. When you have completed the changes, restart the SSH service and include a screenshot of the service having completed the restart.

	Disable root login.

	Disable password authentication and require SSH keys.

	Limit user login attempts and implement a 30 to 60 minute lockout after 5 failed attempts.
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